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Abstract 

 

It has been increasingly difficult to ignore the prevailing situation of crime, law & order and 

dominantly terrorism acts in Pakistan and the simultaneous use of mobile phone and other related 

equipment in the criminal activities. The prevailing situation motivated us to study digital 

forensics of mobile phones using soft computing techniques. In this thesis, we have developed 

intelligent system approach to explore the causes and effects of this menace keeping in view 

mobile information system, service providers and cyber laws of Pakistan.  

 

The soft computing approaches are useful to study the patterns emerging in forensic crimes 

prevailing in developing countries especially in Pakistan. We have studied mobile related crimes 

such as law & order, home land security and street crimes and presented a review on ICT and 

mobile phone crimes in Pakistan. In this research, we have investigated forensic crimes 

technologies in mobile phone system concentrating on essential mobile phone technology, crime 

evidence, crime investigation framework and related laws in developed and developing countries 

especially in Pakistan.  

 

I have explored soft computing methods / techniques using fuzzy logic, probabilistic 

reasoning, Bayesian network and rough set theory with the approach of intelligent systems and 

artificial intelligence. In fuzzy logic, I have dealt with subjective/ expert approach to analyze 

forensic crimes especially related with mobile phones. I have discussed fuzzy time series 
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approach in detail to study mobile phone crimes over time with examples of rough set theory 

discussed in detail for developing information system related with forensic crimes especially 

related with the use of mobile phones and suggested the use of a rule based system when 

knowledge on attributes related with mobile phone crimes is imprecise. I found that rough set 

theory is very much helpful in taking decisions and improving information/ evidence on mobile 

phone crimes. I have also used Naïve Bayesian approach for classification of crimes and study 

the approach on the available dataset on Pakistan.  

 

I have studied the location based approach for mobile phone crimes using geo-fencing 

technique with special emphasis on data available from service providers and called it tower data 

analysis. Tower data analysis is done in detail and found it very much helpful in detecting 

criminals and their networks especially in the context of Pakistan.  

 

I have also concentrated on objective approach on customer side of the mobile phone use 

and studied in detail call details record (CDR) data available/provided by service providers with 

special permission and suggested an abstract data model of CDR which may be extended to data 

warehouse technology. The approach will be helpful for behavior analysis of mobile users and 

especially criminals while using mobile phones and suggested that such data marts/ data 

warehouse should be developed by the government authorities along with the information 

available from service providers. 
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I have provided suggestions and directions for future work in the context of soft computing 

for developing framework of evidence in Pakistan. We also feel that there is a need to improve 

the government agencies’ record which should be maintained independent of service providers 

CDR data and Location based data of mobile users with their activities.  This will be helpful for 

investigation, evidence analysis without dependence on the service providers’ data. In the last, I 

feel that this effort is the very first attempt to study forensic crimes related to mobile and 

therefore need more attention and more research work on ICT to overcome the misuse of the 

technologies to reduce crimes and improve law & order, homeland security for the country and a 

common citizen of Pakistan. There is a good coordination and cooperation among the researchers 

and the consultants of law enforcement agencies which has culminated into this work and hope 

that this will open new venues for research and development in this area in the future.  
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Introduction 

1.1. Introduction  

Forensic investigation is used to recognize and inspect technical proofs that assist in drawing 

decision for condemning criminals or to discard fake proofs in contradiction of a person who is 

innocent. A lot of usual types of forensic investigation are the biological biometrics (See Budowle 

and Daal 2009 for details) Proofs, like hair and splatter of blood; proofs such as identification of a 

weapon and finger-prints. Digital forensics is an evolving division of forensics, which is collecting 

and analyzing the evidence by the association of digital devices such as a PC or a mobile-phone and 

others. There are different ways of recovering digital proofs like a computer, cellular phone, digital 

camera and many more, and numerical methods applied for very long to evaluate, examine and 

verify such proofs. 

 

Between many other things, the age of enhancement of technology is changing the shape of 

forensic investigation. In one side it has become very easy and faster to move ahead to conclusion, 

analyzing and collecting data. Though, fresh issues also arise within the same era. The forensic 

conclusions dependability is one of them as the digital evidence could be altered, changed or 

tampered for hiding or committing criminal activities. 

 

Using a cellular-phone, particularly a GSM-Mobile is a very basic example. A GSM-Mobile 

offers the consumer an identity apart from the mobile phone itself, furthermore the Global System 

for mobile (GSM) offers purposeful source related to3G cellular systems, UMTS.  That is why it is 

very significant for investigators (forensics) to determine the procedure of how the Global System 

for mobile (GSM) works, and how reliable evidences can be recovered (Willassen, 2003). 

Any advance software should be used as an example. Because of this, the real photographs 

may be may be manipulated by switching a certain location or person but it may be recognized by 



22 
 

examining the image by its natural characteristics. Also precise examination of the properties of the 

image by the use of several devices, which are also digital. It means this practice can determine if the 

image has been taken from a mobile-phone, a PC or a camera and other digital devices. 

In most of the cases, the criminal activities are financially motivated. In this way, the criminal 

may be treated as a rational person who is taking high risk for high return. For instance, street 

crimes like car and cell phone snatching which are high frequency crimes require more interaction 

between the criminal and the victim for less marginal benefits. At the same time, the other crime 

like robbery requires entering in a more risky situation however the marginal benefits are 

significantly higher. There are numerous studies on the subject that discuss the cost and benefits of 

the criminal activities (See Burney, Arafeen and Qadri for details).  

 

New age digital-criminals are attacking the developed nations by using a technology, which is 

advance for their digital-crimes such as forgery of images for using somebody’s credit card, forgery 

of signature while mobile phone system forensic is a recent addition. Instantaneously, the alertness 

for the use of information forensics to fight digital-crimes is indeed growing every day. A few 

common fields in investigation which is digital consists of models for attack (See Sodiya et al, 2007 

for details), cryptanalysis, steg-analysis, certification, human recognition, signal categorization, 

transaction tracking, inspection, etc. Different techniques related to soft computing like fuzzy logic, 

neural networks or evolutionary computing Burney, S.M. Aqil et.al (2012), (2013a), (2013b) are 

used to understand the meaningful inferences out of patterns and complex data structures.   

Due to the lack of some incomplete information or primary standard criteria evidences from crime 

scene become less trustworthy in numerous cases. The information collected from different sources 

is very important to examine, differentiate the tempered evidences and real evidences and 

trustworthy forensic conclusion should be made by using soft computing techniques such as 

ontological-Epistemological disciplines such as rough set theory, genetic algorithms, artificial 

neural network, neuro fuzzy logic, statistical techniques and Bayesian Networks (See Alin C P 

&FaridH 2013 for details) for digital forensics.  
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1.2   Motivation 

Among the other sources of digital evidence, the criminal investigations were greatly 

influenced by the potential information found in mobile phones.(Klaver C, 2009). Moreover, the 

data found on the mobile towers will also help establish concrete evidence against the criminals and 

their networks to support justice system to gear towards pre-empting and preventing the acts of 

crime or terror (Casey E. B., 2009b). 

 

The availability of huge data related to cell phone (which is potentially helpful in systematic 

investigation of a crime) motivates the researcher to apply available technologies to understand and 

analyze the prevailing crimes and terrorism growth. The systematic analysis of prevailing crime and 

terrorism growth is helpful in proposing the methods to reduce the menace and bring the society to 

normality, especially in the countries like Pakistan. Another important reason for studying and 

investigating soft computing methods is, to provide scientific basis to forensic testimony especially 

in the context of mobile phone forensic investigations when available information is imprecise.   

 

 

1.3 Review of Literature 

A mobile / cell phone / smart phone / tablet device poses great challenges for investigating 

agencies, homeland security services and law enforcement officials all over the world irrespective 

of continent, country or nation. These hybrid devices have integrating capabilities of mobile phone, 

music player, camera, FM radio, internet global positioning system etc. At the same time, these 

devices are part of the internet of things with prevailing computing and advance communication 

features including wireless and Bluetooth as discussed (Burney et al 2013) . One of noticeable 

features of the double edge sword that harbors / breeds crimes and related material can be found in 

literature of recent origin from the year 2000 or so though digital forensic has a long history and 

goes back to 1970  (For detail see en.m.wikipedia.org/wiki/digital forensic) although first computer 

crime was recognized in USA in 1978. Mobile device forensics differs from computer forensic. 

 

Digital forensic evidence material is the data set used to decide whether a crime using 

computers or networks of computers internet or mobile phone, tablets has been committed or will 
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be committed or being committed and this dataset can provide a connection related to a felony and 

its sufferer or felony and its executor (For details, see Casey, E. B. 2000). With the help of data 

storage devices i.e. discs, embedded digital logs, routing tables, networks i.e. packet data, PDA and 

Cellular phones etc the proof can be acquired / collected / investigated. There has been a lot of 

literature which studies on USB flash memory and window forensic and related ontology of cyber 

forensics can be found (Ashley et. al. 2006) to develop information system for digital forensic 

investigation and development of information system for digital crimes / crimes based on mobile 

communication system can be stretched (Ahmed M. N. et al 2013) using fuzzy reasoning.  

 

In this thesis, the concern and interest is basically in emerging forensics related with hand 

held devices which are small scale digital devices, specially tablet computers, personal digital 

assistance as discussed above, digital cameras; mobile phones, DV - digital video and GPS - Global 

Positioning System receives and transmitters etc(For detailed discussion see Jeremy, 2012) DPC 

Technology Watch Report 12-03 Nov 2012.  

 

We will be predominantly investigating in mobile forensic and relevant material and methods 

can be found in Casey et al (2009),Klaver (2009) and Mislan et al (2010). For the growing need 

although a good survey on networks forensics can be found in (Chennaka A., 2013) which is 

important to review but while dealing with mobile forensics when service is being provided by 

various operators having various brands, bands (MHz) with data towers can be used to investigate 

and study users’ behavior and to discover communities, identification of location clusters relevant 

to a users’ life or accessing groups with collective activities, criminals and their activities (for detail 

see Eagle et al, 2010). Considerable amount of research on qualitative and quantitative modeling of 

human behavior using data from mobile phones has been conducted in the recent year. Literature on 

GSM traces analysis and works on location segmentation and movement prediction from GPS data 

is of value. (For details see Gonzalez & Eagle et al 2006). Log records are widely used in variety 

crime investigations especially in the context of internet and computer activity and rum mobile 

phones, smart phones, thus importance database management such as  relational, temporal and 

spatial in nature plays vital role for digital evidence (for detail discussion, see Howard, 2011 and 

Timothy, 2011).  As mentioned above, readily available, effective, efficient methods and 
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mathematical models for intelligent systems development become crucial and will be discussed in 

the chapters to come.  

 

1.4 ICT and Forensic Crime in Pakistan: A Review  

Access to communication networks in the age of globalization with digital convergence at 

public level creating vibrant knowledge based society and ICT is instrumental for acquiring 

knowledge among people for all sort of human activities  and in fact a basic human right to all 

human being. In most parts of the world and especially in Pakistan, rights that are already legally 

recognized are daily being violated, in the name business and economics, political campaigning, 

religious causes against home land securities and personal interests. These sort of violations are the 

main cause of cyber enemies, digital forensics, digital security and privacy careers. One of the 

problems of ICT and other emerging technologies of IT is that they are increasing security concerns 

and give rise to digital crimes, mostly terrorism related problems in Pakistan as reported in Central 

Crimes Record Office (CCRO) and the authors /scholars experience in extent of mobile forensics 

and home land security (IBMS / PISCES: Integrated Board Management System / Personal 

Identification Seem Companion And Evaluation System) with a conclusion that there is dire need to 

study this in detail. Digital devices related crimes using digital forensics especially in the field 

mobile communication using GIS related technologies such as crime maps, data handling 

technologies, sharing geo-spatial data technologies, aerial photography and remote sensing 

technologies for crimes investigation. The indispensable nature of these ICT related technologies 

have motivated cyber terrorist to attack / target public services, business, defense installation, 

seaports , airports as recently happened at Quaid e Azam International Airport, Karachi (8 June 

2014)and seaport installations in Karachi 2014  along with many such incidence of terrorism in 

Pakistan.  

 

Our focus in this work as pointed out in chapter 1 is digital forensics for mobile 

communication as in ample use and access to mobile phones with recent introduction of 3G / 4G 

technologies in Pakistan that motivates to investigate digital forensic / enemies, especially in the 

field mobile communication. 
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ICT have served as perfect accelerator for social, economic and industrial progress. The speed 

at which ICT has penetrated in the society has taken everybody by surprise. More interesting is the 

fact that developing countries have left the developed countries behind in terms of increased use of 

communications such as the mobile telephone subscriptions. Figures2.1 to 2.4 show that the ICT 

services subscription in the developing countries [UN-IER, 2009-2012] [MHealthEd, 2011] of 

South East Asian region 

 

 

Figure 1.1: Broadband subscriptions with fixed wire per 100 inhabitants 

 

 

Figure 1.2: Broadband subscriptions with fixed wire per 100 inhabitants 
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Figure 1.3: Percentage of Individuals using the Internet 

 

 

 

Figure 1.4: Mobile cellular subscriptions per 100 inhabitants 
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1.4.1 Focus of Crimes prevailing in Pakistan, Example in Karachi 

 

The status of crimes in a city is largely dependent on the socio-political environment and the 

economic stability. In order to ensure safety and minimize security threats one should be aware of 

the reality on ground. As an illustration, a case study of crimes in Karachi, Pakistan is presented. 

 

Karachi being the seventh biggest city in the world has characteristic/cultural race consisting 

of Urdu, Pakhtoon, Punjabi, Sindhi and Balochi speaking population [Hasan, 2002]. It is spread 

over an area of 3,527 square kilometers and consists of approximately eighteen million people. As a 

result of the arrival of people from all over Pakistan, the ethnic divide became very prominent in the 

recent years. Now there are approximately 2 or sometimes more communities facing each other due 

to this change in demographics[Gazdar, 2013]. 

 

Despite the fact that Law Enforcement Agencies and the Police have very limited resources, 

they have made immense efforts to fight the terrorist actions in the city and are able to control the 

situation of target killing and terrorism [Chotani, 2002]. Now the Police and Law Enforcing 

Agencies are in enhanced control of the condition and they are equipped to face any demanding 

condition to ensure the security of the properties and the lives of the citizens. 

Areas of Karachi Orangi and Lyari have been disturbed by the high level violence [Gazdar, 

2013]. Pashtun and Urdu speaking community’s ethnic conflicts have made the city vulnerable. 

Criminal and political violence is also common including robbery, armed carjacking and 

kidnapping for ransom. 
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Figure1.5: Administrative divisions of Karachi 
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Violent civil unrests are the results of the strikes by political parties and various religious parties 

and they cripple the city [Gazdar, 2013].  

 

The city’s safety for its daily activities is very hard to determine. Due to all the threats in the 

city, there is vigilant planning taking place for all the movements in the city. Foreign employees 

functioning outside of the city are usually advised not to commute apart from executive purposes. 

Employees’ travelling in Karachi is focus of severe safety actions and movement on foot is not 

suggested at all [Clark, 2010a] [Clark, 2010b]. 

 

The national elections held in 2013, were an essential landmark in the history of Pakistan’s 

democracy. It was the first time in Pakistan’s history that the polls were conducted according to 

schedule. Hence after a full five-year term by the previous government, the power was shifted 

democratically to the new government. 

 

Now however, there still continues to be significant concerns regarding human rights in 

Pakistan in spite of some recent advancement on approving human rights regulations and passing 

crucial global human rights arrangements. The country rests close to the end of many global 

directories for human rights. Against minorities and women there continues to be discrimination, 

including violence in many areas of Pakistan. Corruption pervades all aspects of public life in 

Pakistan. Many forms of corruption have taken place in Pakistan varying from nepotism to petty 

bribery and exploitation of power. Even in order to access basic services people generally have to 

face demands for bribery. 

 

There are reports of extensive bribery in different parts of Pakistan between many service 

providers. In order to avoid an anxiously stretched wait to acquire general facilities, fresh 

businesses might be asked to pay a “facilitation-fee”. In the public sector including tax, 

procurement and public finance, there is also corruption involved. 

 

In Transparency International’s (CPI) Corruption Perception Index, Pakistan was ranked 

127 out of 177 in the year 2012 [TPI, 2014]. According to the Gallop Poll of 2011, 81% of 

Pakistanis view corruption in their government as widespread [Gallup, 2014]. 
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Pakistan ranks 110 out of 189 countries in the World Bank’s ‘Doing Business’ ranking for 2014 

[WB, 2014]. Transparency International estimated in 2010 that corruption cost the economy Rs 223 

billion. 

 

Throughout Pakistan, terrorism has become a high threat. The threat is complex, multi-

faceted and changes frequently. In the country there is a range of militant groups with ranging 

targets, connection and agendas but the main terrorist threat comes from Tehrik-e-Taliban Pakistan 

(TTP) [Gazdar, 2013]. In many parts of the country there are numerous terrorist attacks [Esser, 

2014]. These attacks are typically focused on Law Enforcement, Government or Military officials 

as targets, particularly following the launch of a military operation in the FATA in June 2014. 

However, other targets have included civilian areas e.g. shrines, mosques and marketplaces. 

Therefore we advise applying precautions while going to public places often visited by foreigners 

such as airports and hotels etc. Areas in Balochistan, Khyber Pakhtunkwa (KPK) and FATA, which 

are bordering Afghanistan, experience high rates casualties due to numerous terrorist attacks. But 

there are also increasing numbers of attack in the main cities including Karachi, Islamabad and 

Lahore. Violent crimes are observed in Karachi on a daily basis. The violence is mostly criminal 

and political ethnic, and the city can come to a standstill due to these severe outbreaks. 

 

There is a serious threat of street crime in Karachi and adequate safety and precautionary 

measures are taken by the residents. In particular, people are robbed off their cell phones, laptops, 

jewelry, bags, debit and credit cards, and even passports. Stolen and forged passports also have an 

active black market. Criminal gangs, often with political party affiliations, operate with impunity in 

most parts of the city, and some areas are effectively cut off from police. An insight into crimes in 

Karachi. 

 

Despite a large-scale security operation carried out by Pakistani Rangers and Police, violent 

crimes continued during the past year i.e. 2013. In fact, according to many official accounts, the 

year 2013 was the deadliest year in term of violent crimes recorded in Karachi. A brief summary of 

crimes that haven taken place in Karachi during the year 2013 is presented below. These crime 

statistics are based on data released by the Sindh Police and Rangers. It is pertinent to note that 

many crimes taking place in the metropolis remain unreported.  
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Crime Count Crime Count 

Killings (Civilians) 2,507 Robbery  3,082 

Killings (LEAs)  191 Vehicle theft (4-wheel) 4,068 

Killings (Suspected 

Criminals) 
125 Vehicle theft (2-wheel) 22,284 

Kidnapping 108 Cell phone theft* 10, 501 

Extortion 519 cases * Most incidents of cell phone theft are not reported 

 

Table 1.1: Crime Statistics for Karachi for the year 2013 [CPLC, Sindh Police] 

 

 

 

 

Figure1.6: 4-wheelers stolen/snatched in Karachi during 2005-2013 
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Figure1.7: Make of 4-wheelers stolen/snatched in Karachi during 2013 

 

 

 

 

Figure1.8: Color of 4-wheelers stolen/snatched in Karachi during 2013 
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Figure1.9: Spatial distribution (Town-wise) of 4-wheelers stolen/snatched in Karachi during 

2013 [CPLC, 2014] 

 

 

Figure1.10: 2-wheelers stolen/snatched in Karachi during 2005-2013 
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Figure1.11: Spatial distribution (Town-wise) of 2-wheelers stolen/snatched in Karachi during 

2013[CPLC, 2014] 
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Figure1.12: Spatial distribution (Town-wise) of Cell phones stolen/snatched in Karachi during 

2013[CPLC, 2014] 
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Figure1.13: Killings in Karachi during 2005-2013 

 

 

Figure 1.14: Kidnapping for ransom in Karachi during 2005-2013 
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1.5  Thesis Plan 

The thesis reviews the existing and emerging literature on soft computing and digital 

forensic with an intelligent system approach to study the concept of mobile forensic and the 

conceptual models which are helpful to study mobile forensic crimes in Pakistan and the similar 

situation prevailing in the other parts of the world. Chapter 2 introduces the of digital forensic and 

mobile phone forensic along with discussion on relevant data. GSM mobile phones and the other 

related architecture is also discussed in that chapter. Chapter 3 highlights the legal aspects and 

evidence analysis of criminal activities and chapter 4 discusses the soft computing techniques in 

digital forensic with emphasis on fuzzy forensic framework, rough set theory for digital forensic 

crime analysis.   Chapter 5 deals with call data records and analysis of tower data and Geo fencing 

and building casual Bayesian structure from mobile phone tower data. Chapter 6,discusses Call 

details record (CDR) data mart and data warehouse while handling temporal data. Chapter 7 

concludes the discussion and provides the direction for future research in this subject. 
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Chapter 2 

 

Digital forensics and Mobile phone analysis 

 

2.1 Introduction 

Access to communication networks in the age of globalization with digital convergence at 

public level has created vibrant knowledge based society and ICT is instrumental in acquiring 

knowledge, interaction among of people for all sort of human activities  and is in fact a basic human 

right. In most parts of the world, especially in Pakistan, rights that are already legally recognized 

are daily being violated, in the name of business and economics, political campaigns, religious 

causes against home land securities and personal interest. This sort of violation is the main cause of 

cyber enemies, digital forensics digital security and privacy careers effecting information, 

communication system law and order situation at natural and instrumental levels actively and 

passively. One of the problems of ICT and other emerging technologies of IT is that they are 

increasing security concerns and detonate the performance and give rise to digital crimes, mostly 

terrorism related problems in Pakistan as reported in Central Crimes Record Office (CCRO) and the 

authors /scholars experienced in extent of mobile forensics and home land security Integrated Board 

Management System (IBMS) / Personal Identification Secure Comparison and Evaluation System 

(PISCES) and concluded that there is a dire need to study the same in detail. Digital devices related 

crimes using digital forensics especially in the field mobile communication using GIS related 

technologies such as crime maps, data handling technologies, sharing geo-spatial data technologies, 

aerial photography and remote sensing technologies for crimes investigation. The indispensable 

nature of these ICT related technologies have motivated cyber terrorist to attack / target public 

services, business, defense installation, seaports , airports as recently happened at Quaid e Azam 

International Airport  Karachi and at Seaport installations, Karachi in 2014and many such 

incidences of terrorism in Pakistan. 
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Our focus in this work as pointed out in Chapter 1 is digital forensics for mobile 

communication. An ample use and access to mobile phones with recently introduction of 3G / 4G 

technologies in Pakistan motivate to investigate digital forensic / enemies, especially in the field 

mobile communication. Chapter II isprepared as follows. Section 2.2 consists of an extensive 

discussion on digital forensic. Section 2.3 exclusively discusses mobile phone forensics whereas an 

overview of mobile device forensics and mobile evidence classification is provided in Section 2.4, 

2.5 and Section 2.6 explains the characteristics of cell network. 

 

 

2.2 Digital Forensics 

 

The definition of digital forensics has been extended to include all the forensics of digital 

technologies including mobile phones with 3G and 4G technologies. (See Burney 2014 for details 

regarding the 3G and 4G mobile communication in Pakistan). It is an emerging field of computer 

science; computer forensics can be the best synonym for digital forensics. Computer Forensics can 

be described as “the use of tools and techniques collected to locate evidences in a computer” 

[Caloyannides, 2001]. 

Because of Law Enforcement Agencies LEA’s realization, Digital forensics has become 

prevalent with  different digital devices are used to exploit illegal activities, it includes computer 

systems and other computing devices such as mobile phones etc. Computer Forensics are focusing 

on explicit techniques for getting proves from different incidents, while Digital Forensics can 

integrate every digital devices with technologies of the future. Unluckily there is no consistent or 

standard methodology existing, but a rather set of tools and measures created from system 

administrators, law enforcement, online financial services and hackers’ experience. It has been 

observed that the evolution of digital forensics along with recently evolving operating system based 

forensic procedures have continued from techniques and tools from ad hoc, rather than that from the 

scientific community, from which a lot of the former conventional forensic sciences have initiated 

[Palmer, 2002]. Because evidences are obtained using techniques that have been verified to 

constantly analyze and extract evidence without modification or bias, it has become very 
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problematic. We will discuss the computing techniques (Chapter 4) to analyze the relevant forensic 

data for extracting evidence especially when knowledge about crime is imprecise. 

 
In practice, we have to come across operating system specific forensic procedures based on 

UNIX, LINUX and mobile phone related operating systems such as Androids and other brands (See 

Yusoff et al, 2014 for details). As a matter of fact, shortage of software tools for operating systems 

compels us to develop tool kits for forensic analysis. 

 

Incidence response methodology is found to be viable to understand forensic process 

(details can be found at Mandi, 2001). This practice consists of steps such as “follow-up, reporting, 

recovery, network monitoring, security measure implementation, investigation, duplication, 

response strategy formulation, initial response, pre-incident preparation and detection of incidents”.  

These steps are important prior to tower data analysis (Chapter 5). The methodology selected for 

digital forensic analysis should provide breadth and depth of the investigation of computerized 

crime and it should be related to the overall computer system and mobile phone forensic 

investigation (See Ahmed M. N., 2013 for details) when using soft computing approach. The focus 

of digital forensic should now become digital devices like PDAs, cellular-phones and smartphones 

based on 3G and 4G technology and also digital technology of the future related to computers etc. 

Pre-incident preparation is considered as a very important and good practice in digital forensics. It 

is the procedure of arranging equipment and tools, improving skills of forensics and persisting to 

teach an individual with fresh technologies that could be valuable in incident dealing. 

 

There is a need to adopt intelligent system type approach to develop the forensic process 

from relevant technologies especially in our case, mobile phone technologies. As in some other 

countries, there would be a group of experts at government level in Pakistan as well.   

 

The term Digital forensic was interchangeably used with the term computer forensic in the past 

however, it has now been used to refer the forensic of the devices which handles digital data such as 

mobile phones, videos, computers, USB flash drive etc.  A digital forensic investigation may come 

across many types / formats of digital data and thus leads several type of data analysis. The 



42 
 

different types of analysis are based on interpretation, layers, which are generally part of the data 

design and tools. 

 

Digital forensic can be divided in to database forensics, network forensics, mobile device 

forensics and computer forensics. A brief review of the above-mentioned types is presented in the 

following sections. 

Computer forensics is related to the collection of evidence from a computer which is useful 

in investigation of any criminal activity. It is used for different types of investigations such as 

criminal, civil or corporate etc. As per studies on this subject, around 95 percent criminals leave 

sufficient evidences which can be used to get them punished through following the process of 

systematic computer forensics. In case, if a criminal hides digital evidence, different data hiding 

procedures can recover the evidence such as steganography.  

 

Network forensics is related to the activities that focus on capturing, storing and analyzing 

network events. The process involves recording of every packet of network traffic to a single 

storehouse so the traffic can be examined thoroughly.  As it is noted by SANS Institute, “Network 

forensics can reveal who communicated with whom, when, how, and how often. It can uncover the 

low-level addresses of the systems communicating, which investigator can use to trace an action or 

conversation back to a physical device”. 

Within the process of network forensic, the details of emails, (IM) Instant Messaging chats, surfing 

the web and data transmission may be claimed and recreated to uncover the real transactions. 

 

Database forensics includes forensic examination of the database and the metadata related to 

them. Its same as computer forensic as it also requires applying the normal forensic procedures on 

the database contents and metadata. Information related to cache may also be available in a server 

RAM that requires live analysis techniques.  
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Database forensic is also related to the timestamps which is applied in a relational table to 

update time of a row which is examined and use for validation and verification of database users 

action. Moreover, it may focus on revealing the dealings within range of application or database 

system to uncover any illegal activity such as fraud. To analyze the data different types of tools are 

used. Audit logging capabilities are given by these types of tools which in results 

providedocumented proof of forensic examiner tasks or analysis on the database performed by the 

examiner. 

Standard used to encode data on the computer disk is provided by the relational databases 

forensic study. A documentation of standards used to encode information is famous brands of DB 

such as Oracle and SQL Server add up to public domain. 

 

 

 

 

 

2.3  Mobile Phone Forensics 

Extracting digital proof from a cell phone is the method called mobile phone forensics, a 

singularity not mostly mentioned in traditional Computer Forensics (Klaver, 2009). The usage of 

mobiles in criminal activities were recognized extensively for a few years though the study of 

mobile phone forensics is a fairly new area commencing from the recent 2000’s. A rapid increase of 

phones (mainly smart-phones) in the market triggered a requirement of forensic examination for the 

phones, which may not be met by current techniques of computer forensics (discussed in Section 

2.2). Numerous kinds of personal data can be saved on mobile devices e.g. SMS and MMS 

Messages, photos, notes, calendars and contact numbers (Klaver, 2009). Smart-phones can 

furthermore include web browsing information, social media networking, contacts, messages, 

emails and videos. 

 

 An attempt has been made to provide in depths look at the mobile-phones, describing their 

relationship with forensic measures and the technology used. It explains the phone with 

characteristics far ahead of standard text messaging and voice communication along with their 
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operating and technical features. There is also discussion on acquisition, preservation techniques, 

analysis, examination, digital data reporting on phones as well as tools for forensic softwares 

available to maintain these actions. 

  

 

2.4 Mobile Device Forensics (MDF) 

A mobile device is a dynamic system that brings before trials from a forensic viewpoint. 

Furthermore, latest designs of mobiles are manufactured worldwide; few professionals have 

postulated that 5 new models of mobiles are launched on a weekly basis (Jones, 2008). The 

increasing counts and range of mobiles are making it hard to establish a solo tool or procedure to 

state all possibilities. The increasing counts and ranges of platforms and smart-phones includes 

Windows Mobile, Apple iPhone, Blackberry and Android based phones, there are also a huge 

amount of lower-end mobiles having legacy OS (Operating Systems). 

 

2.5 Mobile Evidence Classification 

The forensic advantages of mobiles in criminal research ranges, it depends on the illegal 

activities that are investigated, mobile device’s capability, and the usage of the mobile device. 

Information within the device is located in numerous areas such as SIM (Subscriber Identity 

Module) Card, removable memory and the on board memory. All of the mentioned components 

might not be available or essential for the entire analysis, however in few situations there might be 

detachable media, dual Subscriber Identity Module (SIM) cards, or maybe more than 1 phone. 

 

 

2.5.1 Management of Mobile Device (MD) as source of digital evidence 

Applications of forensic values to any computer device are also applicable to mobile-phone 

in order to allow others to validate extracted digital proof. The mission of a forensic sound 

procedure is record the evidence that you state and is not being changed or replaced after 

acquisition. Every taken step to collect the information should be documented to maintain 

repeatability and transparency. This will enable others to measure and revise your work. 
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Furthermore the MD5 hash of extracted information should be documented and calculated, this 

will allow others to validate that no changes have been made since the information was extracted. 

Any encountered issues during the extraction of data should be documented also, even when it is 

an unknown cause or when they are embarrassed. The documentation should also state control and 

continuous possession during its lifecycle. Hence it is not only important to document details 

regarding the compilation process, but also whenever it is shifted or moved and whoever was 

accountable. 

 

 

2.5.2 Digital Evidence on Mobile Phones 

Cellular-phone is a great mobile communication device that can do a range of tasks which 

includes a basic digital organizer to that of a lower-end Personal Computer. It is easy to carry 

because its size is compact, powered by a battery and does not weigh much. It mostly uses an 

exclusive OS (Operating System) or interface and might have exceptional hardware features for 

differentiating the product. Altogether it may be categorized as a standard phone that focuses on 

just messaging and voice communication; an enhanced phone can propose extra services and 

multimedia features; and a smart-phone or high end phone have abilities of a PDA (Personal 

Digital Assistant). 

 
Table 2.1 shows a summary of the hardware features of a standard, advance and high end mobile 

with regards to its quality of display, I/O expansion, processing, image and video capture, storage 

capacity and RAM. The diagram’s bottom demonstrates the variety of mobile data and voice 

advancement from KB (kilobit) analog network (which is still used today) to MB (megabit) 3G (3rd 

Generation digital network) at its early stage. The diagram tries to demonstrate that a more efficient 

phone can retain and capture not only more data, also but more ranging data via a broader range of 

sources which includes built in hardware, wireless interface and memory module. As compare in 

the diagram, the hardware components are different, and after specific time, the advanced 

technology readily became basic features in common cell phone.. 
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Types  Display  Storage / Processing  Expansion Wireless  Video 

Basic  Grayscale Limited Storage and  

Processing 

No 

Expansion  

IrDA No 

Video 

Advanced  12 Bit 

color  

Additional Storage 

and  Processing 

Memory 

Card slot  

IrDA and 

Blue tooth  

Still 

camera  

High End  16 Bit 

color  

Advanced  Storage 

and  Processing 

In/out card 

slot  

WIFI, Blue 

tooth 

Video, 

Camera  

 

Table2.1 : Mobile Phone Hardware Components 

Software components just like hardware components utilized in communication range with 

the category of the mobile. Standard mobile usually contain messaging via text using SMS (Short 

Messaging Service). A slightly enhanced phone may include the capability to transfer pictures 

through messages or detailed text messages using EMS (Extended Messaging Service), whereas 

high end phones normally support MMS (Multimedia Messaging Service) to send and receive text, 

sound and colored pictures. Likewise, the feature of chatting online with other user might not be 

supported or supported with an select Short Message Service (SMS) Channel is maintained with the 

IM User. Latest android cell phones on average basis support Web based broad functions, while 

email based on use IMAP (Internet Message Access Protocol) / Hypertext Transfer Protocol 

(HTTP) / POP (Post Office Protocol)  and SMTP (Simple Mail Transfer Protocol). While WAP 

(Wireless Application Protocol) supported cell phones are also available, but ordinary phones failed 

to offer any support. Table 2 provides an outline of the abilities normally linked with every 

category of the mobile. 
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Types  Message  SMS Email Web Access 

Basic  Text Message No Direct 

Message  

No Email  No Web Access 

Advanced  Text Message SMS/ Chat  Server Base 

Email 

WAP Web Access 

High End  Multimedia 

Message  

Instant Message  POP/IMAP 

Email 

HTTP  Web 

Access 

 

Table2.2 : Mobile Phone Software Components 

Many enhanced and standard mobiles depend on exclusive OS (Operating System) made by the 

manufacturing company. Operating systems that are commercially embedded for mobiles are 

available also which vary from a standard proactive scheduler along with support for some more 

important system calls to further refined kernels with alternative scheduling, support for managing 

memory, exclusion handling, device drivers, to fully dedicated real time OS (Operating Systems) 

[Mouly, 1992]. A lot of high end smart-phones are inherited from a PDA, progressing from Pocket-

PC and Palm-OS (Windows Mobile) devices. Since components or wireless telephony were merged 

with these phones the OS abilities were improved to contain the function. Likewise the Symbian 

Operating System installed in many models of smart cell phones supported by Automated Planner. 

While with push technology, smart cell phones having RIM Operating System are supposed to be 

ideal for emails as a substitute mobile company with respect to the category of smart cell phones. 

2.5.3 SIM (Subscriber Identity Module) 

The Subscriber Identification Module or Subscriber Identity Module - SIM is an incorporated 

chip protects the International Mobile Subscriber Identity - IMSI and helps in facilitating to verify 

and recognize the subscribers of mobile phones. A Subscriber Identity Module (SIM) is a microchip 

fixed on a plastic card, which is detachable. We call it SIM Card with an ability to move in other 

cell phones. It is following standards of a specific smartcard [Mehrotra, 1997]. The size of a SIM 

card was firstly equivalent to the size of  credit card  i.e. 85.60 mm × 53.98 mm × 0.76 mm.  After 
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the invention of small size cell phones, it stimulated in manufacturing small sized SIM cards in 

which the amount of plastic card around the embedded chip was shortened. 

 
The SIM Cards are enclosed in a plastic jacket, which can be detached and place in latest small 

size mobile phones. SIMs owned several characteristics, created by the Conference of European 

Posts and Telecommunications - CEPT and followed by the European Telecommunication 

Standards Institute - ETSI in terms of facilitating Global Systems for Mobile - GSM networks. As 

per standards, SIM are perceived as a basic tool to be used with GSM sets [Rahnema, 1993].  GSM 

cell phones are now dependent on the availability and insertion of SIM cards while Code Division 

Multiple Access - CDMA sets can be used without SIM card. In its place, SIM operations are 

integrated directly into the mobile. 

 
 

 

 

Figure 2.1: Physical components of SIM 

 

SIM records the specific data as per subscriber’s information from mobile numbers to other 

technical information used in GSM sets. A “SIM” is a unique kind of smartcard that normally stores 

around 16-64 KB (kilobytes) of storage, an OS (Operating System) and a processor. A “SIM” 

distinctively recognizes the subscriber, defines the number of the phone and stores the algorithms 

required to validate the network of the subscriber. 

 The initial launching mode in original size or 1st form factor - 1FF, same as credit card size 

comprised of 85.60 mm × 53.98 mm × 0.76 mm. 
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Figure 2.2 : Full Size SIM 

 

 Sim is available in plastic jacket in terms of having protection. With reference to ISO/IEC 

7810 as ID-1/000 allowed the availability of SIM in plastic jacket and same facilitation is available 

for micro sim. 

 

Figure 2.3 : Mini (Standard) SIM 

 

Afterward the technology of Micro SIm and 3FF has launched, with same thickness and plastic 

jacket covering but differ in reduced width and length. First proposed by European 

Telecommunications Standards Institute – ETSI in collaboration with 3GPP2 (CDMA2000), GSM 

Association (GSMA SCaG and GSMNA), Global Platform, Liberty Alliance, SCP, 3GPP 

(UTRAN/GERAN), ARIB, and the Open Mobile Alliance (OMA) with the purpose to facilitate cell 

phones with micro SIM places. The form of SIM is initiated in December 1998 with 3GPP SMG9 

UMTS Working Party as a standard setup for SIM cards for GSM sets and adopted in 2003.  
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Figure 2.4 : Micro SIM 

 It was designed for compatibility that is regressive. The fore most concern aimed at 

regressive compatibility was the communication part of the microchip. Recalling the similar 

communication part permits the MICROSIM to become well matched among the earlier, superior 

readers of SIMby using the plastic model settings [Mehrotra, 1997]. Also the chip was created to 

process at the similar pace of 5 megahertz just like the earlier description. With the help of online 

video tutorials available at YouTube, we can find that how the SIMs are created in terms of specific 

dimensions and specifications, even also the direction of detachment instruction for SIM from 

plastic jacket and insertion patterns in cell phones. Even the tutorials also provide the information 

that how mini SIM can be converted into micro SIM with specific cutting patterns with the help of 

cutters. Such guides made available online in April 30, 2010 and widely spread in June 24, 2010 for 

iPhone 4 and i-Pad 3.   

Stated by Dr. Klaus Vedder,, Chairman, EP SCP, the decision, ETSI customers has given 

the feedback about market, in addition for not favoring overnight, invalidate, the existing interface, 

nor diminish the recital of cards. EP SCP expects the completion with the technical realization 

about the factor of third form at the other upcoming meeting of SCP plenary, to be held in February 

2004. 

 It was announced via many cellular network companies at the unveiling of the firsti-Pad, 

then further for smart-phones, since April-2010. The micro SIM was first used by i-Phone 4 in 

June, 2010 and afterward Samsung Galaxy S3 and S4, then Nokia has proceed for Lumia and N9.  

 Cellular network companies started to sellnano-Sim or 4th form factor (4FF) in October-

2012 to their cellular clients throughout many countries. It measures 12.3x8.8x0.67mm with 

reduced as compare to previous format for maintaining the current arrangements of contacts. For 

evading the short circuits with socket, a small isolated rim is left in contact area. The thickness of 
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Nano SIM is 15% lesser in size i.e. 0.7 mm. for using the 2FF devices, 4FF can be placed in 

adapters. 

 

 

 

Figure 2.5 : Nano SIM 

 

 

The accessible function of M2M SIMs in a surface mount SON-8 on circuit board applied with 

soldering. The same interface of electricity provided by surface amount as full size, 2FF and 3FF 

SIMs during the manufacturing process. For improving sanctuary and consistency, M2M has no 

requirements for changing the SIMs.    

Since introducing this technology, Sim cards have been prepared with the format of 

independent functionality. SIMs are followed by different sizes from mini to micro and micro to 

nano applied devices, showed in Table 2.3 

 

Table 2.3 : SIM Specifications 
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 The network-specific information and identity of subscribers on the network stores in Sim 

Cards. The most important of these are the ICCID, IMSI, Authentication Key (Ki). It also stores 

other carrier specific data like the number of Service Dialing Number (SDN), Service Provider 

Name (SPN), Advice-Of-Charge parameters, Short Message Service Center (SMSC), with Value 

Added Service (VAS) application.  

 

SIM cards also having different capacities of data around thirty two kilobyte to a minimum 

one hundred and twenty eight kilobyte, entirely allowing a total of two hundred and fifty contact 

numbers saved in the SIM-Card. Whereas the thirty two kilobyte has space for thirty three MNCs 

(Mobile Network Codes) or "network identifiers", the sixty four kilobyte edition has space for 

eighty Mobile Network Codes.[Eberspächer, 2009] It is used by mobile service providers to save 

info on selected couriers, typically executed while the from the home market, SIM card are in 

roaming now for increasing the excellent performance from the every corner of the world. Which 

the SIM-Card sees firstly. It may not conclude that a SIM-Card may only link to a total of thirty 

three or eighty operators, but it could mean that the SIM-Card owner may simply require uptothose 

numbers of desired service providers. A SIM-Card, if independent to the desired service providers, 

may be using the original or finest service provider existing. 

 

 Apiece SIM is globally recognized by its ICCID (Incorporated Circuit Card Identifier). With 

the process of Personalization, imprint and engrave technology applied on SIM cards. The 

Incorporated Circuit Card Identifier – ICCID is described by the commendation  of ITU-T E.118 as 

a Main Account Number, while its outlined is on ISO/IEC 7812. With reference to E.118, up to 22 

digits allowed, calculated using the Luhn algorithm including a single check digit [Rahnema, 1993]. 

Thus the definition of GSM Phase One is Incorporated Circuit Card Identifier measurement as ten 

octets (twenty figures) with operator specific configuration. 

 

 

 



53 
 

The amount is poised of the subsequent subpart: 

 The SIM cards through a exclusive International Mobile Subscriber Identity (IMSI) identify  

their individual operator network, which link cellular-phone calls and interconnect with its market 

SIM-Cards by the use of their IMSI as per design including the initial 3 numbers representing the 

MCC (Mobile Country Code), subsequent 2 or 3 numbers characterize the MNC (Mobile Network 

Code). 3 numbers Mobile Network Code was permitted by E.212 and is principally being operated 

in the USA and Canada. The other numbers signifies the MSIN (Mobile Subscriber Identification 

Number) [Mehrotra, 1997]. Generally there has to be ten numbers but the same should be lesser in 

an example of a 3 digits Mobile Network Code (MNC) or if nationwide set of laws indicates that 

the overall extent of the IMSI must be lesser than fifteen numbers. Different numbers are used in 

nation to nation. 

Unique identified features found in Public Land Mobile Network – PLMN, branded as Location 

Area Identity – LAI, while for updating, globally distinctive identifier is used, composed of a three 

decimal digit mobile country code – MCC subscribed by the local user and GSM PLMN is 

identified in current country by two to three digit mobile network code – MNC with location area 

code - LAC comprised of 16 bit numbers are allowing 65536 location area with GSM PLMN 

[Rahnema, 1993]. On routine strategy, transmission of LAI with Broadcast Control Channel - 

BCCH. The distinguished mobile station the LAI which stores it in the Subscriber Identity Module - 

SIM. A change of location area gives rise to a location update request. 

 Known MCC/MNC tuple is a MNC - Mobile Network Code, in combination of MCC - 

Mobile Country Code extremely classify a mobile phone carrier / operator using the iDEN, 

TETRA, GSM/LTE, UMTS and CDMA public land mobile networks and some satellite mobile 

networks[Eberspächer, 2009]. 

 

2.6 Cell Network Characteristics  

The 2greatestleadingkinds of digital mobile-networks are identified as CDMA (Code Division 

Multiple Access) and GSM (Global System for Mobile Communications) networks [Gough, 2005]. 

Additional mutual cellular networks comprise of TDMA (Time Division Multiple Access) and 
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iDEN (Integrated Digital Enhanced Network). Integrated Digital Enhanced Network uses a branded 

procedure created by Motorola, whereas the rest respect standard open procedures. A digital 

conventional model of analog cellular mobile phone service, known as Digital Advanced Mobile 

Phone Service - D-AMPS, similarly exists.  

 

 Code Division Multiple Access (CDMA)stated as a technological standard created by 

Qualcomm in the U.S., that engages spread spectrum communication for the link of the radio. 

Instead of channel sharing like numerous additional network air interfaces do, Code Division 

Multiple Access (CDMA) spreads the digital info through the complete available bandwidth, which 

distinguishes numerous calls via a special nominated sequence code [Rahnema, 1993]. Succeeding 

forms of the IS-95 norm describes Code Division Multiple Access (CDMA) resolutions in the U.S., 

which is the purpose, why the word(DMA) is frequently used to refer to IS-95 acquiescent cellular 

networks. IS-95 (CDMA) structures are occasionally described as Code Division Multiple Access 

One(CDMA One). The following stage of evolution for CDMA to 3G (discussed in scourias, 2005].  

 

 “Global System for Mobile Communications (GSM)” is a cellular system used globally, 

which was created in Europe initially by Cellular Phone Companies “Nokia” and “Ericsson”. “T-

Mobile” and “Cingular” manage countrywide networks in USA. “TDMA” air interface is used by 

“GSM”.  A technology by a digital link is applied by “TDMA” in which by taking turns numerous 

mobile-phones share a solo network and radio frequency channel – for an allotted time slot, 

singularly using the channel then discharging it and awaiting shortly whilst other mobiles use it. A 

standardized enhancement called GPRS (General Packet Radio Service) is a switching packets for 

“GSM” Wireless-Networks was developed to advance the data transmission [Gough, 2005]. The 

following production of “GSM”, normally described as 3G or (3rd Generation) is referred as UMTS 

(Universal Mobile Telecommunications System) and the technology involved with UMTS which 

advances GSM-Networks with “W-CDMA” interface (Wideband-CDMA interface). 

 

 “IS-136” covers the specific standards referred by the use of “TDMA”, which describes a 

precise kind of cellular-network. “TDMA” is a term used to signify a basic procedure or a precise 

kind of cellular-network can become a basis of misperception. E.g. though “TDMA” air interface is 

used by “GSM” (i.e. basic procedure), so does “iDEN” and none of these systems is well-suited 

with “TDMA” cellular-network that follows “IS-136”. 
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 Cellular-phone works with specific subgroups of the network kinds stated, normally those 

linked with the service-provider offering the mobile and from which a service contract was decided. 

E.g. A network-operator or service-provider for a GSM-Network may have a few older “TDMA-

Network” sections in service may provide a mobile that supports “GSM” data and voice functions, 

and “TDMA” functions. That mobile-phone will not be used with “CDMA-Networks” [Scourias, 

2005]. Cellular phones may similarly be obtained deprived of a Network-Service from the 

manufacturing company, seller or others etc., phones can get their network facility acquired 

individually with a Network-Operator or Service-Provider, given that the mobile is well-suited for 

the network. While working, cellular-phones might interact with well-suited Mobile-Networks 

functioning by or for a different Service-Provider, and obtain its services [Jones, 2008]. In order to 

manage the mobile-network structure, offer supported facilities, and precisely debit or bill 

subscribers’ accounts, information regarding the facility agreement and related facility activation 

are caught and managed by the Network-Provider. 

  

 As implied by the name, mobile-networks offer coverage established on splitting up a huge 

geographic area of services within areas which are small for coverage, known as “Cells”. “CELLS” 

play a vital character in reusing frequencies of the radio within the spectrum of the radio, which is 

limited and obtainable to permit extra calls to happen than otherwise may be likely. As a cellular-

phone travels from 1 Cell to the other, a cellular procedure needs monitoring of live connections 

and efficiently circulated around within “CELLS” to preserve the connection (Gough, 2005). 

 

 In spite of their technological variances, mobile-networks are prepared equally with each 

other, in a way demonstrated above. Radio reception equipment in mobile networking are supposed 

to be key part with cellular phones, which is run by the controller and assigned the channels with 

switching structure. Base Transceiver Station – BTS is defined a components in technical terms 

with Base Station Controller – BSC and Mobile Switching Center – MSC. The base station is 

comprised of both BSC and BTS. 
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2.6.1 GSM Network 

There are specified interfaces and functions of several entities of GSM networks. Figure 1 

briefed the generic layout of GSM networks with 3 broad divisions comprised of base station sub 

system connected with radio link utilized by subscribers. 
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Figure 2.5 : Layout of Generic GSM Network [Eberspächer, 2009] 
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The function of switching calls between the cellular subscribers, is the main part of MSC 

Network Subsystem. (Eberspächer, 2009). The operations of mobility management is operated by 

MSC, which were ignored at Maintenance and Operations Center. Via Um interface, the base 

station and mobile station are connected in communication, is called radio link or sometimes 

identified as air interface. Across the A interface, the communication of Base Station Subsystem is 

done with Mobile services Switching Center.  

 

Although, all the mobile carriers have their own layout for GSM architecture, but they all 

share the same main elements and parts from different vendors all work together (Rahnema, 1993). 

On can remember the different terms involved in GSM Network by looking at referring to this 

diagram. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.7 : Generic GSM Architecture [http://www.privateline.com] 
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2.6.2 Base Transceiver Station 

A Base Transceiver Station – BTS is a part of machinery, which enables communications 

wirelessly among Networks and UE (User Equipment). User Equipment is a device similar to a 

mobile-phone handset, a computer with Wi-Fi access to the Internet and a Wireless Local Loop 

(WLL) Phone. The Network may belong to any wireless communication technology such as 

“CDMA”, “GSM”, “WLL”, “Wi-Fi”, “WiMAX” or any other “WAN” (Wide Area Network) 

technologies.  

Base Transceiver Station may also refer to as “RBS” (Radio Base Station), node B (in 3rd 

Generation Networks) or commonly the “BS” (Base Station) (Rahnema, 1993). As far as the debate 

for Long Term Evolution (LTE) standards is concerned, “Evolved Node B” is the abbreviation for 

“ENB” which is largely used. Although the expression “BTS” may be applied to all of the standards 

of wireless communications, its generally in association with technologies of cellular-

communication such as “CDMA” and “GSM”. With regards to that, Base Transceiver Station 

initiates a portion of the “BSS” (Base Station Subsystem) advancements for the management of 

system. Similarly it might have the equipment for decrypting and encrypting communication, tools 

for filtering spectrum, which are band pass filters and many more. In simple logic as antennas 

enable the working of Base Transceiver Station; one may consider them as BTS components. 

Normally a Base Transceiver Station may consist of many “TRXs” (transceivers) that permit it to 

offer many distinctive frequencies and distinctive areas of the cell in the case of sectorised BS 

(Base Stations)  (Eberspächer, 2009).A Base Transceiver Station is operated by a main BS 

controller the “BCF” (Base Station Control Function). The Base Station Control Function is applied 

as a separate part or merged in a TRX in compact BS. The fundamental arrangement and operation 

of the Base Transceiver Station stays identical notwithstanding the wireless technology. 
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BTS contains: 

 Equipment for transmission and reception. 

 Antennas. 

 Equipment for Encryption/Decryption. 

Figure 2.8 : Communication Flow 

 

 

MOBILE EQUIPMENT SENDER 

THE MOBILE EQUIPMENT ESTABLISHES CONNECTTION WITH THE NEAREST BTS (TOWER) 
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A BTS in general has the following parts: 

TRX (Transceiver) is fairly extensively stated as, the DRC (Driver Receiver). Driver 

receivers can be in the shape of a solo (sTRU), a double (dTRU) or a complex DRU (Double Ratio 

Unit). It is mainly doing receiving and transmitting signals (Mehrotra, 1997). It’s also doing 

receiving and transmitting signals from and to stronger network units (such as the mobile 

telephony’s base station controller). PA (Power Amplifier) enhances the signal from Driver 

Receiver for transmitting signals via the antenna; might be incorporated with Data Receiver. 

Combiner joins the feeds from many Driver Receivers so they can be transmitted via a solo 

antenna. It is allowing for a decrease in the amount of antennas that are in use. 

For receiving, transmitting and separating signals from/to the antenna, a Duplexer is 

used. Its core function is to send and receive signals via the similar ports of the antenna. (Antenna 

Cables). The system lying under the Base Transceiver Station is the antenna; it may be fixed the 

way it is or hidden in a manner (concealed cell sites). 

Alarm extension structure is collecting the operating reports of alarm of different 

components in the Base Transceiver Station and expands them to O&M (Operations and 

Maintenance) checking places, controlling and managing the different components of Base 

Transceiver Station, which includes all kinds of software, on the spot settings, software upgrades, 

status changes, etc. are completed via the controls functions. 

 

2.6.3 Diversity techniques 

To enhance the attributes of the receiving signals, frequently two antennas are used to 

receive signals, they are positioned at an identical gap to an unequal multiple of a wavelength’s 

quarter (30cm is the wavelength of 900 Megahertz.) The method called space diversity or antenna 

diversity is avoiding the disruption which path finding is causing (Eberspächer, 2009). The spacing 

of the antennas can be done vertically or horizontally. Complex installation is required for spacing 

that is horizontal and as a result performance gets better. 
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Apart from space variation or antenna, there can be various other methods like time-

diversity/frequency, variation in the patterns of antenna and variation in polarization. The streaming 

of power inside a specific area of the cell also called a sector is referred as Splitting. Hence each 

area can thus be determined as a new cell. 

 

 

Interference is reduced by antennas, which are directional. If unable to be sectored, an 

antenna, which is omnidirectional, radiating in every direction, will be serving the cell. The 

trisector, a basic structure that can also be called a clover, where separate antennas are serving three 

sectors. Every sector consists of an individual tracking direction normally 120 degrees with relation 

to the adjoining ones. Using extra alignments can also suit local conditions. Intersected cells are 

applied as well (Rahnema, 1993). These are quite frequently positioned along the antennas which 

are being served to sectors of 180 degree separated with each other, however domestic distinctions 

also occur. 

 

 

2.6.4 GSM Cell ID related discussion 

Comprised of unique numbers, GSM Cell ID – CID is preferred to identify the every BTS - 

Base Transceiver Station or its sectors in the surrounds of LAC - Location Area Code in case of not 

GSM network. Sometimes the last digit of Cell ID represents Value 0 of Sector ID for 

omnidirectional antenna. The other values of 1-3 are considered for bi or tri-sector antennas.  

 

A MNC - Mobile Network Code incorporation with a MCC - Mobile Country Code known 

as MNC / MCC tuple for uniquely identification for a cell phone operator or carrier with TETRA, 

GSM/LTE, UMTS, iDEN, and CDMA land mobile networks with satellite mobile networks. 

 

 

The following table contains the complete list of mobile phone operators in Pakistan 

with their respective codes 
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Table 2.4 : National Operators in Pakistan 

 

A cellular location is a wireless phone location where antenna and electrical 

telecommunications apparatus are positioned, normally on a high place, tower or radio mast, to 

make a cell or adjoining cells in a mobile network. The raised construction naturally supports 

antenna, and single or additional groups of digital signal processors, receivers/transmitters, 

transceivers, control electronics, a GPS receiver for effectiveness (for CDMA2000/IS-95 or GSM 

systems), main and standby electrical power foundations, and shielding. 

 

A mobile location is occasionally wrongly named a "cell tower", even if the mobile location 

antenna is fixed on a construction other than a tower. In fact, it is probable that a huge amount of 

cellular locations throughout the world are placed on constructions apart from towers (illustration 

required). In GSM networks, the précis expression is BTS (Base Transceiver Station), and informal 

British English substitutes are "mobile phone mast" or "base station". The phrase "base station site" 

may well imitate the growing co locations of several cellular network providers, and hence 

numerous base stations, at a particular location. Liable on a network provider’s technology, even a 

location presenting only a solo network provider may house numerous base stations, each to work a 

diverse air interface technology, For example GSM or CDMA2000. The occupied array of a cell-

site - the area in which mobile-devices can join to it dependably - isnt a secure amount. It will 

dangle on an amount of elements that include 

 

 Elevation of an antenna above nearby territory (Line of sight broadcast). 

 The regularity of signal using. 
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 Scheduling restrictions in certain technology (for example(GSM is restricted to 35 

kilometers, with 70 kilometers are manageable along-with extra ordinary apparatus) 

 Power rated transmitters. 

 The mandatory downlink /uplink rate of data of the device of the subscriber 

 The features of direction of the antenna of the site. 

 Absorption & reflection and radio power by vegetation or buildings. 

 

It might be reduced too by native terrestrial or controlling issues and condition of the weather. 

Normally, in an area where there’s sufficient cell sites to manage a big area, the frequency of 

everyone shall be set to: 

 

 Confirm there is sufficient intersection for "handover" from/to different areas (affecting the 

signal for mobile-device from one cell area to the other, for such technology which could 

manage it – for example. Calling from a GSM-phone while driving or on a train). 

 Assure that the intersection zone is not very big to reduce intrusion issues with another site. 

 

  

In exercise, the most potential users categorize cell areas in sectors of big population. Mobile-

Phone circulation within a solearea is reduced by the center station's capability. Limited amount of 

data circulation or calling which a main station can manage at a single time. Such restriction is a 

separate reason disturbing the space of cell pole areas. In residential zones, poles are normally 

spread out 1 to 2 mi (2 to 3 kilometers) alongside and in thick city zones; poles might be near about 

quarter to half a mile (400–800 m) spaced. 

 

The extreme distance of a pole in which it isn’t regulated by intrusion with another poles closer 

to it, varies on the similar conditions. Certain technologies, like(GSM), generally have a secure 

extreme range of 35 kilometers or 22 miles, that is forced by mechanical restraints. IDEN and 

CDMA do not have built in constraint, though the reducing influence is the capability of a low 

powered private cell-phone to send back to the pole. As anunevenmonitor, established on a high 

pole and even ground, it is conceivable to get around fifty to seventy kilometers or thirty to forty 

five miles. If the surface is hilly the extreme remoteness may fluctuate from as less as 5 kilometers 
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or 3.1 miles to 8 kilometers or 5 miles because of infringement of intermediary things in the wide 

center Fresnel zone of the signal. Liable on the surface and other situations, a GSM-Tower could 

substitute among two and fifty miles or 80 kilometers of cabling for fixed wireless networks. 

 

Mobile Geolocation is fewer detailed than by GPS, but it is accessible to instruments which 

don’t have GPS receivers and where the GPS is unavailable. The exactness of this arrangement 

differsextensively. Accuracy is greatest where progressive advancing connection procedures are 

potential (in which an instrument is inside scope of a minimum 3 cellular locations and where the 

operator has applied effectiveness structure use) and lowermost where just a solo cellular location 

can be extended, in such circumstances the site is only identified to be inside the exposure of that 

location. Additional technique using AoA (Angle of Arrival), conceivable when in scope of at least 

2 cellular locations, creates intermediary accuracy. Aided GPS uses together cellular phone and 

satellite signals. 

 

 

 

 

 

 

 

 

 



66 
 

 Chapter 3 

 

LEGAL ASPECTS OF CRIMES 

 

3.1 Introduction 

 The necessity of rules and guidelines for providing better milieu of humanity with knowing 

how to deal with each other and enforcing the same through social institutions could not be denied. 

Laws can be made by legislatures in the form of regulation (causing decrees), the managerial via 

verdicts and principles, or judges via obligatory examples (generally in usual law authorities). 

Persons in entities can generate law fully obligatory agreements, which includes (in certain 

authorities) adjudication contracts which eliminates the usual court procedure (Donnelly, 2006). 

The development of regulations itself might be prejudiced by an establishment (unwritten or 

written) and the entitlements determined within. The laws form society, politics and finances, in 

numerous methods and functions as a societal intermediary of associations among individuals. The 

chapter is organized as follows. Section 3.1.2 explains the definitions of law followed by a 

discussion on the actions according to law in section 3.1.3. Section 3.1.4 provide a overview of 

cybercrimes law in Pakistan whereas Section 3.1.5 covers the digital forensic law. Section 6 

explains the process of evidence analysis and Section 3.1.7 concludes the discussion.   
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3.1.1 Motivation 

 Nowadays, in our lifestyle computers befall vital part of our personal actions at work or 

home and people are using the technology of the computer by accessing bank accounts/online-

banking, sending emails, making transactions in payments of taxes/liabilities, buying products 

through the internet (Imam, 2011). In trade related activities, the Computer and the Internet have 

chore in maintaining accounts, seek information about customer, stockpile trade secrets, and in 

promotion of new products and services, which provides rationale for State, Local and Federal 

agencies of the government to use the Internet and computer for accessing in info. Correspondingly, 

digital systems are also becoming the bastion of illegal activities. The legal proceedings have still 

persuaded in myths and decisions by court made on conventional proofs which necessitated the 

development of multifaceted set of rules by means of used to evaluate forensic evidence in legal 

matters. 

 

The endeavor of inquiry and related legal issues for demanding consideration of electronic 

proof has been overcome by ICT. On the other hand, not all proof given by Digital-Forensic 

inquiries in legal procedures is being accepted. The Digital-Forensic researcher must embrace 

methods, which must follow the principles of acceptability for proof in the court of law. 

Appropriate substance assessment of a computer system, appropriate enquiry certification and 

qualified court demonstration to guarantee an effective result. The inventiveness of this document is 

to discuss the issues relating to Digital-Forensics and discover a few areas in the legal structure 

where Digital-Forensics’ proof is possible to be doubted including search and seizure, manipulation 

of proof and problems with good-faith, case jurisdiction, evidence safety, enquiries and breakdown. 

 

 Mobile applications are promising method of computing, widely used for organizational and 

personal purposes. Such compact devices are recommended for information management, such as 

appointments, contact details, corresponding electronically and could retrieve accumulated 

significant information of the user. Its involvement in crimes or other incidents require proper tools 

and techniques which needed to recover evidence from such devices and their associated media 

(Lovett, 2002). In 1977, the first cellular network AT&T rolled out among the 2,000 citizen of 
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Chicago as an experiment, by distributing brick size phones, which has now swelled up to 

approximately 2 billion mobile phones in the world today – 2 times the number of personal 

computers. 1.1 billion hand-sets were sold in 2007. Gartner estimates that about 1.9 trillion text 

messages were sent in 2007 and predicted that in 2008 libretto would reach up to 2.3 trillion. 

 

 

3.1.2 Definition 

 A lot of efforts have been made for producing an across the world acceptable definition of 

law and by 1972 all went in vain. McCoubrey and White stated that the query "what is law?" does 

not have a modest result, while Glanville Williams stated the definition of the term "law" differs on 

the background in which such phrase is mentioned. Former stated that, e.g. "early customary law" 

and "municipal law" are backgrounds in which the phrase "law" has2diverse and opposing 

definitions. Thurman Arnold stated that it is understandable that it is unreasonable to describe the 

term "law" and that it is like wise similarly clear that the tussle to describe such phrase might not 

forever be uncontrolled. Its likely to opinion the assessment that there isn’t any requirement to 

explain the term "law" (e.g. "let's forget about generalities and get down to cases") (Litowitz, 2000). 

According to Law Hart, System of Rules are identified as “LAW”, while Austin expressed as law is 

the command of a self-governing, penalized with some sanction; Dworkindefines“law” as an 

"interpretive concept" to achieve justice; and Raz argues law is an authority to referee human 

attitudes. Holmes said "The prophecies of what the courts will do in fact, and nothing more 

pretentious, are what I mean by the law.” Aquinas stated that “law” is a balancedassembling of 

possessions that regards the basic good, which is broadcasted by whichever is alleged for the 

maintenance of the society. Such description has to gethernaturalist and positivist fundamentals. 

 

 In broad-spectrum divergence could be completed among public law authorities (which 

includes “Canon” and “Socialist” law), in which the government or extra dominant association 

organizes and uniteits rules, and mutual rules system, in which judge-made obligatory replica are 

recognized (Arnold, 1976). Previously, holy laws performed an important character even in 

resolving of worldly issues, that is still the situation in certain nations, generally Islamic, and 
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several religious societies, mainly Jewish Halakha. The mediation of the rules via and great shared 

into 2foremostregionssuch as “Criminal law” dealing in behavior which is measured dangerous to 

communal direction and in it, the responsible party might be confined or penalized (Mestrovic, 

1989). “Civil Law” (should not be confused with “civil law jurisdictions ”stated overhead) deals 

among the firmness of proceedings (arguments) among entities or establishments. Such declarations 

obtain to offer a law ful solution (frequently financial compensations) to the plaintiff who has won. 

In “Civil-Law”, the subsequent fortes, between others, occur:  

 

 “Contract-Law” controls all from obtaining a bus permit to exchange on products of the 

market. “Property-Law” controls the relocation and heading of private assets and physical 

asset.  

 “Trust-Law” pertains to possessions apprehended for economic and investments security.  

 “Tort-Law” permits rights for recompense if a individual's land is damaged.  

 “Constitutional-Law” offers an outline for the formation of laws, the safety of rights of 

humans along with the appointment of party-political agents. 

 “Administrative-Law” is used for the evaluation of choices of governmental interventions. 

 “International-Law” manages matters among in dependent countries in events extending 

from exchange to military act. 

 

 

3.1.3 Actions according to law:  

These are essential to provide services to the community by public servants, through a 

government’s bureaucracy, the military and police by implementing and enforcing the law. 

While all these organs of the state are creatures created and bound by law, an independent 

legal profession and a vibrant civil society inform and support their progress. Law provides 

a rich source of scholarly inquiry into legal history, philosophy, economic analysis and 

sociology. Law also raises important and complex issues concerning equality, fairness, and 

justice, as well as the proposition that “All are equal before the law.” The author Anatole 

France said in 1894, “In its majestic equality, the law forbids rich and poor alike to sleep 
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under bridges, beg in the streets, and steal loaves of bread. Writing in 350 BC, the Greek 

philosopher Aristotle declared, "The rule of law is better than the rule of any individual. 

Mikhail Bakunin said: "All law has for its object to confirm and exalt into a system the 

exploitation of the workers by a ruling class". Cicerosaid "more law, less justice", Marxist 

doctrine asserts that law will not be required once the state has withered away.  

 

 Every legal sector deals with the usual simple problems. But jurisdictions categorize and 

recognize its legal subject through various methods. A usual difference is amongst “Public-Law” (a 

phrase associated very close to the state, and it includes criminal, constitutional and administrative 

law), and “Private-Law” (this includes property, tort and contract). In systems of civil law, tort and 

contract are categorized into a basic law of obligations, whilst trusts law deals with under 

constitutional administration or global agreements. The above-mentioned laws are considered as 

“Traditional-Core-Subjects”, though there are quite a lot of additional regulations. 

 

 Private International Law, Public International Law or Law of Supernatural Organizations 

and Conflict of Laws are the three things referred to International Law. Public International Law is 

related to the relations between independent states. The bases of developing international law are 

custom, treaties and practice among independent countries, as we found in Geneva Conventions 

(Donnely, 2006). Public International Law designed by international organizations, as like U.N - 

United Nations, which was founded after the League of Nations failed to stop World War II, 

International Labor Organization, World Trade Organization, or the IMF (International Monetary 

Fund). Public International Law has a unique position as a law because there are no international 

courts and police force (for example, the main United Nations judicial unit is the International 

Court of Justice) does not have the capability to penalize defiance. Nevertheless, some 

organizations like the World Trade Organization have efficient structures to tie dispute and 

settlement decree which is supported by sanctions of trade. 

 

 Conflict of Laws or Private International Law (in civil law countries) elaborates that the 

hearing of legal disagreement among private parties be held in which jurisdiction and the 

application of law should be from which. Now, industries are progressively efficient in moving 

investment and labor supply chain through the border and dealing with foreign industries as well, 
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which leads to questioning which nation’s jurisdiction is similarly further persistent. Growing 

amount of industries under the NEW YORK Convention of 1958, choose commercial attribution. 

The first and by far the only specimen of globally recognized legal sector apart from the United 

Nations and WTO is EU - European Union Law. Nowadays it’s a trend of increase in international 

financial incorporation, a lot of regional agreements specifically the “USAN” (Union of South 

American Nations) is following the similar structure. In the EU, independent states have collected 

their authority in a structure of political organizations and courts. These organizations are permitted 

with the capacity to impose legal patterns both for and against the citizens and member nations in a 

way that is not feasible via Public International Law. In 1960s, it was stated by the EU Court of 

Justice that EU Law constitutes “a new legal order of International Law” for the member nations’ 

economic and social benefit. 

 

 Criminal law, also recognized as punitive law, affects to corruptions and penalty. It controls 

the meaning of and penalty for corruptions established to have adequately harmful societal 

influence but, in the situation, make no ethical decision on a criminal nor execute slimitations on 

culture which actually stops individuals from pledging an offense in the principal relegate. 

Examining, arresting, accusing, and trying alleged criminals are controlled by the law of “Criminal-

Procedure”. The example situation of an offense lies in the evidence, outside rational hesitation, 

that the individual is blameworthy of 2items. Firstly, the suspect should pledge an act, that is 

believed by people to be illegal, or actusreus (culpable act). Secondly, the suspect should have the 

obligatoryspitefulintention to do an unlawful activity, or mensrea (culpable attention). Though, for 

so called "strict liability" corruptions, an actusreus is adequate. Illegitimate organizations of the 

civil-law custom differentiate among purpose in the comprehensive logic (DolusDirectus and Dolus 

Eventualis), and disregard. Disregard doesn’t conduct illegal accountability except a specific 

corruption offers for its penalty. 

 

 Criminal law felonies are observed as crimesin contradiction of not only separate fatalities, 

but the society as well. The national, normally by assistance of police-force, take the charge in trial, 

that is the reason in “Common-Law” nations, incidents are quoted as "The People v ..." or "R (for 

Rex or Regina) v ..." Likewise, amateur adjudicators are frequently used to resolve the fault of 

perpetrators on opinions of circumstance: adjudicators may not alter authorized rule. A few 
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established nations still over look centerpenalty for illegal activities, but the usual penalty for a 

criminal activity shall be “imprisonment”, “fines”, “state supervision” (like “probation”), or public 

services. Contemporary Criminal-Law has been disturbed significantly by the community science, 

particularly with respect to condemning, lawful investigation, legislature, and restoration. On the 

global area, one hundred and eleven nations are affiliates of the “International Criminal Court” that 

was formed for the trial of individuals for corruptions in contradiction of mankind. 

 

 

3.1.4 Cyber Crimes Law in Pakistan 

IT in Pakistan is creating deep inroads into the actual frame work for our economy and culture 

as a country in the international society. In an actual true logic, the "Information Superhighway" is 

becoming the financial essence of our country. We are dependent on IT(information technology), 

PCs and the world widesystem, which connects them with each other. Such addiction is becoming a 

perfect and convincing risk to our financial well being, public safety, and national-security (Suddle, 

2002). 

 

Any illegal activity that involves using a computer for its main methods of directive can be 

termed as a Cybercrime. The United States Department of Justice enhances the meaning of 

cybercrime and adding any criminal activity using computers for saving proof (Evidence). The 

increasing numbers of cybercrime consists of any illegal activity performed by the use of 

computers, e.g. invasion of networks and distribution of a computer virus and also computer based 

distinctions of current illegal activities which includes terrorism, bullying, stalking and identity 

theft (Suddle, 2008). In the context of Pakistan, the legal issues concerning digital forensic and 

crime can be found (See Ayaz khan). 

 

Cybercrime is surrounded by a number of issues that are controversial. Views can be varied, 

e.g. activities, which are widespread such as, file sharing must be categorized as criminal activities. 

The U.S DMCA (Digital Media Copyrights Act) of 1998 specifies that swapping files of material 

that is copyrighted e.g. videos or music is unlawful and suspects should be punished by law. In  
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August 2002, United States Department of Justice declared that they will start to impeach incidents 

of peer to peer piracy. Ever since then, there were irregular suits fetched against individuals. These 

trials satisfy many in the industry of entertainment but they are not much admired by general 

public. The President of the Consumer Electronics Associations, Gary Shapiro has stated “If we 

have 70 million people in the United States who are breaking the law, we have a big issue”.  

 

An extra controversy regarding cybercrimes is the problems of digital examination and its effect 

on civil liberties. Till then the terrorists attack on the WTC (World Trade Center) in Sep, 2011 

might have reasoned it mandatory to restrain a few individual rights to information privacy in trade 

of enhanced security. As per according the ACLU (American Civil Liberties Union), government 

investigation sectors observe huge amount of communication, which is private and use AI 

(Artificial Intelligence) methods to clarify related information. Though this thorough monitoring 

may lessen the chances of cybercrimes, hence its quite not possible to do so without trespassing the 

privacies of the individuals. Therefore because monitoring bodies work in secrecy, opening to 

inspection is not an option. The American Civil Liberties Union proposes that while monitoring 

may be efficiently used to stop cybercrimes, it should be carefully supervised to assure that 

individual rights’ cost in not at stake.  

 

The network of the world, most commonly known as "cyberspace", knows no substantial limits. 

Our growing connection with and via cyber-space enhances our contact withold-fashioned 

opponents and a rising frame of fresh ones. Narcotic dealers, Terrorist, radical-groups, and planned 

corruption joins oppositional nation states in creating occupancy of a growing collection of cultured 

info instruments for attacking. Info attack can enhance or substitute conventional martial attack, 

significantly obscuring and increasing the weaknesses we should expect and tackle. The capital at 

jeopardy includes not just info saved on or crossing cyber-space, but entirely the mechanisms of our 

countrywide structure that relies on IT (information technology) and the appropriate obtain ability 

of precise statistics. This includes the communications structure, financial and banking structures, 

network of transport, emergency services, like government operations, rescue, fire and police at all 

stages. Everything is essential for financial achievement and countrywide safety. Knowing all this 

the NR3C (National Response Centre for Cyber Crimes)was created. Main functions of NR3C 

included. 
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 Improve the ability of Pakistani Government and Federal Analysis Agencies to efficiently 

stop increasing cyber crimes. 

 Investigation and Reporting Centers for every type of Cyber-Crime 

 Connection with every related countrywide and worldwide administrations to manage such 

case for Cyber-Criminals 

 Offer essential mechanical care to every delicate government administrations to create 

serious info capitals protected. 

 Frequent Research and Development actions to create Response-Centers as a hub of 

mechanical fineness. 

 Offer appropriate info to serious structure proprietors and government areas about 

terrorizations, real attack and recovering technique.  

 Deliver state of the art automated forensic facilities and cyber-investigative to help native 

police-force 

 Form native ability in bad occurrence managing and security-intelligence 

 Observe worldwide safety problems and collect Information Technology safety brainpower. 

 Capability creating for investigating and manage cases of cyber crimes 

 Examination and trial of cyber-criminals and keeping up with high tech crime 

 Apply current rules to fight cyber-crime and to save customers and Internet-users. 

 

 

3.1.5 Digital Forensic Law 

The digital media investigation is taken care of by international and domestic regulation. For 

public examinations, in specific, the capability of specialists to attempt exams may be restricted by 

laws. Limitations often exist against monitoring of network, or personal communication reading. 

National laws limit how much info can be captured during investigations of criminal activities E.g. 

in the UK (United Kingdom), the PACE Act governs seizing of proof by law enforcement agencies. 

The “IOCE” (International Organization on Computer Evidence) is one body that is working to 

launch well-matched global principles for evidence seizure. 
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The laws covering cyber crimes in the United Kingdom can too upset forensic researchers. The 

computer exploitation act of 1990 establishes against unauthorized entry to the material of 

computers; this is a certain issue for public investigators who have additional restrictions compared 

to law enforcement agencies. 

 

An individual’s right for confidentiality is one sector of Digital-Forensics that is till now mostly 

unsure by courts. The Privacy act of US Electronic Communication is placing restrictions on the 

capability of public investigators or law enforcement to seize and capture evidence. The act is 

making a difference among transmitted communication (Voice Over IP or VOIP) and saved 

communication (emails archive etc.).  Transmitted communication is thought of more like invasion 

of privacy, its warrant is more difficult to gain. The “ECPA” too disturbs the capability of a 

company to research communication and computer of its employee; the amount of which a 

company performs these monitoring is a feature, which is in discussion still. 

 

With the reference of European Convention on Human Rights, Article 5 briefed the privacy 

limitations for ECPA and limits the sharing and processing of data both within the EU and with non 

EU regions. Because of UK law enforcement about the conduction of digital forensics inquiries are 

regulated by Investigatory Powers Act. 

 

3.1.6 Evidence Analysis 

The evidence rule examine the adequacy based on found materials and moments based on 

happenings in court, with the precision of the measures used to find the indication in 

determined and that the proof is not altered within the procedure of its breakdown 

(Huebner,2008). Digital-Forensics comprise of fundamentally taking the analysis of the 

forensic proof using dedicated computer software and methods of analyze precisely which 

action to execute in the PC (Computer) and what information is saved (Thomas,2004). 

Inappropriate breakdown of proof can harm badly its acceptability in court. The forensic 

researcher must be capable of defending forensic discoveries in court. An example of a court 

case in the US is Incv. Baker and Galaxy Computer Services, in which an experienced 
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forensic professional was questioned. In this legal argument, the defendant claimed that the 

plaintiff’s computer forensic professional’s testimony should be rejected because he was not 

qualified and had used improper methods. The court overruled the defendant’s action 

declaring that the computer forensic professional had good skills, experience and knowledge 

and background in education (FindLaw,2005). Another example is V Cable Inc. v. Budnick 

in which the police confiscated the defendant’s computers and a neutral software company 

was asked to analyze the proof. The suspect claimed that the proof has been corrupted and 

hence it is irrelevant. Nevertheless the court stated that the proof analyzed was reliable and 

acceptable (Howell,2003). 

 

 

3.1.7 Discussion and Conclusion 

 

Digital proof or automated proof is whichever probative info saved or conveyed in digital 

method, which a party at a law-court case can be using at the court hearing.  Prior receiving digital 

proof the court shall regulate if the proof is applicable, regardless it is reliable, if its arumoror a 

duplicate is adequate or the genuine is compulsory. 

 

Using digital proofs has been improved in the earlier few years as court has permitted using the  

“emails”, “digital-images”, “ATM-transaction” histories, “word-processing-documents”, “instant 

message” history, data stored by program of accountings, “spreadsheets”, “internet browser 

histories”, “databases”, the substances of the memory of PC, PC backup, “computer printouts”, 

tracks of “Global Positioning System”, data of a hotel electric door-lock, and digital film or sound 

data. 

 

Countless court in the USA, as well as in many other countries are applying Laws of Proof to 

digital proof in a comparable manner to old-fashioned data. The digital evidence are required to be 

capacious, preserved, non-fragile, easily modified and copied with more expressive and easily 
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available. Now several courts are preferred digital evidences because of best evidence rule and 

authentication.   

 

“Digital-Forensics” is, naturally, extremely practical, and consequently substantiated in 

technology: “computer science”, “mathematics”, “physics”, and quite more. It is similarly a 

restraint, which needs information of manufacturing, mainly “electronic”, “mechanical” and 

“systems engineering”. And employing the knowledge and manufafocturing in precise inquiries is a 

composite procedure, which needs expert decision, which occasionally is further art compared to 

science.  In practice, each professional, involving “computers forensic expert”, are currently bound 

to experiment for dependability. “Trial-Courts” and counsels are needed to find indicia of 

dependability, which is rationally relevant to the professional’s area of capability. Challenging and 

confirmation of philosophies and methods of “digital forensic”, aristocrat evaluation, presence of 

recognized fault rate, enunciation of ethics for digital-forensic inquiries, and alterations of view 

between digital-forensics expert related to applicability and recognition of apparatuses and practices 

are all fields which shall be searched in this be ginning resolves of acceptability. To the extent, 

which digital-forensics is further art compared to technology, and fewer founded on principles, it 

might be having troubles enduring challenges like these. 
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Chapter 4 

 

SOFT COMPUTING TECHNIQUES FOR 

DIGITAL FORENSICS CRIME ANALYSIS 

 

4.1 Introduction 

The methods identified for inexact solutions with hard tasks related to algorithm in the timing 

related to be polynomial in nature are supposed to call as soft computing. Soft computing is not the 

orthodox and tough computing but in fact such computation should be or even must be 

approximation, partial truth and imprecision. The ideal replacement of soft computing is 

considering only the human mind.  

Soft computation is comprised of a set related to some procedures; work in interrelated 

relationships in terms of providing flexible information for tackling the unfold life happenings and 

moments related to some inquiries. (Burney, 2012b).  

 

The objective is based on the exploitation of tolerance for reasoning, uncertainty, imprecision, 

approximate and unclear evidence for achieving low-cost solutions, robustness, tractability, and 

close resemblance to human-like decision making (Zadeh, 1994). As pointed out by Lotfi Zadeh 

(1992) that Soft Computing is an emerging approach to computing which parallel the remarkable 

ability of the  human mind to reason and learn in an environment of uncertainty and imprecision 

and thus we may say that soft computing is instrumental in developing intelligent systems when 

imprecise resigning with partial truth is available. Here we will review the soft computing 

techniques in our work and related fields. 
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The evolution and emergence of latest digital technology is intensely altering how information 

is achieved, managed, examined, translated, transferred, saved and consumed. Whereas digital 

technologies have significantly enhanced the investigation and collection of proof, the primary 

investigation tests mainly emphasize on the uprightness, the dependability, comprehensiveness and 

verifying the consequential forensic explanation and judgments precisely with increased 

acceptability at legal forums in the light of the law of the land. As it is well evident that digital 

evidences (see Chapter 3) could be effortlessly corrupted, changed, or forged for committing frauds, 

theft of identity, or impersonating somebody else to stay indefinable from law enforcement agencies 

and sometimes even evidence is destroyed and reassessed using technology due to terrorism(see 

chapter 2). With the use of photo editing methods, it’s simple to alter the genuine photo by changing 

somebody’s appearance and therefore hard to notice. Image forensic methods practice normal 

characteristics of a photo to define a fake and find alteration. For an extra example, it is likely to 

define whether a photo is taken by a mobile phone’s camera, a digital camera or a PC by examining 

the image features and properties and linking the data of different digital devices. And thus 

statistical techniques are also required for digital forensic analysis and conformation of digital 

evidence despite the available information/data may be imprecise. We will be using regression 

analysis on Call detail report (CDR) available from service providers and may be obtained by law 

enforcement agencies as per rules and regulation. 

 

For developing intelligent systems we may also need stochastic models such as Markov Chains 

and Hidden Markov chains (see for details Teletraffic as a Stochastic Playground* ILKKA 

NORROS VTT Technical Research Centre of Finland). Models of Bayesian Network for encoding 

forensic evidence within the time limitation with a Hidden Markov Model (EBN-HMM) for 

tracking and predicting the degree of criminal activity as it evolves over time are used for forensic 

analysis over time. Our proposed Bayesian network model is evaluated with 100+ randomly 

produced digital forensic scenarios and is discussed in Chapter 5 while dealing with geo-fencing. 

The results on experimental bases defined the fitness of model alongwith expert classification of 

forensic data. Such initial results point out the potential of such Dynamical Bayesian Network 

methods for the analysis of digital forensic data. 
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With high rate of crimes and misuse of digital gadgets, thus there is persisting requirement for 

techniques to fight such types of illegal activity particularly relating to mobile forensics (Chapter-

1). 

Soft computing can play vital role in different forensics functions. For example, mobile calls 

only Received / unknown calls not received yet, plays a vital character in understanding difficult 

information configurations and designs, and categorizing them to create smart conclusions. Soft 

computing are now-a-days widely used in various applications based on Machine Learning (see 

Michell .T.M. 1997), like information assurance, biometric, adaptive control, data mining, data 

segmentation, pattern detection, machine vision and learning models using AI (see Stuart Russell 

and Peter Nowig, 2003).It is a system that learns during its existence and resolves problems to 

reach its objectives by applying expertise knowledge and experiences. 

 

In this chapter we will discuss Fuzzy logic, neural networks, neuro-fuzzy logic, Bayesian 

networks for CDR data in the context of  Mobile phone forensics crime. 

 

 

Fuzzy logic and neuro-fuzzy logic applications for CDR datasets will be discussed in details in 

this Chapter as we will use these in developing conceptual model related with mobile crime 

forensic. 

 

 

4.1.1 Fuzzy Logic  

Fuzzy set theory discuss the new dimension of theory about the relationship of its elements 

as compare to conventional models “Black and White” way and also incorporates gray levels . It 

tells us besides “belongs to” and “not belongs to” way, other opportunities occurs in the connection 

among the elements (Dubois and Prade, 1980; Zadeh, 1990; Zadeh, 1975). 

 

Digital forensic in general and mobile forensic in special have potential applications of 

fuzzy logic especially in developing frame work for data tracking and crime evidence (Liao  N, 
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2009) and (Wang, J. Micheal), geo fencing and will be discussed in the following sections. While 

doing Holistic Activity Modeling (HAM) and Behavioral Analyses we can apply fuzzy reasoning. ]. 

 

4.1.2 Crisp and Fuzzy Set Theory 

 Fuzzy theory brought several matters into considerations. Association of every elements are 

in interrelation with other, composed of binary digits of 0 and 1epresented by  where A= 

fuzzy set and X is the universe of discourse. For example, severity of crime, number of crimes and 

etc are all cases involving possibilities of occurrences. Unlike crisp sets with sharp boundaries as 

discussed above, a fuzzy set is a set with smooth (un-sharp) boundaries. A fuzzy set can be defined 

in two ways.  

 

1. Enumerating membership values of those elements in the set (completely or partially). 

2. Defining membership function mathematically for the given universe of discourse. The 

universe of discourse may be discrete or continuous or may be mixture of the two types.  

 

To clarify fuzzy sets, for instance, we can classify the high and low crime profiles in a CDR 

dataset or in the KFR dataset by just defining a threshold value (see Shapiro, 2004; Lemaire, 1990). 

All those profiles that cross the threshold value will be marked as high. A classical (crisp) set A is 

defined as a collection of elements or objects in a universe of discourse X. Each element of A either 

belongs to or not belongs to X. We can represent this relation by using an indicator function as 

 4.1.  

Thus, A is a subset of X. Knowledge about A is similar to the knowledge of . This 

function can be generalized to multiple categories and each category is assigned its relevant value 

called the membership value. Larger values of  denote high degrees of set membership. For 

simplicity and completeness, a membership function (MF) maps every element of a universe of 

 xA
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discourse X into real numbers [0, 1]. For notational purpose, membership function of a fuzzy set is 

given by 

 4.2. 

where . In case of continuous universe of discourse, we have 

 4.3. 

Here integral do not represent algebraic sum but only to show all possible values with the 

help of a collective manner. Thus fuzzy sets are generalization of crisp sets along with respective 

membership values. Formally, a fuzzy set A along with its MF  is defined as  

 4.4. 

Example 1 (Discrete Universe of Discourse) 

A forensic expert needs to classify the types of crimes(X) in CDR for a particular area. Let 

 be the set of reported types of crimes reported in FIRs or through some other 

sources.. Then the fuzzy set “Type and intensity of crime in CDR” may be described as follows: 

  

In the ordered pairs, the first element denotes the values of X and second element denotes the 

degree of membership. Graphically the fuzzy set A can be represented in figure 2.7. 
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Figure 4.1: Discrete Fuzzy Set 

Example 2 (Continuous Universe of Discourse) 

Crime related to the age factor of an accused person analyzed by LEAs varies from person 

to person and thus face the natural uncertainty and randomness such as age of accused. This 

problem can be answered with the help of linguistic modeling, i.e., the clear choice is fuzzy logic 

and fuzzy sets. Let X= Universe of discourse of age and the membership value associated with each 

age group is shown graphically with the help of membership function in figure 2.8. 

 

4.1.3 Properties of Fuzzy Sets 

The fuzzy logic provides us an intuitively pleasing method of representing one form of 

uncertainty. In designing fuzzy inference systems, some preliminary concepts need to be defined 

properly (Zimmerman, 2001; Yen and Langari, 1999; Yager and Filev, 2002). Some definitions 

necessary for designing of neuro-fuzzy systems are given blow: 
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Definition 1 -cut and strong -cut 

As a major conceptualization of fuzzy sets is the idea of an -cut and its variant strong -

cut. Given a fuzzy set A defined on X and any number , the -cut,  and the strong -

cut,  are crisp sets given by 

 4.5. 

 

 

4.6. 

Example 3 

-level representation of fuzzy sets providing discrete 

approximation to continuous membership functions. 
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Figure 4.2 : Age Factor and Related Risk Membership Function 

In Figure 3, a discrete approximation of A2 (Middle Age) is presented and the membership 

function values of A2 are denoted by D2. 
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Here, 

 

 

 

 

 

The set of all levels  that represent distinct -cuts of a given fuzzy set A is called a 

level set of A. Formally  

 4.7. 

For Example 

 

 

Definition 2 Support of a Fuzzy Set 

A denoted by sup (A) in support of a fuzzy set,  within a universe of discourse X is the crisp 

set that contains all the elements of X that have nonzero membership grades in A. Clearly, support 

of A is exactly the same as the strong -cut of A for =0. Support of a fuzzy set A may also be 

represented as . 

  

 4.8. 
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Figure 4.3: Discrete Approximation of Continuous Universe of Discourse 

 

Definition 3 Fuzzy convexity  

An important property of fuzzy sets defined on (for some ) is their convexity. This 

property is a generalization from crisp to fuzzy sets. Intuitively, a fuzzy set is convex if its 

membership function does not have a “valley”. Note that the convexity of a fuzzy set does not mean 

that the membership function of a fuzzy set is a convex function. Formally, a fuzzy set A on  is 

convex iff 

 4.9. 

for all  and all , where min denotes the minimum operator. 
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Definition 4 Fuzzy symmetry  

A fuzzy set A is symmetric if its MF is symmetric around a certain point , namely, 

 4.10.  

Definition 5 Open left, open right, closed fuzzy sets 

 

Open left 

Open right 

Closed 

and  

and  

and  

4.11.  

 

4.1.4 Membership Functions/ Formulation 

A gradual transition from regions in membership function provides whole set of regions. 

The mathematics related to fuzzy sets, with solid freedom of speech and logics than the basic 

mathematics based on basic sets. It is quite important that the capability for developing suitable 

functions of membership for various given concepts in various contexts, a short call membership 

function will be formulated on the basis of expert ability and judgment. 

 

There are 3 ways to identify the functions of membership:  

1. Interviewing with well aware respondents. 

2. On automated data based on objective approaches. 

3. Learn it as based on feedback from system performance applying learning algorithms 

(for learning algorithms see J,-S. R. Jang  C,-T. Sun and E. Mizutani (2003) Neuro-Fuzzy And 

Soft Computing :A Learning Approach to Learning and Machine Intelligence. Pearson 

Education Singapore). 
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Triangular membership functions: 

 4.12.  

A useful function when a variable of interest varies in the interval [a,b] for lower values and in the 

interval [b,c] for higher values with positive slop and negative slop respectively. We may say a call 

of long duration last b units of time with varying membership value in [0,1] following. 

Trapezoidal membership function: 

 4.13.  

In this case a long duration call in the interval [b, c] has membership value is 1 while in the interval 

[a,b] membership value is increasing to 1 and given by a line given by (x – a)/(b-a), and in the 

interval [c,d] membership value is decreasing to 0 and given by (d-x)/(d-c) 
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4.1.5 Gaussian membership function: 

A Gauss membership function is specified by two parameters  gaussian (normal) 

 4.14.  

Membership values of variable x increases as x approaches c and decreases as x moves away from c 

and change in 𝝈  Changes the shape of the membership function. If the call is of average time c the 

value of membership is 1,while if we move in any direction from c it deceases, if the value of the 

membership is high then there is less ambiguity . 

 

4.1.6 Sigmoidal membership function: 

A sigmoidal membership function is defined as 

 4.15.  

Depending on the sign of a, a sigmoidal function is inherently open right or left and thus is 

appropriate for representing concepts such as “very risky/high thread” or “very negative/very low 

thread”. Sigmoidal functions of this type are used in training of neural networks, thus an assembly 

of fuzzy sigmoidal membership function is possible in training neural networks (Klir and Yuan, 

2005). 
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(4.4a)    (4.4b) 

 

(4.4c)    (4.4d) 

 

Figure 2.10: Different Types of MFs (a). Triangular MF, (b). Trapezoidal MF,  

(c). Gaussian MF, (d) Sigmoidal MF 
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4.2 Fuzzy Set Theoretic Operations 

Corresponding to the crisp set operations, we can define fuzzy set operations for fuzzy sets. 

The set operations intersection and union correspond to logic operations, conjunction (AND) and 

disjunction (OR), respectively (Jung,Sun and Mizutani(2004) Yager, 1992; Sugeno and Kang, 

1988; Yager, 1980; Sugeno, 1977).  For fuzzy intersection, we use ‘min’ or ‘AND’ operator and for 

fuzzy union, we usually apply ‘max’ or ‘OR’ operators. 

 

4.2.1 Fuzzy Intersection (Conjunction) 

 

The intersection of two fuzzy sets A and B is specified in general by a function 

. If membership values of A and B are  and  then fuzzy 

conjunction is given by 

for all  4.16.  

where T represents a binary operation for the fuzzy intersection. This class of fuzzy 

intersection operators is usually referred to as T-norm (triangular norm) operators. T-norm operator 

satisfies the fuzzy arithmetic axioms like boundary condition, monotonicity, commutatively, 

associativity, continuity and etc. The following are examples of frequently used fuzzy intersection. 

Standard intersection:   

Algebraic product:   

Bounded difference:   

Drastic intersection:   

4.17.  
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4.2.2 Fuzzy Union (Disjunction) 

Like fuzzy intersection, fuzzy union operator is defined by a function 

Yager, In symbol,  

 for all  4.18.  

 

where S represents a binary operation for the fuzzy union. Property of S function is about 

the intuitively acceptable of fuzzy union are exactly the same as properties of t-conorm. The 

following are examples of some frequently used t-conorm operation, 

Standard intersection:    

Algebraic product:    

Bounded difference:    

Drastic intersection:    

4.19.  

In addition to fuzzy intersection and union operations defined above, further advanced 

topics are also discussed by many authors (e.g. see Jang, Sun and Mizutani, 2004; Yager and Filev, 

2002). 

These operators play key role in fuzzy neural networks and fuzzy modeling of mobile crimes 

investigation frame work [Kilian Stoffel, Paul Cotofrei and Donga Han, 2010] and developing 

fuzzy inference engine for mobile communication and control for finding the call patterns in time or 

frequency of calls by a mobile user on the network. 

 

In fuzzy neural networks, t-norm and t-conorm operation are performed on forward and 

backward operations at each neuronm are applied for multivariate fuzzy mapping and developing 
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fuzzy frame  work of mobile forensic crime investigation and will be discussed in next sections of 

this chapter. 

 

4.2.3 Membership Functions of Two Dimension 

In multivariate studies, we need to define membership functions of higher dimensions. For 

example, let X and Y be two fuzzy numbers and  be the two-dimensional fuzzy set on . 

Cylindrical extension is a natural way to extent one-dimensional MFs to two-dimensional MFs 

define below.  

 

4.2.4 Cylindrical Extension 

If A is a fuzzy set in X, then its cylindrical extension in is a fuzzy set defined by 

 4.20.  

The concept of cylindrical extension extends the dimensions of a given MFs.  

4.2.5 Fuzzy Projection  

The projection operator projects a fuzzy relation to a subset of selected dimensions. This 

projection is often used to extract marginal possibility distribution of a few selected variables from 

a given fuzzy relation. Projection of fuzzy sets decreases the dimension of a given 

(multidimensional) MF. Let R be a two-dimensional fuzzy set on . Then the projection of R 

onto X and Y are defined as 

 

 

4.21.  
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4.2.6 Extension Principle 

The basic concept of fuzzy set theory is extension principle briefed a general method for 

extending crisp domains of mathematical expressions to fuzzy domains. In general, the extension 

principle plays fundamental role in enabling us to extend any crisp point-to-point operations to 

fuzzy operations (Yen and Langari, 1999; Zadeh, 1971b). Assume X and Y are two crisp sets and 

let be a mapping from X into Y,  such that for each . Assume A is 

a fuzzy subset of X, using extension principle, we can define  as a fuzzy subset of Y such that, 

 4.22.  

where  If is a many-to-one relation, then we may have more than one 

possibility at each value of x. that is  and . Is such case, 

 4.23.  

In the similar manner, generalized extension principle can be defined. Suppose that f is a 

mapping from an n-dimensional Cartesian space  to a single universe of discourse 

Y such that and for each , a fuzzy membership  is defined. 

Thus total n fuzzy membership functions are defined. Then by the extension principle, we can 

define 

 4.24.  

In fuzzy neural networks, fuzzy projection and extension principle are used to generalize 

backpropagation algorithm to fuzzy backpropagation learning algorithm. (Park and Han, 2000; 

Jang, Sun and Mizutani,2004; Fullér, 1995; Kosko, 1991.  
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4.2.7 Fuzzy Relations 

A fuzzy relation generalizes the notion of crisp relation into one that allows partial 

membership. Association degrees represented by membership grades for a fuzzy relation as same as 

the way of degrees with membership in representation of fuzzy sets. A relation defined between two 

objects is represented by a binary relation. Similarly, we can form ternary, quarter-ary, quin-ary or 

n-ary relation between three, four, five or n objects, respectively which is very important while 

dealing with relations among mobile users on a suspected user network in geo fencing which will 

be discussed in Chapter 5 on Analysis of Tower Data/Geo Fencing. 

 

Mathematically speaking, if x and y be two variables from two domains X and Y 

respectively, then the binary relation between x and y, R(x,y) is a subset of Cartesian space of X 

and Y. Let we define the relation as below, 

 4.25.  

where . In general, for n-dimensional arguments  taken from the domains

, then . We see that a relation is again a set and thus 

follows the same rules as the domain of Cartesian product of .  If x and y are two 

fuzzy variables with domains X and Y and their relation is R then the fuzzy relation R is  

 

where    

4.26.  

 

Similarly, the binary fuzzy relation can be extended for n-arguments. From this prospective, 

the mapping above is equivalent to the membership function of a multidimensional fuzzy set. This 

allows the characteristic function of a crisp relation to allow tuples to have degree of membership 

x y
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within the relation. Thus, a fuzzy relation is a fuzzy set defined on the Cartesian product space of 

crisp sets where the tuples  may have varying degrees of membership within the 

relation. The membership grades indicate the strength of the relation present between the elements 

of the tuple. A fuzzy relation can also be represented by an n-dimensional membership array whose 

entries correspond to n-tuples in the universal set. Fuzzy relationship in different product spaces can 

be combined the only Receive / unknown calls not received a composition operation. Different 

composition operations have been suggested for fuzzy relations; the best known is the max-min 

composition operation by Zadeh (1965). Some other fuzzy relation operations are, 

 

Definition 5 Max-Min Fuzzy Composition Rule of Inference 

Let and  be two fuzzy relation defined on and , respectively. The max-min 

composition of and  is a fuzzy set defined by 

  

or equivalently,  

 

         =  

4.27.  

where the min and max operations are represented by fuzzy conjunction ( ) and fuzzy 

disjunction ( ). The composition rule of inference is not uniquely defined. By choosing different 

fuzzy conjunction and disjunction operators, we get different composition rules of inference. An 

alternate to max-min composition called max-product composition is used due to its higher 

mathematical tractability then max-min composition. 
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Definition 6 Max-Product Fuzzy Composition Rule of Inference 

We can define max-product composition as same as max-min composition:  

 4.28.  

The fuzzy composition rules follow several properties common to binary relations. If A, Band C are 

binary relations on  and  then 

 

Associativity  

Distributive over union   

Weak distributivity over intersection  

Monotonicity   

where  is the fuzzy relational operator. Compared with max-min fuzzy relation, the max-

product fuzzy relation is more tractable to mathematical analysis (Zadeh, 1971b.).  

 

4.2.8 Linguistic Variables 

The fuzzy numbers as a fundamental in quantitative formulating variables, comprised of 

variables stated as fuzzy numbers. The fuzzy numbers represents concepts of linguistic elements, 

such as very low, high, extreme and so on, as interpreted in the resulting constructs are usually 

known as linguistic variables. A linguistic variable is characterized by a quintuple

, in which x is the name of variable; T(x) is the linguistic term set of x; X is the 

universe of discourse; G is a syntactic rule which generates the terms in T(x) and M is the semantic 

rule which associates with each linguistic value A its meaning M(A), where A denotes a fuzzy set 

in X. For example, in thread risk modeling, each risk factor is ranked from lowest to highest level, 

where risk is the linguistic variable and its term set contains all possible cases from weak risk to 
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strong risk. Such risk classification enables us to understand the underlying risk factor more 

accurately. Such linguistic classification improves the understandability in thread risk analysis.for  

thread modeling using fuzzy logic see Sodiya, Onashoga, and. Oladunjoye (2007). 

 

4.2.9 Linguistic Hedges 

A linguistic variable briefed the qualitative term comprised of symbol serving fuzzy set and 

quantitatively by a corresponding membership function (which expresses the meaning of the fuzzy 

set). The linguistic term is useful for concept development for communication, while membership 

function is made for dealing numerical input data. For example, very, more or less, fairly, or 

extremely are all hedges defined for linguistic variables. Let A be a linguistic value characterized 

by a fuzzy set with membership function . Then  is interpreted as modified version of the 

original value expressed as 

 

 

In particular, the linguistic hedges can either concentrate (increase) or dilate (decrease) the 

significance of a fuzzy set. Thus, two hedging operators, COCN and DIL can be introduces as: 

 

 

4.29.  

Using linguistic hedges, we can define composite linguistic terms in fuzzy reasoning. In 

fuzzy classification methods, fuzzy hedging provides further insight into the fuzzy classes and can 

give added improved discrimination power using fuzzy classes. One of the examples is fuzzy 

support vector machines with applications in credit risk analysis and bankruptcy prediction and etc. 

(Wang, Wang and Lai, 2005; Brockett et. al., 1994). We will discuss the SMV for mobile phones 

risk analysis. 
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4.2.10  Fuzzy If-Then-Rule 

Fuzzy If-then rules or fuzzy inferencing is an extension of crisp propositional statements. 

They allow human knowledge and common sense representation using modes-ponen rule of 

inference and are able to make conclusions in the presence of uncertainty and chaos. To deal with 

variety of decisions on a single problem, give place to include fuzzy hedging operators that enables 

a fuzzy inference system to deal with extremities, see (Zimmermann, 2001; Zadeh, 1971a). 

 

A fuzzy if-then rule (or fuzzy implication) defines a relation between x and y. Thus a fuzzy 

if-then rule be defined as a binary fuzzy relation R on the product space . If A and B are two 

fuzzy sets defined over X and Y and then the implication A B is given as 

 4.30.  

Here "x is A" is the antecedent or premise, while "y is B" is called the consequent or conclusion. 

Some examples of fuzzy if-then rules are:  

 if threat rate is high then security alert is high 

 if KFR is high then surveillance is high. 

 if crime rate is low then investment will increase 

Universally, there are 2 ways to describe the implication of fuzzy. 

 A coupled with B, then 

 4.31.  

where T is a T-norm operator. 

 A entails B, then it can be written as 

 4.32.  

YX 

YyXx  , 

if x is A then y is B
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A number of other ways to express fuzzy implication can be made using different T-norm 

and T-conorm operators, see (Klir and Yuan, 2005; Jang, Sun and Mizutani, 1997). In chapter 5, we 

have developed new fuzzy time series forecasting method using Type-II fuzzy rules of inference in 

section 5.2. 

 

4.2.11  Fuzzy Reasoning 

Fuzzy reasoning or fuzzy expert system is an inference procedure that derives conclusions 

from a set of if-then rules and known facts. Using compositional rules of inference and generalized 

modes-ponens (GMP) rule, we can define three possible cases in fuzzy reasoning, 

 

In this dissertation, we have based our research on fuzzy time series forecasting using above 

defined rules. 

 

4.2.12  Fuzzy Aggregation Operations  

Using fuzzy aggregation operations on fuzzy sets, we can obtain appropriate single fuzzy 

set. In fuzzy inference engines, these operations allow us to combine multiple rules using single 

rule of inference (Klir and Yuan, 2005; Yager and Filev, 2002).  Formally, we define 

  

where  are fuzzy sets defined on X. Thus the aggregated fuzzy set A defined over X 

will be 
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for each  4.33.  

 

In terms of approving the intuitive and meaningful aggregation function, h must satisfy at 

least following three requirements.  

 

Axiom 1:  (Boundary condition) 

Axiom 2: For any pair  and , such that, if , then 

 (Monotonically increasing)  

Axiom 3: Fuzzy aggregation operation, h, is a continuous function.  

Other two additional axioms are:- 

Axiom 4: h is symmetric function in all its arguments; i.e., 

, for any permutation of p on . 

Axiom 5: h is an idempotent function; that is,  

Fuzzy union and intersection are not idempotent, with the exception of the standard min and 

max operations. Note that, if any aggregation operation satisfies axioms 2-5, then it also satisfy the 

inequality 

 4.34.  
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That is, all aggregation operations between the standard fuzzy intersection and union are 

idempotent. These aggregation operations are usually called averaging operations. The generalized 

mean is defined as: 

 4.35.  

Function  represents a parameterized class of continuous, symmetric and idempotent 

aggregation operations. 

4.2.13  Ordered Averaging Operations 

Another class of aggregation operations that covers the entire interval between the min and 

max operations is called the class of ordered averaging operations (OWA) is often used in the 

literature to refer to these operations (Yager, 1992; Yager, 1988; Dubois and Prade, 1986). Let  

 

be a weighting vector such that  and  

 

Then the OWA operation associated with  is the function 

 4.36.  

where  is the ordered permutation of , i.e.,  

Theorem: 

 Let  be a function that satisfies axiom 1, 3 and the property 

 




1

21
21

...
,...,, 







 


n

aaa
aaah n

n

 .h

 nwww ,...,, 21w

 1,0iw





n

i

iw
1

1

w

  nnn bwbwbwaaah  ...,...,, 221121w

 nbbb ,...,, 21  naaa ,...,, 21   Njijibb ji  ,,,

   Rh
n

1,0:



104 
 

 4.37.  

where . Then, 

  

where  

4.38.  

Theorem: 

 Let  be a function that satisfies axiom 1 and axiom 3, then 

 4.39.  

which is the quasi-weighted-average fuzzy set. 

Theorem: 

 Let  be a function that satisfies axiom 1 and axiom 3, then 

 4.40.  

4.3 Fuzzy Times Series 

Time series examination acts as an important part in many of the issues regarding actuarial. 

Since many of the actuarial problems arise along-with doubt, thus, every inspection of a fuzzy time 

series is expected to be a fuzzy in constant along side linked affiliation occupation. Based on fuzzy 

relation, section 2.2.7 and fuzzy inference rules, section 2.2.8, effective demonstrating and 
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predicting of fuzzy time series is probable. Hence such area of fuzzy time series examination isn’t 

quite established because of the space and time difficulties in many of the issues related to actuarial.  

Song et. al. (Song and Chissom, 1993a; 1993b; 1994) with the idea about time series in 

fuzzy way based on the model of fuzzy set in terms of estimation for  the historic registrations of 

the University of Alabama. (Huarng,2001b) gave the description of 2types of intermissions in the 

discourse universe to predict the TAIFEX. (Chen,2002) presented a method for forecasting based 

on high-order fuzzy time series. Lee et. al. (2004)gave a technique for long duration-prediction 

founded on two factor high order fuzzy time series. (Melike and Konstsntin, 2004) suggested 

predicting technique occupying leading order fuzzy time series. Lee et. al. (Lee, Wang, Chen, 2006) 

gave management of predicting difficultiesby the use of two factor extraordinary instruction fuzzy 

time series for TAIFEX and daily long duration in Taipei, Taiwan.  

 

Let  be the universe of discourse and . Assume that 

 is defined in the universe of discourse  and  is a collection of 

, then  is called a fuzzy time series of .. Using fuzzy 

relation, we define, , where is a fuzzy relation and “ ” is the 

max–min composition operator, then  is caused by  where  and  are fuzzy 

sets.  

We can define relationship among present and future state of a time series with the help of 

fuzzy sets. Assume the fuzzified data of the  and  day are  and , respectively, 

where , then  represented the fuzzy logical relationship between  and . 

In our dissertation, we have proposed multiple antecedents and single consequent 

relationship between multiple fuzzy times series and applied this new approach to forecasting 

annual car road accident causalities in Belgium. Our proposed methods give comparatively 

   ,...2,1,0...,,tY t   RtY 

  ,...2,1, itf i  tY  tF

   ,...2,1,0...,,tf i i  tF   ,...2,1,tY i

     1,1  ttRtFtF   , 1R t t  

 tF  1tF  tF  1tF

thi  thi 1 jA kA

UAA kj , kj AA  jA kA



106 
 

improved results as compared to existing methods in fuzzy time series forecasting.  (For Detailed 

discussion, See  A. S. Sodiya, S. A. Onashoga, and B. A. Oladunjoye, 2007) . 

 

4.3.1 Multi -factor fuzzy inferencing 

We can extend the concept of single antecedent and single consequent (one-to-one) to many 

antecedents and single consequent (many-to-one). For example, in designing two-factor kth-order 

fuzzy time series model with X be the primary and Y be second fact. We assume that there are k 

antecedent  and one consequent . 

 4.41.  

 

In the similar way, we can define m-factor (i=1,2,…,m) and kth order (k=1,2,…,k) fuzzy 

time series as 

 

 

4.42.  

 

 

4.4 Rough Set 

Rough set theory have explored new techniques for decomposing large datasets, such as call detail 

records (CDR) datasets, data mining in distributed and multi agent system granular computing. 

Pawlak (2007) discussed in detail rough set theory and application in some of fields mentioned 

above. We can use rough set theory in mobile phone forensics for selection of attributes to take a 

decision in digital forensic crime. For this purpose, an optimal set of attributes in a database 
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according to some criterion, so that a classifier with highest possible accuracy can be used by 

learning algorithm on the basis of information about data available only from the subset of 

attributes and can be used in public security system in case of threat, emergency or crime related 

with mobile phones. 

 

Rough set theory was introduced in the seminal work of Pawlak (See Pawlak 1982 for details). 

There are two approaches to cope with imperfection in data. First approach is subjective whereas 

the other approach is objective approach. While dealing with knowledge acquisition under 

uncertainty (for detailed discussion, see Grzymala-Busse 1988, 1991). An objective approach such 

as rough sets are widely used as this soft computing approach does not need any statistical 

information about data such as probability distribution function or grade of membership function 

from fuzzy set theory if using subjective approach. In this section, fundamentals of rough set theory 

will be used with the examples useful in mobile phone forensic analysis and use of rough set theory 

in tower data analysis will be explored in the Chapter 5. 

 

Most often we are given a universe of objects with their attributes. Generally, the data we generally 

come across while analyzing tower data (See Chapter 5) may or may not be consistent. The 

handling of inconsistent data will be discussed in the subsequent sections. As far as consistent data 

is concerned, it does not have conflicting cases and thus helps in understanding the relationships 

between attributes of an object or a call or a crime by eliminating redundant attributes. A minimal 

subset of attributes of set of all attributes is usually determined to identify all relevant concepts of 

information systems. Furthermore, attribute-value pairs are needed to deal precisely with imprecise 

data for making decisions and identification of all relevant concepts of an information system and 

to make it perpetuate like an intelligent system. In our work, data set is presented in information 

table format and decision table format because both are useful while dealing with forensic data 

analysis of mobile phones. 
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Mobile Phone Long duration 
Short 

duration 

Frequent 

SMS 

Usage 

Only Receive call / 

unknown calls not 

received 

 

M 1 High Yes No Yes 

M 2 Very high Yes Yes No 

M 3 High No No No 

M 4 High Yes Yes Yes 

M 5 Normal Yes No No 

M 6 Normal No Yes Yes 

 

Table 4.5. An information table. 

 

Let a ∈A, v ∈V, and t = (a, v) be an attribute-value pair. A block of t, denoted by [t], is a set of 

all cases from U for which attribute ‘a’ has value ‘v’. For the information table from Table 1, 

[(Long duration, high)] = {1, 3, 4},    [(Long duration , very high)] = {2}, [(Long duration , normal)] = 

{5, 6}, [(Short duration, yes)] = {1, 2, 4, 5}, [(Short duration, no)] = {3, 6}, [(Frequent SMS usage , 

no)] = {1, 3, 5}, [(Frequent SMS usage , yes)] = {2, 4, 6}, [(Only Receive / unknown calls not 

received , yes)] = (1, 4, 6}, and [(Only Receive / unknown calls not received , no)] = {2, 3, 5}. 

Let x∈U and B⊆A. An elementary set of B containing x, denoted by [x]B, is the following set: 

I{[(a, v)] | a∈B, ρ(x, a) =v} 

 

Elementary sets are subset of U consisting of all cases from U that are indistinguishable from x while 

using all attributes from B. In soft computing terminology elementary sets are called information 

granules. When subset B is restricted to a single attribute, elementary sets are blocks of attribute-value 

pairs defined by that specific attribute. Thus, 
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[1]{Long duration } 4}, 

[2]{Long duration } [5]{Long duration } 

[3]{Long duration } = [4]{Long duration } = [(Long duration , high)] = {1,3,4} 

[(Long duration ,very_high)] = {2},  

[6]{Long duration } = [(Long duration , normal)] = {5, 6}.  

 

Additionally, if B = {Long duration , Short duration}, 

[1]B = [4]B = [(Long duration , high)] ∩ [(Short duration, yes)} = {1, 4}, [2]B = 

[(Long duration , very_high)] ∩ [(Short duration, yes)} = {2}, [3]B = [(Long 

duration , high)] ∩ [(Short duration, no)} = {3}, 

[5]B = [(Long duration , normal)] ∩ [(Short duration, yes)} = {5}, and [6]B = [(Long 

duration , normal)] ∩ [(Short duration, no)} = {6}. 

Elementary sets may be defined in another way, the only Receive / unknown calls 

not received the notion of an indiscernibility relation. Again, let B be a nonempty 

subset of the set A of all attributes. The indiscernibility relation IND(B) is a binary 

relation on U defined for x, y ∈ U as follows 

(x, y) ∈ IND(B) if and only if ρ(x, a) = ρ(y, a) for all a∈B. 

Obviously, IND(B) is an equivalence relation. A convenient way to present 

equivalence relations is the only Receive / unknown calls not received  partitions. 

The U partition is related to mutually nonempty disjoint U subsets, named as 

blocks, such that the union of all blocks is U. The partition induced by IND(B) will 

be denoted by B*. Blocks of B* are also called elementary sets associated with B. 



110 
 

For example, 

{Long duration }* = {{1, 3, 4}, {2}, {5, 6}}, 

{Long duration , Short duration} * = {{1, 4}, {2}, {3}, {5}, {6}}. 

On the other hand, 

IND({Long duration }) = {(1, 1), (1, 3), (1, 4), (2, 2), (3, 1), (3, 3), (3, 4), (4, 1), (4, 

3), (4, 4), (5, 5), (5, 6), (6, 5), (6, 6)}, and 

IND({Long duration , Short duration}) = {(1, 1), (1, 4), (2, 2), (3, 3), (4, 1), (4, 4), 

(5, 5), (6, 6)}. 

There are important subsets of attributes called reducts. A subset B of the set A is 

called a reducts if and only if 

1. B* = A* and 

2. B is minimal with this property, i.e., (B – {a})*≠ A* for all a ∈B.For 

example, {Long duration } is not a reducts since  

{Long duration }* = {{1, 3, 4}, {2}, {5, 6}} ≠ A* = {{1}, {2}, {3}, {4}, {5}, {6}}. 

Similarly, {Long duration , Short duration} is not a reducts since 

{Long duration , Short duration}* = {{1, 4}, {2}, {3}, {5}, {6}} ≠ A* = {{1}, {2}, 

{3}, {4}, {5}, {6}}. 

On the other hand, {Long duration , Short duration, Frequent SMS usage } is a 

reducts. The systematic way to compute all reducts is based on first checking all 

single attributes whether {a}* = A* , if so, the corresponding {a } is a reduct. The 

next step is to check all subsets B of A with |B| = 2 such B is not a superset of any 

existing re-duct, where |X| is the cardinality of the set X. We check all of such 

subsets B whether B* = A*, if so, B is a reduct. The next step is to check all subsets 
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B of set A of the cardinality equal to three such that B is not a superset of a reduct, 

etc. Forthe information table presented in Table 1, 

{Long duration }* ≠ A*, 

{Short duration}* ≠ A*, 

{Frequent SMS usage }* ≠ A*, 

{Only Receive / unknown calls not received }* ≠ A*, 

{Long duration , Short duration}* ≠ A*, 

{Long duration , Frequent SMS usage }* ≠ A*, 

{Long duration , Only Receive / unknown calls not received }* ≠ A*, 

{Short duration, Frequent SMS usage }* ≠ A*, 

{Short duration, Only Receive / unknown calls not received }* ≠ A*, 

{Frequent SMS usage , Only Receive / unknown calls not received }* ≠ A*, 

{Long duration , Short duration, Frequent SMS usage }* = A*, 

{Long duration , Short duration, Only Receive / unknown calls not received }* ≠ 

A*, 

{Long duration , Frequent SMS usage , Only Receive / unknown calls not received 

}* = A*, 

{Short duration, Frequent SMS usage , Only Receive / unknown calls not received 

}* = A*. 

Therefore, reducts are: 

{Long duration ,  Short duration,  Frequent SMS usage },  {Long duration ,  

Frequent SMS usage ,  Only Receive / unknown calls not received },  and 

{Short duration, Frequent SMS usage , Only Receive / unknown calls not received 
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}. 

The above method of computing all reducts is of exponential worst time complexity 

with respect to the number of attributes. Therefore, in practice, we restrict our 

attention to compute a single reduct, using a heuristic algorithm. The first step of 

this algorithm is an attempt to eliminate the leftmost attribute a1 of the set {a1, a2,..., 

a n} = A of all attributes. If 

{a2,..., an}* = A* 

thena1 can be eliminated for good, if not, we will put it back to the set. In the next 

step, we try to eliminate a2, and so on, in the last step, an attempt is to eliminate an. 

In our example, the first step is based on an attempt to eliminate Temperature, so 

we are checking whether 

{Short duration, Frequent SMS usage , Only Receive / unknown calls not received } 

= A*. 

This attempt is successful. However, 

{Frequent SMS usage , Only Receive / unknown calls not received } ≠ A*, 

{Short duration, Only Receive / unknown calls not received } ≠ A*, and 

{Short duration, Frequent SMS usage } ≠ A*, 

so {Short duration, Frequent SMS usage , Only Receive / unknown calls not 

received } is a reduct. 
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4.5 Decision Tables 

In a decision table, variables are presented as columns; belong to either of two 

categories: attributes and decisions. Usually a decision table has only one decision. 

Rows, like in information tables, are labeled by case names. An example of a decision 

table is presented in Table 4.6. Attributes are: Long duration, Short duration, Nausea 

and Only Receive / unknown calls not received, a decision is Suspicious. 

In decision table from Table 4.6 there are two elementary sets of {Suspicious}: {1, 2, 

4} (for these cases Suspicious has value yes) and {3, 5, 6} (for these cases Suspicious 

has value no). Elementary sets of decision are called concepts. 

Decision tables present cases that are classified or diagnosed by experts. For example, 

attributes may be interpreted as medical tests, and decision may correspond to a 

disease. Decision tables are crucial for data mining (or knowledge acquisition, or 

machine learning). 

Case  Attributes   Decision 

 Long Duration Short Duration Frequent SMS  

usage 

Only Receive /unknown 

calls not received 

Suspicious 

 

1 High Yes No Yes Yes 

2 Very_high Yes Yes No Yes 

3 High No No No No 

4 High Yes Yes Yes Yes 

5 Normal Yes No No No 

6 Normal No Yes yes No 

 

Table 4.6. A decision table 

There are two main approaches to data mining from complete data sets based 
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on rough set theory. The approaches are known to be as global approach to data 

mining of rough set theory and local approach to data mining of rough set theory. The 

global approach performs data mining on computer datasets using rough set theory 

whereas the local approach performs data mining on blocks of attributes-value pairs. 

Here, we discuss the global approach in detail.      

 

4.5.1 Global Coverings 

Let α and β be partitions of U. We say that α is finer than β, denoted α ≤ β, if and only 

if for each block X of α there exists a block Y of β such that X⊆Y. 

Let d be a decision. A subset B of the attribute set A is a global covering if and only if 

1. B* ≤{d}* and 

2. B is minimal with this property, i.e., (B – {a})*≤{d}* is false for any a ∈ B. 

For example, {Long duration} is not a global covering since {Long duration}* = {{1, 

3, 4}, {2}, {5, 6}} is not finer than {Suspicious}* = {{1, 2, 4}, {3, 5, 6}}. However, 

{Long duration, Short duration} is a global covering since 

{Long duration, Short duration}* = {{1, 4}, {2}, {3}, {5}, {6}} ≤ {{Suspicious}* = 

{{1, 2, 4}, {3, 5, 6}}. 

Algorithms for computing all global coverings and a single global covering, presented 

in (Grzymala-Busse 1991a), are similar to algorithms for computing all reducts and a 

single reduct. However, first we need to check whether 

A* ≤{d}*. 

If this condition is not satisfied, there is no one single global covering. In our example 

from Table 2, 
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A* = {{1}, {2}, {3}, {4}, {5}, {6}}≤{Suspicious }* = {{1, 2, 4}, {3, 5, 6}}, 

hence we may start the main algorithm to compute all global coverings. We start from 

checking all single attributes 

{Long duration }* ≤ {Suspicious }* is false,  

{Short duration}* ≤ {Suspicious }* is false,  

{Frequent SMS usage}* ≤ {Suspicious}* is false,  

{Only Receive / unknown calls not received }* ≤ {Suspicious }* is false, 

Thus, there is no sole global-covering of size 1. Subsequently we are examining 

thewholly subset of Abeside the cardinality equivalent to 2 

{Long duration , Short duration}* ≤ {Suspicious }* is true,  

{Long duration , Frequent SMS usage }* ≤ {Suspicious }* is false,  

{Long duration , Only Receive / unknown calls not received }* ≤ {Suspicious }* is true, 

{Short duration, Frequent SMS usage }* ≤ {Suspicious }* is false, {Short duration, Only 

Receive / unknown calls not received }* ≤ {Suspicious }* is false,  

{Frequent SMS usage , Only Receive / unknown calls not received }* ≤ {Suspicious }* 

is false, 

so there are two global coverings of size two: {Long duration , Short duration} and 

{Long duration , Only Receive / unknown calls not received }. There is only one subset 

of A of the cardinality equal to three that is not a superset of existing global coverings, 

and that is {Short duration, Frequent SMS usage , Only Receive / unknown calls not 

received }. This set is tested in the next step of the algorithm 

{Short duration, Frequent SMS usage , Only Receive / unknown calls not received }* ≤ 

{Suspicious }* is correct, hence there is 1 global-coverings of size3. Apparently, the 
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poorest time difficulty of the procedure for calculating all global coverings is the similar 

as the process for calculating all reducts, i.e., exponential. Therefore we must limit our 

attentiveness to calculating a sole global covering. The corresponding algorithm is an 

extension of the algorithm to compute a single reduct. First we need to test whether 

A* ≤{d}*. 

Then we will try to eliminate the first attribute, then the second one, etc. Since {Short 

duration, Frequent SMS usage , Only Receive / unknown calls not received }* ≤ 

{Suspicious }*, we eliminate Long duration . However, 

{Frequent SMS usage , Only Receive / unknown calls not received }* ≤ {Suspicious }* 

is false,  

{Short duration, Only Receive / unknown calls not received }* ≤ {Suspicious }* is false,  

{Short duration, Frequent SMS usage }* ≤ {Suspicious }* is false, 

so this algorithm will return the following single global covering: {Short duration, 

Frequent SMS usage , Only Receive / unknown calls not received }. A sole global 

covering may be occupied for rule-induction. We limit our attentiveness to characteristics 

from the global covering & then, for every case, we will check whether rule conditions 

can be dropped. Thus, for the first case our original rule, induced from Table 4.6, is 

(Short duration, yes) & (Frequent SMS usage, no) & (Only Receive / unknown calls not 

received , yes) → (Suspicious , yes). 

We may drop the leftmost condition (Short duration, yes) since 

(Frequent SMS usage , no) & (Only Receive / unknown calls not received , yes) → 

(Suspicious , yes). 

is consistent with the Table 2. However, this rule cannot be further simplified since 
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(Only Receive / unknown calls not received, yes) → (Suspicious, yes). 

is not consistent with Table 2 (due to case 6 that will be misclassified by this rule), also 

(Frequent SMS usage, no) → (Suspicious, yes). 

is not consistent with Table 2 (due to cases 3 and 5). This rule covers only case 1. The 

next uncovered case is 2, the induced rule is 

(Short duration, yes) & (Frequent SMS usage, yes) & (Only Receive / unknown calls not 

received, no) → (Suspicious, yes). 

The first condition can be dropped, the remaining two conditions cannot be dropped. 

The new rule, covering only case 2, is 

(Frequent SMS usage, yes) & (Only Receive / unknown calls not received , no) → 

(Suspicious , yes). 

The case 3 implies the following rule 

(Short duration, no) & (Frequent SMS usage, no) & (Only Receive / unknown calls not 

received , no) → (Suspicious, no). 

Again, the first condition may be dropped, the remaining two conditions cannot be 

dropped. The rule 

(Frequent SMS usage, no) & (Only Receive / unknown calls not received, no) → 

(Suspicious, no). 

covers two cases, 3 and 5. Case 4 implies the rule 

(Short duration, yes) & (Frequent SMS usage, yes) & (Only Receive / unknown calls not 

received, yes) → (Suspicious , yes). 

Here the first condition cannot be dropped, but we may drop the second condition 

(Short duration, yes) & (Only Receive / unknown calls not received , yes) → 
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(Suspicious , yes). 

Note that this rule covers two cases, 1 and 4. The last uncovered case is 6, the implied 

rule is 

(Short duration, no) & (Frequent SMS usage , yes) & (Only Receive / unknown calls not 

received , yes) → (Suspicious , no). 

The first condition cannot be dropped, but we may drop the second condition to obtain 

the following rule 

(Short duration, no) & (Only Receive / unknown calls not received , yes) → (Suspicious 

, no). 

The rightmost condition may be dropped as well, our final rule is 

(Short duration, no) → (Suspicious , no). 

This rule cannot be further simplified. It covers two cases, 3 and 6. At the end we should 

eliminate the redundant rule 

(Frequent SMS usage , no) & (Only Receive / unknown calls not received , yes) → 

(Suspicious , yes). 

since it covers only one case (1), while the rule 

(Short duration, yes) & (Only Receive / unknown calls not received , yes) → (Suspicious 

, yes). 

 

covers two cases: 1 and 4. Thus, the final rule set is 

2, 1, 1 

(Frequent SMS usage , yes) & (Only Receive / unknown calls not received , no) -> 

(Suspicious , yes). 
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2, 2, 2 

(Short duration, yes) & (Only Receive / unknown calls not received , yes) -> (Suspicious 

, yes), 

2, 2, 2 

(Frequent SMS usage , no) & (Only Receive / unknown calls not received , no) -> 

(Suspicious , no), 

1, 2, 2 

(Short duration, no) -> (Suspicious , no). 

Rules of LERS format based on every rule, equipped with 3 numbers, total number of 

attribute-value pairs on the left-hand side of the rule, total number of cases verifying 

classified by the rule during training, and the total number of training cases matching the 

left-hand side of the rule.  

The above algorithm is a basis for the algorithm LEM1 (Learning from Examples, 

Module 1) of the data mining system LERS (Learning from Examples based on only 

Receive / unknown calls not received Sets), see Grzymala-Busse (1992). 

 

4.5.2 Local Coverings 

First we will introduce the idea of a minimal complex, which corresponds to a 

single rule. Let Xbe a concept. Let t be an attribute-value pair (a, v), and let T be a set of 

attribute-value pairs. Then the block of t, denoted [t], is the set of examples for which 

attribute a has value v. Set X depends on a set T of attribute-value pairs, if and only if 

∅ ≠ ∩ {[t] | t∈T} ⊆X 

A set T is a minimal complex of X if and only if X depends on T and no proper subset T ' 
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of T exists such that X depends on T'. 

A minimal complex for {1, 2, 4} (i.e., for [(Suspicious , yes)]) is {(Long duration , high), 

Short duration, yes)}. 

Now we may introduce a local covering, which corresponds to a rule set de-scribing a 

concept. Similarly to global coverings, local coverings are also useful for rule induction. 

Let  be a non-empty collection of non-empty sets of attribute value pairs. Then  is a 

local covering of X if and only if the following conditions are satisfied: 

1. Each member Tof  is a minimal complex of X,  

2. ∪{T | T∈ } = X, and  

3. is minimal, i.e.,   has the smallest possible number of members.  

An example of a local covering for {1, 2, 4} (i.e., for [(Suspicious , yes)]) is 

{{(Temperature, high), Short duration, yes)}, {Long duration , very_high}}. 

The algorithm LEM2 (Learning from Examples Module, version 2) for rule in-duction is 

based on computing a single local covering for each concept from a decision table (Chan 

and Grzymala-Busse 1991, Grzymala-Busse 1992). The user may select an option of 

LEM2 with or without taking into account attribute priori-ties. When LEM2 does not to 

take attribute priorities into account, the first criterion is ignored of the following 

procedure. The procedure LEM2 with attribute priority is presented below. 

Procedure LEM2  

(input: a set X; 

output: a single local covering  of set X);  

begin 

G := X; 



121 
 

:=∅; 

whileG≠∅ do  

begin 

T :=∅ 

T(G) := {t |[t]∩ G ≠ ∅}; 

whileT = ∅ or not ([T] ⊆X) 

begin 

select a pair t∈T(G) with the highest attribute priority, if a tie occurs, select a pair 

t∈T(G) 

such that |[t] ∩G| is maximum; if another tie occurs, select a pair t∈T(G) with the 

smallest cardinality of [t]; if a further tie occurs, select first pair; 

T := T ∪{t}; 

G := [t]∩ G ; 

T(G) := {t |[t]∩ G ≠ ∅}; 

T(G) := T(G) – T; 

end; {while} 

for each t in T do 

if [T – {t}] ⊆X then T := T – {t};  := ∪ {T}; 

G := X –∪T∈ [T];  

end {while}; 

for each T∈  do 

if∪S∈ –{T} [S] = X then  :=  – {T};  

end {procedure}. 
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The algorithm LEM2 induced the following rule set, presented in the LERS format, from 

Table 2 

2, 2, 2 

(Short duration, yes) & (Long duration , high) -> (Suspicious , yes) 

1, 1, 1 

(Long duration ,very_high) -> (Suspicious , yes) 

1, 2, 2 

(Short duration, no) -> (Suspicious , no) 

1, 2, 2 

(Long duration , normal) -> (Suspicious , no) 

 

 

4.5.3 Inconsistent Data 

In many cases data mining is performed on inconsistent data, i.e., on data in which there 

exist cases that are considered with original attribute values yet they were categorized as 

members of different concepts. Such cases are called conflicting. Usually it means that in 

the data set some attributes are missing. only Receive / unknown calls not received  set 

theory is a perfect tool to handle inconsistent data (Pawlaket al. 1995). Using only Receive / 

unknown calls not received  set theory, conflicting cases are not removed from the data set. 

Instead, concepts are approximated by new sets called lower and upper approximations. An 

example of the inconsistent data set, taken from (Grzymala-Busse 2004), is presented in 

Table 4.7. 
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Table 4.7. An inconsistent decision table 

 

A decision table is inconsistent if and only if 

A* ≤{d}* is false. 

In the example from Table 3, 

{Long duration , Short duration, Frequent SMS usage }* = {{1}, {2}, {3}, {4, 5}, {6, 8}, {7}}, 

{Suspicious }* = {(1, 2, 4, 8}, {3, 5, 6, 7}}, 

so 

{Long duration , Short duration, Frequent SMS usage }* ≤ {Suspicious }* is false. 

The decision table from Table 3 is inconsistent since there exist conflicting cases 4 and 5 

(and, independently, conflicting cases 6 and 8). 

 

An obvious question is what subsets of the set U of all cases can be uniquely identified using 

attributes. Let B be a subset of the set A of attributes. Any union of elementary sets of B is 

called a B-definable set. An example of an A-definable set is {2, 3, 4, 5}. However, neither of 

the two concepts: {1, 2, 4, 8} and {3, 5, 6, 7} is A-definable. In only Receive / unknown calls 

Case   Attributes  Decision 

 Long Duration Short Duration Frequent SMS usage Suspicious  

1 High  Yes No Yes 

2 Very_high Yes Yes Yes 

3 High No No No 

4 High Yes Yes Yes 

5 High Yes Yes No 

6 Normal Yes No No 

7 Normal No Yes No 

8 Normal Yes No Yes 
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not received  set theory, for every concept X, two subsets of the set U of all cases are defined: 

lower and upper approximations. There exist two definitions of these approximations. For data 

sets in which all values are specified (i.e., no attribute value is missing), as in Table 3, these 

two definitions result in the same sets (Pawlak, 1991). According to the first definition, a B-

lower approximation of X, denoted byB X, is equal to the following set 

{x∈U | [x]B⊆X}, 

and a B-upper approximation of X, denoted by BX, is equal to the following set 

{x∈U | [x]B∩X≠ ∅}. 

The second definition of lower and upper approximations provides the following formulas 

B X =∪{[x]B| x ∈ U, [x]B⊆ X}, 

and 

B X =∪{[x]B| x ∈ U, [x]B∩ X ≠ ∅}. 

Thus, for both concepts from Table 3, {1, 2, 4, 8} and {3, 5, 6, 7}, lower and upper 

approximations are 

A{1, 2, 4, 8} = {1, 2}, 

A{3, 5, 6, 7} = {3, 7}, 

A {1, 2, 4, 8} = {1, 2, 4, 5, 6, 8}, and 

A {3, 5, 6, 7} = {3, 4, 5, 6, 7, 8}. 

Let Y be any subset of the set U of all cases and let B be a subset of the set A of all attributes. 

The lower approximation BY is the largest definable set contained in Y. On the other hand, the 

upper approximation BY is the smallest definable set containing Y. Moreover, 

B Y ⊆ Y ⊆ B Y 

hence any case from BY is certainly a member of Y, while any member of BYispossibly(or 

plausibly) a member of Y. 

 

The above idea is utilized for data mining. For example, the LERS data mining system handles 
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computing lower and upper approximation for every concept, and then inducing certain rule sets 

from lower approximations and possible rule sets from upper approximations. For details of 

LERS see, e.g., (Grzymala-Busse 1992, 1997). The performance of LERS is fully comparable 

with performance of AQ15 (Michalski et al. 1986) and C4.5 (Quinlan 1993), see Table 4.8. 

 

Data Set  Error rate  

 AQ15 C4.5 LERS 

Risk area 18–20% 23% 19% 

Very risk area 32–34% 33% 30% 

High risk area 59–71% 60% 67% 

 

Table 4.8.  Performance of AQ15, C4.5 and LERS 

 

Recently (Grzymala-Busse 2002) LEM2 algorithm was enhanced by a new version of LEM2, 

called MLEM2 (Modified Learning from Examples Module, version 2). MLEM2 induces rule 

cliques from data by numerical and  symbolic attributes, while LEM2 needs pre-discretized data. 

Additionally, MLEM2 same rule groups with the data of missing attribute values, see the next 

section. 

The algorithm LEM2 induced the following rule set  

 

Certain rule set: 

1, 1, 1 

(Long duration ,very_high) -> (Suspicious , yes), 

3, 1, 1 

(Long duration , high) & (Frequent SMS usage , no) & (Short duration, yes) -> (Suspicious , 

yes), 

1, 2, 2 

(Short duration, no) -> (Suspicious , no), and possible rule set: 

1, 4, 6 

(Short duration, yes) -> (Suspicious , yes), 
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1, 2, 3 

(Long duration , normal) -> (Suspicious , no), 

2, 1, 2 

(Long duration , high) & (Frequent SMS usage , yes)-> (Suspicious , no), 

1, 2, 2 

(Short duration, no) -> (Suspicious , no). 

 

4.5.4 Data mining based on Rough Set theory data  

There are two types of rough set data. The first type is termed as complete input data: i.e attribute 

values are not missing. A conceptual model for rough set theory slant to tower data with no 

missing values of attributes is presented in figure No. 4.5. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.5: Conceptual model for RST approach with complete input data 

Data sets based on 

Rough set theory 

Tower Input data 

Consistent data  Inconsistent data 

Information tables  Information tables  

Decision tables  Decision tables  
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The next type is termed as incomplete input data. In case of incomplete input data, some attribute 

values are missing. In other words, the corresponding decision tables are incomplete. A 

conceptual framework for rough set theory approach to tower data analysis with missing values 

of attributes is presented in the figure 4.6.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.6: Conceptual model for RST approach with incomplete input data 
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4.5.5 Data mining of Incomplete Data 

In general, there are two approaches of data mining which are used to handle incomplete 

data. A brief discussion on the approaches in presented as follows.  

 

 Pre-processing of input data and then main processing of data mining such as rule 

induction. Typically, preprocessing means interchanging omitted attribute values 

with analysis of most common value, ignoring cases with missing attribute values, 

etc (Grzymala-Busse and Hu 2001).  

 Information is perceived from incomplete data sets with account the some attribute 

values are missing.  

 

Typical systems using this approach are C4.5 and MLEM2. 

 

In the analysis, we will apply the later approach, i.e., rule induction is performed directly 

from incomplete data. Furthermore, we will assume that there are two reasons for data to 

be incomplete. The first reason is that an attribute value, for a specific case, is lost. This 

may happen when the original value was erased or mistakenly not included into the data 

set. The second reason for incompleteness is based on the lack of relevance, e.g., given 

case was diagnosed on the basis of some attribute values while other attribute values 

were irrelevant. For example, it was possible to diagnose a patient using only selected 

results of tests (attributes), while other test results were redundant. These missing 

attribute values will named as "do not care" conditions. We will assume that in the same 

decision table some attribute values are lost and some are "do not care" conditions. Such 

decision tables were studied in (Grzymala-Busse 2003). 

 

 

Incomplete data with lost attribute values, from the viewpoint of only Receive / unknown 

calls not received set theory, studied (Grzymala-Busse and Wang 1997). With reference 

to these two algorithms with rule induction, adapted to grip the missed attribute values, 
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were presented. This approach was studied later in (Stefanowski 2001; Stefanowski and 

Tsoukias 1999, 2001), where the indiscernibility relation was generalized to describe 

such incomplete data. 

 

In the basic sense, from the entire domain values replaced by all values of the attribute, 

afterward attribute values restricted to the same concept to which a case with a missing 

attribute value belongs. Such in-complete decision tables, with all missing attribute 

values being "do not care conditions", were extensively studied in (Kryszkiewicz 1995, 

1999), including ex-tending the relation idea related to indiscernibility described such 

incomplete decision tables. 

 

Non-confirmed decision tables are described by categorized relations, same as complete 

decision tables described by relations, which are indiscernibility (J. W. Grzymala-Busse 

2003, 2004a, 2004b; Grzymala-BusseandSiddhaye 2004). Elementary sets replaced by 

characteristic sets. Decisions has taken from tables, once the indiscernibility relation is 

fixed and the concept (a set of cases) is given, the lower and upper approximations are 

unique. For incomplete decision tables, for a given characteristic relation and the 

concept, there are three different possible ways to define lower and upper 

approximations, called singleton, subset, and concept approximations (Grzymala-Busse 

2003). The singleton lower and upper approximations were studied in (Kryszkiewicz 

1995, 1999; Stefanowski 2001; Stefanowski and Tsoukias 1999, 2001). Similar ideas 

were studied in (Greco et al. 2000; Lin 2001; Slowinski and Vanderpooten 2000; Yao 

1996, 1998, 2003). As it was observed in (Grzymala-Busse 2003), singleton lower and 

upper approximations are not applicable in data mining. 
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4.5.6 Characteristic Relation 

 

Table 4.9. An incomplete decision table 

 

 

For incomplete decision tables the definition of a block of an attribute-value pair must be 

modified. 

 

 If an attribute a there exists a case x such that ρ(x, a) = ?, i.e., the corresponding value 

is lost, then the case x should not be included in any block [(a, v)] for all values v of 

attribute a.  

 If for an attribute a there exists a case x such that the corresponding value is a "do not 

care" condition, i.e., ρ(x, a) = *, then the corresponding case x should be included in 

blocks [(a, v)] for all specified values v of attribute a.  

 

For the example of an incomplete data set from Table 5, 
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[(Long duration , high)] = {1, 4, 5, 8},  

[(Long duration ,very_high)] = {2, 8},  

[(Long duration , normal)] = {6, 7, 8},  

[(Short duration, yes)] = {2, 4, 6, 8},  

[(Short duration, no)] = {3, 7},  

[(Frequent SMS usage , no)] = {1, 3, 6, 8}, 

[(Frequent SMS usage , yes)] = {2, 4, 5, 7, 8}. 

 

The characteristic set KB(x) is the intersection of blocks of attribute-value pairs (a, v) for 

all attributes a from B for which ρ(x, a) is specified and ρ(x, a) = v. For Table 2 and B = A, 

 

KA(1) = {1, 4, 5, 8}∩{1, 3, 6, 8} = {1, 8}, 

KA(2) = {2, 8}∩{2, 4, 6, 8}∩{2, 4, 5, 7, 8} = {2, 8}, 

KA(3) = {3, 7}∩{1, 3, 6, 8} = {3}, 

KA(4) = {1, 4, 5, 8}∩{2, 4, 6, 8}∩{2, 4, 5, 7, 8} = {4, 8}, 

KA(5) = {1, 4, 5, 8}∩{2, 4, 5, 7, 8} = {4, 5, 8}, 

KA(6) = {6, 7, 8}∩{2, 4, 6, 8}∩{1, 3, 6, 8} = {6, 8}, 

KA(7) = {6, 7, 8}∩{3, 7}∩{2, 4, 5, 7, 8} = {7}, and 

KA(8) = {2, 4, 6, 8}. 

 

Characteristic set KB(x) may be interpreted as the smallest set of cases that are 

indistinguishable from x using all attributes from B and using a given interpretation of 

missing attribute values. Thus, KA(x) is the set of all cases that cannot be distinguished 

from x using all attributes. 

 

The characteristic relation R(B) is a relation on U defined for x, y∈U as fol-lows 

(x, y) ∈R(B) if and only if y∈KB(x). 

The characteristic relation R(B) is reflexive but—in general—does not need to be 

symmetric or transitive. Also, the characteristic relation R(B) is known if we know 

characteristic sets KB(x) for all x∈U. In our example, 
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R(A) = {(1, 1), (1, 8), (2, 2), (2, 8), (3, 3), (4, 4), (4, 8), (5, 4), (5, 5), (5, 8), (6,6), (6, 8), (7, 

7), (8, 2), (8, 4), (8, 6), (8, 8)}. 

 

 

 

4.6 Naïve Bayes Classifier 

The Naïve Bayes Classifier technique is based on the so-called Bayesian theorem and is 

particularly suited when the dimensionality of the inputs is high. Naïve Bayes classifier is 

an efficient method used for data categorization. The practice is mainly valuable for huge 

dimensions of data. The Naïve Bayes is an exceptional circumstance of Bayes theorem 

which presupposes independence in the data attributes (See Sen, 2010). Although Naïve 

Bayes assumed the independence of data, the functioning is effective and at par with more 

methods that assume condition of the data.  

Naïve Bayes classifier can run data with category or continuity. Let for a set of given 

variable X = { x1, x2,..……xn } with possible outcomes O = {o1, o2,..……on}.The later 

probability of the subject adjustable is gained by the Bayes rule 

 

𝑃(P(Ai/A ) =
P(Ai). P(A / Ai)

∑ P (Aj) . P (A /Aj)
 

 

𝑃(𝑂𝑗  |𝑥1, 𝑥2, … , 𝑛) ∗ 𝑃(𝑥1, 𝑥2, … , 𝑥𝑛, 𝑂𝑗 ) ∗  𝑃(𝑂𝑗 ) 

We can obtain a new case with X with a class label Oj have highest posterior probability as 

𝑃(𝐶𝑗|𝑿) ∗ 𝑃(𝐶𝑗) = ∏ 𝑃

d

k=1

(𝑋𝑘 | 𝐶𝑗)
 

 

The effectiveness of Naïve Bayes classifier stays with the point that it changes 

multidimensionality of info to single dimensional thickness approximation. The 
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professions of proof do not upset the later prospect so usually categorization duty is 

effective. The similar is shown in this analysis also when Naïve Bayes classifier 

numerous spreading involving basic gamma or Poisson density features can be active. 

 

 

 

4.6.1 Junction Tree Algorithm 

It is a graphical technique of certainty updating or probabilistic perceptive. For the 

perspective related to probability, we are using Bayesian Decision and Network - BDNG 

graphs by which particulars showed (See Jensen and Nielsen 2007 for details) . The 

simple idea in junction tree is gathering projected characteristics. In certainty updating in 

place of estimating combined possibility circulation of all variables to be the target 

(Cliques) cluster characteristics are designed and potential of gatherings are occupied to 

estimated possibility. Hence fundamentally junction tree is the graphical illustration of 

possible cluster lumps or cliques and an appropriate procedure to enhance the 

prospective. 

 

Junction tree algorithm involves numerous stages such as triangulation junction 

tree formulation, improving the graph, allocating probability to cliques, message 

transitory and evaluating cliques peripheralabilities form junction tree. Occupying 

junction tree algorithm needs the focused graph is altered to purposeless graph to 

guarantee unchanging solicitation procedure which is known as moralization that 

includes addition of edges between parents and dropping the direction  

 

Let G = ( GG , E G )  be a directed graph to be changed into indirected graph G (NG, EG) 

so infect two new sets along with EG required to be added i.e. 

 

                 E G     G    and   E G    G     
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The set can be defined as 

 

E G   G    := {(Yi, Yj) ∈ N2:  ƎYK∈ N : (Yi, Yk) ∈ E G  and (Xj, Xk) ∈ E G  } 

  

 

 E G G  : [(Yj, Yk) ∈ N2  : (Yj,Yk) ∈  EG but (Yk, Yj)  ∈ E] 

 

In moralization EGUEG U EG Gis attained and freshpurposeless moralized graph is 

assumed as 

 

                                              G : = ( NG, EG)  U EG GUEG 

Junction tree is designed after moralization which is mostly hyper cliques graphs if 

cliques of purposeless graph G is given by C(G) than junction tree with a solefeature that 

joints any 2 nodes is confined in every node in the exclusiveroutethat joins the nodes.  

 

Let us consider a cluster representation having two neighbor cluster U and V sharing a 

variable S in common  

 

                                                                S 

 

The aim of JTA is to modify potential in such a way that the distribution of P(V) is 

obtained by modified potential ɸ (V). In such case probability of S can be given as 

 

P(S) = ∑ ɸ  (V)  

                                                                   ɸ (S)  

U V 

ɸ (U)  

 

ɸ (V)  
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Similarly, 

P(S) = ∑ ɸ  (U) 

 

Let   ɸ  (S) represent modified potential so ɸ  (S) = P(S), then if potential of let say  ɸ  

(V) is delayed as result of new evidence for the potential of both ɸ  (S) and ɸ  (U) can be 

updated realizing the equivalence 

ɸ  (U) = P(S) = ɸ  (V) 

 

Belief updation in junction tree is carried out through message passing let U and V are 

two adjacent node with separator S. So the task is to absorb V and W through S. potential  

ɸ(W) and ɸ (S) with condition   

 

∑ ɸ* (W) = ɸ*(S) = ∑ ɸ* (V) 

In absorption ɸ*(S) and ɸ*(W) are replaced as under ɸ* (S) = ∑ ɸ (V) 

ɸ ∗ (W)  =  ɸ (W ) (
ɸ (S)

𝛹 (𝑆)
)  

In this way belief of the whole network is updated through message passing. In Chapter  

5  ,section 5.3 a detailed study on Naïve Bayesian classifier is presented using 5000 

mobile tower data records for training and 100 records for testing are used .  

 

We may use above mentioned Bayesian Networks approach for in depth study of  

location based human activity when mobile phone is used and detailed study on other 

types of communication systems can be found in Lin  Lio (2006)  and in future we extend 

our work in this direction. 

 

 



136 
 

Chapter 5 

 

Analysis of Tower Data / Geo Fencing 

 

5.1 Introduction 

Criminal activities through a cellular telecommunication networking is based on 

illegal use of the network and the subsequent use of its services. As already discussed, the 

criminals very effectively using modern technology in their illegal activities and 

investigators require to have the knowledge of latest tools and techniques to apprehend 

the culprits.  

 

The LEA has established that in Afghanistan, illegal cell phone SIMs of being 

used for criminal activities in Pakistan [Martin, 2013]. The government of Pakistan has 

instructed PTA to stop this illegal traffic but apparently PTA is unable to do so [Khan, 

2014]. Due to porous border between Afghanistan and Pakistan, SIMs are illegally 

transferred or smuggled from Afghanistan to Pakistan and are easily available in KPK 

markets. These SIMS are being used by criminals extensively in kidnapping for ransom, 

extortion and other crimes. As a result, the LEAs have started using location based 

tracking of cell phones to apprehend the criminals using geofencing. 

 

Geofencing help the LEAs to better understand who are calling and receiving the 

voice calls from the venue where an incident has taken place. It beneficially down the 

basic concept related to call particularly the lawbreakers who are behind the perpetrators 

who have carried out the crime. However, the technology does have one drawback. The 

location accuracy isn't perfect, although the geolocation databases have improved over 
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the past few years to be able to connected with map IP addresses to particular zip codes 

or specific locations. Moreover, in some situations, one is overwhelmed by the volume of 

data generated through geofencing or the towers around an incident site. It does provide a 

good first cut at seeing what is going on in a number of situations. The illustration of data 

visualization and geofencing arebased on crime mapping. It is abundantly clear what is 

going on in our neighborhood: where are the break-ins and assaults, how close are with 

the particular venue, and other information. The chapter is organized as follows. Section 

5.1.1 is an overview of tower data analysis followed by the process of identification of a 

suspected terrorist in the section 5.1.2. Section 5.1.3 discusses the procedure of building 

causal Bayesian Structure from data set whereas the section 5.1.4 discusses States 

followed by Belief updating, Model and Training of model in the sections 5.1.5, 5.1.6 and 

5.1.7 subsequently. Section 5.1.8 presents confusion matrix and section 5.1.9 presents 

probability estimation.   

 

 

5.1.1 Analysis of Tower Data 

To investigate an incident, mobile tower data analysis is a very important process 

which can help in exploration of the elements involved in such incidents and their 

operatives. Following is the conceptual model we have developed and proposed for 

analysis of tower data to uncover the criminals involved in any terrorist activity. 
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Figure 5.1: Conceptual Model for Analysis of Tower data 

 

5.1.2 Identification of a suspected terrorist 

The calling pattern of a suspected terrorist is different from the other general callers 

in many ways. For instance, a terrorist generally use prepaid connection because of the 

ease to have a subscription as compared with the postpaid connection. The locations of 

criminals tend to be the areas that generally have presence of such elements. The LEAs 

maintain a list of such areas and CDR of suspect is scanned for the presence of the same. 

A part of locations used by criminal involved in a bank robbery in Karachi during the 

year 2013 is shown in figure 5.2 as an example. 

 

 Suspects makes short duration calls usually last less than one minute or in some 

cases it lasts less than 20 seconds. The reason is that at the time of executing a terrorist 

attack, they coordinate with each other and discuss the matter without lengthy formal 
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discussion (see figure 6.2). Moreover, if a caller is found to be calling or receiving a call 

from the identified sensitive areas at the time of a terrorist attack (usually before and after 

half an hour of such attack), this makes him to be a suspected person as a player in that 

particular terrorist activity. If any of the Incoming or outgoing call by the suspected 

person is matched with the Criminal’s database, it is sufficient to believe that this person 

can be helpful in investigating that particular terrorist activity. 

 

Table 5.1: Locations obtained from CDR of suspected terrorist 
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Call Type Calling Party Called Party Date and Time Sec IMSI IMEI No 

Incoming 923021111111 923020000003 2/1/2014 9:10 186 999999999999999 101010101010101 

Incoming 923021111111 923020000000 2/1/2014 10:19 55 999999999999999 101010101010101 

Incoming 923021111111 923132000000 2/1/2014 10:41 49 999999999999999 101010101010101 

Incoming 923021111111 923472020202 2/1/2014 10:56 56 999999999999999 101010101010101 

Outgoing 923021111111 923020000000 2/1/2014 11:02 26 999999999999999 101010101010101 

Incoming SMS 923021111111 923020000000 2/1/2014 11:14 5 999999999999999 101010101010101 

Outgoing SMS 923021111111 923020000003 2/1/2014 11:15 82 999999999999999 101010101010101 

Incoming 923021111111 923472020202 2/1/2014 11:21 18 999999999999999 101010101010101 

Incoming 923021111111 923020000000 2/1/2014 11:44 71 999999999999999 101010101010101 

Incoming SMS 923021111111 923020000001 2/1/2014 11:45 37 999999999999999 101010101010101 

Incoming 923021111111 923020000000 2/1/2014 11:52 36 999999999999999 101010101010101 

Outgoing 923021111111 923020000000 2/1/2014 11:53 45 999999999999999 101010101010101 

Incoming 923021111111 923472020202 2/1/2014 11:56 113 999999999999999 101010101010101 

Incoming SMS 923021111111 923020000003 2/1/2014 11:58 219 999999999999999 101010101010101 

Outgoing 923021111111 923020000000 2/1/2014 12:02 65 999999999999999 101010101010101 

Outgoing 923021111111 923121111111 2/1/2014 12:08 95 999999999999999 101010101010101 

Incoming 923021111111 923020000000 2/1/2014 12:13 32 999999999999999 101010101010101 

Incoming 923021111111 923020000000 2/1/2014 13:52 14 999999999999999 101010101010101 

Incoming 923021111111 923121111111 2/1/2014 14:00 26 999999999999999 101010101010101 

Incoming SMS 923021111111 923020000000 2/1/2014 14:09 21 999999999999999 101010101010101 

Incoming SMS 923021111111 923020000001 2/1/2014 14:10 244 999999999999999 101010101010101 

Incoming 923021111111 923020000000 2/1/2014 14:15 18 999999999999999 101010101010101 

Incoming 923021111111 923020000000 2/1/2014 14:16 262 999999999999999 101010101010101 

Incoming SMS 923021111111 923020000003 2/1/2014 14:41 89 999999999999999 101010101010101 

Incoming SMS 923021111111 923020000000 2/1/2014 14:52 151 999999999999999 101010101010101 

Incoming 923021111111 923020000000 2/1/2014 17:55 32 999999999999999 101010101010101 

Outgoing 923021111111 923121111111 2/1/2014 18:10 81 999999999999999 111111111111111 

Incoming SMS 923021111111 923020000000 2/1/2014 19:59 7 999999999999999 101010101010101 

Incoming SMS 923021111111 923020000001 2/1/2014 20:02 2 999999999999999 101010101010101 

 

Table 5.2: Snapshot of call data record 
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If a person is not associated with the above mentioned factors (which qualifies 

him to be investigated as a suspected terrorist), he is considered as a non-suspect and is 

not short listed for further analysis.  On the other hand, if a person is short listed as a 

suspected terrorist, the CDR can be seen in terms of frequency for in-depth analysis. This 

analysis can help in identifying the most frequent callers and receivers of the calls 

received by and made to the person being investigated as a suspected terrorist. The table 

below provides an idea about how this information can be presented actually. Table 6.3 

presents the call record in terms of frequency of calls and message made or received. 

 

 

 

Table 5.3 Detailed record of a suspect 
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This table provides more insight about the other persons who interacts with the 

person being investigated. For instance, the table shows that “923020000000” and 

“923020000003” are the numbers of the persons who interacted most frequently with the 

person being investigated respectively. The other one can also be interrogated to uncover 

a possible connection in the criminal activity.  

 

 

 

Table 5.4: Portion of CDR show IMEI numbers used by the suspect 
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Figure 5.2: Combination of IMEI and IMSI numbers 

The in-depth analysis of CDR may also lead to different SIM cards or handsets 

that have been used by the suspect. This can be achieved by the IMEI and IMSI numbers 

available in the CDR. For instance, if CDR of a particular IMSI is obtained from some 

service provider, it will yield all the IMEI numbers that have been used with the IMSI 

(see table 6.4 and figure 6.1). Later, a search can be made against the IMEI numbers 

obtained in previous step to yield IMSI numbers used. This will generate more leads in 

investigation and help uncover a larger network of devices that have been utilized by the 

suspect (see figure 5.1).  
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A software has been developed by the authorto uncover relationships among 

various mobile / IMEI / IMSI numbers found in a new CDR. These numbers are mapped 

on a database of suspects maintained by the LEAs working in Karachi using data mining 

techniques and the results obtained are shown in the form of graphs. For instance, figure 

5.2 identifies a number that is in connection with all the suspect numbers. This number 

further connects with a number who is disconnected from rest of the network (a possible 

mastermind or leader of the gang).  

 

 

 

Figure 5.3: Result of CDR analysis 
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Analysis of CDR further generates the graphs shown in figures 5.3 – 5.5. The 

graph shown in figure 6.5 is particularly handy as it was generated by the analysis of 

geofencing data of several criminal incidents and it shows the interconnections among 

culprits involved in a variety of crimes. Moreover, it highlights the numbers who 

command the operatives and report to the main player(s) of the criminal network.  

 

 

 

Figure 5.4: Analysis of CDR 
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Figure 5.5: Analysis of CDR 
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Figure 5.6: Analysis of CDR 
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5.1.3 Building Casual Bayesian Structure from Data Set 

In geo fencing determining the suspicious call can be carried out using different 

parameters. In the call tracing process, variables of interest have variation in time 

(temporal) as well as position (spatial). Caller id, source and destination of call timing, 

call duration all affect the classification of suspicious calls. The Bayesian model used the 

dependencies based on encodes with every variables. It also willingly tackled the matters 

related to missing data.  

Causal relationships are learned by the Bayesiannetwork, which can gain the 

understanding related tothe issues of suspicious call identification with prediction to the 

intervention consequences. The both probabilistic and causal semantics; the ideal 

representation for combining prior knowledge, which often comes in causal form and 

data.  

 

Bayesianorigin statistical methods with Bayesian networks with effective and basic 

fundamental approach for data feeding decisions. In this thesis, we discuss methods for 

constructing Bayesian networks from prior knowledge and summarize Bayesian 

statistical methods for using data to improve these models. With regard to the latter task, 

we describe methods for learning both the parameters and structure of a Bayesian 

network, including techniques for learning with incomplete data. In addition, we relate 

Bayesian-network methods for learning to techniques for supervised and unsupervised 

learning. We illustrate the graphical-modeling approach using a real-world case study. 
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5.1.4 States 

Learning Bayesian structure through data set is extensively used. Different tools 

commercial and noncommercial are available. In this study BN classifier a 

noncommercial tool is utilized for leaning structure. The variables identified are shown in 

table 5.5.  

 

Table 5.5: States in the BN classifier 
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5.1.5   Belief Updating 

Belief updating is essential component of probabilistic reasoning. Once a node is 

updated the network probabilities are altered so as the decision. An efficient algorithm is 

essential for belief updation. In this study Junction Tree algorithm is utilized an basic 

approach. 

 

 

 

 

5.1.6   The Model 

Using known information regarding Bayesian network the model encompasses 

unit and domestic probability distributions. The conclusion is based on techniques reated 

to data analysis withsecondary informationfor producing improved posterior knowledge. 

Estimating the prior probability of suspicious duration gives the posterior probability 

subject to conditions of other parameter. We have proposed the model as shown in figure 

5.6.  

 

 

 

5.1.7   Training of Model 

Two data sets of size 5000 record for training and 1000 record for testing was 

used. The accuracy of the result around 89% 
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5.1.8   Confusion Matrix 

 

Table 5.6: Confusion Matrix for the BN classifier 

Regarding dilemma we think easiest description: with the help of information 

relating, it revises probabilities of known Bayesian network structure (see table 6.6). It is 

not necessary to study dissimilar stricture of probability. But, it is required to revise 

subsequent distribution regarding variable which symbolizes physical probability related 

to suspicious call.  Bayesian network pursue similar loom regarding probabilities. In 

particular, physical joint probability distribution is encoded in network structure because 

it is assumed with the intention of fundamental information regarding dilemma (see 

figure 5.6). 

 

 

 



152 
 

 

 

Figure 5.7: BN Classifier for Suspicious call identification 

Once network of Bayesian is constructed (relating previous information, facts, or 

else a combination), we determined a variety of chance regarding concern in model. 

Relating problem concerning suspicious call detection, we want to know the probability 

of suspicious call given observations of the call duration.  It needs to be calculated 

because the probability is not saved straightly in model. It is known as probabilistic 

inference because the calculation of probability of interest is given in model.  
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In Bayesian networks we have adopted junction tree algorithm [Jensen, 1996; 

Friedman, 1997] regarding probabilistic inference. Suspicious call (The Bayesian 

network) uses a distribution of joint probability; Regarding interest of probability we can 

in opinion employ Bayesian network to compute. For example, in figure 5.6 the Bayesian 

network, the probability of suspicious call known examinations of the other variables can 

be calculated as follows: 

 

P (Suspicious call) =  P (Temporal density/Call duration, call timing) *  

p(call spatial density/source location, destination location) *   

P(call density/ call frequency same number, call frequency other number) 

Eq 5.1 

 

This model in fact determines the probability subject to instantiation of any 

parameter. Finally the question of accuracy is dealt by using training data and test data. 

The data set is split into two parts. The model was trained using first part and the second 

part is used to determine the accuracy of prediction. The overall accuracy was around 

90%. However with larger training data set accuracy can be further improved.  

 

 

5.1.9 Probability Estimation 

Call Density 

 

Normal                              0.20582 

Slightly_suspicious 0.19533 

Moderately_Suspicious 0.19016 

Suspicious 0.19275 

Extremely_Suspicious 0.21594 

 

Table 5.7: Probability Estimation for “Call Density” 
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Call Duration 

 

Normal 0.28751 

Slightly_suspicious 0.18362 

Moderately_Suspicious 0.084316 

Suspicious 0.19221 

Extremely_Suspicious 0.25235 

 

Table 5.8: Probability Estimation for “Call Duration” 

 

 

Call Frequency different Number 

 

Normal 0.17063 

Slightly_suspicious 0.16983 

Moderately_Suspicious 0.23516 

Suspicious 0.22557 

Extremely_Suspicious 0.1988 

 

Table 5.9: Probability Estimation for “Call Frequency different Number” 
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Call Frequency Same Number 

Normal 0.2042 

Slightly_suspicious 0.21119 

Moderately_Suspicious 0.17802 

Suspicious 0.2 

Extremely_Suspicious 0.20659 

 

Table 5.10: Probability Estimation for “Call Frequency Same Number” 

 

 

Call Spatial Density 

Normal 0.21461 

Slightly_suspicious 0.19962 

Moderately_Suspicious 0.18389 

Suspicious 0.17951 

Extremely_Suspicious 0.22237 

 

Table 5.11: Probability Estimation for “Call Spatial Density” 
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Call Temporal Density 

Normal 0.35198 

Slightly_suspicious 0.17009 

Moderately_Suspicious 0.18389 

Suspicious 0.15596 

Extremely_Suspicious 0.15536 

 

 

Table 5.12: Probability Estimation for “Call Temporal Density” 

 

 

 

 

 

Call Timing 

Normal 0.30789 

Slightly_suspicious 0.23576 

Moderately_Suspicious 0.21878 

Suspicious 0.071528 

Extremely_Suspicious 0.16603 

 

Table 5.13: Probability Estimation for “Call Timing” 
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Destination Location 

Normal 0.21259 

Slightly_suspicious 0.21978 

Moderately_Suspicious 0.17902 

Suspicious 0.19141 

Extremely_Suspicious 0.1972 

 

Table 5.14: Probability Estimation for “Destination Location” 

 

 

Source Location 

Normal 0.2002 

Slightly_suspicious 0.19121 

Moderately_Suspicious 0.18322 

Suspicious 0.18621 

Extremely_Suspicious 0.23916 

 

Table 5.15: Probability Estimation for “Source Location” 
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Suspicious Call 

No 0.25145 

Slightly 0.24686 

Moderately 0.24539 

Highly 0.2563 

 

Table 5.16: Probability Estimation for “Suspicious Call” 
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Chapter 6 

 

Analysis of Caller Data Records (CDR) 

 

6.1 Introduction  

Cellular technology is the outcome in the backdrop of human sagacity for 

development and to achieve results in shortest span. With the knack of faster 

communications, data transfer at mammoth speed, through extensive use of technology in 

different fields; it has emerged as an indispensable component of our livelihood. The 

swift transformation of devices and introduction of a large variety of features in cellular 

technology has encouraged criminals to use this as a shield against LEAs to carry out 

their criminal activities covertly.        

 

The upward trend in technology based crimes and lack of development in the field of 

investigation has left the investigators far behind in unearthing the masterminds behind 

the technologically proficient crimes. Moreover, lack of digital evidence produced before 

the courts pave way for exoneration of the criminals.  

 

The criminals very effectively using modern technology in their illegal activities and 

investigators require to have the knowledge of latest tools and techniques in suspicious 

for using individuals for their ulterior motives. Every passing day the computer/mobile 

technologies improved and weekly basis introducing new models in very compact 

designed with increasing the amenities of transferring data through SMS, MMS, and 

Internet and attached the mobile device with computer.     
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In order to establish evidence in any crime carried out with the help of cellular 

technology, analysis of the data of SIM/IMEI CDR and Base Transceiver Substation 

(BTS) is required.  The investigators firstly look over crime scene for collection of digital 

evidence for cellular technology related material; acquire SIM number for digital 

surveillance to remnant the criminal activity; identify/trace out the culprit and locate their 

connection through the contacts made using BTSs with the cell phone. In this chapter, 

section 6.1.1 discusses mobile phone call data followed by a discussion on some 

important aspects of CDP Data in the section 6.2.   

 

 

6.1.1   Mobile Phone Call Data  

Call data record (CDR) is generated on the telephone switches on per-call basis and 

contains comprehensive information about the call from or to the subscriber using the 

services of a cellular company. The information in the CDR include the phone numbers 

of caller and receiver of the call, day and time of the call, IMEI number of the handset 

type of call, location of the BTS used to generate the call and more. The exact constituent 

of the CDR vary from company to company but the general information present in the 

CDR remains uniform. A snapshot of the CDR generated by MOBILINK in Pakistan is 

shown in figure 6.1. The important fields in CDR are defined below: 

 

 

Table 6.1   Definitions of the characteristics in each call data record 
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Investigators could obtain call data record (CDR) from cell phone, it changes on 

per-call basis which include every information of cell phone call related to subscriber 

belonging to the cellular network including cell phone numbers implicated during the 

call, the time and date of the call, call duration, drop attributes similar as conference call 

or calling in a three way manner, recognition regarding broadcast to the customer’s cell 

phone etc.  
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Figure 6.1:Call data record 
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Figure 6.2:Most Frequent Caller (Analysis of CDR) 

 

 

 

 

Figure 6.3: Most Frequent Site Location (Analysis of CDR) 
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Figure 6.4: Duration wise study (Analysis of CDR) 

 

The data should be collected from the cellular network for the significant period 

including in total Incoming/outgoing calls revealing details of every transcript 

communication and voice, transactions, starting and concluding at customer’s handset. 

After that thoroughly study the number dialed by the subscriber (‘A’ party) and find out 

its frequent contacts (‘B’ party) including the locations and duration of call of both 

parties where the subscriber made contact with them.  For instance, following are some 

patterns obtained from analysis of a sample CDR.  

This analysis is helpful in figuring out the nexus of different criminals and to 

relate them with a culprit in custody or under observation of LEA due to some prior 

criminal record1.  

 

 

 

 

 

                                                           
1This analysis is based on actual Call details record data,  which is taken for investigating actual incidents. 

The framework helped in investigating various incidents successfully and the details of received 

appreciation letters from law enforcement agencies of  Pakistan are attached in the Appendix 1   
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6.2    Some important Aspects of CDR Data  

In this section some important aspects of mobile phone user location, call of origin of 

caller (Terrence P. O’ conner, 2009), time of arrival (TOA), differences of arrival time 

(TDOA), Angle of arrival (AOA). Mobile phone are related to the important information 

on mobile phone tracking (Terrence P. O’ conner,2009)  are brief discussed for 

completeness and can be conceptual in our CDR data  mart / data warehouse.  

 

In order to reduce the search area study of base transceiver station (BTS) could 

provide great help for identification of real culprits behind the crime. At presently, five 

cellular companies are provided cellular facilities to subscribers in Pakistan. These 

cellular companies provide country wide coverage throughout Pakistan through their base 

transceivers and their BTS connected to base servers see chapter 2. In Pakistan, the 

cellular network has divided in two sectors i.e. Southern Region covers the cellular 

signals of the provinces of Sindh and Balochistan whereas the Northern Region that 

covers Punjab and KPK for details PTA website can be accessed (Pakistan 

Telecommunication Authority). All BTS of each cellular company facilitate their 

subscribers through these two MSC. First of all investigators are required to distinguish 

BTS of the receiving strong signals of cell numbers for identification of user of the cell 

through available details of geo-fencing of the crime scene (see Figure 6.5). For detailed 

analysis of location moving mobile phone users, see (Terrence P. O’ conner, 2009). 

 

 After identification of cell number and its location, requires furthering condensing 

the search around the culprit by securing the dimension around one kilometer radius of 

area of suspect number with angle degree of 65. Compilation of Cell ID, Lac, Longitude, 

Latitude, Beam Width and orientation as mentioned in figure-3 further restricts the 

margin of area around the subscriber of suspect numbers involved in committing of any 

nature of crime. 
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1. Signals have embedded 
synchronization codes 

2. 

4. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6.5: Cell-ID selection 

 

 

Geo-Location 

A geo-fence is a virtual perimeter for a real-world geographic location or area. In 

telecommunication, it refers to the mobile towers that are surrounding a mobile phone 

and the mobile phone is catching their signals. As already mentioned in the previous 

section, the mobile phone selects the tower with strongest signal to transfer the 

information onto the cellular network.  

 

A device receive signals 
measure their timing, and 

estimates the ranges 

A device receive signals 
measure their timing, and 

estimates the ranges 

The device passes the data to a 
server, which computes 

position 

Results are sent back to the 
device 
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This technique is particularly useful in solving cases involving criminal activities 

through the study of data available on mobile phone towers. Whenever a terrorist activity 

takes place, a geo-fence is drawn and the data of the all mobile towers within that geo-

fence is collected for analysis and possible leads in investigation.  

 

 

Obtaining the position:  

A range of different methods are available for obtaining the cell phone position. 

These methods include Cell of Origin (COO), Global Positioning System (GPS), Angle 

of Arrival (AOA), Time of Arrival (TOA), Enhanced Observed Time Difference (E-

OTD), and Timing Advance (TA) [GSM, 2000]. 

 

 

Cell of Origin (COO):  

The operators are already using Cell of Origin (COO) method because it is the 

simplest and it requires no alteration related to network and handset. This technique 

employs effective use of cell area where registered mobile system is available. The 

communicating Base Transceiver Station (BTS) can be established by recognizing cell-

ID of serving cell. Base Transceiver Station (BTS) have identified properties and append 

location, regarding the strength of the signal; nevertheless, the technique is comparatively 

incorrect because Base Transceiver Station (BTS) and its region can be premeditated In 

order to obtain signal regarding this cell the handset must be situated in the area.  

 

 

Time of Arrival (TOA): 

 It can only work when three or more BTSs receive indication sent from MS. A 

Location Measurement Unit (LMU) acknowledges and stores signals received from the 

BTSs (only known signal are send by BTSs). The TOA value, the signal that travels 

among the MS and BTSs and the time elapsed is measured by Location Measurement 
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Unit. The BTS is encircled by these values, its cross remoteness is straightly relative to 

the broadcast moment of the radio wave. The proximate location of the MS can be 

estimated with the help of three different BTSs intersect and the BTSs circles (R. 

Mansoor, 2010). 

 

 

Time Difference of Arrival (TDOA): 

 If the signal was not correct or unknown it can be employed (TDOA is a 

variation of the TOA). It works with the help of measurements of time. When the signal 

appears from the mobile, the time d1 is marked by BTS, see figure 5.9. When the signal 

reaches to one more BTS and the value is evaluated opposite, d2. The two influx times 

and there disparity  (d1-d2) is known as TDOA value.  A hyperbola, where the TDOA 

value is stable, (A curve is calculated along the line). Where the mobile is situated at least 

two hyperbolas can be measured and a junction can be established with the help of two 

pairs of BTSs, at least three BTSs, (J. Bachrach and C. Taylor, 2004). 

 

 

Angle of Arrival (AOA): 

BTS can be measured if the angle from which the signal arrives from MS, using 

this angle from the BTS a line can be drawn. An intersection of the lines can be 

calculated at different BTSs by calculating two or more angles. In this way location of 

MS could be achieved. (R. Mansoor, 2010). 

 

 

Mobile Phone Tracking: 

The location of the Tower yielded in the CDR is helpful in finding the coordinates of 

the subscriber and generating its location using the services available online. Location of 

a cell phone user was tracked with the help of CDR and mapped using Google® Earth® as 

shown in figure 6.6a. 
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Figure 6.6a: Location of mobile subscriber using CDR 

 

 

 

Locating cell phone through the radio signals is possible because of the roaming 

signals it generates to contact with the BTS periodically even when not in a calling 

session [BBC, 2005] [Macdonald, 2014]. As already pointed out, Global system of 

mobile relies directly on nearby antenna masts and the signal strength . The further 
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appropriate and functional word regarding location means reason or purpose and 

relatively it doesn’t reflect positioning process. A location-based service (LBS) is a class 

based service obtainable by choice [Wang, 2008]. Location based technology calculates 

antenna patterns and power levels and employs the idea regarding cell phones constantly 

converse with wireless technology  and communicates with the base station that is the 

closest, in this way the base station has the appropriate information that the mobile phone 

is close  [Robert, 2001]. 

 

 

The final coordinates of the mobile are fetched using a combination of techniques 

already discussed and shown in figure 6.6b–6.6c. 
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Figure 6.6b: Location of mobile subscriber using CDR

 

Figure 6.6c: Location of mobile subscriber using CDR 
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6.3 A discussion on Temporal database analysis 

In reality, some objects or concepts have properties with a time-variant or time-

related nature. Modelling these kinds of objects or concepts in a (relational) database 

schema is possible, but time-variant and time-related attributes have an effect related to 

its reliability of the entire database. Therefore, temporal database models have been 

proposed to deal with this. Time itself can be at the source of imprecision, vagueness and 

uncertainty, since existing time measuring devices are inherently imperfect. Accordingly, 

human beings manage time using temporal indications and temporal notions, which may 

contain imprecision, vagueness and uncertainty. However, the imperfection in human-

used temporal indications is supported by human interpretation, whereas information 

systems need extraordinary support for this. Several proposals for dealing with such 

imperfections when modelling temporal aspects exist. Some of these proposals consider 

the basis of the system to be the conversion of the specificity of temporal notions 

between used temporal expressions. Other proposals consider the temporal indications in 

the used temporal expressions to be the source of imperfection.  

 

A very specific type of information systems are database systems, which are 

computer systems designed to manage databases. A database contains data representing 

real objects or concepts. Each (atomic) part of these data is a result value of a 

measurement of a property or a description of a property of a real object or concept. 

Accordingly there are few characteristics or properties related to concepts or objects are 

time variant. ( See (Burney et al, 2013 for details). or time-related. e.g., An instant related 

to transaction of bank is conventionally an instant of time and considered as a notion of 

time, the recorded history of an employee in a company can change its functionality 

throughout regarding it as a time-variant. A models real objects or concepts with time-

related or time-variant is called temporal database schema. Nevertheless, chronological 

features of this type of modeling have straight relationship related to reliability of 

temporal database, since aspects imposes extra integrity constraints on the temporal 

nature.  For ex: relation in a relational mobile phones database of an operator, modelling 

the registeration of SIM in the database of an operator. Every physical mobile phone is 
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represented by a unique identifier. Every record in the relation contains such an identifier, 

a date on which the corresponding mobile phone was registered and a date on which it 

was subsequently become nonoperational. Without further precautions, a operator 

employee could add several records with the same mobile phone identifier, different 

‘registered’-dates and the date when mobile phone becomes nonoperational. This group 

of records would represent the same physical mobile phone being registered several times 

on different dates and never become nonoperational, which is of course impossible. A 

similar modeling inconsistencies and temporal database model will characteristically 

restrain evidence inclusion  

 

Certain temporal ideas used by humans to handle temporal information are time 

interval or time points and they often have to deal with imperfections like imprecision’s, 

vagueness, uncertainties or inconsistencies possibly contained in the descriptions of these 

temporal notions. Among many others, (See Burney et al., 2012) these possible 

imperfections in descriptions of temporal notions determine an important issue in 

temporal modeling. e.g., explanation regarding the temporal notion within a sentence like 

‘The Belfry of Bruges took one day to finish involving time period from  01/01/1201 

A.D. and 31/12/1300 A.D.’ contains imperfection because of the uncertainty in the used 

time related expression. The building took one day to be completed, but it is not known 

precisely which day this was. 
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Chapter 7 

Conclusion 

 

 The important issue related to obtaining cell phone data in the form of forensic 

manner. In criminal investigation information acquired from cell phone is gradually more 

required. The continual growth in Pakistan is emphasized by these statistics, relating 

owners of cell phone. Information related to the user’s actions can be stored in a cell 

phone in the form of a large amount, with the help of their video and audio recordings,   

information such as images, and communication patterns. Because stored information in 

cell phones can be vital in establishing and disestablishing allegations and theories. 

According to the federal legislation and the state of Pakistan cell phones are treated as 

any electronic device or computers. Before providing information from a device (cell 

phone or computer) disclosing it as evidence, the device (cell phone or computer) must 

be performing properly, and the validity of the information and methods acquired to 

achieve the information are not affected unfavorably. Therefore, the information will be 

allowable as evidence if the procedures acquired for obtaining information from a cell 

phone may have a straight effect.  

 

Introduction for proper foundation is required by digital evidence, certainly, 

according to the judicial system digital evidence does not fulfill the purpose of strict 

source as compared to other kinds of facts. Usually, digital evidence after its introduction  

(in the form of  printouts, in the form of digital evidence was considered inadequate to 

the Trier of fact) was considered agreeable “as long as the participant contributing related 

computer information establishes adequate foundation to justify the information related to 

the finding is dependable, also conflicting participant agrees on computer accuracy and 

pursue its query and its accuracy regarding written business records and input procedures 

has to be inquired.”Acceptance in court regarding digital evidence is innately unreliable 

because it can simply and untraceably be customized hence not willingly acknowledged.  
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Glossary
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