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ABSTRACT 

Digital watermarking for authentication and copyright 

protection is one of the interesting areas of research in information 

security. This technique is no more limited to the images but also 

applied to the audio, video, softwares and databases. However, 

the limitation of digital watermarking is that it introduces small 

distortions in the original cover contents, thus causing slight 

degradation. These distortions are undesirable in some sensitive 

applications data like medical, military and law-enforcement etc, 

where imperceptibility is also desired. However, there are certain 

applications in which this requirement is just opposite. For 

example, in medical images, the original image contents must be 

hidden from the naked eye to ensure the privacy.  

The problem is formulated into two parts. Firstly, to enhance 

the security of medical images by hiding the contents of image 

along with the recovery and fragility. Secondly, to optimize the 

three conflicting parameters of digital watermarking namely, 

capacity, imperceptibility and robustness so that we could find an 

appropriate way to embed the watermark information in the image 

while satisfying the said parameters.  
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In the first part, our main thrust is that image contents 

should not be visible to the naked eye. Moreover, the 

watermarked image should be recoverable along with the 

watermark on the receiving end. Lastly any tampering in the 

image should be detectable. In this regard, we have proposed 

residue number system (RNS) along with the chaotic key for the 

reversible watermarking of medical images by presenting five 

different schemes. In the first two schemes, watermark 

information and original image both are fragile, so that any 

tampering in the image contents can be easily indicated. In the 

rest of the schemes, image is kept fragile, while the watermark 

information is made robust so that it can withstand some 

reasonable amount of modifications.  

The second part is concerned with general images carrying 

hidden information. Our main focus is to optimize the three 

parameters of digital watermarking, namely capacity, 

imperceptibility and robustness. In this regard, we have proposed 

a fuzzy rule base system (FRBS) along with human visual system 

(HVS) in three different schemes. In first two schemes, FRBS for 

optimizing capacity or imperceptibility is proposed while keeping 

the other fixed. It is achieved by finding the HVS features of the 

image and then tradeoff is made between the imperceptibility and 
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capacity using FRBS.  In the third scheme, we have jointly 

optimized the three parameters using FRBS and HVS.   

In summary, efficient watermarking schemes are developed 

which can protect the medical images from the naked eye along 

with the reversibility and fragility. The proposed schemes for the 

second part can also either optimize the two parameters or jointly 

optimize the three parameters. The proposed schemes are 

compared with the well known schemes of digital watermarking in 

the literature.    
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CHAPTER I 
1.  INTRODUCTION 

 
 

In digital watermarking, the watermark information could be fragile, 

robust or semi-fragile. Fragile watermarks are very sensitive and are used for 

tamper detection, while the robust watermarks are used to withstand 

common image processing operations. The watermark having same 

properties of fragility and some of robustness is called semi-fragile 

watermark. Whether the watermark is fragile, robust or semi-fragile, it is 

embedded to achieve imperceptibility of the watermarked content. The higher 

is the imperceptibility, lesser is the distortion between original and the 

watermarked content. Moreover, one also has to optimize the three 

conflicting parameters, capacity, imperceptibility and robustness. It is also 

often desirable to recover the original image contents along with the 

watermark information, like in medical images. Different schemes to achieve 

the fragility, robustness and reversibility are referred in the literature.    

From an extensive literature review it is observed that no such scheme is 

suggested that makes the medical images invisible to the naked eye as the 

Visibility of medical images should not be provided according to Health 

Insurance Portability and Accountability Act (HIPAA) standard as discussed 

by Cao et al. (2003). If the particular scheme makes the image invisible to the 

naked eye, one has to suffer from the complexity.  Moreover, the schemes 

should also have capability to detect the tampering in the watermarked 

contents.     
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It is also observed that no such scheme exists in the literature which 

can maximize the capacity of image for the given imperceptibility. Also no 

such scheme exists in the literature which can select an image from the large 

database of images which can carry our desired capacity with maximum 

imperceptibility. Moreover, there is also lack of scheme which can jointly 

optimize the three parameters of digital watermarking mentioned above. 

This dissertation focusses on the watermarking of images in two parts. 

In the first part, dissertation focuses on reversible watermarking of medical 

images only. The architectures of the proposed schemes in the first part are 

such that one can make the image and watermark information fragile/robust 

depending on the application. Moreover, the visibility of medical images is 

sacrificed to enhance the security. The second part of the dissertation 

focuses on all sort of images. This part focuses on carrying maximum load 

with maximum imperceptibility and robustness. An extensive FRBS system is 

developed to carry out these tasks.  

 
 

2.  Contribution of the dissertation 

This dissertation contains eight major contributions in the field of digital 

watermarking for security enhancement and optimization of parameters in 

digital watermarking. The contribution is divided into two parts. 

 First part of this dissertation focuses on security of medical images 

while at the same time having capability of detecting tampering and 

recovering the original image contents. In this regard, fragile/robust 

watermarks are embedded in the secure positions by proposing five different 
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schemes. While embedding the watermark information, imperceptibility is 

sacrificed on security because we do not want to make our MI visible to the 

others, thus enhancing security. In the first two schemes, watermark 

information and the image both are kept fragile. In this regard, Residue 

number system (RNS) along with chaotic key is proposed for enhancing the 

security while Cyclic redundancy check (CRC) and hashing techniques are 

proposed to achieve the fragility. In the rest of the schemes, watermark 

information is made robust using Redundant residue number system 

(RRNS), product codes and spread spectrum technique. Fragility is achieved 

by using the hashing technique.  

Second part of this dissertation focuses on the conflicting parameters 

of digital watermarking by using Fuzzy rule base system (FRBS) in three 

different schemes. In this regard, first two schemes optimize either capacity 

or imperceptibility while keeping the other constant by using FRBS and 

Human visual system (HVS). The third scheme optimizes the three conflicting 

parameters combined by using FRBS and HVS.  

 
 

1.2  Organization of the dissertation  

Chapter II discusses the literature review about the watermarking 

schemes. Watermarking domains and types are discussed namely, fragile, 

robust and semi-fragile watermarking. Attacks in the watermarking schemes 

are also discussed and there intended applications are also discussed. Some 

digital watermarking schemes and reversible watermarking schemes given in 

the literature are also discussed.  
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 Chapter III discusses the techniques used in the dissertation namely, 

Fuzzy rule base system (FRBS), Residue number system (RNS), Chinese 

remainder theorem (CRT), Hashing, Chaos, Error correcting codes (ECC), 

Spread spectrum (SS) technique, Integer wavelet transform (IWT) and some 

performance measures used in the dissertation. 

 Chapter IV discusses the first phase of this dissertation which is on 

reversible watermarking of medical images. Five different schemes are 

presented in this chapter which enhance the security of medical images and 

watermark information both.  

Chapter V discusses the second phase of this dissertation which is 

comprised of three schemes based on FRBS. All the schemes solve the 

contradicting parameters of digital watermarking, while achieving security at 

the same time.  

Chapter VI discusses the main conclusion of the dissertation and 

some future directions are also listed. 
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CHAPTER II 
INTRODUCTION TO DIGITAL WATREMARKING 

AND LITERATURE REVIEW 
 
 

1.  Introduction 

 The main reason for the development of digital watermarking research 

is the endeavor for coming up with innovations to protect intellectual 

properties of the digital world. This is because the recent technological 

advancement in generation, storage, and communication of digital content 

has created/generated problems like copying the digital contents without any 

constraints, forgery, and editing without any prohibitive professional efforts. 

The absence of protecting techniques makes it doubtful to use the digital 

communication system in medical, business, and military applications. 

Watermarking is one of the most common solutions to make the data 

transferring secure from the illegal interference. 

There are three main components of generic watermarking system: 

1. The generating function, 
gf  is used to generate the watermark signal 

 W  which is added to the host signal. Typically, the watermark 

 generation depends on a key, k  and watermark information i , 

( , )gW f i k  (2.1) 

 
 Possibly, it may also depend on the host data, Y , into which it is 

 embedded, 

( , , )gW f i k Y  

 (2.2) 

2. The embedding function, mf , which incorporates the watermark signal, 
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 W  into the host data Y , yielding the watermarked data wY . Typically, 

 the watermark signal depends on a key k , 

( , , )w mY f Y W k  (2.3) 

3.      The extracting function, 
yf  is used to recover the watermark 

information  W' from the received watermarked data wY , using the key 

corresponding to embedding function and with the help of the original 

host data Y ,  

                                                   
' ( , , )y wW f Y Y k       (2.4) 

 or without the original host data Y ,  

                                                    
' ( , )y wW f Y k   

In the watermarking system, if there is also recovery of original image 

contents along with the watermark information, then this type of 

watermarking is called reversible watermarking which is the specific type of 

digital watermarking. 

 
 

1.1  Classification of Watermark 

Watermark information can be embedded into two domains, namely 

spatial domain and transform domain. In spatial domain, the watermark 

information is embedded by directly modifying the pixel values while, the 

transform domain schemes embeds the watermark information by taking the 

Discrete cosine transform (DCT), Discrete wavelet transform (DWT), Radon 

transform (RT) or combination of these etc. Moreover, the watermarking 

schemes can be blind or non-blind. In blind, there is no need of original 
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contents for extracting the embedded information and in non-blind, 

watermark cannot be extracted without  having the original contents at the 

receiver end. However, the watermark is classified into three categories as, 

 Fragile Watermark  

 Robust Watermark  

 Semi-fragile Watermark  

 
 

1.1.1  Fragile Watermark  

 A fragile watermark is the watermark which is likely to be destroyed 

and become undetectable after friendly/malicious modifications in the image 

as discussed by Yeung and Mintzer (1998). However, fragility can be an 

advantage for authentication purposes. If a fragile watermark is detected 

correctly in an image, we can say that the image has not been altered or 

tampered with. In the case of authenticity, a fragile watermark has to prove 

that the image has been modified and is no longer authentic. 

 
 

1.1.2  Robust Watermark  

We are living in a hacking world where it is very common that movies 

(actually all  types of multimedia), software, documents, etc are duplicated 

and distributed without paying anything to their intellectual owners. This 

growing amount of illegal copying and distribution is the motivation that 

emerged the field of robust watermarking. Robustness is an important issue 

for the watermarks that are not specially designed to be fragile. In general 

terms, a robust watermark is the one that resists (remains detectable after) 

common signal processing operations. These operations include both the 
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ones that may be a result of everyday usage of the document (spatial 

filtering, lossy compression, printing and scanning (D/A/D conversion), re-

sampling, cropping etc. and intentional attacks as discussed by Zhao and 

Koch (1995), Wiley et al. (1986) and Voloshynovskiy et al. (2001). 

 
 

1.1.3  Semi-fragile Watermark  

Image can be tampered in two ways: tampering method i.e. JPEG 

compression, format transformation, quantization, filtering etc and tampering 

purpose i.e. attack. Tampering method is acceptable but tampering purpose 

is not. Semi-fragile watermarking schemes are designed to make the system 

fragile against malicious attacks (tampering purpose) while robust against 

friendly attacks (tampering method).  

Semi-fragile watermark tolerates some degree of JPEG compression 

because in the digital communication system, the requirement is to transfer 

the data having low size and for that purpose, compression is used. The 

compression parameters, which usually tolerate against friendly 

manipulations are usually defined at embedding stage as discussed by 

Chamlawi et al. (2007). The compression parameters are flexible and can be 

set according to the applications because, some applications need low/no 

compression while the others need high compression.  

 
 

1.2  Robustness v/s Capacity v/s Imperceptibility 

Capacity of the watermark information with respect to the other two 

conflicting parameters is shown in the Fig. II-1. Increasing any parameter will 

affect the other parameters because all the parameters are inversely 



9 
 

 
 

proportional to each other. If robustness against attacks is the basic 

requirement, then we have to embed large information, which will degrade 

the image quality, while embedding less information results in the 

watermarked image similar to the original one. The watermarking technique 

must have the ability to trade-off between embedded information/capacity, 

imperceptibility and robustness.  

 
 

 
Figure II - 1 Conflicting parameters of digital watermarking  

 
 

1.3  Applications of Digital Watermarking  

Digital watermarking has so many applications. We shall discuss some 

common applications of digital watermarking which are as under,  

 
 Authentication  

In authentication the goal is to be able to detect any change or 

modification of the data so that the information required to 

authenticate the content should be watermarked. This can be possible 

through the fragile watermark, which has low robustness/no 

robustness to any modification. 

 
 Copyright Protection 
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It is one of the most common application of digital watermarking and is 

used to insert copyright information (signature or logo) into the digital 

object without loss of quality. This kind of application needs high 

robustness. 

 
 Owner Identification 

The identification information of the content owner can be embedded 

as a watermark data into the original data to prove the ownership. This 

application requires high level of security. 

 
 Copy Control 

One of the techniques of copy prevention is to have a copy and 

consumer control mechanism to prevent illegal copying or recording of 

the content by inserting a never-copy watermark or limiting the number 

of times of copying. 

 
 Fingerprinting 

The main challenge in fingerprinting is to trace the source of illegal 

copies so that the owner can embed a different watermark information 

into each copy that is given to the different customer. 

  
 Broadcast Monitoring 

 Advertisers use this kind of application to ensure that the commercials 

are aired by the broadcasters at the time and location that they want 

according to the contracts. Watermarks can be embedded in any type 

of data to broadcast on the network by automated systems, which are 
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able to monitor distribution channels to track the content in the time 

and the place that they appear. 

 
 

1.4  Attacks in Digital Watermarking 

According to the watermarking terminology, an attack is an event that 

can cause tampering in the image, thus making the watermark difficult to 

detect. Mainly attacks can be divided into two parts, incidental and malicious. 

Incidental attacks are friendly attacks and are required sometimes as, JPEG 

compression is used in internet application to make the file size small. 

Robust watermarking schemes allows both incidental and malicious attacks 

while the fragile watermarking schemes does not allows any modifications. 

Semi-fragile watermarking schemes are designed which are robust against 

friendly modifications but are fragile against friendly modifications.  

 Attacks can be divided into four main categories namely, geometrical 

attacks, removal attacks, protocol attacks and cryptographic attacks as 

discussed by  Gokozan (2005) which are given below. 

 
  

1.4.1  Geometric Attacks 

In geometric attacks, the attacker tries to distort the data by performing 

rotation, scaling and translation or combination of these. Therefore, 

geometric attacks are also termed as RST attacks. Geometric attacks does 

not actually removes the embedded watermark, but attempts to de-

synchronize the watermark detector, to extract the embedded information. If 

one can perfectly synchronizes the decode, he/she can get the  embedded 

watermark information but practically, the complexity of the required 
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synchronization process might be too high. Mohanty (1999) presented  

different watermarking methods intend to use the methods of templates, 

invariant domains, image feature dependent methods or self synchronizing 

watermarks to defeat the geometrical transformations.  

 
  

1.4.2  Removal Attacks 

In removal attacks, the attacker tries try to completely remove the 

watermark from its associated content. Removal attack also includes, 

quantization, denoising, remodulation and collusion attacks. In collusion 

attack, a successful attack can be made by taking only small parts from each 

different copies, each marked with a different watermark. In remodulation 

attack, the attacker tries to predict the embedded watermark information. It 

can also be implemented by taking the difference b/w watermarked data and 

median filtered watermarked data. In quantizing and denoising attack, the 

attacker tries to damage the watermark quality as much as possible. Lossy 

compression does the same as denoising do.   

       
 

1.4.3  Cryptographic Attacks 

In cryptographic attacks, the attacker tries to find a way to remove the 

embedded watermark information break by the security methods. Brute-force 

search algorithm lies in this categeory in which the attacker tries to embed 

his/her own watermark. Oracle attack also lies in this categeory, which can 

be used to generate a non-watermarked signal when a watermark detector 

device is available. Attackers are restricted from applying these attacks on 

watermarks, due to high computational complexity. 



13 
 

 
 

1.4.4  Protocol Attacks 

Watermark inversion attack lies in this categeory in which the attacker 

produces a fake watermarking schemes on the watermarked data to create 

doubt that which watermark was inserted first as discussed by Craver et al. 

(1996). Copy attack which is another kind of protocol attack in which, the 

attacker tries to predict the watermark from the watermarked data and then 

embeds this into another data. 

 
 

2.  Literature Review 

Here, we will present some review on the digital watermarking and 

then on reversible watermarking of medical and natural images both.  

Stallings (2003) presented a method used to verify the authenticity of a 

digital work with the help of signature system. To authenticate the data, 

digest of data is computed by using the cryptographic hash function as 

discussed by Wolfgang and Delp (1999). This computed hash is then 

cryptographically signed to produce the signature that is bound to the original 

data. Later, the authenticity is verified by computing the hash of possibly 

modified data with the computed hash. If both the signatures are same, then 

it is authentic. While the purpose of fragile watermarking and digital signature 

systems are similar, still watermarking systems offer several advantages 

compared to the signature systems as discussed by Memon et al. (1999), at 

the expense of requiring some modification.  

Walton (1995) proposed a fragile watermarking scheme by embedding 

the watermark information directly in the spatial domain of an image to 

perceptual transparency. Disadvantage of the scheme includes the ease of 
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bypassing the security they provide and the inability to lossy compress the 

image without damaging the mark as discussed by Yeung and Mintzer (1998) 

and Fridrich (1998). Any common image processing operation of the image, 

such as compression, will result in changes to the Least significant bit (LSB). 

If a watermark is to be embedded in the LSB plane of the image, we imply 

that the image has not undergone any such process. As fragile watermarking 

algorithms are concerned with complete integrity verification therefore, 

slightest modification of the host image will alter or destroy the fragile 

watermark.  

Yeung and Mintzer (1998) presented a spatial domain watermarking 

scheme by embedding a binary logo of the same size as the host image. The 

scheme uses the key dependent Look up table (LUT) technique that maps 

each pixel value to the binary value. The binary watermark is then inserted by 

adjusting the LSB value of each image pixel to match its corresponding LUT 

value. LUT can be reconstructed at receiver side, due to the knowledge of 

the secret key. The integrity of data can be verified either by simple visual 

inspection of the extracted watermark or by making comparison with the 

original one. This watermarking scheme is very sensitive to any distortion in 

the image and is very vulnerable to the block analysis attack.  

Fridrich et al. (2000) improved the algorithm by dividing the image into 

64x64 block cipher instead of using the technique of LUT, and the watermark 

is embedded in a 32x32 block of the image. The improved scheme can be 

used against the block analysis attack. Wong (1999) also proposed a fragile 

watermarking technique by using a hash  function.  The  image,  its  

dimensions  and  marking  key  are  hashed  during embedding and are used 
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to modify the least-significant bit plane of the original image. This is done in 

such a way that when the correct detection side information and unaltered 

marked image are provided to the detector, a bi-level image chosen by the 

owner (such as a company logo) is observed. This technique has localization 

properties and thus can identify tampered regions within a marked image.  

However, Holliman and Memon (2000) presented a Vector 

Quantization (VQ) counterfeiting attack that can construct a counterfeit image 

from a VQ codebook generated from the set of watermarked images. To 

solve the problem of VQ counterfeiting attack, several enhanced algorithms 

were proposed by Holliman and Memon (2000), Fridrich et al. (2000) and 

Wang et al. (2000). Nonetheless, they either fail to effectively address the 

problem or sacrifice the tamper localization accuracy of the original methods. 

Celik et al. (2002) then presented an algorithm based on Wong’s scheme 

and demonstrated that their algorithm can thwart the VQ codebook attack, 

while sustaining the localization property.  

The technique presented by Yeung and Mintzer (1998), whose 

security is examined by Memon et al. (1999), is also one of the technique 

where the correct detection of watermark information results in a bi-level 

image. However, the embedding technique is more extensive than inserting a 

binary value into the LSB plane. The marking key is used to generate several 

pseudo-random look-up tables (one for each channel or color component) 

that control how subsequent modification of the pixel data will occur. Then, 

after the insertion process is completed, a modified error diffusion process 

can be used to spread the effects of altering the pixels thus, making the mark 

more difficult to see. As discussed in Memon et al.(1999), the security of the 
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technique depends on the difficulty of inferring the LUT's. The search space 

for the LUT entries can be drastically reduced if knowledge of the bi-level 

watermark image is known. A modification (position-dependent lookup 

tables) is also proposed by Memon et al. (1999) to dramatically increase the 

search space.  

There are advantages of fragile watermarking systems over the 

transform domain as, the transform domain provide more robustness. Many 

fragile watermarking systems are adapted from lossy compression systems 

(such as JPEG), which have the benefit that the watermark can be 

embedded within the compressed representation. The properties of transform 

domain can be used to characterize how an image has been damaged or 

altered. Wu and Liu (1998) described a technique based on a modified JPEG 

encoder. The watermark is inserted by changing the quantized DCT 

coefficients before entropy coding. A special lookup table of binary values 

(whose design is constrained to ensure mark invisibility) is used to partition 

the space of all possible DCT coefficient values into two sets. The two sets 

are then used to modify the image coefficients to encode a bi-level image 

(such as a logo.) To reduce the blocking effects of altering coefficients, it is 

suggested that the DC coefficient and any coefficients with low energy should 

be unmarked.  

Kundur and Hatzinakos (1999) proposed DWT based watermarking 

scheme by embedding the watermark information in DWT coefficients. The 

scheme is capable of detecting all the tampering whether they are malicious/ 

friendly or both.  
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In authentication applications, robustness is completely undesirable. 

Instead, a fragile watermark is required. We use fragile watermarks to 

understand if the data has been altered since it was watermarked. Some 

fragile image watermarks can also spatially locate the tampered area. This 

way, one can understand which part of the image is no more authentic. 

Therefore, for authentication applications, we want the watermark to 

disappear or to behave in a specific manner after a modification. In some of 

those cases, it is more desirable to have a semi-fragile watermark to resist 

innocent operations like compression but break if the manipulations threaten 

the data integrity (such as replacing a portion of the image). 

 Lin et al. (2000) proposed DCT based watermarking scheme which is 

robust against JPEG compression. The scheme divides the image into 8x8 

blocks after taking the DCT of the image. Watermark information is obtained 

by taking the difference between coefficients of block pairs and is embedded 

in each block. The inverse of embedding steps are used to extract the 

embedded information. The scheme survives the JPEG compression up to 

some quality factor. Scheme also locates the tampered blocks and recovers 

as well but it cannot locate the tampering in case of malicious tampering.    

Wolfgang and Delip (1999) extended van Schyndel’s work to improve 

robustness and localization by adding a bipolar M-sequence in the spatial 

domain. Watermark detection is done by using the modified correlation 

detector. To prevent unauthorized removal or intentional watermark distortion 

Fridrich (1998) presented a technique by making the watermark information 

dependent on the image. The binary watermark used corresponds to the 

pseudo-random signal generated from a secret key, the block number and 
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the contents of the block represented with M-tuple of bits. Each block is then 

watermarked by using spread spectrum technique as discussed by 

O’Ruanaidh (1997). The watermark is robust with respect to brightness and 

contrast adjustment, noise adding, histogram manipulation, cropping and 

JPEG compression etc. up to 55% Quality factor (QF).  

Kundur and Hatzinakos (1998) proposed the technique based on the 

wavelet transform by embedding the watermark by modifying the coefficients 

of wavelet transform in the quantization process. Xie and Arce (1998) 

proposed the watermarking scheme by processing the image after it is in 

compressed form by using the Set Partitioning in Hierarchical trees (SPIHT) 

algorithm. Since,  the wavelet decomposition of an image contains both 

frequency and spatial information about the image so, watermark embedded 

in the wavelet domain have the advantage of being able to locate tampering 

in the marked image.  

Chemak et al. (2007) presented the robust watermarking scheme by 

decomposing the image into DWT transform. Since, the watermark 

information is made robust so, turbo codes are used to enhance the error 

correcting capability. The technique uses the Soft output for viterbi algorithm 

(SOVA) for decoding the watermark information, reliably. High 

imperceptibility is achieved and the watermarking scheme is also robust 

against JPEG compression.  

Olanrewaju et al. (2011) presented the transform domain 

watermarking scheme to detect tampering by using Complex valued neural 

network (CVNN). The scheme uses the complex version of neural networks 

called Artificial neural network (ANN) which is trained by CBP algorithm. Fast 
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fourier transform (FFT) of the image is taken which results in the complex 

numbers(phase & magnitude) and then the watermark information is 

embedded  by using CVNN. Results show that the scheme is robust against 

variety of attacks. Moreover, the detection scheme is also blind, as there is 

no need of original image. 

Raul et al. (2007) presented another watermarking scheme which 

combines moment theory and encryption. The scheme computes the 

features of image by using moment theory and then center of image is 

determined which is invariant against geometric attacks. The scheme search 

for the pixels which are less homogenous by computing its variance and 

then, on the basis of certain threshold, watermark is embedded. The scheme 

is robust against geometric attacks as well as JPEG compression.   

Ramesh et al. (2011) proposed the robust watermarking scheme by 

taking the image into DWT domain. After decomposing the image into four 

bands, middle bands (HL & LH) are chosen for embedding information 

because embedding in these bands make the image robust as well as 

imperceptible. The watermark logo is processed into checkerboard image 

with white and black squares. HL sub-band is used to embed the black 

squares while LH sub-band is used to embed the white squares. The 

watermark information is extracted by reversing the embedding steps. 

Scheme shows high PSNR and correlation values. Tian (2003) presented the 

reversible watermarking scheme by embedding the watermark information 

into the difference of pair pixels. Kallel et al. (2007) proposed the reversible 

watermarking scheme by making some modifications in the Tian's method. 

Fuzzy logic is also used for building the rules which search for pixels 
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having maximum brightness, texture and edge since, embedding the 

watermark information in such pixels makes the image more imperceptible 

while achieving high capacity. Reversible watermarking schemes for natural 

images has also presented by Chen et al. (2009) by making tradeoff between 

imperceptibility and capacity based on full context prediction. Results shows 

that the scheme provides high capacity while maintaining high 

imperceptibility. Youssef et al. (2012) also proposed a novel watermarking 

scheme by integrating properties of fuzzy logic with HVS. The scheme 

divides the original image into blocks and then DWT of each block is 

computed and then on the basis of fuzzy logic, some candidate blocks are 

chosen which are candidate for embedding the information and on the basis 

of some criteria watermark information is embedded. Results shows that the 

scheme is robust to variety of attacks.  Fuzz logic integrated with HVS has 

also been proposed by Motwani et al. (2009) which embeds the watermark 

information in the DWT domain of image by computing the features of image. 

Results shows that the scheme is robust to the variety of attacks. 

Watermarking scheme integrating fuzzy logic with HVS has also been 

proposed by Lou et al. (2008). The scheme also computes the features of 

image in DWT domain and then the watermark information is embedded in 

the computed features based on HVS. The drawback of this scheme is that, it 

is non-blind scheme. 

Adaptive digital watermarking scheme integrated with HVS has also 

been discussed by Sherin et al. (2012). The scheme uses multi-variable 

fuzzy based architecture to produce a perceptual membership degree for 

candidate embedding sub-regions and strength watermark embedding factor 
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in the DWT domain. The scheme is tested for different attacks and is robust 

to variety of attacks. Moreover, high imperceptibility is also achieved in this 

scheme.  

Researchers also have used the encryption methods to enhance 

secrecy. Niranjan (2004) presented the secure watermarking scheme by 

using interleaving scheme in spatial domain as well as transform domain. 

Compression technique is also utilized for saving the space by using DPCM. 

Puech et al. (2004) presented reversible watermarking scheme by combing 

the watermarking with encryption. The scheme applies the stream cipher 

encryption algorithm to the image with a secret key. Watermark information is 

embedded in the DCT domain of an image. Moreover, the secret key is also 

embedded in the encrypted image. 

Medical images must also be compressed in order to transmit on the 

low bandwidth so, keeping this in mind authentication scheme is presented 

by Osborne et al. (2004). The scheme extracts the features from ROI part of 

the image and then embeds the robust watermark into the ROB part. This 

scheme presents a novel way for authenticating the image while, surviving 

the acceptable JPEG compression. As the imperceptibility of the 

watermarked image is also of  main concern as it is also the major 

requirement of medical images. Ye et al. (2009) also presented robust 

watermarking scheme by taking the image into DWT domain. The scheme 

used the mean and variance of each sub-band to embed the watermark 

information imperceptibility as in HVS. The scheme is robust against variety 

of image processing attacks. Another robust watermarking scheme is also 

presented by Umaamashehvari et al. (2011) which is resistant against the 
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geometric attacks as, these are considered very dangerous attacks in the 

watermarking system. The scheme uses Independent component analysis    

(ICA) to project its basis into statistically independent components. Since, 

ICA is a good way to enhance the edges so, it can cope better with the noise. 

The scheme embeds the watermark information into the smooth areas to 

achieve imperceptibility. To further increase robustness, Osborne et al. 

(2004) presented another watermarking scheme by embedding multiple 

watermarks. The scheme extracts the DCT features of Region of interest 

(ROI) from the image and then embeds multiply in Region of background 

(ROB) by ensuring the integrity of ROI. The scheme also focuses on the 

JPEG compression for maintaining minimal size. Woo et al. (2005) also 

presented the multiple watermarking scheme to control privacy and to detect 

the tampering. The watermark used in the scheme consists of two parts, 

annotation part and fragile part. To ensure security, patient data is encrypted 

as an annotation part and the fragile part is used to detect tampering 

anywhere in the image. The scheme shows that the watermarked image has 

high PSNR value after embedding. 

Oueslati et al. (2011) presented the adaptive robust watermarking 

scheme by using the properties of HVS and neural network. The scheme 

used MLF neural network for watermark embedding. DCT of the original 

image is taken and then middle frequency components are chosen for 

watermark embedding. The scheme is robust to the variety of attacks like, 

noise, JPEG etc. Another watermarking scheme using fuzzy logic is also 

presented by Oueslati et al. (2010)  by utilizing the properties of HVS. 

Feature of each pixels of the image are calculated using the fuzzy logic and 
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then by using these features watermark information is embedded in the 

medical image by taking it in the transform domain. The scheme is also 

robust to the variety of attacks. Lou et al. (2008) proposed another 

watermarking scheme by using BPN-ART in the DCT domain. This scheme 

also uses the HVS model to search the pixels for watermark embedding. 

Scheme also provides suitable power constraint subject to imperceptibility. 

The scheme is robust to the variety of attacks.  

 Gunjal et al. (2012) proposed another transform domain based 

watermarking scheme by separating ROI and RONI because embedding in 

the RONI, watermark information is recovered exactly. The scheme 

scrambles the watermark information which ensures security and reversibility 

and then, this scrambled watermark is embedded in RONI by decomposing 

into DWT domain. Watermarked image has high PSNR after embedding and 

also the extracted watermark has high correlation coefficient. Drawback of 

this scheme is that this scheme is non-blind. Kumar et al. (2011) proposed 

secure spread spectrum watermarking scheme for medical images by 

embedding the watermark in transform domain. The scheme spreads the 

watermark and then embeds the watermark by taking DWT of the original 

image based on secret key. The drawback of the above watermarking 

schemes is that the original image is distorted in non-invertible manner after 

watermarking. Therefore, it is impossible to recover original image from the 

watermarked content. Another robust watermarking scheme is also 

presented by Giakoumaki et al. (2006). The scheme preserves the ROI and 

thus, embeds the watermark information in Region of non-interest (RONI) by 
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using error correcting codes (ECC). The scheme is robust to the variety of 

attacks.  

Mohamad Zain (2011) presented the watermarking scheme to 

authenticate the images by surviving the JPEG compression. Since, the 

content dependant watermark information is more secure so, the scheme 

generates the authentication watermark from the ROI region of image. The 

information is embedded in the 1st, 2nd and 3rd LSB yet satisfying the good 

quality factor. The scheme is also robust to JPEG compression.   

Zain et al. (2007) proposed the reversible and fragile watermarking 

scheme by separating the ROI and RONI part of image. LSB's of some pixels 

in the RONI part are made zero and then hash of the whole image (ROI & 

RONI) in computed which is embedded as a watermark in RONI. Authenticity 

of the image is checked by comparing this extracted hash with again 

computed hash. Drawback of this scheme is that, neither it localizes the 

tampering nor it recovers the tampering. Liew et al. (2011) proposed another 

watermarking scheme having ability to detect and recover the tampered 

regions of image. The scheme divides the image into 8x8 pixel blocks and 

each block is further divided into 4x4 pixel sub-blocks. The watermark 

information is a 3-tuple information (v,p,r) which is embedded into the LSB's 

in each sub-block. In the 3-tuple watermark information, v and p consists of 

2-bit each used for authentication and r consists of 7-bit recovery watermark 

for the corresponding sub-block  within the block mapped to another block 

using some mapping function. The drawback of the scheme is that it uses 

averages for recovery information.        

Al-Qershi et al. (2010) proposed another watermarking scheme by 
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using DE and modified DE technique. The modified DE technique is used to 

embed watermark information into ROI. The information which is needed to 

extract data from ROI is concatenated with the recovery information and then 

is embedded in RONI by using DE technique. The scheme also recovers the 

tampered regions with high quality.  

Navas et al. (2008) proposed another reversible watermarking scheme 

by using IWT. The scheme organizes wavelet coefficients to generate 

wavelet blocks and then these wavelet blocks are classified using HVS. 

Watermark information is embedded in the RONI part on the basis of this 

classification. Bekkouche et al. (2011) presented two watermarking scheme, 

Code division multiple access-discrete wavelet transform (CDMA-DWT) and 

CDMA in spatial domain combined with hash function. The scheme using 

RCM to check the image authenticity.  

Boucherkha et al. (2004) presented the reversible watermarking 

scheme by interleaving the patient information with authentication code 

(hash). The scheme recovers the original image exactly at receiver side 

which can be unambiguously authenticated. Liew et al. (2010) also presented 

reversible watermarking scheme by using RLE algorithm. The scheme 

encodes the watermark information by using RLE and then the compressed 

information is embedded in the RONI part of image. Hash is used to 

authenticate the tampering in the image. A reversible watermarking scheme 

is  also presented by Jain and Aggarwal (2012) by using fuzzy logic. Scheme 

uses fuzzy logic to compute the area of non-interest region in the cover 

image and then the noisy pixels are computed. The patient information as a 

watermark is them embedded in these noisy pixels using the technique of 
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LSB. The original cover contents are also recovered since, the embedding 

technique used is LSB. 

 
 

3.  Summary 

The detailed discussion about the digital watermarking approaches are 

given in this chapter. Main components of generic watermarking system are 

discussed and then different types of watermarking techniques are also 

discussed in this chapter. The three common conflicting parameters of the 

watermarking system are also discussed in this chapter. Applications of 

digital watermarking systems are also discussed and then different types of 

attacks are also discussed and at the end, some literature on the 

watermarking of images is also presented.      



 
 

27 
 

Chapter III 
REVIEW OF TECHNIQUES USED IN DIGITAL 

WATERMARKING 
 
 

1.  Introduction 

This chapter gives the brief review about the techniques used in the 

dissertation. Firstly, we will present the fuzzy logic tool used in our 

dissertation and secondly, we will present the tools like RNS, RRNS, Chaos, 

Hashing technique, Error detecting and correcting codes and some objective 

measures used in the dissertation.  

 
 

          2.  Fuzzy Systems 

During the last two decades Fuzzy Systems have gained attention of 

almost all domains including engineering, computer science and physical 

sciences. Fuzzy systems are based upon Fuzzy Logic as a kind of 

knowledge representation. The reason behind is that fuzzy logic is getting 

more popular as compared to traditional crisp logic is that it caters for the 

approximate, incomplete, vague and facts with incomplete information. These 

problems exist in almost all practical systems that do not posses ideal 

behavior. So in order to model the behavior of practical systems fuzzy logic is 

an obvious choice. Fig. III-1 shows the schematic diagram of fuzzy systems.  
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Figure III - 1 Schematic diagram of fuzzy system 
 
 

3.  Components of Fuzzy Rule Base System 

Components of a FRBS are shown as under,  

A.     Fuzzifier  

B.     Fuzzy Inference Engine 

C.     Defuzzifier 

 
A. Fuzzifier 

Fuzzifying is the way to start process of fuzzy logic inferencing. In this 

process the values from real world and/or the values from crisp sets are 

converted to fuzzy values. So it means that before a rule base is approached 

the input variables value must be converted to a membership value between 

0 and 1. Some concepts in this regard are given below. 

 
i.  Fuzzy Sets  
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Fuzzy sets are used to cover the logical spaces. So in any fuzzy rule 

base system sufficient number of fuzzy sets must be chosen so that they can 

cover input output spaces. For example, we have to model temperature of 

some elements as an input then one thing that comes in mind is like hot and 

cold. If we are talking about crisp sets, then this information seems enough 

that either it is hot or cold. But in fuzzy set theory, we can have other 

possibilities as well, So it can be even more quantified. Like it can be very 

hot, hot, warm, normal, cool, cold, and very cold. Now there are seven fuzzy 

sets for modeling temperature as an input.  

Also there are certain properties of these sets like they can be 

overlapping e.g. some temperature that fall in the two adjacent fuzzy sets at 

the same time. Also they must be complete; means there must not be 

leftover space between the sets. Same phenomenon is for all input and 

output fuzzy sets. So the choice of appropriate number of fuzzy sets for input 

output space is a critical task.  

Different operations on fuzzy sets are also defined like those defined 

for the crisp sets like; 

 Union 

 Intersection  

 Complement  

In Union of two fuzzy sets the membership of relevant elements are 

compared and the maximum of the two is kept. Let us say there is a variable 

Ali with membership 0.8 in set ‘Famous’ written Ali/0.8 in fuzzy set notion. In 

another set ‘Intelligent’ is Ali/0.6, when we take union of these two sets the 
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value of Ali in the new set ‘Famous U Intelligent’ will be Ali/max (0.8, 0.6) 

which results in Ali/0.8. 

Similarly, in Intersection of two fuzzy sets the membership of relevant 

elements are compared and the minimum of the two is kept. Let say there is 

a variable Ali with membership 0.8 in set ‘Famous’ written Ali/0.8 in fuzzy set 

notion. In another set ‘Intelligent’ is Ali/0.6, when we take the intersection of 

these two sets the value of Ali in the new set ‘Famous ∩ Intelligent’ will be 

Ali/min (0.8, 0.6) which results in Ali/0.6. 

Now in the complement operation the membership of an element in 

the new set will be 1-old membership. For example, say, there is a variable 

Ali with membership 0.8 in set ‘Famous’. Then in the complemented set 

‘Non-famous’ its membership will be Ali/ (1-0.8) that would result in Ali/0.2.  

These operations are defined in a variety of ways by Zadeh, Mamdani, 

Sogeno etc. 

 
ii.  Membership Functions 

A membership function can be defined as a function through which 

membership of an input or output variable can be assigned. They must be 

continuous and finite functions so that every variable should have a finite 

value between [0, 1].  

There are some famous and standard membership functions like 

triangular, trapezoidal, Gaussian etc. Once plotted these functions there x-

axis represents the range of value in real world, while the y-axis is usually 

high from 0 to 1. So when some value is given in x-axis, it is appropriate and 

accordingly value can be obtained from the y-axis. Some functions are 

demonstrated in Fig. III. 2. 
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iii.  Label 

It is a name that is given to a membership function, so that it can 

represent more realistic concept, e.g., Low, Medium, High etc. A similar 

example is shown in Fig. III-2, in which three labels are shown. 

 
iv.  Scope  

Entire input space is divided among different membership functions. 

This division is mostly equally likely, but even it may be the other way round. 

This is the area where a function is mapped. 

 
v.  Crisp inputs/ values  

It is the range of values of input variable before entering in a fuzzifier.  

 
vi.  Universe of discourse  

The possible values of different inputs or perceptions that are related 

to a system variable are called universe of discourse. Let say there is an 

input variable ‘Power Level’  then the possible power levels that can be taken 

or considered for a certain system like in this dissertation mostly the power 

level is taken between 0dB to 30dB then this range of values of this input 

variable is basically its universe of discourse. The number of regions 

corresponding to the number of label, through universe must be dividing, that 

type of label describes that area of presentation. According to the 

corresponding label, range should be allocated to each and every associated 

function which numerically recognized through various input values.  
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Figure III - 2  Membership function and fuzzification 
 
 

Similarly, a term fuzzifier can be defined as a mapping from a real 

world value to fuzzy value in a fuzzy set. Three famous fuzzifiers are as, 

 
  Singleton Fuzzifier  

This fuzzifier maps a real- valued point 
*x U  into a fuzzy singleton 

 member function '  in A U having a membership value 1 at *x a given 

 point and 0 to rest of the points.  

 
 Gaussian Fuzzifier 

This fuzzifier maps a real-value point to a fuzzy value by using a 

 Gaussian membership function.  

 
 Triangular Fuzzifier 

This fuzzifier maps a real-value point to a fuzzy value by using a 

 triangular membership function. This function is quite practical for 

 many applications. In this dissertation, we have used triangular fuzzier 

 in proposed fuzzy rule base function. This function is a special type of 

 trapezoidal function. This function is given in Fig. III.2. 
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  Trapezoidal Fuzzifier  

This fuzzifier maps a real-value point to a fuzzy value by using a 

 trapezoidal membership function.  

 
B. Fuzzy Inference Engine 

This component is the soul of a Fuzzy Rule Base System. This 

component is responsible for inferring a result based upon the rules already 

inserted in rule base in terms of input output pairs or IF and THEN 

constructs. This can be seen as a combination of different operations carried 

out for inferring an output for a given set of input. This can also be explained 

as application part of the rules or rules in production. Now which rule to be 

fired, is based upon the heuristics already pumped inside the engine. There 

are certain rules defined within inference engine for different logical 

operations like AND, OR, NOT, Implication etc and much more, so fuzzy 

inference engines vary from one and other because of their ingredients.  

There are two ways of inferring from given set of rules. Namely, the 

individual based inferring and composition based inferring. In individual 

based inferring, each rule produces an output fuzzy set. Once produced all 

the sets; they may be taken as union or intersection. In composition based 

inferring, it is infered that how different rules are combined.  

There are two viewpoints for this. In first viewpoint, all rules are viewed 

as combined condition, so the resultant is a union of all rules. In second 

viewpoint, all rules are viewed as part of each other in a conjunctive way, so 

resultant is an intersection of all the rules. In this regard, different approaches 

as used like Godel implications etc.  



34 
 

 
 

Though the choice of a fuzzy inference engine is depending upon the 

nature of problem but there are three criteria mainly considered.  

The first criterion is intuitive appeal, this describes that the choice of 

inference engine should conform to the intuition viewpoint. Second criterion is 

computational efficiency, in which it is focused that fuzzy inference engine 

should be computationally efficient with respect to the nature of the problem. 

The third criterion is special properties, which describes that the choice of 

inference engine should contain all those properties that are required. 

Following is given detail of some famous fuzzy inference engines.  

 

  Product Inference Engine (PIE) 

In product inference engine, union combination, Mamdani’s product 

 implications and algebraic product with individual-rule based inference 

 for all t-norm operators and max for all s-operators is used for inferring 

 an output from a given sets of rules.   

 
 Minimum Inference Engine (MIE) 

In Minimum inference engine, union combination, Mamdani’s minimum 

 implication and min with individual-rule based inference for all t-norm 

 operators and max for all s-norm operators is used for inferring output 

 from the giving rules. 

 
 Lukasiewics Inference Engine (LIE) 

Lukasiewics inference engine is consisted of individual-rule based 

 inference with intersection for combination, Lukasiewics implication 

 and min for all t-norm operators. 
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 Zadeh Inference Engine (ZIE) 

In Zadeh inference engine we use, individual-rule based inference with 

 intersection for combining the rules, Zadeh implication and min for all 

 t-norm operators.  

 
 Dienes-Rescher Inference Engine (MIE) 

In Dienes-Rescher inference engine we use, individual-rule based 

 inference with intersection for combining the rules, Dienes-Rescher 

 implication and min for all t-norm operators. 

There are various other famous fuzzy inference engines proposed in 

the literature by Zadeh, Mamdani and Sogeno and accordingly their names 

are Zadeh Inference Engine (ZIE), Mamdani Inference Engine (MIE), Sogeno 

Inference Engine (SIE). Every inference engine has its own significance and 

choice of an appropriate inference engine varies from application to 

application. Following are the components of a general Fuzzy Inference 

Engine. 

 

i.  Linguistic rules 

Linguistic rules that allocated through expert in rule base system. They 

mostly take out numeric data rules. In case of rule recognized, fuzzy 

inference system can be evaluated a system input to output vectors. Fuzzy 

logic has a function like fuzzy classifiers. Using linguistic variables, expert 

knowledge can be used in very forceful way according to the fuzzy sets. 

Expert knowledge can be expressed though variables. 

 
ii.  Linguistic variables 
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These variables are used to convert quantitative measures from daily 

life to qualitative measures in the fuzzy logic. For example, values of 

temperature at 980C , 1010C and 1040C etc are quantitative measures where 

normal, high and very high are qualitative measures respectively. Similarly, 

area may have different values like, near, medium, far and very far etc. Fuzzy 

membership functions are subject to the number of linguistic variables and 

their span of degree of membership. 

 
C. Defuzzifier 

This is very important component of fuzzy systems, that maps a fuzzy 

value to appropriate real word value based upon its nature. During the phase 

of defuzzification, it incorporates affects of various rules being triggered. A 

feasible defuzzifier can be chosen based upon three criteria given below. 

 
  Plausibility 

The outcome should represent the output set from an intuitive point of 

 view. That is, it should lie in approximate middle of the support to the 

 output set or it must have a highest degree of membership in output 

 set. 

 
 Computational Simplicity 

The conversion should be fast enough to be useful in a real time 

 environment. This is particularly important for fuzzy controller, since 

 they operate in a real time scenario. 

 

 Continuity  
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The outcome should not be sensitive to small jitters in output set. 

 Means if there change occur in output set then value of outcome 

 should not change much. 

 Following are some of the famous defuzzifiers.  

 
1.  Center of gravity Defuzzifier 

The center of gravity defuzzifier specifies the value of outcome as the 

center of the area covered by the membership function of output variable. 

Sometime it is desirable to shift the center of gravity from its native center. 

Then resultant center of gravity defuzzifier is called indexed center of gravity 

defuzzifier. 

This defuzzifier fulfills criteria of plausibility and continuity but it is 

computationally expensive. So it may not be suitable for real time 

applications. This is because finding the area covered by all the membership 

functions, is computationally complex. 

 
2.  Center Average Defuzzifier 

As the output fuzzy set is the union or intersection of a number of 

fuzzy sets, then a good approximation can be obtained by weighted average 

of all the centers of all of those fuzzy sets. In this regard, the weights are 

taken as the heights of corresponding fuzzy sets. Center average defuzzifier 

satisfies all the criteria given above and it is used in this dissertation also. 

 
3.  Maximum Defuzzifier 

This is a simplified most version of center average defuzzifier. This 

defuzzifier chooses the outcome as a point in output set where its 
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membership is the highest. Maximum defuzzifier fulfills criteria for plausibility 

and computational simplicity but does not fulfill continuity.  

 
 

4.  Residue Number System 

A riddle posted in a book by a Chinese scholar called Sun Tzu in the 

first century was the first documented manifestation of RNS representation 

as discussed by Grosswald (1996) and Jenkins (1993). The riddle is 

described by the following statement, 

  We have things of which we do not know the number:  

 If we count them by threes, the remainder is 2.  

 If we count them by fives, the remainder is 3.  

 If we count them by sevens, the remainder is 2.  

 How many things are there?  

    The answer is 23. 

The mathematical procedure of obtaining the answer 23 in this 

example from the set of integers 2, 3, and 2 is what was later called the CRT. 

The CRT provides an algorithmic solution of decoding the residue encoded 

number back into its conventional representation. This theorem is considered 

the cornerstone in realizing RNS. Encoding a large number into a group of 

small numbers results in significant speed up of the overall data processing. 

This fact encourages the implementation of RNS in some applications where 

intensive processing is inevitable.  

The general structure of a typical RNS processor is shown in the Fig. 

III-3. The RNS represented data is processed in parallel with no dependence 

or carry propagation between the processing units. The process of encoding 
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the input data into RNS representation is called forward conversion, and the 

process of converting back the output data from RNS to conventional 

representation is called reverse conversion. 

 

 

 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

Figure III - 3  Generic structure of RNS  
 

    
In RNS, each integer X can be represented with a small set of integers 

called the residues: 
1 2( , ,... ).kx x x  where each

ix is the thi  residue. This relation 

can be notationally seen in Eq. III-1 as, 

                                     modi ix X m                                               (Eq. III - 1) 

The RNS provides unique representation for all integers in the range 

between 0 and M. If the integer X is greater than M-1, the RNS 

representation repeats itself. Therefore, more than one integer might have 
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the same residue representation. The dynamic range of RNS is given in Eq. 

III-2 as, 

                                      
1

k

i

i

M m


                                                    (Eq. III - 2) 

It is important to emphasize that the moduli have to be relatively prime 

to be able to exploit the full dynamic range M. To understand the above 

principle, consider the following example. 

 
Example: 

Two different residue number systems defined by the two moduli-sets 

{2, 3, 5} and {2, 3, 4} are given in the Fig. III-4. In the first RNS, the moduli in 

the moduli-set {2, 3, 5} are relatively prime. The RNS representation is 

unique for all numbers in the range from 0 to 29. Beyond that range, the RNS 

representation repeats itself. For example, the RNS representation of 30 is 

the same as that of 0. In the second RNS, the moduli in the moduli-set {2, 3, 

4} are not relatively prime, since 2 and 4 have a common divisor of 2. 

  



41 
 

 
 

 

  Figure III - 4  RNS representation for two different sets 
 

 
We notice that the RNS representation repeats itself at 12 preventing 

the dynamic range from being fully exploited. Therefore, choosing relatively 

prime moduli for the RNS is necessary to ensure unique representation 

within the dynamic range. 

 
 

4.1  Advantages of  Residue Number System 

The advantages of RNS representation can be summarized as follows. 

 High speed 

The absence of carry propagation between the arithmetic blocks 

results in high speed processing. In conventional digital processors, 

the critical path is associated with the propagation of the carry signal 

to the last bit (MSB) of the arithmetic unit. Using RNS representation, 

large words are encoded into small words, which results in critical path 

minimization.  
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 Reduced power 

Using small arithmetic units in realizing the RNS processor reduces 

the switching activities in each channel  as discussed by Wang et al. 

(2000). This results in reduction in the dynamic power, since the 

dynamic power is directly proportional to switching activities.  

 
 Reduced complexity 

Because the RNS representation encodes large numbers into small 

residues, the complexity of the arithmetic units in each modulo 

channel is reduced. This facilitates and simplifies the overall design.  

 
 Error detection and correction 

The RNS can be used to detect and correct error when extra moduli 

are sent (also called RRNS which we will discuss later) so, by 

corrupting any of them we are able to get the original data. 

 
 

4.2  Chinese Remainder Theorem 

Given a set of pair-wise relatively prime moduli and a residue  

representation 
1 2( , ,... )kx x x  in that system from which residues has made, the 

number X  can be calculated given in Eq. III-3 as, 

                                
1

[ | | ]mod  
i

k

i i i m

i

X M x L M


                                  (Eq. III - 3) 

where M is defined in Eq. III.2 and 

  and 1
i

i i m
L M   

where 
iL  is the multiplicative inverse of 

iM  w.r.t .im  
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4.3  Redundant Residue Number System 

RRNS is defined as a chosen RNS but with having additional 

redundant moduli. Each redundant moduli is generally greater than any of the 

moduli of the chosen moduli set. Thus in the moduli 

1 2 1( , ,..... , ,....., )k k nm m m m m
 set, the first k  are non-redundant moduli and the 

remaining n k  are redundant moduli.  

The most important property in RRNS is that if any n k  residues out 

of n  residues are corrupted, then any k  residues associated with k  moduli 

could be used to calculate the decimal representation of integer X  using 

Chinese remainder theorem (CRT) as in Eq. III-3. 

 
Example: 

Consider the moduli 1 2 315, 17, 19m m m    in which 3m  is redundant 

moduli. Consider the message 155,X  then residues of X  w.r.t to above 

moduli set are (5,2,3)X  . Suppose that residue 1x associated with moduli im

is corrupted then the received residues are (1,2,3).X  Then the dynamic 

range of new RNS is 17 19 323M    so, according to CRT any two residues 

associated with their moduli can be used to calculate the message 155.X 

Since 3n  and 2k   so 3.n

kC  Let us consider 3 different possible cases of 

considering different moduli taking two at a time. 

Similarly, for the other two cases, same procedure is applied and 

integer X  will be calculated but these two cases will not gave the correct 

value due to involvement of corrupted residues. Only the first case will gave 

the correct value because the correct residues are involved in the 

computations. 
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Therefore, RRNS can be used in error detection and correction.  

 
 

5.  Chaotic Systems 

Chaotic systems exhibit many characteristics that differentiates it from 

the other systems. One characteristic is its sensitivity to the initial conditions 

which if slightly modified, an entirely different pattern is obtained. Moreover, 

the results appear to be random, even though the system is deterministic. 

Hence, a chaotic system can be used as a Pseudo-noise (PN) generator. It 

means a large number of non-periodic and noise like sequences can be 

generated.  

One of the simplest map is logistic map which is a recursive relation 

that describes population growth over the time which is given in Eq. III-4 as,   

                                  1 (1 )n n nX rX X                                            (Eq. III - 4) 

where r is a bifurcation parameter and 3.57 4r   for system to be 

chaotic and 
0 (0,1)x  . After the generated sequence of real numbers is 

quantified, a binary sequence is produced with approximately equal number 

of 1's and 0's.  
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6.  Hash Function 

Hash is a one-way hash function that can produce a signature called a 

message digest/hash value after applying on the data. Reverse never 

happens, that given the hash value, it computes the particular data as 

depicted in Fig. III-5. This, one-way property of hash algorithm can be used 

for authenticity of data.  

Secure hash algorithm (SHA-256) is also a kind of hashing function 

which gives 256 bit message digest. Other types of hash algorithms also 

exits like SHA-512 and Message digest (MD5) etc. There are also key based 

hash algorithms which are more secure.  

Cover Data Hash Function Hash

 

Figure III - 5  Generic hash function 
 
 

7.  Error Detecting and Correcting Codes 
 

When the data is transmitted from source to destination, it is subject to 

channel noise as a result, corruption in the bits occur. In a single bit error, 0 

is changed to 1 and 1 is changed to 0. The term 1 bit means that only 1 bit is 

changed (1 to 0 or 0 to 1). The term burst error means, 2 or more than 2 bits 

are changed. The concept in detecting errors is to add redundancy. To detect 

errors, extra bits are attached by the source and are removed by the 

receiver. Below we will explain two types of redundancies. 
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7.1  Simple Parity Check 

In this error detecting method, only one redundant bit is added to the 

data to make the total number of ones in the transmitted data even/ odd as 

we do in the parity check method. The method can detect all the single bit 

errors as well as detect burst errors as long as the flipped number of ones 

are odd whether we make parity even/odd.  

 
 

7.2  Cyclic Redundancy Check 

This error detection method  treats the bit string’s as polynomials 

having coefficients of 1 and 0 only under modulo 2 operation. Coefficient list 

for a polynomial having k  terms, ranging from 0X  to 1KX   is termed as 

k bit  string, having a degree 1k  . The higher-order bit is the coefficient of 

1kX  , the next bit is the coefficient of 2kX  , and so on. A bit string 110001 

has six bits and thus represents a six-term polynomial 5 4 1X X   with 

coefficients 1, 1, 0,0,0,1.   

In employing the CRC method, the encoder/sender and 

decoder/receiver must agree upon a generator polynomial ( )G X  in advance. 

moreover, the highest and lowest-order bits of generator polynomial must be 

1. To compute the checksum for some message with m bits, corresponding 

to the polynomial ( )M X the message must be larger than the generator 

polynomial. Scheme appends the checksum to the end of message in such a 

way that the polynomial represented by the message with the checksum is 

divisible by ( )G X . When the decoder gets the message with CRC 
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checksum, it divides it by ( )G X . If there is a non-zero remainder, it is an 

indication of error. 

Table III - 1: BCH codes 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 

7.3  BCH codes 

Error detection and correction are such type of techniques that enable 

reliable transmission of digital data over unreliable communication channel. 

Number of error correcting codes exists like Reed Solemon codes, Low 

density parity check codes (LDPC) codes and Bose Chaudhry codes (BCH) 

codes etc. In this scheme, BCH codes are utilized. 
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BCH codes are error detecting and correcting codes which have got 

much attention since, 1960. It is a two phase random error correcting code 

which firstly locates the error and then corrects the error in the entire data 

stream. Major advantage of BCH codes is ease of decoding.    

Table III-1 shows the different BCH codes. BCH codes are often 

represented by pair ( , , )n k t , where k  represents actual bits, n  represent the 

bits after encoding and t  represents its correcting capability. Consider the 

pair (15, 7, 2). Here, 7 are actual bits, 15 are encoded while it corrects at the 

most 2 bits. If there is need of correcting more bits, then other code will be 

chosen having redundancy thus, increasing the payload. Thus, there is need 

of trade-off between imperceptibility and payload as both are inverse of each 

other. 

 
 

7.4  Product Codes 

 

Figure III - 6  Arrangement of the product code 
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Block codes have capability of correcting burst errors since any 

upcoming error in row-wise can be easily corrected through column-wise and 

vice versa. Since burst error occurring in rows will become single error for 

column code and vice versa so, by using these codes, the error correcting 

capability can be enhanced as shown in Fig. III-6. More specifically, the 

product code can be easily understood in the following manner. 

 

 Arrange the information bits 1 2k k in an array having 2k rows with 1k

columns. 

 Encode 2k rows using block code 1C giving an array of 2 1.k n  

 Encode 1n columns using block code 2C , giving an array of
2 1n n which 

will be resultant product code with parameters  1 2 1 2 1 2, , .n n k k d d  

 
 

8.  Spread Spectrum Technique 

In Spread Spectrum (SS) watermarking technique, the pseudo-random 

signal is added to the image that is below the threshold of perception and 

that cannot be identified and thus removed without knowledge of the 

parameters of the watermarking algorithm. SupposeA is the information that 

we want to hide in the image as follows, 

 { 1,1}i iA a a     

Each bit 
ia  is spread by a large factor chip-rate to obtain the spread 

sequence as follows,  

 . ( 1).i i jB b b a j cr i j cr        
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 The spread bit ib is modulated by a binary PN sequence as, 

 { 1,1}i iC c c     

After performing modulation, the result is amplified with a scaling 

parameter   to perform SS watermark as follows, 

. .i i iw b c   

The watermark iw  is added to the original image to make 

watermarked image as follows, 

'
i i iw v w  

Due to the noisy nature of ic , iw  is also a noise-like signal and thus 

difficult to detect. 

Extraction of watermark information is accomplished by multiplying 

the watermarked image with ic  given in Eq. III-5 as,  

                            
( 1) 1 ( 1) 1 ( 1) 1

' 2

. . .

. . .
j cr j cr j cr

i i i i i

i j cr i j cr i j cr

w cr v c a b c
     

  

                                       (Eq. III - 5) 

Since ic  is random, chip-rate is large and deviation of iv is large so it 

can be expected that the first term in Eq. III-5 which is 
( 1). 1

.

. 0
j cr

i i

i j cr

Lim v c
 



   

  Since 2 1,ic  so the Eq. III-5 yields the correlation sum as,   

( 1). 1
'

.

. .
j cr

i i j

i j cr

w c cr a
 



   

 Therefore, the embedded bits can be recovered as follows, 

1 ( ) 0
( )

1 ( ) 0

if P i
C i

if P i
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9.  Arnold Transform 

Arnold Transform (AT) has special property that a given image comes 

to its original state after specific number of iterations. Hence AT is used as 

efficient technique for increasing security in watermarking schemes. The AT 

of image is given in Eq. III-6 as, 

                                         
1 1

mod
1 2

n

n

x x
N

y y

     
    
    

                                              (Eq. III - 6) 

where ( , ) {0,1,2... }x y N are the pixel coordinates from the original 

image and ( , )n nx y denotes the pixel coordinates after performing AT.  

 
 

10.  Integer Wavelet Transform 

Integer wavelet transform (IWT) is implemented by using an 

approach called Lifting scheme (LS) based on a well-established transform 

domain called DWT. LS is an efficient implementation of DWT and ensures 

the perfect reconstruction as discussed by Daubechies et al. (1998) and 

Calderbank (1998). The perfect reconstruction is possible by exploiting the 

redundancy between low pass and high pass filters. Three steps are 

employed in LS: Splitting, Prediction, and Update. The input data is split into 

even and odd indexed samples by using lazy wavelet. In dual lifting step the 

even samples are convolved with the lifting filter and the result is subtracted 

from the odd samples given in Eq. III-7 as, 

         1 1

1, 1, 1,( )i i i

l l ld d conv c                                                     (Eq. III - 7) 

where c and d are the odd and even samples respectively and conv(.) 

is the convolution function. In primary lifting step, unlike to the dual lifting 
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step, the odd samples are convolved with the lifting filter and the result is 

subtracted from the even samples given in Eq. III-8 as, 

                                                    1 1

1, 1, 1,( )i i i

l l lc c conv d                                                   (Eq. III - 8) 

After M pairs of dual and primal steps, the even samples become low 

pass and the odd samples become high pass coefficients up to a scaling 

factor K mentioned in Eq. III-9 as, 

                                           

( )

1, ( )

1, 1, 1,

M

l M

l l l

c
c and d K x d

K
                                    (Eq. III - 9) 

where c  and d  are the coefficients obtained after primal and dual 

lifting steps respectively. By taking reverse operation flipping the signs in the 

above steps we can get even and odd samples back. 

The above values are then round-off by using the dual and primal 

integer lifting steps, which will be reversible. The dual integer lifting steps 

round-off the odd samples as given in Eq. III-10 as, 

       1 1

1, 1, 1,

1

2

i i i i

l l k l k

k

d d p s 



 
   

 
                                            (Eq. III.10) 

and the primal integer lifting step round-off the even samples as specified in 

Eq. III-11 

                                              1 1

1, 1, 1,

1

2

i i i i

l l k l k

k

s s u d 



 
   

 
                                             (Eq. III.11) 

where p  and u  are the convolution functions. The process discussed 

above is invertible and the inverse is the flipping of signs and reverse of the 

operations. 

 
Example: 

The original image is decomposed by using the integer wavelet transform.  
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Table III - 2: The valid wavelet name values used in MATLAB 
 

 
 

 

For example, 

WaveName = liftwave (wname) 

WaveName = liftwave (wname,'Int2Int') 

The inverse integer wavelet transform is: 

Reconstructed Image = ilwt2 (subbands generated after decomposition, 

WaveName), where wname can be any wavelet type given in table III-1. 

 
 

11.  Objective Measures  

To measure the degradation between original watermark and 

extracted watermark a set of general objective measures are defined. For 
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this purpose, robustness is generally measured in terms of Normalized 

correlation ( )cN . It is defined as, 

                             

 

1 1

0 0

1 1
2

0 0

( , ) '( , )

( , ')  

( , )

M N

i j

c M N

i j

W i j W i j

N W W

W i j

 

 

 

 






                            (Eq. III - 12) 

where W and 'W represents the original and extracted watermark 

respectively. M and N is the dimension  of watermark. 

Peak signal to noise ration (PSNR) is used to measure the 

imperceptibility of watermark after embedding which can be written as, 

                                            
2

10

255
10log  PSNR

MSE
                                                   (Eq. III - 13) 

where MSE  is defined in Eq. III-14.   

                                                   

1 1
' 2

0 0

1
[ ( , ) ( , )]

M N

i j

MSE f x y f x y
MN

 

 

                            (Eq. III - 14)
 

M and N denotes the size of image, ( , )f x y and
'( , )f x y  denotes the 

original image and watermarked image respectively.  

 
 

12.  Summary 

Techniques used in the digital watermarking are presented in this 

chapter which are utilized in this dissertation. Intelligent systems like fuzzy 

systems are discussed which have many applications including the 

communication of digital contents. The simplest system RNS is discussed 

with their advantages and then the recovery procedure namely, CRT is also 

discussed which converts back the residues to the numbers (pixels). Secure 

systems like chaotic systems are discussed and then the content 
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authentication system namely, hashing technique is also discussed. Different 

types of error detecting and error codes are also discussed which promises 

to detect as well as correct the transmitted data. Spread spectrum technique 

and Arnold transform is also discussed. Finally, the technique namely, IWT 

and some objective measures used in the digital watermarking systems are 

also discussed.  
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CHAPTER IV 
REVERSIBLE WATERMARKING OF MEDICAL 
IMAGES USING RESIDUE NUMBER SYSTEM 

AND CHAOS 
 
 

1.  Introduction 

Authentication is the key issue when the digital data is transmitted 

through the insecure channel since only the authorized person should have 

rights to see the particular cover data. The theme can be carried through 

many data hiding techniques. Digital watermarking is one of the data hiding 

techniques which has been a research area for the last few decades. In 

some applications, the contents of the original image are also needed like 

military, law enforcement and medical, i.e. in order to diagnose the patient 

disease the forensic pathologist should have the original image exactly. Such 

types of schemes are called reversible watermarking schemes. 

In this chapter, blind reversible watermarking techniques for hiding the 

medical images are presented using RNS and chaos in spatial domain. 

Different reversible techniques are presented in this chapter in which image 

and watermark both are kept fragile in the first two schemes. In the rest of the 

schemes, image is kept fragile while the watermark information is made 

robust. RNS is used so that the image is not visible to the naked eye, thus 

enhancing security. Chaos is also used for secure embedding of the 

watermark information.  

 
 

2.  Reversible and Fragile watermarking using RNS 
and Chaos 
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In this scheme, reversible watermarking is done for medical images to 

achieve secrecy of each patient history which is very sensitive to detect any 

tampering in image and to recover original image. The algorithm selects 

some of the pixels using chaotic key from the image for embedding a chaotic 

watermark. The rest of the pixels are changed to residues which are 

recovered uniquely by CRT. The chaotically selected pixels are represented 

by the polynomial. A primitive polynomial of degree four is chosen that 

divides the message polynomial and the remainder is drawn. The drawn 

remainder is XORed with watermark and appended with message. The 

decoder receives the appended message and divides it by the same primitive 

polynomial and draws the remainder. The authenticity of watermark is done 

on the basis of remainder that is valid, if it is zero and is invalid otherwise. 

Residue is divided with a primitive polynomial of degree 3 and the drawn 

remainder is appended with residue. The secrecy of proposed system is 

high. The watermarked pixel consists of 12 bits and residue also consists of 

12 bits. It will be almost impossible for the intruder to find out which pixels are 

watermarked and which are residued only. Moreover, the proposed system 

also ensures high security due to four keys used in chaotic map.  

 
 

2.1  Watermark Embedding Scheme 

The block diagram for watermark embedding is given in Fig IV-1. 

Block diagram for extraction of watermark & original image can be seen in 

Fig IV-2. Detailed steps of embedding procedure are as under. 
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Original Image

Selected Pixels using 

Chaos

Rest of the Pixels

Chaos
Key

Authentication 

Watermark

Cyclic Redundancy 

Check

Residue Number 
System

Embedding

XOR Operation

Cyclic Redundancy 

Check

Watermarked Image

 

Figure IV - 1  Block diagram for embedding the watermark  

 

 

Watermarked Image

Selected Pixels using 
Chaos

Rest of the Pixels

Chaos
Key

Authentication 

Watermark

Chinese Remainder 
Theorem

Cyclic Redundancy 
Check

Original Image

Cyclic Redundancy 

Check
XOR Operation

 

Figure IV - 2  Block diagram for extracting watermark & original image  
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A. Pre-Processing. 

B.      Generation of Chaos based sequence to determine the location of 

 pixels to be watermarked. 

C. Watermark embedding in these pixels. 

D. Finding residues of the rest of the pixels and appending CRC bits. 

 Their detailed explanation is as under. 

 
A.    Pre-Processing 

Given a gray-scale image I of size ( )M N , its intensity varies from 0 to 

255. The value 255 is factorized to 15 and 17 which became the 

corresponding moduli 1 2( , )m m  of image, respectively. Since, the dynamic 

range of RNS is 0 to 254 so, every 255 intensity value is treated as 254 which 

does not rigoursly affect the visual quality of an image. 

 

 B.    Generated Chaos-based sequence to determine the location of 

 pixels to be watermarked. 

1.  Generate two different binary chaotic sequences from same Logistic 

map given in Eq. III-4 but with different initial conditions.  

2.  Multiply the sequences by 8 and take its ceil(.) so that the real chaotic 

sequences map into chaotic integers with each integer range from 1 to 8 

as, 

                                        '

1 1( )n nX ceil X                                         (Eq. IV - 1) 

For the sake of simplicity, the chaotic integers from two logistic maps 

are, 
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1 1 2 3

2 1 2 3

, , ,.....

, , ,.....

I X X X

I Y Y Y

 

  
                                           (Eq. IV - 2) 

 3.   Add the chaotic integers and change them into sum sequences as, 

                         
1 1 1 2 1 2 3

2 1 1 2 1 2 3

, , ,.......

, , ,...............

S X X X X X X

S Y Y Y Y Y Y

    

    
                            (Eq. IV - 3) 

For the sake of simplicity, the two sequence generated from Eq. IV-3 

are, 

1 11 12 13 1[ , , ,............... ]pS S S S S  where 
1pS M  

                         
2 21 22 23 2[ , , ,............... ]qS S S S S  where 

2qS N  

For the chaotically chosen pixel pairs 

11 21 11 22 11 2[( , ), ( , ),....................., ( , )]qS S S S S S the watermark to be embedded 

is 1X and for the pixel pairs 
12 21 12 22 12 2[( , ), ( , ),....................., ( , )]qS S S S S S the 

watermark to be embedded is 2X and so on.  

4.   Now the pixels to be watermarked have positions belonging to the 

cartesian product set 1 2.S S S    

 
C.    Watermark Embedding in these pixels  

 When the pixels to be watermarked are chosen using the chaotic key, 

the watermark embedding consists of the following steps. 

1.    Choose the primitive polynomial ( )G X  of degree 4 as,  

4 3( ) 1G X X X  

2.   Make the polynomial of message ( )M X which is pixel value in our case.        

 Multiply ( )M X by 4X and divide it by ( )G X  to generate the remainder

 ( )R X  as, 
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4 ( )
Re ( ) ( )

( )

X M X
m R X

G X
  

where deg ( ( )) deg ( ( ))ree R X ree G X  

3.    Since, the watermark for each pixel pair consists of 4 bits each and 

 ( )R X  also consists of 4 bits so, ( )R X  is XORed with corresponding 

 watermark ( X ) as, 

( ) ( )C X R X X   

4.    Append ( )C X  with ( )M X as, 

( ) [ ( ), ( )]T X C X M X   

where ( )T X  is the watermarked pixel. 

 
D.    Finding residues of the rest of the pixels and appending CRC bits 

As we have seen, there is a set of pixels chosen in the image by a 

chaotic key in which the watermark is embedded. The complementary set of 

pixels undergoes the process of residue with CRC given below. 

As explained above, our dynamic range is 0 to 254 and 1 215, 17m m  . 

We get for any pixel residues 1 2( , )x x  where modi ix X m . Since 1 14x   and 

2 16x  , 1x  can be represented by four bits and 2x  by five bits which makes a 

total of nine bits. Let us treat these nine bits as Residue polynomial Re ( ).s X  

Its highest degree can be eight.    

1.    For each residue, make its polynomial Re ( )s X and choose primitive  

polynomial ( )H X as, 

3 2( ) 1H X X X    

2.    Multiply Re ( )s X  by 3X and divide it by ( )H X to get remainder Re ( )m X  

as,  
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3 Re ( )
Re Re ( )

( )

X s X
m m X

H X

 
 

 
 

3.    Append Re ( )m X  with Re ( )s X as, 

3R( ) Re ( ) Re ( )X X s X m X   

( )R X  is at most 11 degree polynomial and represent 12 bits. 

 
 

2.2  Watermark & Original Image Extraction Scheme 

Watermark and original image extraction consists of following steps. 

A. Indicating the watermarked pixels using the chaotic key. 

B. Watermark extraction and comparing. 

C. Residues and CRC. 

Their detailed explanation is as under. 

 
A.    Indicating the watermarked pixels using the chaotic key. 

Having known the chaotic key which is same in encoding side, the 

watermarked pixels are indicated as, 

11 21 11 22 11 2

12 21 12 22 12 2

( , ), ( , ),....................., ( , )

( , ), ( , ),....................., ( , )

q

q

S S S S S S

S S S S S S
 

 
B.    Watermark extraction and comparing 

1.  Extract  ( )C X from ( )T X  and the remaining part is ( )M X  which are the 

 original  pixels. 

2.   ( )M X  is multiplied with 4X and is divided by the known primitive 

polynomial ( )G X  used in encoding side as, 
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4 ( )
Re ( )

( )

X M X
m R X

G X

 
 

 
 

3.    ( )R X  is XORed with ( )C X  to get watermark as, 

( ) ( )W C X R X   

If W is the same watermark, then no pixel in ( )M X has been corrupted. 

 
C.    Residues and CRC 

 As we have discussed, firstly, the set of pixels which are watermarked 

and secondly, extracting watermark from those set of pixels. The rest of them 

are residues. 

Each residue is divided by the known primitive polynomial ( )H X and 

the remainder is drawn as, 

( )
Re

( )

R X
m

H X

 
  

 
 

3 Re ( ) Re ( )
Re 0

( )

X s X m X
m

H X

 
  

 
 

If the remainder is zero, it is an indicator that no bit is corrupted and 

Eq. III-2 is used to recover back the original coefficients of image otherwise, 

the image is tampered. 

 
 

2.3.  Simulation Results 

To see the effectiveness of proposed scheme, experiment was 

conducted in MATLAB. Fig. IV-3a shows the original MRI image of size 

348 314  for watermarking. Both the maps used are Logistic map 2 given in 

Eq. III-4 with initial conditions x(0) = 0.25, r = 3.58 and x(0) = 0.56, r = 3.57 

respectively at embedding side and chaotic watermark pattern of size 55 55
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is used. Fig. IV-3b shows the watermarked image. Fig. IV-3c shows the 

recovered image with exact initial conditions x(0) = 0.25, r = 3.58 and x(0) = 

0.56, r = 3.57 which are exactly same in embedding side. Fig. IV-3d shows 

the recovered image with slightly modified initial conditions x(0) = 

0.25000001, r = 3.58 and x(0) = 0.56, r = 3.57. In Fig. IV-3c original image is 

recovered exactly because initial conditions are exact. As we can see in Fig. 

IV-3d that when initial conditions are slightly modified, the original MRI image 

is not recovered back which demonstrates the high secrecy of our proposed 

system. Similarly, Fig. IV-4a shows the recovered image after passing 

through gaussian noise attack of variance 0.02 and Fig. IV-4b shows the 

recovered image from salt & pepper noise attack of variance 0.1.  

 

  
                  (a)                  (b) 

  
                  (c)                  (d) 

Figure IV - 3  (a) Original MRI Image (b) Watermarked  Image (c) Recovered  
Image with x(0) = 0.25,r = 3.58 and x(0) = 0.56,r = 3.57 (d) Recovered  

Image with  x(0) = 0.25000001,r = 3.58 and x(0) = 0.56,r = 3.57 

 



65 
 

 
 

  
(a) (b) 

Figure IV - 4  (a) Recovered image after gaussian noise attack with variance 
of 0.02 (b) Recovered image after salt & pepper noise attack with variance of 

0.1  

 
 

2.4.  Conclusion 

A novel reversible watermarking technique is proposed to embed 

chaotic watermark into digital images in such a way that when the 

watermarked image passes through the authentication process, the exact 

image coefficients are also recovered back. Unlike traditional watermarking 

techniques, during watermark embedding, original host is altered at all. As 

we have seen, the original host image is watermarked chaotically to provide 

maximum secrecy and even the watermark information is not sent on the 

transmission channel. The only thing we need for exact recovery is the 

knowledge of exact initial conditions as we have seen in our simulation 

results that a slightly modification in initial conditions does not recovers 

original image and watermark which demonstrates the fragility and high 

security of our proposed system. The complexity of proposed scheme is very 

low to make it real-time system. 

 
 

3.  Hash based Reversible and Fragile watermarking 
scheme using RNS and Chaos 
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In this scheme, we are proposing RNS along with chaotic key for 

reversible and fragile watermarking in medical images. ROI part of image is 

residued only. Moreover, when the ROI part of image is residued, there are 

some pixel pairs which exceed size eight. So some mapping is done by 

applying some trick on those pairs to bring them back to size eight. On the 

basis of chaotic key, LSB’s of 256 pixels in RONI are made zero then this 

RONI is rearranged with residued ROI and hash is generated for the whole 

image which acts as a basis of watermark. This will give us 256 bit hash. 

Again on the basis of same chaotic key, 256 bits of hash are embedded at 

same 256 pixels in RONI by replacing the LSB’s. On the receiver side, on the 

basis of chaotic key, watermark is extracted and is compared with hash of un-

watermarked image to check whether image has been tampered or not.   

 

3.1  Watermark Embedding Scheme 

Watermark embedding and watermark & original image extraction 

schemes can be seen in Fig. IV-5 and Fig. IV-6, respectively. 

Detailed steps for embedding the watermark are as under. 

1. Extract the possible ROI from original image by bounding the smallest 

 rectangle around the desired area, since only the ROI part of the image 

 is residued as explained in step 2. 

2. The value 255 is factorized to 17 and 15 which become the 

 corresponding  moduli  1 2( , )m m  of the RNS to be used for this image. 

 Since, the dynamic range of RNS is 0  to 254 so every pixel with 255  
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Figure IV - 5  Block diagram form embedding watermark  
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Figure IV - 6  Block diagram for extracting watermark & original image  
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 intensity is treated separately as explained below. Pre-processing of 

 the residued pixels is a key to get pixels back. For every pixel of 

 ROI we get residue pairs 1 2( , )x x  where modi ix X m  such that 1 16x 

 and 2 14x  . With the  exception of the case when 1 16,x  we observe 

 that 1x and 2x can be  represented by 4 bits each thus making the pair 

 1 2( , )x x  representation by 8. Our problem is with those  pairs in which 

 first residue is 16 as it has to be represented by five bits. We shall 

 apply some trick so that it becomes 4 bits each for both residues. The 

 pairs having first residue as 16 are  mapped to corresponding unique 

 pairs which do not otherwise occur in this  RNS scheme. The mapping 

 scheme is given below. 

(16,0) (0,15)

(16,1) (1,15)

(16, 2) (2,15)

(16,3) (3,15)

(16, 4) (4,15)

(16,5) (5,15)

(16,6) (6,15)

(16,7) (7,15)

(16,8) (8,15)

(16,9) (9,15)

(16,10) (





















 10,15)

(16,11) (11,15)

(16,12) (12,15)

(16,13) (13,15)

(16,14) (14,15)







  

 
All of the above pairs which were to be represented by 9 bits each, are 

mapped to the unique pairs which can be represented by 8 bits each as 

seen above. Since 15 cannot occur in the normal pairs as a second 
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residue so it acts as an indicator that these pairs are exceptional pairs. 

Forward process and Inverse process for these exceptional pairs are 

given below.  

Forward process at transmitter end: 16 1(16,12) (12,16) (12,15)   

Inverse process at receiver end:    15 1(12,15) (15,12) (16,12)   

Pixel 255 has residue (0, 0). We need to differentiate it from pixel 0 

which also has residue (0, 0). We send 255 pixel as pair (15, 15) which 

can be represented by 8 bits. This unique pair cannot occur normally in 

this residual scheme with moduli 17 and 15.    

3.  Generate chaotic sequence using Eq. III-4, multiply by 8 and take its  

  ceil(.) so that the real chaotic sequence map into integers and change 

  them into sum sequence as, 

        
1 1 1 2 1 2 3

1 2 3 256

{ , , ,.......}

{ , , ,..........................., }

S X X X X X X

Y Y Y Y

    

  

         where  1 2 ..........i iY X X X    

 This sequence of 256 which is an outcome of chaotic key will give 256 

locations for embedding the 256 bits of hash in RONI. 

4. Arrange all the pixels of RONI in vector form and using the chaotic 

 sequence obtained in step 3, make the LSB’s of those  corresponding 

 pixels of RONI to zero. 

5. Rearrange the RONI pixels obtained in step 4 with residued ROI 

 obtained in step 2. 

6. Compute the hash of the image obtained in step 5. This will give 256-bit 

 one way hash value which will be the basis of watermark.  
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7. Again arrange the pixels of RONI in vector form as in step 4. Now we 

 have 256 locations of RONI which are replaced by respective256 bits of  

 hash.  

8. Rearrange the RONI pixels in its original position to obtain the 

 watermarked image. Now the watermark exists in RONI while ROI is 

 residued.  

 
 

3.2  Watermark & Orignal Image Extraction Scheme 

Watermark and original image extracting steps are as under, 

1. Separate RONI form ROI in the watermarked image. 

2. Arrange all the pixels of RONI in some arbitrary vector. Now by knowing 

 the chaotic key, watermarked pixels are indicated as, 

1 1 2 3 64S { , , ,..........................., }Y Y Y Y  

 This sequence of 64 which is an outcome of chaotic key will give 64 

locations for extracting the 64 characters of hash from RONI. 

3. Using the chaotic sequence obtained in step 2, extract the hash form 

 the first 4 LSB’s of RONI pixels and store it as hash_1 and place four bit 

 value 0 at that location. 

4. Rearrange this RONI with the residued ROI to form an image. Now 

 compute the hash of this whole image and store it as hash_2. 

5. Compare hash_1 with hash_2. If the hash is same then the image is 

 authentic and go to step 6 and 7 else image is tampered. 

6. In scanning residued ROI, the residue pairs having second residue as 

 15 go through inversion process as given in the step 2 of embedding. In 

 this way all of the residue pairs are converted into 9 bits again. Then 



71 
 

 
 

 apply CRT given in Eq. III-3 to get back original pixels of ROI  from 

 residues. 

7. Combine these ROI pixels with RONI pixels to get the original image. 

 
 

3.3  Simulation Results 

To see the effectiveness of proposed scheme, experiment was 

conducted in MATLAB. Ultrasound image of size 194x259. The scheme 

effectively embeds the watermark information into the original image and 

extracts it back from the watermarked image. Logistic map 2 as in Eq. III-4 

with initial conditions x(0) = 0.25, r = 3.58 at embedding side and SHA-256 

hash algorithm is used to calculate the hash of image.  

  
                 (a) 

 
                  (b) 

 
Figure IV - 7  (a) Original ultrasound image (b) Watermarked Image 

 

a16c4d371f512de40f836428ea2541fe76b7ec06e5a82760628e4e363d83a79
5 

Figure IV - 8  Hash 

Fig. IV-7a shows the original ultrasound image in which ROI is 

selected as a smallest rectangular region that bounds the ROI region and 

Fig. IV-8 shows the hash of image. Similarly, Fig. IV-7b shows the 
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watermarked image. We have tested fragility of the proposed technique 

against various attacks. 

 
 

Fragility against noise 

The watermarked image is added with salt and pepper noise with 

noise density of 0.02 as shown in Fig. IV-9a. We can conclude from this 

experiment that watermark is fragile against salt and pepper noise as 

different image and different hash is obtained as seen in Fig. IV-9b and Fig. 

IV-10. 

  
                 (a)                    (b) 

 
Figure IV - 9  (a) Watermarked image added with salt & pepper noise with 

variance of 0.02 (b) Recovered image from salt and pepper noise attack 

1f5195742a12de40f8365ff25416e06b7ec0363483f 
6e5a6c4d382768527d459 

Figure IV - 10  Recovered hash after salt & pepper noise attack 
 
 

Fragility against compression 

The watermarked image is compressed with a quality factor of 10 as 

shown in Fig. IV-11a. We conclude from this experiment that watermark is 

fragile against compression attack as different image and different hash is 

obtained as seen in Fig. IV-11b and Fig. IV-12 respectively. 
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                  (a)                   (b) 

 
Figure IV - 11  (a) Watermarked image compressed with quality factor of 10 

(b) Recovered image after compression 

e6e363a1fe06b7ec16786a1990f36a2ad6c4d38276de5a7571f512de40f8062
8 

Figure IV - 12  Recovered hash after compression attack with QF = 10 
 
 

Fragility against rotation  

The watermarked image is rotated counterclockwise with a 2 degree 

as shown in Fig. IV-13a. We can conclude from this experiment that 

watermark is fragile against rotation attack as different image and different 

hash is obtained as shown in Fig. IV-13b and Fig. IV-14, respectively. 

  
                 (a)                   (b) 

 
Figure IV - 13  (a) Watermarked image rotated with 3 degree 

counterclockwise (b) Recovered image after rotation attack 

ce5ae869d89540f2db1fe7edff12de40f83642a16cedf89b7eca396ac28e43ba 

Figure IV - 14  Recovered hash after rotation of 2 degree 
 
 

Security analysis 

Fig. IV-15 and Fig. IV-16 shows the recovered hash and recovered 

image with exact initial conditions x(0) = 0.25, r = 3.58 which is exactly same 
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as in Fig. IV-8 and Fig. IV-7a respectively. Fig. IV-17 shows the recovered 

hash with slightly changed initial conditions x(0) = 0.250001, r = 3.58. As we 

can see in Fig. IV-17 that when initial conditions are slightly modified, exact 

hash is not recovered back hence, the image is tampered. 

 

a16c4d371f512de40f836428ea2541fe76b7ec06e5a82760628e4e363d83a79
5 

Figure IV - 15  Recovered hash using exact initial conditions 

x(0) = 0.25, r = 3.58 at receiver side  

 

Figure IV - 16  Recovered image using exact initial conditions 

x(0) = 0.25, r = 3.58 at receiver side  

f838ea642a16c4d382706e5a9254c83a7571f512de401fe76b7e 
60628e4e363d 

Figure IV - 17  Recovered hash using slightly changed initial conditions 

x(0) = 0.25001, r = 3.58 at receiver side 
 
 

3.4  Conclusion 

A novel reversible and fragile watermarking scheme is proposed to 

embed hash based watermark in medical images on the basis of chaotic key 

and RNS. In traditional watermarking schemes, during watermark 

embedding, original host is not altered at all but in the proposed scheme the 

original host image is altered to provide maximum secrecy and even the 

watermark information is not sent on the transmission channel. Residues are 
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made and trick is applied to make them size eight. Image is altered after 

watermarking which also makes our image secure as in encryption. 

Embedding locations are not sent separately, but it is a part of the image. 

Only chaotic key is required for extraction which enhances security. 

 
 

4.  Reversible and Fragile watermarking scheme 
using Product codes, RNS and Chaos 

 
In this scheme, we are proposing RNS and product codes for medical 

images along with chaotic key to make watermark robust while making the 

image fragile. ROI part of the image is residued only. Moreover, when the ROI 

part of image is residued, there are some pixel pairs which exceed size eight. 

So some mapping is done by applying some trick on those pairs to bring them 

back to size eight. Two watermarks are used; one to achieve authenticity of 

image and other to achieve the robustness of watermark against incidental 

and malicious attacks. On the basis of chaotic key, some pre-calculated pixels 

in RONI are made zero then this RONI is rearranged with residued ROI and 

hash is generated for the whole image which acts as a basis of a fragile 

watermark. This will give us 128 bit or 32 characters. The other watermark is 

encoded using product codes to achieve robustness and is concatenated with 

fragile watermark. Again on the basis of same chaotic key, concatenated 

watermark is embedded in RONI pixels by replacing the corresponding pixel. 

On the receiver side, on the basis of chaotic key, both the watermarks are 

extracted. Once the authenticity has been checked, patient information is 

retrieved as a robust watermark.  
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Figure IV - 18  Block diagram for embedding watermark  
 
 

4.1  Watermark Embedding Scheme 

Watermark embedding scheme and watermark & original image 

extraction scheme can be seen in Fig. IV-18 and Fig. IV-19, respectively.      

Detailed steps for embedding the watermark are as under. 

1.    Repeat step 1 and 2 as describes in section 4.3. 

2.   Generate chaotic sequence using Eq. III-4, multiply by 6 and take its 

 ceil(.) so that the real chaotic sequence map into integers as, 

1 1 2 3{ , , ,.......}S X X X   

 Now change the above sequence into sum sequence as, 

1 1 1 2 1 2 3

1 2 3

{ , , ,.......}

{ , , ,..........................., }n

S X X X X X X

Y Y Y Y

    


 

where  1 2 ..........i iY X X X    
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Figure IV - 19  Block diagram for watermark & original image extraction  

 
 

 This sequence which is an outcome of chaotic key will give locations for 

embedding the concatenated watermark in RONI. 

3.    Arrange all the pixels of RONI in vector form and using the chaotic 

 sequence obtained in step 3, make the first 4 LSB’s of those 

 corresponding pixels of RONI to zero. 

4.   Rearrange the RONI pixels obtained in step 4 with residued ROI 

 obtained in step 2. 

5.   Compute the hash of the image obtained in step 5. This will give 128-bit 

 (32 characters) one way hash value which will be used as an 

 authentication  watermark for the image.  

6.   Read the second watermark logo which has to be made robust and 

 convert  it into binary 1 2k k matrix. 
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7.  Encode the binary watermark logo using product codes which gives us 

 a product encoded watermark. 

8.   Arrange the encoded watermark in a vector and concatenate it with the 

 hash computed in step 6 and call it a concatenated watermark cW  as, 

 ,c eW H W  

9. Again arrange the pixels of RONI in vector form as in step 4 and embed 

 the watermark cW on the basis of chaotic key computed in step 3 by 

 replacing the four LSB’s of RONI with every four bits of the watermark

 .cW   

10. Rearrange the RONI pixels in its original position to obtain the 

 watermarked image. Now the concatenated watermark cW exists in 

 RONI while ROI is residued.  

 
 

4.2  Watermark & Orignal Image Extraction Scheme 

Watermark and original image extraction steps are as under, 

1.    Separate RONI from ROI in the watermarked image. 

2.   Arrange all the pixels of RONI in some arbitrary vector. Now by knowing 

 the chaotic key, watermarked pixels are indicated as, 

1 1 2 3S { , , ,..........................., }nY Y Y Y  

This sequence which is an outcome of chaotic key will give locations for 

extracting the concatenated watermark cW from RONI. 

3.   Using the chaotic sequence obtained in step 2, extract the watermark cW

 from the first 4 LSB’s of RONI pixels in some vector and place four bit 

 value 0 at that location as, 
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 ,c eW H W  

4.   Separate the encoded watermark eW from the concatenated cW and 

 decode it to get the actual information. 

5.   Rearrange these RONI pixels with the residued ROI to form an image. 

 Now compute the hash of this whole image and store it as hash_2. Also 

 separate the hash from the concatenated watermark cW and store it as 

 hash_1.  

6.   Compare hash_1 with hash_2. If the hash is same then the image is 

 authentic and go to step 7 and step 8 else the image is tampered. 

7.   In scanning residued ROI, the residue pairs having second residue as 

 15 go through inversion process as given in the step 2 of embedding. 

 In this way all of the residue pairs are converted into 9 bits again. Then 

 apply CRT in Eq. III-3 to get back original  pixels of ROI from residues. 

8. Combine these ROI pixels with RONI pixels to get the original image. 

 
 

4.3  Simulation Results 

To see the effectiveness of proposed system, experiment was 

conducted in MATLAB. Ultrasound image of size 194 259 and the watermark 

logo of size 30 30 is used. BCH codes (127, 99, 4) are used as row-wise and 

column- wise respectively. The proposed watermarking scheme effectively 

embeds the both watermarks into original image and then extracts both the 

watermarks from the watermarked image. Logistic map 2 as in Eq. III-4 with 

initial conditions x(0) = 0.25, r = 3.58 at embedding side and SHA-128 hash 

algorithm is used to calculate the hash of image. Original ultrasound image 

as shown in Fig. IV-20a is given in which ROI is selected as a smallest 
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rectangular region that bounds the ROI region and Fig. IV-20b shows the 

watermark logo. Similarly, Fig. IV-21 shows the hash and Fig. IV-20c shows 

the watermarked image. We have tested the robustness of the proposed 

scheme against various attacks as well as the fragility also.  

 

   
       (a) 

 
 (b) 

 
                   (c) 

 
Figure IV -  20  (a) Original ultrasound image (b) Watermark logo (c) 

Watermarked Image 

a16c4d371f512de40f836428ea2541fe 

Figure IV - 21  Hash 

 
 

Security analysis  

In this experiment, security analysis of the watermarked image is 

demonstrated firstly by using same initial conditions as in embedding side 

and then by using slightly different initial conditions at decoding stage. Exact 

hash and the original image is recovered by using the exact initial conditions 

x(0) = 0.25, r = 3.58 as shown in Fig. IV-22 and Fig. IV-23 respectively. Fig. 

IV-24 shows the recovered hash with slightly changed initial conditions x(0) = 

0.25001, r = 3.58. As shown in Fig. IV-24, the recovered hash is entirely 

different from Fig. IV-21 when initial conditions are slightly modified which 

demonstrates the high secrecy in our proposed system.  
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a16c4d371f512de40f836428ea2541fe 

Figure IV - 22  Recovered hash using exact initial conditions 

x(0) = 0.25, r = 3.58 at receiver side 

 

Figure IV - 23  Recovered image using exact initial conditions 

x(0) = 0.25, r = 3.58 at receiver side  

f838ea642a16c4d382706e5a9254c83a 

Figure IV - 24  Recovered hash using slightly changed initial conditions 

x(0) = 0.25001, r = 3.58 at receiver side 

 
 

Robustness against salt & pepper noise 

Robustness of a watermark against salt and pepper noise having 

variances (0.02, 0.03, 0.05, 0.2) respectively are considered in this 

experiment. Objective measures and hash for these variances are calculated 

as shown in the Fig. IV-25a, Fig. IV-25b, Fig. IV-25c and Fig. IV-25d 

respectively with their extracted watermarks. As we can see that when noise 

variance was enhanced to 0.2, the watermark is still clearly detectable which 

demonstrates the robustness of our proposed scheme.  

  
a16c4d382706e5a92f838ea64254c83a 

(a) 
82706e5a9254cf838ea642a16c4d383a 

(b) 
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Figure IV - 25  Robustness of watermark and fragility of image against salt & 
pepper noise with variances (a) 0.02 showing Nc = 1 (b) 0.03 showing Nc = 1 

(c) 0.05 Nc  = 1 (d) 0.2 Nc  = 0.9429 
 
 

 
Robustness against speckle noise 

 

Figure IV - 26  Robustness of watermark and fragility of image against 
speckle noise with variances (a) 0.02 showing Nc  = 1 (b) 0.03 showing Nc  = 

1 (c) 0.05 showing Nc  = 1 (d) 0.2 showing Nc  = 1 
 
 

Robustness of a watermark against speckle noise having variances 

(0.02, 0.03, 0.05, 0.2) respectively are considered in this experiment. Nc and 

hash for these variances are calculated as shown in the Fig. IV-26a, Fig. IV-

 

 

f86e5a9254c8338ea642a16c4d38270a 
(c) 

d382706e5a838ea642a16c492f54c83a 
(d) 

  
834d3827f068ea642a16ce5a9254c83a 

(a) 
f38ea642a54c8316c4d8382706e5a92a 

(b) 

  
8ea642a16c4d38270f836e5a9254c83a 

(c) 
f83d83382706e5a9254c8ea642a16c4a 

(d) 
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26b, Fig. IV-26c and Fig. IV-26d respectively with their extracted watermarks. 

We can easily see from the experimental results that the extracted watermark 

is also robust to speckle noise with high variance.  

 
 

Robustness against gaussian noise 

Robustness of a watermark against gaussian noise having variances 

(0.03, 0.05), respectively, are considered in this experiment. Nc and hash for 

these variances are calculated as shown in the Fig. IV-27a and Fig. IV-27b, 

respectively, with extracted watermarks. 

Figure IV - 27  Robustness of watermark and fragility of image against 
gaussian noise with variances (a) 0.03 showing Nc  = 0.9261 (b) 0.05 

showing Nc  = 0.9204 

 
 

Robustness against median filtering 
 
 

  

ea5a9254c8642a16c4d382706f838e3a 

(a) 

fa16c4d382706e5838ea642a9254c83a 

(b) 

  
8ea642a16c4d382f83706e5a9254c83a 

(a) 
f8 ea642a16c4d38382706e5a9254c83a 

(b) 
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Figure IV - 28  Robustness of watermark and fragility of image against 

median filtering with window sizes (a) 3 3 showing Nc  = 0.9261(b) 5 5

showing Nc  = 1, (c) 7 7 showing Nc  = 1  

 
Robustness of a watermark against median filtering having window 

size of (3 3,5 5,7 7),    respectively, are considered in this experiment. 

Objective measures and hash for these variances are calculated as shown in 

the Fig. IV-28a, Fig. IV-28b and Fig. IV-28c, respectively, with their extracted 

watermarks.  

 
 
Robustness against tampering  

Robustness of watermark against tampering is as shown in the Fig. 

IV-29. 9 bits were modified in RONI part of watermarked image and then 

watermark is extracted. Watermark is still recognizable showing correlation of 

0.9856 as shown in Fig. IV-29a. When the corrupted bits were enhanced to 

18, the watermark is still readable showing a correlation of 0.9083 as shown 

in Fig. IV-29b which shows the high robustness of our proposed scheme 

again tampering.  

 
f8c454c83d382706e5a9238ea642a16a 

(c) 
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Figure IV - 29  Robustness of watermark and fragility of image against 
tampering (a) 9 bits are tampered in RONI showing Nc = 0.9856 (b) 18 bits 

are tampered in RONI showing Nc = 0.9083 

 
 

Robustness against rotation 

Robustness of a watermark against rotation attack of 2 and 8 degrees 

is as shown in Fig. IV-30a and Fig. IV-30b, respectively. Experiment show 

that watermark is still recognizable after the rotation attack of 2 degrees as 

shown in Fig. IV-30a. Similarly, when the watermarked image is again rotated 

with 8 degrees, the watermark is still detectable as shown in Fig. IV-30b 

which demonstrates the high robustness of our proposed scheme.  

Figure IV - 30  Robustness of watermark and fragility of image against 
rotation attack (a) 2 degree showing Nc = 0.9856 (b) 8 degree showing Nc = 

0.9752,  
 
 

4.4  Conclusion 

  

f838ea69254ca16c4d382706e5a83abb 
(a) 

f42a16c4d3829838ea6706e5a254bab01 
(b) 

  

8a642a16c4d382f83706e5a9e254c83a 
(a) 

fc4d38382706e5a9254c838ea642a16a 
(b) 
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A novel watermarking scheme for medical images with the watermark 

information as robust while image being fragile is proposed to on the basis of 

chaotic key and RNS. The proposed watermarking scheme is robust to 

variety of attacks as we can see in the above experiments. In the traditional 

watermarking schemes, original image is not changed but in the proposed 

scheme the original image is altered by using residues to provide maximum 

secrecy and even the watermark information is not sent on the transmission 

channel but are generated from the key. Watermark is made robust while at 

the same time image is kept fragile. To enhance error correcting capability of 

a watermark, BCH codes are firstly applied on the rows then on the columns. 

ROI part of the image is altered by residues which also makes our image 

secure. Trick is applied on residues to make them size eight. Embedding 

locations are generated from chaotic systems so, only exact initial conditions 

are known at receiver side, but not the embedding locations.  

 
 

5.  Robust & Fragile watermarking using RRNS & 
Chaos 

In this scheme, we are proposing RRNS and ECC for medical images 

along with chaotic key to make watermark robust, while keeping the image 

fragile. Residues of the image are made to make it secure and sensitive so, 

that, the naked eye could not perceive it. Redundant residues of watermark 

are made to make it robust against attacks. Only the ROI part of image is 

residued. Moreover, when the ROI part of image is residued, there are some 

pixel pairs which exceed size eight so some mapping technique is applied on 

those pairs to bring them back to size eight. Two watermarks are used; one to 

achieve authenticity of image and the other to achieve the robustness of 



87 
 

 
 

watermark against both incidental and malicious attacks. On the basis of 

chaotic key, some pre-calculated pixels in RONI are made zero. Then this 

RONI is rearranged with residued ROI and hash is generated for the whole 

image which acts as a basis of a fragile watermark. This will give us 128 bit or 

32 characters. The other watermark is redundant residued  and then encoded 

using Error correcting codes to achieve robustness and is concatenated with 

fragile watermark. Again on the basis of same chaotic key, concatenated 

watermark is embedded in RONI pixels by replacing the 4 LSB's. On the 

receiver side, on the basis of chaotic key, both watermarks are extracted.  

 

Original Image

Chaos

Concatenated 

Watermark

Separate ROI and RONI
Residue Number 

System on ROI & 

combining with RONI

Watermarked Image

 Watermark 
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Embedding in 
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HashKey

BCH Encoder

 

 

Figure IV - 31  Block diagram for embedding watermark  
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Figure IV - 32  Block diagram for extracting watermark & original image  

 

 

5.1  Watermark Embedding Scheme 

Watermarking embedding scheme and watermark & original image 

extraction scheme can be seen in Fig. IV-31 and Fig. IV-32, respectively. 

Detailed steps of embedding the watermark are as under. 

1.    Repeat step 1 and 2 as described in section 4.3. 

2.   Generate a chaotic sequence of 14,207 positions using Eq. III-4, 

 multiply by 3 and take its ceil(.) so that the real chaotic sequence map 

 into integers as, 

1 2 3 14,207{ , , ,......., }S X X X X   

Now change the above sequence into sum sequence as, 

1 1 2 1 2 3

1 2 3 14,207

{ , , ,.......}

{ , , ,..........................., }

S X X X X X X

Y Y Y Y

    

  

                where  1 2 ..........i iY X X X    
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After changing into sum sequence, divide each sequence by 2 so that 

its range corresponds within RONI and then take its ceil as, 

1 2 3 14,207({ / 2, / 2, / 2,..........................., / 2})Z ceil Y Y Y Y  

This sequence which is an outcome of chaotic key will give locations for 

embedding the concatenated watermark in RONI. 

3.   Arrange all the pixels of RONI in vector form. There are total 20,438 

 pixels in the RONI for watermark embedding and we need only 14,207 

 pixels for embedding. Using the chaotic sequence obtained in step 3, 

 make the first 4 LSB’s of those corresponding pixels of RONI to zero. 

4.   Rearrange the RONI pixels obtained in step 4 with residued ROI 

 obtained in step 2.  

5.   Compute the hash of the image obtained in step 5. This will give 128-bit 

 way hash value which will be used to authenticate the image.  

6.   Read the second watermark logo which has to be made robust and for 

 each pixel calculate the residues 1 2 3( , , )x x x  with respect to moduli 

 1 2 3( , , ) (17,15,19)m m m  . Here 3m  is chosen as a redundant moduli. Now 

 pixel of a watermark which is residued is represented by at most 14 bits 

 and append 2 zeros to the left side of each residue so that each residue 

 is converted into 16 bits.  

7.   Arrange the redundant residued watermark matrix into vector.  

8.   Encode each entry of the redundant residued vector using Error 

 correcting codes (63,16,11) which gives us an encoded redundant 

 residued watermark. 
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9.  Arrange the encoded redundant residued watermark in a vector and 

 concatenate it with the hash computed in step 6 and call it a 

 concatenated watermark cW  as, 

 ,c eW H W  

10. Again arrange the pixels of RONI in vector form as in step 4 and embed 

 the watermark cW  on the basis of chaotic key computed in step 3 by 

 replacing the four LSB’s of RONI with every four bits of the watermark

 .cW   

11. Rearrange the RONI pixels in its original position to obtain the 

 watermarked image.  

 
 

5.2  Watermark & Orignal Image Extraction Scheme 

Watermark and original image extraction steps are as under. 

1.    Separate RONI from ROI in the watermarked image. 

2.    Arrange all the pixels of RONI in some arbitrary vector. Now by knowing 

  the chaotic key, watermarked pixels are indicated as, 

1 2 3 14,207({ / 2, / 2, / 2,..........................., / 2})Z ceil Y Y Y Y
 

This sequence of 14,207 indexes which is an outcome of chaotic key 

will give locations for extracting the concatenated watermark cW from 

RONI. 

3.  Using the chaotic sequence obtained in step 2, extract the concatenated 

 watermark cW  from the first 4 LSB’s of RONI pixels in some vector as, 

 ,c eW H W
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4. Separate the encoded redundant residued information eW  from the 

 concatenated watermark cW  and decode its each pixel (each pixel was 

 changed into 16 bits) using (63,16,11) BCH codes to get the redundant 

 residued information. After discarding the two leftmost bits, we will get 

 residues not the actual information. Now we have total 14 bits of 

 residues in which first 15 bits correspond to the moduli 1,m second 4 bits 

 to the moduli
2m and the last 5 bits corresponds to the moduli 3.m  

5.  By considering the moduli pair associated with residues pair out of three 

 residues as 1 2( , )m m  or 2 3( , )m m  or 1 3( , )m m  apply Chinese remainder 

 theorem (CRT) as in Eq. III-3 to get back actual pixels of watermark. 

6.   Rearrange these RONI pixels with the residued ROI to form an image. 

 Now compute the hash of this whole image and store it as hash_2. Also 

 separate the hash from the concatenated watermark
cW and store it as 

 hash_1.  

7.   Compare hash_1 with hash_2. If the hash is same then the image is 

 authentic and go to step 7 and step 8 else the image is tampered. 

8.   In scanning residued ROI, the residue pairs having second residue as 

 15 go through inversion process as given in the step 2 of embedding. In 

 this way all of the residue pairs are converted into 9 bits again. Then 

 again apply CRT in Eq. III-3 to get back original pixels of ROI from 

 residues. 

9.    Combine these ROI pixels with RONI pixels to get the original image. 

 
 

5.3  Simulation Results 
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To see the effectiveness of proposed system, experiment was 

conducted in MATLAB. The test image is ultrasound image of size 194 259

and the watermark logo A was considered of size 30 30 for robustness. BCH 

code (63, 16, 11) was used for the robustness of watermark. The proposed 

watermarking scheme effectively embeds the encoded residued watermark 

into original image and then extracts the watermark from the watermarked 

image. Logistic map 2 given in Eq. III-4 with initial conditions x(0) = 0.25, r = 

3.58 at embedding side and SHA-128 hash algorithm is used to calculate the 

hash of image. Fig. IV-33a shows the original ultrasound image in which ROI 

is selected as a smallest rectangular region that bounds the ROI region and 

Fig. IV-33b shows the watermark logo. Fig. IV-34 shows the hash of image 

and Fig. IV-33c shows the watermarked image.  

 

 

 
 

 

 
(a) 

 
(b) 

 
(c) 

Figure IV - 33  (a) Original ultrasound image (b) Watermark logo (c) 
Watermarked Image 

a16c4d371f512de40f836428ea2541fe 

Figure IV - 34  Hash 

 
 

Security analysis  

In this experiment, security analysis of the proposed scheme is shown 

firstly by using same initial conditions at extracting stage and then by using 

slightly modifying initial conditions at extracting stage. Exact hash and 
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original image is recovered when no attack is applied to the watermarked 

image. Fig. IV-35 shows the recovered hash with initial conditions x(0) = 

0.25, r = 3.58 which is exactly same as shown in Fig. IV-34. Similarly, Fig. IV-

36 shows the recovered image with initial conditions x(0) = 0.25, r = 3.58 

which is exactly the same as shown in Fig. IV-33a. Similarly, Fig. IV-37 

shows the recovered hash with slightly changed initial conditions  x(0) = 

0.250001, r = 3.58. As we have seen that when initial conditions are slightly 

modified, exact hash is not recovered hence, the image is tampered which 

demonstrates the high secrecy of our proposed scheme.  

a16c4d371f512de40f836428ea2541fe 

Figure IV - 35  Recovered hash using exact initial conditions 

x(0) = 0.25, r = 3.58 at receiver side 

 

Figure IV - 36  Recovered image using exact initial conditions 

x(0) = 0.25, r = 3.58 at receiver side 

f838ea642a16c4d382706e5a9254c83a 

Figure IV - 37  Recovered hash using slightly changed initial conditions 

x(0) = 0.25001, r = 3.58 at receiver side 

 
 

Robustness against salt & pepper noise 

Robustness of a watermark against salt & pepper noise having 

variances (0.02, 0.2) respectively are considered in this experiment and 

objective measures for these variances are shown in the Fig. IV-38 with their 
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extracted watermarks. As we can see that when noise variance was 

enhanced to 0.2, the watermark is still clearly detectable which clearly 

demonstrates the robustness of our proposed scheme. 

 

 

 
(a) (b) 

Figure IV - 38  Robustness of watermark against salt & pepper noise with 

variances (a) 0.02 showing Nc = 1 (b) 0.2 showing Nc = 0.9821 

 
 

Robustness against speckle noise 

Robustness of a watermark against speckle noise having variances 

(0.02, 0.2) respectively are considered in this experiment and objective 

measures for these variances are shown in the Fig. IV-39 with their extracted 

watermarks. 

 

 

 

 
(a) (b) 

Figure IV - 39  Robustness of  watermark against speckle noise with 

variances (a) 0.02 showing Nc = 1 (b) 0.2 showing Nc = 0.9723 

 
 
Robustness against median filtering 

  
                    (a) (b) 

Figure IV - 40  Robustness of watermark against median filtering with window 

sizes (a) 3 3 showing Nc = 0.9819 (b) 5 5 showing Nc = 0.9723  
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Robustness of a watermark against median filtering with window size 

of (3 3,5 5)   respectively are considered in this experiment and objective 

measures for these variances are shown in the Fig. IV-40 with their extracted 

watermarks.  

 
 

Robustness against tampering  

Robustness against tampering is demonstrated as shown in the Fig. 

IV-41. 15 bits were modified in RONI part of watermarked image and 

watermark is extracted. Watermark is still recognizable as shown in Fig. IV-

41a. When the corrupted bits were enhanced to 30, the watermark is still 

readable as shown in Fig. IV-41b which shows the high robustness of our 

proposed scheme. 

 

 

 

 
 (a)  (b) 

Figure IV - 41  Robustness of watermark against tampering (a) 15 bits are 
tampered in RONI showing Nc = 0.9887 (b) 30 bits are tampered in 

RONI showing Nc = 0.9819 
 
 

5.4  Conclusion 

A novel watermarking scheme for medical images by making the 

watermark, while keeping the image fragile is proposed on the basis of 

chaotic key and RRNS. In traditional watermarking schemes, during 

watermark embedding, original host is not altered. In the proposed scheme 

RNS scheme is utilized to alter the image so that the host image becomes 

secure, sensitive and hidden from the naked eye. Moreover, embedding 
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locations are generated with the help of chaotic systems, which are highly 

sensitive to initial conditions. These initial conditions are known at the 

receiver side but not the embedding locations. The proposed scheme is 

robust to variety of attacks as we have seen in the experiments. 

 
 

6.  Spread Spectrum based Invertible watermarking 
using RNS and Chaos 

 
In this scheme, we are presenting SS watermarking scheme based on 

RNS and Chaos for medical images along with chaotic key to make 

watermark robust, while keeping the image fragile. Residues of the image are 

made to make it secure and sensitive so, that, the naked eye could not 

perceive it. Only the ROI part of image is residued. Moreover, when the ROI 

part of image is residued, there are some pixel pairs which exceed size eight 

so, some mapping is done by applying some trick on those pairs to bring them 

back to size eight. Two watermarks are used which are embedded in two 

stages; fragile watermark which is the basis for the authentication of image 

and the other is the robust watermark against friendly and malicious attacks 

and contains information about the patient. On the basis of chaotic key, 

chaotically spreaded watermark is embedded in RONI pixels in the first stage 

and then the hash is calculated from stage I, which is again embedded by 

replacing the corresponding bit of pixel chosen chaotically in stage II. On the 

basis of same chaotic key, both the watermarks are extracted at received 

side. Once the authenticity of image has been checked, patient information is 

retrieved as a robust watermark. Simulation results shows that the proposed 
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scheme is robust against variety of attacks as well as fragility of the 

watermark information. 

Original Image

Separate ROI & 
RONI

Residues of 

ROI & 
combining with 

RONI

Watermark 
logo

Arnold 

Transform

Spreading 

using Chaotic 

key

Watermarked 
Image stage I

Hash

Watermarked 

Image stage II

Embedding in RONI

Chaos
Key

Embedding in RONI

 

Figure IV - 42  Block diagram form embedding watermark  
 
 

6.1  Watermark Embedding Scheme 
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Watermark embedding scheme and original image and watermark  

extraction scheme can be seen in Fig. IV-42 and Fig. IV-43, respectively. 

Detailed steps of embedding the watermark are as under.      

Watermarked 
Image stage 

II 

Collecting Hash from RONI

Watermarked 
Image stage 

I 

ChaosKey Hash

Collecting & De-spreading 

watermark from RONI

Inverse Arnold 

Transform
Watermark logo

Chinese 

Remainder 

Theorem on 

ROI

Original Image

 

 

 Figure IV - 43  Block diagram for extracting watermark & original image  
 

1.   Repeat step 1 and 2 as described in section 4.3.  

2.  Generate the chaotic sequence using Eq. III-4, multiply by 8 and take its  

 ceil(.) so that the real chaotic sequence map into integers. For the sake 

 of simplicity, chaotic integers from the logistic map are, 

                                      1 1 2 3{ , , ,.......} I X X X                                  (Eq. IV -  6) 

Now change the above sequence into sum sequence as, 
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1 1 2 1 2 3

1 2 3 1

{ , , ,.......}

{ , , ,............ , ......., }k k n

S X X X X X X

S S S S S S

   


                              (Eq. IV - 

7) 

where 1 2{ , ,......., }kS S S  denotes the embedding positions for the 

spreaded watermark SW  and 
1 2{ , ,......., }k k nS S S 

 denotes the embedding 

positions for embedding the hash. 

3.   Read the watermark logo W  which has to be made robust. Perform 

 AT to scramble the watermark and convert it into binary vector. 

4.   Spread the binary watermark W  by a factor cr  to obtain a sequence. 

 Suppose the length of obtained sequence is .L  

5.  Generate chaotic sequence P  of length L  using Eq. III-4 and then 

 convert  each real value of sequence into bipolar sequence C  as, 

1 ( ) 0
( )

1 ( ) 0

if P i
C i

if P i

   
 

   
 

6.  Modulate the bipolar sequence C  with the spreaded watermark 

 obtained in step 5 and store it in a vector .SW   

7.  Arrange all the pixels of RONI in vector form and make the LSB's of  

 
1 2{ , ,......., }k k nS S S 

 embedding positions to zero. Then embed the 

 spreaded watermark SW in RONI pixels based on chaotic key computed 

 in Eq. IV-7.  

8.  Again arrange all the pixels of RONI in vector form and combine it with 

 residued ROI obtained in step 2. 

9.  Compute the hash of the image obtained in step 9. This will give 128-bit  

 one way hash value which will be used as an authentication watermark

 H for the image.   
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10.  Again arrange all the pixels of RONI in vector form and embed the 

 authentication watermark H  in 
1 2{ , ,......., }k k nS S S 

 pixel positions by bit 

 replacement method.  

11. Rearrange the RONI pixels in its original position to obtain the 

watermarked image. Now both the watermarks exists in RONI while ROI 

is residued.  

6.2  Watermark & Orignal Image Extraction Scheme 

Watermark and original image extraction steps are as under, 

1.     Separate RONI from ROI in the watermarked image. 

2.     Arrange all the pixels of RONI in some arbitrary vector. Now by knowing 

 the same chaotic key as in embedding side, watermarked positions are 

 indicated as, 

                                             1 2 1{ , ,..., , ,...., }k k nS S S S S                                      (Eq. IV - 8) 

where 1 2{ , ,..., }kS S S  denotes the embedded positions for the spreaded 

watermark SW  and  
1 2{ , ,......., }k k nS S S 

denotes the embedded positions 

for hash.  

3.    Extract hash from the LSB's of 
1 2{ , ,......., }k k nS S S 

 pixel positions and 

 place a bit zero at that position. Hash extracted from LSB's is stored as 

 hash_1. 

4.   Again arrange all the pixels of RONI with the ROI and compute the 

 hash. Hash collected from this image is stored as hash_2. 

5.  Again arrange all the pixels of RONI in vector form and collect the de-

 spreaded watermark from 1 2{ , ,......., }kS S S  pixel positions and then 

 perform  inverse AT to get final watermark .SW  
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6.  Compare hash_1 with hash_2. If the hash is same then the image is 

 authentic and go to step 7 and step 8 to get the actual pixels of ROI else 

 the image is tampered. 

7.  In scanning residued ROI, the residue pairs having second residue as 

 15 go through inversion process as given in the step 2 of embedding. In 

 this way all of the residue pairs are converted into 9 bits again. Then 

 apply CRT given in Eq. III-3 to get back original pixels of ROI  from 

 the residues. 

8.  Combine these ROI pixels with RONI pixels to get the original image. 

 
 

6.3  Simulation Results  

 

 
 
 

 

(a) 

 
(b) 

 
 

 

 
(c) 

 
(d) 

 
Figure IV - 44  (a) Original ultrasound image (b) Watermark logo (c) 

Scrambled watermark (d) Watermarked Image 

7836411f512d c4d328ea2e40f a1654fe 

Figure IV - 45  Hash 
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Experiments were conducted in MATLAB to see the effectiveness of 

our proposed system. The test image ultrasound image of size 194 259 and 

the watermark logo A of size 50 50  was used. Logistic map-2 as in Eq. III-4 

with initial conditions x(0) = 0.25 and r = 3.58 is used. The value of   was 

chosen 6. Fig. IV-44a shows the original ultrasound image and Fig. IV-44b 

shows the watermark logo. Similarly, Fig. IV-44c, Fig. IV-44d and Fig. IV-45 

shows scrambled watermark, watermarked image and hash respectively. 

Security analysis  

7836411f512d c4d328ea2e40f a1654fe 

Figure IV - 46  Recovered Hash by using exact initial conditions 

 x(0) = 0.25, r = 3.58 

 

Figure IV - 47  Recovered image by using exact initial conditions 

 x(0) = 0.25, r = 3.58 

168ea2783641f512d 5c4d123e40fa4fe 

Figure IV - 48  Recovered Hash with slightly modified initial conditions  

 x(0) = 0.250001 and r = 3.58 

 
 

In this experiment, security analysis of the proposed scheme is 

demonstrated firstly by using same initial conditions as in embedding side 

and then by using slightly different initial conditions at decoding stage. Exact 

hash and the original image is recovered by using exact initial conditions x(0) 

= 0.25, r = 3.58 as shown in Fig. IV-46 and Fig. IV-47 respectively. Fig. IV-48 
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shows the recovered hash with slightly modified initial conditions  x(0) = 

0.250001 and r = 3.58. As we have seen that when initial conditions are 

slightly modified, exact hash is not recovered hence, the image is tampered 

which demonstrates the high secrecy in our proposed system.  

 
 
Robustness analysis 

Robustness of the proposed scheme against different attacks is shown 

in the Fig. IV-49.  

 

Figure IV - 49  Robustness of watermark against (a) speckle noise with 
variance 0.01 showing Nc = 0.873 (b) gaussian noise with variance 

0.01showing Nc = 0.794 (c) Salt & pepper noise with variance 0.01showing 
Nc = 0.863 (d) Rotation of 2 degree showing Nc = 0.851 (e) Cropping 4 4

window in RONI showing Nc = 0.651 (f) Tampering 30 bits in RONI showing 
Nc = 0.764    

 
 

When the watermarked image is passed through speckle noise attack 

of variance 0.01, Nc comes to 0.873 and when it is passed through gaussian 

noise, Nc decreases to 0.794. For salt & pepper noise attack, Nc comes to 

0.863 for the variance of 0.01.The correlation value of extracted watermark is 

still good and watermark is easily detectable which shows high robustness of 

our proposed scheme. When the watermarked image is rotated with 2 

degree, Nc comes to 0.851 which is still good. Similarly, when the 

   
 (a)  (b)  (c) 

   
 (d)  (e) (f) 
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watermarked image is cropped, again Nc comes to 0.651 and when 30 bits 

are randomly tampered in the watermarked image, Nc again comes to 0.764 

which is still good. 

 

 

 

Table IV - 1: Demonstration of Robustness in terms of Nc under different 

attacks for watermarks of different sizes 

 

 

Attacks Performed 

 
Logo M 

 
Logo H 

 
Logo C 

Compression with QF = 
80 

0.893 0.894 0.893 

Compression with QF = 
70 

0.822 0.822 0.817 

Compression with QF = 
60 

0.791 0.799 0.792 

Rotation with 2 degree 0.831 0.830 0.810 

Cropping 4 4 window 
in RONI 

0.722 0.721 0.701 

Adding salt & pepper 
noise with variance 

0.01 

0.870 0.872 0.870 

Adding speckle noise 
with variance 0.01 

0.870 0.871 0.871 

Adding gaussian noise 
with variance 0.01 

0.781 0.782 0.782 

Median filtering of 
window size 3 3  

0.623 0.682 0.865 

 

 

 
 

Figure IV - 50  Watermark logo of size (50x50) 

 

Figure IV - 51  Watermark logo of size (60x60) 
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Figure IV - 52  Watermark logo of size (40x40) 

 

 

 Table IV.1 shows the robustness of our proposed watermarking 

scheme for watermark logos of different sizes given in the Fig. IV-50, Fig. IV-

51 and Fig. IV-52 respectively. Nc for watermark logo M given in the Fig. IV-

50 is shown in the first column of table IV-1. When the image embedded with 

logo M of size (50x50) is compressed with QF  = 80, Nc comes to 0.893. 

Similarly when the QF becomes 70 and 70, Nc comes to 0.822 and 0.791 

respectively. Similarly, Nc against salt & pepper noise, speckle noise and 

gaussian noise attacks comes to 0.870, 0.870 and 0.781 respectively. When 

the image is embedded with logo H of size (60x60) given in Fig. IV-51, Nc for 

the same attacks performed is shown in the second column of table IV-1. 

When the image is compressed with QF = 80, there is slight increase in Nc 

as compared to the Nc for logo M. Similarly, when QF = 70, Nc remains 

same as for logo M. When QF = 60, again there is increase in Nc as 

compared to the logo M. Similarly, for noise attacks, again there is slight 

increase in Nc as compared to the logo M. Nc for watermark logo C given in 

Fig. IV-52 is listed in the third column of Table IV-1.     

Table IV-2 presents the pros and cons of proposed scheme with the 

scheme presented in the literature. The scheme discussed in literature 

recovers only the watermark information but the proposed scheme recovers 

both the original image contents and the watermark information. The 

proposed scheme also hides the medical image thus enhances the security 

while the scheme in the literature does not. It clearly demonstrates that the 
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proposed scheme outperforms better in terms of security and robustness. 

Our proposed method have more features than the scheme proposed by 

Kumar et al. (2011).   

 

 

 

Table IV - 2: Pros and cons of Proposed scheme with the scheme in the 

literature 

 

Scheme proposed by Kumar et al. 
(2011) 

 

 
Proposed scheme 

Recovers watermark only 
Recovers both the watermark and original 

image 

Image is visible to naked eye 
Image is not visible to the naked eye, thus 

achieving security 
Spreading of watermark is done by 

PN sequence which is 
pseudorandom 

Spreading of watermark is done by 
Chaotic sequence which is true random 

 
Scheme claims security but 

experiment demonstrating security is 
not shown 

Experiment demonstrating security is 
shown with exact initial conditions and 

then by slightly changed initial conditions 

 
Makes the watermark information 

robust only 

Makes the watermark robust and at the 
same time authenticates the image 

Watermark information is not 
embedded based on key 

Watermark information is embedded 
based on chaotic key, thus enhancing 

security 
Robustness against different noise 

attacks is not shown as Spread 
spectrum scheme is highly robust 

against noise attacks 

 
Robustness against different noise 

attacks is shown 

 

   

6.4  Conclusion 

This scheme presents the novel SS watermarking scheme based on 

RNS and chaos. In the proposed scheme, image is kept fragile while the 

watermark is made robust. RNS scheme is utilized to alter the image 

because in this way, the image becomes more secure and sensitive. 
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Moreover, the naked eye couldn't be able to see the image after altering, 

hence, it offers more security. The security of watermark is achieved by using 

AT and SS technique. Performance of the scheme was tested for medical 

images and results shows that it outperforms some of the existing schemes 

given in the literature. 

 

7.  Summary 

In this chapter, we have presented five different schemes for 

reversible watermarking of medical images. In the first two schemes, image 

and watermark information both are kept fragile. Trick is also applied to make 

residues to size eight. In rest of the schemes, image is kept fragile while the 

watermark information is kept robust. In all the schemes, MI is not seen to 

the others as we do not want to need to show our image to others which 

demonstrates the security of our proposed schemes. Moreover, the 

embedding positions are also generated from the well known chaotic function 

which also enhances the security of our system. The proposed schemes are 

also blind as there is no need of original image to restore the contents of 

original image at receiver end.  
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CHAPTER V 
DIGITAL WATERMARKING USING FUZZY RULE 

BASE SYSTEM 
 
 

1.  Introduction 

There are three contradicting parameters in the digital watermarking 

system namely, capacity, imperceptibility and robustness. When the cover 

content is embedded with more capacity its imperceptibility is degraded and 

vice versa. In the watermarking of images, whether it is natural or medical, it 

is often desirable to embed the maximum watermark information while 

keeping the robustness and imperceptibility level high so, that the image is 

seen to the naked eye after embedding.  In this chapter, three schemes 

based on HVS and FRBS are proposed. The first two schemes are used to 

solve the capacity versus imperceptibility issue by using two stage FRBS. In 

the first scheme, three features of the image are determined by the first 

FRBS and then second FRBS is used to embed the desired capacity for the 

given level of imperceptibility. In the second scheme, again features of the 

image are calculated based on HVS and then a particular image is chosen 

which can carry our desired capacity with high imperceptibility. In the third 

scheme, a novel IWT based scheme is proposed to select an image from the 

list, which can make our watermark information robust while embedding our 

desired capacity with a constrained imperceptibility. Main sections of the 

chapter are organized as, 
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2.  Image Features using HVS 

This section highlights the outcomes of feature extraction blocks. 

Although there are various kinds of digital image features, but in the 

proposed scheme only those features are chosen that are directly linked with 

image capacity namely, brightness, edge and texture features. Uniform areas 

of image are very sensitive to the addition of watermark information so, only 

small amount of information can be added in the uniform areas whereas, the 

edge areas can support for embedding greater watermark information. The 

HVS has been considered with several phenomenon that permits to adjust 

the pixel values to elude perception has been proposed by Lande et al. 

(2010). The FRBS has been used here to adapt the HVS different properties. 

In this scheme, we are considering texture, brightness and edge sensitivity, 

so that embedding the watermark information in these features makes the 

image imperceptible. 

 
 

2.1  Brightness Sensitivity 

Brighter background areas are less sensitive than dark ones that way 

our proposed scheme search for pixels with high values of brightness which 

are chosen for embedding the watermark bit. The most common format of the 

pixel is the byte image that results in a value from 0 to 255 as the numbers in 

this range are stored in an 8-bit. The pixel value ‘0’ represents the maximum 

darkness in the image while the value ‘255’ represents the maximum 

brightness in the image whereas, the grey shades represent the values in 

between.  
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2.2  Edge Sensitivity 

To make the lower visibility of embed signal, higher edges are chosen 

for embedding the watermark was proposed by Canny (1986). A gradient 

analysis has been made to test the model by using different edge detection 

methods such as sobel, prewitt and canny. In the present scheme, we have 

used Canny method for calculating edge sensitivity ( ).ES  

 
 

2.3  Texture Sensitivity 

The stronger the texture features, the lower is the visibility of the 

embedded data so, our scheme search for the pixels with the highest texture 

for embedding the watermark data. Texture sensitivity basically measures the 

activity of the center pixel with it neighbors as, 

 

 

2 22 2

0 1 2 3
Activity g g g g g g g gc c c c         

 Ojala et al. (2002) proposed a LBP operator for calculating texture 

sensitivity that was based on the postulation that the texture has locally two 

paired aspects, strength and the pattern. The effectiveness has been 

proposed to be an operative descriptor in texture classification proposed by 

Haralick et al. (1973). In the experimental studies, LBP has became the 
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strongest measure for texture analysis which can be comprehended as a 

uniting methodology to the traditionally different statistical and physical 

models of texture analysis as discussed by Pietikäinen (2005). The most 

important property of LBP operator in real world applications is its invariance 

against monotonic gray level changes. 

 LBP is defined as a gray-scale invariant texture measure, resulting 

from a description of texture in a local neighborhood. A binary value from 0 to 

255 is gained by concatenating the values of the neighborhood results in a 

clock wise direction for each pixel. In this scheme, we have used LBP for 

texture sensitivity calculation. In the present scheme, we have used LBP 

method for calculating texture sensitivity ( ).TS  

 

3.  Components of Fuzzy Rule Base System 

Components of Fuzzy rule base system are as under. 

 
 Fuzzifier 

Standard Gaussian fuzzifier is used to transform crisp values of input 

into corresponding fuzzy values. 

 
 Inference Engine 

MIE is used for inferring that an input vector is mapped on to which 

 corresponding output point by making use of rules in the rule base.  In 

 MIE, fuzzy operation AND is chosen as MIN while OR is chosen as 

 MAX. 
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 De-Fuzzifier  

Standard CAD is used to transform the output fuzzy value into crisp 

value. 

 
 

4.  Design of  FRBS-1 

As mentioned earlier, FRBS-1 has three input variables namely 

brightness sensitivity, texture sensitivity and edge sensitivity duly defined in 

previous section. The input range of brightness and edge sensitivity is 

between 0-255 and edge sensitivity could either be 0 or 1. Five membership 

functions are used to cover the input space of brightness sensitivity (very 

dark, dark, dim, bright and very bright), two membership functions are used to 

represent edge sensitivity (low, high) and five membership function for texture 

sensitivity (very smooth, smooth, average, rough and very rough). These 

relationships are shown in Fig. V-1, Fig. V-2 and in Fig. V-3 respectively. 

There is one output variable named capacity factor. Five membership 

functions (very low, low, medium, high and very high) are used to cover the 

range which is between 0 and 1 as shown in Fig. V-4. 

As cardinality of rule base is the product of number of membership 

functions in each input variables, there are fifty rules in the rule base. As all 

three features are somewhat in directly proportional to the output, the rules 

are formulated accordingly. The possible values of variable edge sensitivity 

are 0 or 1, so twenty-five rules are formulated for each case.  Rules can be 

found in Table V-1 and Table V-2 for edge sensitivity 1 and 0 respectively. 

Each table contains twenty-five rules. The first row and first column of each 
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table contains IF part while rest of the table contains according value of THEN 

part. A rule format can be expressed as; 

IF (Texture= ‘Average’ AND Brightness = ‘Dim’ AND Edge = ‘1’) THEN (Alpha 

= ‘Medium’) 

The rule surfaces according to these tables are given in Fig. V-5 and in 

Fig. V-6 respectively. Both of these figures narrate that higher the values of 

brightness and texture sensitivity, image capacity factor is higher. However, 

this impact is more when edge sensitivity is 1 and less when edge sensitivity 

is 0, which conforms to the definitions given in previous section.  

 

 

Figure V - 1  Membership function showing input variable Brightness 
sensitivity 
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Figure V - 2  Membership function showing input variable Edge sensitivity 

 

Figure V - 3  Membership function showing input variable Texture sensitivity 
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Figure V - 4  Membership function showing output variable Capacity Factor 
 

 

 

Table V - 1: Rulebase with Edge sensitivity = 1 

 

 
Edge = 1 

Brightness 
V-Low Low Dim High V-High 

T
e
x
tu

re
 

V-Smooth VL L L M M 

Smooth L L M M H 

Average L M M H H 

Rough M M H H VH 

V-Rough M H H VH VH 

  

 

 
Table V - 2: Rulebase with Edge sensitivity = 0 
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Edge = 0 

Brightness 
V-Low Low Dim High V-High 

T
e
x
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re
 

V-Smooth VL VL L L M 

Smooth VL L L M M 

Average L L M M H 

Rough L M M H H 

V-Rough M M H H VH 

 
 
 

 

 

 

 Figure V - 5  Rule Surface with Edge sensitivity = 1 
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Figure V - 6  Rule Surface with Edge sensitivity = 0 
 
 

5.  Image Capacity Maximizing using FRBS-2 

In this scheme, a second order fuzzy rule base system is proposed for 

finding the maximum capacity in the images that can be embedded for the 

desired imperceptibility. The proposed FRBS is twofold. The first fuzzy rule 

base system computes the features of each pixel in the image and then 

these features are used to compute the capacity factor alpha, of each pixel of 

the image. Second FRBS is used to find the maximum capacity with a given 

desired imperceptibility factor. After computing the maximum capacity, it is 

practically loaded in the image and then the imperceptibility of image is 

computed which is almost near to the desired imperceptibility. The proposed 

scheme is verified on medical as well as natural images. 



119 
 

 
 

 

5.1  System Model 

Block diagram of the proposed system model is given in Fig. V-7. An 

arbitrary cover image of size M x N is given as input to the feature extraction 

block. Feature extraction block in return provides three features that are 

brightness sensitivity ,BS  texture sensitivity 
TS and edge sensitivity

ES . Firstly 

FRBS-1 takes the three features of the whole image as input and gives the 

capacity factor alpha ( ). Secondly FRBS-2 takes capacity factor alpha and 

imperceptibility factor (IF) as input and returns capacity of the image. The 

details pertaining to the components of proposed model are given in 

subsequent sections. 

 

 

Figure V - 7  Block diagram of system maximizing capacity 

 
 

5.2  Design of FRBS-2 

In FRBS-2, there are two input variables namely capacity factor( ) 

which is outcome of FRBS-1 and second input variable is desired IF which is 

actually desired PSNR. As far as the ranges of input variables are concerned, 

value of first input variable “capacity factor” is between 0 and 1 and five 

 

MxNI  

Capacity
 

BS  

TS  

ES  

  

IF  

 

FRBS 

2 

 

Feature 

Extraction 

Block 

 

FRBS 

1 
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membership functions (Very low, low, medium, high and very high) are 

assigned to it. Similarly value of second input variable “imperceptible factor” is 

between 30dB to 70dB and five membership functions (Very low, low, 

medium, high and very high) are assigned to it. These relationships are 

shown in Fig. V-4 and Fig. V-8 respectively.  

There is one output variable name “capacity”. Values of capacity are 

taken between 0 and 1 while there are nine membership functions 

(Exceedingly very low ‘EVL’, Exceedingly low ‘EL’, very low ‘VL’, low ‘L’, 

medium ‘M’, high ‘H’, very high ‘VH’, Exceedingly high ‘EH’ and Exceedingly 

very high ‘EVH’). This is shown in Fig. V-9. As there are five membership 

functions in each input variable, there are twenty-five rules in the rule base. 

These rules are given in Table V-3. As first input variable is directly and 

second input variable is inversely proportional to output capacity; this makes 

the problem very interesting and suitable for fuzzy system being proposed. 

Rule surface for FRBS-2 is shown in Fig. V-10. Fig. V-11 shows the 

relationship between capacity factor (alpha) and capacity at the mean value 

of imperceptibility factor that is 50dB. Similarly Fig. V-12 shows the 

relationship between imperceptibility factor and capacity at the mean value of 

alpha that is 0.5. 
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Figure V - 8  Membership function showing input variable Imperceptibility 

Factor 

 

 

Figure V - 9  Membership function showing output variable Capacity 
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Table V - 3: Rule base for FRBS-2 

 

Capacity 
factor   

(alpha) 

Imperceptibility Factor (IF)  

V-Low Low Med High V-High 

V-Low 
M L VL EL EVL 

Low 
H M L VL EL 

Med 
VH H M L VL 

High 
EH VH H M L 

V-High 
EVH EH VH H M 

 

 

 

 

 

Figure V - 10  Rule Surface of FRBS-2 
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Figure V - 11 Relationship b/w alpha and capacity at IF = 50dB 
 

 

Figure V - 12  Relationship b/w IF and capacity at alpha = 0.5 
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5.3  Capacity Maximization 

The steps for finding the ultimate value of capacity in terms of bits are 

given as below. 

 Input an arbitrary cover image to feature extraction block 

 Image extraction block will provide features of the image 

 Input image features to FRBS-1  

 FRBS-1 will provide capacity factor( ) of the image as;  

         1( , , )B E TFRBS S S S    

 Input desired IF and capacity factor ( ) achieved in last step to FRBS-

2 to find final capacity as; 

        

100

where 

2( , )

PercentageCapacity Capacity

Capacity FRBS IF

 

 

                      (Eq. V - 1) 

 
 

Example of finding capacity in bits: 

Assume an image of size 300x300 pixels, where each pixel consists of 

8-bits.Suppose the average capacity factor of the image is 0.3 and the 

desired  imperceptibility factor is 50dB. Upon feeding these values to FBRS-2 

the value of capacity is 0.401. Now 

 Percentage Capacity = 40.1%  

 Capacity in bits= 40.1% of the size of the original image in bits 

 (300x300) x 40/100=36000 bits 

This means for a desired imperceptibility factor of 50dB with a given 

image, a total of 36K bits can be embedded. Also with the help of FRBS-1, 

the value of alpha for individual pixels can also be found and that information 

is useful at the time of embedding the information in the individual pixels. A 
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pixel with higher alpha can hide more bits compared to a pixel with lower 

value of capacity factor ( ). 

 
 

5.4  Simulation Results 

This section contains the simulation results to validate the proposed 

scheme. Different images are taken from medical and natural domains. For 

desired value of IF, capacity is found. After practically embedding full 

capacity into the image, finally image PSNR is found. It is found that the 

achieved IF factor is almost same as desired imperceptibility factor. This is 

demonstrated through the following simulations. 

 Images with different dimensions and domains (medical & natural) are 

chosen to highlight the effectiveness of the proposed scheme. In Fig. V-13a, 

an ultrasound image is taken with size 194x259. After passing through 

FRBS-1, its alpha was found 0.3291. With desired PSNR = 55dB, the 

capacity of the image was 17.787KB. Upon substituting full load, Fig. V-13b 

is watermarked image which achieved PSNR of 55.39dB.   

Similarly, in Fig. V-14a, a brain image is taken with size 202x190. After 

passing through FRBS-1, its alpha was found to be 0.4001. Now with desired 

PSNR of 55dB, according to FRBS-2, the capacity of the image was 

14.853KB. Upon substituting full load, Fig. V-14b is the watermarked image 

with achieved PSNR = 53.18dB.  

In Fig. V-15a, a brain image is taken with size 224x224. After passing 

through FRBS-1, its alpha was found 0.3883. Now with a desired PSNR of 

55dB, according to FRBS-2, the capacity of the image was 19.167KB. Upon 
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substituting full load, Fig. V-15b is the watermarked image with achieved 

PSNR = 53.28dB.  

In Fig. V-16a, an X-ray image is taken with size 225x225. After 

passing through FRBS-1, its alpha was found 0.4430. Now with a desired 

PSNR of 55dB, according to FRBS-2, the capacity of the image was 

20.705KB. Upon embedding full load, Fig. V-16b is the watermarked image 

with achieved PSNR = 53.28dB. 

 

  
(a) (b) 

Figure V - 13 (a) Ultrasound image of size (194x259) (b) Watermarked image 

with capacity 17.787KB and PSNR = 55.39dB 

  
(a) (b) 

Figure V - 14 (a) Brain image of size (202x190) (b) Watermarked image with 

capacity 14.853KB and PSNR = 53.18dB 

 

In Fig. V-17a and in Fig. V-18a two natural images are considered. 

Both images are of same size and having alpha as 0.4327 and 0.4798 

respectively. At a PSNR of 55dB, the capacities of the images are 20.401KB 

and 21.667KB respectively.  
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(a) (b) 

Figure V - 15 (a) MRI image of size 224x224 (b) Watermarked image with 

capacity 19.167KB and PSNR = 53.28dB 

  
(a) (b) 

Figure V - 16 (a) X-Ray image of size (225x225) (b) Watermarked image with 

capacity 20.705KB and PSNR = 53.50dB 

  
(a) (b) 

Figure V - 17 (a) Lena image of size (225x225) (b) Watermarked image with 

capacity 20.401KB and PSNR = 53.27dB 

  
(a) (b) 

Figure V - 18 (a) Baboon image of size (225x225) (b) Watermarked image 

with capacity 21.667KB and PSNR = 51.61dB 
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Table V - 4: Relationship b/w image capacity and PSNR 

 

Images 
Capacity 

factor 
(alpha) 

PSNR 
desired 

Capacity 
(KB) 

PSNR 
achieved 

Ultrasound 
0.3291 55 17.787 55.39 

Brain 
0.4001 55 14.853 53.18 

MRI 
0.3883 55 19.167 53.28 

X-Ray 
0.4430 55 20.705 53.50 

Lena 
0.4327 55 20.401 53.27 

Baboon 
0.4798 55 21.667 51.61 

 

 

The results are combined in Table V-4. From these results following 

conclusions can be made.  

 For a fixed value of desired PSNR, higher the value of capacity 

factor ( ), higher the capacity  

 Higher the value of capacity, more degradation in achieved PSNR 

and vice versa. e.g., for Fig. V-18, we have highest capacity but 

PSNR degradation is 3.39dB. 

 Higher the image dimension, higher the value of capacity factor(

)and hence higher the watermark embedding capacity. 

Fig. V-19 shows the PSNR of proposed method against JPEG 

compression with different values of QF for different images. PSNR for 

ultrasound image is 55.38dB for QF=90 which is only with the difference 

0.01dB from the PSNR of un-attacked watermarked image as in Fig. V-13b. 

When the QF for the same image was reduced to 70 and 50, PSNR comes 

55.38dB and 55.37dB. For brain image, PSNR with (QF=90,70 and 50) 
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comes out 53.18dB, 53.14dB and 53.14dB respectively which is almost equal 

to the un-attacked watermarked image as shown in Fig. V-14b. For x-ray 

image, PSNR with (QF=90,70 and 50) comes out 52dB, 51.99dB and 

51.99dB respectively which is almost equal to the un-attacked watermarked 

image as shown in Fig. IV-16b. For lena image, PSNR with (QF=90,70 and 

50) comes out 52.27dB, 52.26dB and 52.26dB respectively which is almost 

equal to the un-attacked watermarked image as shown in Fig V-17b. For 

baboon image, PSNR with (QF=90,70 and 50) comes out 51.59dB, 51.596dB 

and 51.56dB respectively which is almost equal to the un-attacked 

watermarked image as shown in Fig. V-18b. From the results given in Fig. V-

19, it is clear that the proposed scheme out performed against JPEG 

compression attack.    

 
 

 

Figure V - 19  PSNR of different images at different QF of JPEG 
Compression attack 
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Figure V - 20  PSNR of different images at different variances salt & pepper 

noise attack 

 

 

Fig. V-20 shows the PSNR of proposed method against salt & pepper 

noise with different variances for different images. For ultrasound image, 

PSNR comes 23.43dB, 32.14dB and 33.70 dB for variance of 0.01, 0.002 

and 0.001 respectively which is decreased as compared with un-attacked 

watermarked image as shown in Fig V-13b. For brain image, there is also 

decrease in PSNR value as compared to the un-attacked watermarked 

image as shown in Fig. V-14b. For x-ray image, there is also decrease in 

PSNR value when it compared to the un-attacked watermarked image as 

shown in Fig. V-16b. Similarly, for lena and baboon image, there is also 

decrease in PSNR values when these are compared with the un-attacked 

watermarked images as shown in Fig. V-17b and Fig. V-18b respectively. 
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Figure V - 21  PSNR of different images at different variances of gaussian 

noise attack 

 

 

Fig. V-21 shows the PSNR of proposed method against gaussian 

noise with different variances for different images. For ultrasound image, 

PSNR comes 21.38dB, 21.61dB and 21.71 dB for variance 0.01, 0.002 and 

0.001 respectively which is decreased as compared with un-attacked 

watermarked image as shown in Fig. IV-13b. Similarly for brain, x-ray, lena 

and baboon images there is also drop in PSNR values compared with the 

PSNR values of Fig. V-14b, Fig. V-16b, Fig. V-17b and Fig. V-18b 

respectively.  Since, there is decrease in PSNR values after passing through 

gaussian noise hence, the scheme is less robust against gaussian noise. 
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Table V - 5: PSNR of different images against Median filtering attack of 

different window sizes 

  
Images 

 
Median  

filter of window 
(7x7) 

 
Median filter 
of window 

(5x5) 

 
Median filter 
of window 

(3x3) 

 
Ultrasound 

 
22 

 
23.21 dB 

 
24.50 dB 

 
Brain 

 
21.26 dB 

 
24.45 dB 

 
29.25 dB 

 
X-Ray 

 
28.93 dB 

 
30.65 dB 

 
34.54 dB 

 
Lena 

 
24.21 dB 

 
25.98 dB 

 
29.11 dB 

 
Baboon 

 
20.62 dB 

 
21.22 dB 

 
22.44 dB 

 

 

 Table V-5 shows the PSNR of proposed method against median 

filtering with different window sizes for different images. For ultrasound 

image, PSNR comes 22.37dB, 23.21dB and 24.50 dB for window sizes 7x7, 

5x5 and 3x3 respectively, which is decreased as compared with un-attacked 

watermarked image as shown in Fig. V-13b. Similarly for brain, x-ray, lena 

and baboon images there is also drop in PSNR values as compared with the 

PSNR values of Fig. V-14b, Fig. V-16b, Fig. V-17b and Fig. V-18b 

respectively.       

 

  
  

 

Figure V -  22  (a) Barbara image original (b)  Plane image original 
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Table V - 6: Capacity comparison of proposed scheme with the scheme in 

the literature 

 

 
 

Images 

 
 

PSNR 

 
Capacity (bits) of 
proposed scheme  

Capacity (bits) of 
scheme proposed by 

Chen et al. (2009) 

Lena 49.6dB 228542 70627 

Baboon 48.6dB 229348 24634 

Barbara 50.1dB 250221 48997 

Plane 49.1dB 212988 78154 

 

 

Table V-6 illustrates the comparison of proposed scheme with the 

scheme proposed by Chen et al. (2009) in terms of calculated capacity based 

on lena, baboon, barbara and plane images (Fig. V-22a and Fig. V-22b 

respectively) of size 512x512. For lena image at PSNR of 49.6dB, scheme 

presented by Chen et al. (2009) calculates the capacity of only 70627 bits 

almost while proposed scheme calculates the capacity of 228542 bits which 

is three times the capacity of scheme presented by Chen et al. (2009). 

Similarly, for baboon image at PSNR of 48.6dB, proposed scheme calculates 

the capacity of 229348 bits which is more than the scheme presented by 

Chen et al. (2009). Similarly, for barbara and plane image, the capacity of 

proposed scheme is also more than the scheme presented by Chen et al. 

(2009).     
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(a) 
Ultrasound watermarked 
image compressed with 

QF = 80, Nc = 1 

(b) 
Ultrasound watermarked 
image compressed with 

QF = 70, Nc = 1 
Extracted watermark = 
[0 1 1 0 1 1 1 1 1 1 1 1 

1...]   

Extracted watermark = 
[0 1 1 0 1 1 1 1 1 1 1 1 

1...]   

  
(c) 

Brain watermarked 
image compressed with 

QF = 80, Nc = 1 

(d) 
Brain watermarked 

image compressed with 
QF = 70, Nc = 1 

     Extracted watermark  
= [0 1 1 0 1 1 1 1 1 1 1 1 
1...]   

    Extracted watermark 
= [0 1 1 0 1 1 1 1 1 1 1 1 
1...]   

  

(e) 
Lena watermarked 

image compressed with 
QF = 80, Nc = 1 

(f) 
Lena watermarked 

image compressed with 
QF = 70, Nc = 1 

Extracted watermark = 
[0 1 1 0 1 1 1 1 1 1 1 1 

1...]   

Extracted watermark = 
[0 1 1 0 1 1 1 1 1 1 1 1 

1...]   

  

(g) 
Baboon watermarked 

image compressed with 
QF = 80, Nc = 1 

(h) 
Baboon watermarked 

image compressed with 
QF = 70, Nc = 1 

Extracted watermark = 
[0 1 1 0 1 1 1 1 1 1 1 1 

1...]   

Extracted watermark = 
[0 1 1 0 1 1 1 1 1 1 1 1 

1...]   

Figure IV - 23  (a-h) Shows different watermarked images compressed with 
QF = 80 and 70 with their extracted watermarks and Nc 
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 Ultrasound watermarked images compressed with QF=80 and QF=70 

are shown in Fig. V-23 and Fig. V-23b respectively with the extracted 

watermarks and their Nc. Since, the correlation of extracted watermarks is 

maximum so our proposed scheme is highly robust against JPEG 

compression attack. Similarly, when watermarked brain, lena and baboon 

images are compressed with QF=80 and QF=70, Nc is maximum as shown 

in Fig. V-23c, Fig. V-23d, Fig. V-23e, Fig. V-23f, Fig. V-23g and Fig. V.23h 

respectively. Results in Fig. V-23(a-h) shows the high robustness of 

watermark information in our proposed scheme.  

 
 

5.5  Conclusion 

In this scheme, a Second order fuzzy rule base system (SOFRBS) for 

finding the capacity of digital image watermarking is proposed. This is 

twofold; firstly, by using the FRBS-1, the capacity factor( ) of the image can 

be found by applying the image features (brightness, texture and edge) as 

input. FRBS-2 finds the capacity of the image by using capacity factor( ) and 

desired PSNR as input. Upon finding the capacity of the image, said capacity 

was embedded as a watermark. After embedding, PSNR of the watermarked 

image is calculated again and compared with the desired PSNR. It is 

observed from the simulations that achieved PSNR is quite close to the 

desired PSNR. Simulation results of images from different domains and 

dimensions are used to highlight the significance of the proposed scheme. 

 

 

6.  Image selection criteria for embedding 
desired capacity using FRBS-2 
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In this scheme, two stage FRBS is proposed to choose the candidate 

image from the list of images for embedding desired capacity ( dC ) while 

keeping the IF high. FRBS proposed here is comprised of two stages. In the 

first stage, FRBS is used to compute the capacity factor( ), from the given 

features in the image. In the second stage, FRBS is used to select the image 

embedded with dC . Scheme is tested for natural images as well as medical. 

Moreover, the proposed scheme is also robust against JPEG compression 

attack.   

 
       

6.1  System Model 

Block diagram of the proposed scheme is given in Fig. V-24. Different 

types of cover images of size M x N are given as input to the feature 

extraction block. Feature extraction block in return provides three features that 

are brightness sensitivity ,BS  texture sensitivity 
TS and edge sensitivity

ES . 

 

Figure V - 24  Block diagram of proposed system 
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Firstly FRBS-1 takes the three features of the whole image as input 

and gives the capacity factor alpha ( ). Secondly FRBS-2 takes capacity 

factor ( ) and dC  as input and returns IF of each image. The details 

pertaining to the components of proposed model are given in subsequent 

sections. 

 

 

6.2  Design of FRBS-2 

In second FRBS-2, there are two input variables namely capacity 

factor( ) which is outcome of FRBS-1 and second input variable is dC  and 

output of FRBS-2 is imperceptibility which is actually desired PSNR. As far as 

the ranges of input variables are concerned, value of first input variable 

“capacity factor” is between 0 and 1 and five membership functions (Very low, 

low, medium, high and very high) are assigned to it as shown in Fig. V-4. 

Similarly value of second input variable dC   is also between 0 and 1 and five 

membership functions (Very low, low, medium, high and very high) are 

assigned to it as shown in Fig. V-25.  

There is one output variable named “IF”, which is between 30dB to 

70dB while there are nine membership functions (Exceedingly very low ‘EVL’, 

Exceedingly low ‘EL’, very low ‘VL’, low ‘L’, medium ‘M’, high ‘H’, very high 

‘VH’, Exceedingly high ‘EH’ and Exceedingly very high ‘EVH’). This is shown 

in Fig. V-26. As there are five membership functions in each input variable, 

there are twenty-five rules in the rule base. These rules are given in Table V-

7. Rule surface of FRBS-2 is shown in Fig. V-27. Fig. V-28 shows the direct 

relationship between capacity factor ( ) and dC at the mean value of 50dB. 
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Similarly, Fig. V-29 shows the inverse relationship between imperceptibility 

factor and desired capacity at mean value of 0.5.  

 

Figure V - 25  Membership function showing input variable desired capacity 

 

 

6.3  Image Selection Criteria 

The steps for selecting the image from the series of input images for 

embedding desired capacity are given as below. 

 Input different arbitrary cover images to feature extraction block. 

 For each input image, image extraction block will provide features of 

each image.  
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Figure V - 26  Membership function showing output variable Imperceptible 

Factor (IF) 

 

 

 

 

 

Table V - 7: Rule base for FRBS-2 
 

Capacity factor   
(alpha) 

Desired Capacity ( dC ) 

V-Low Low Med High V-High 

V-Low 
M L VL EL EVL 

Low 
H M L VL EL 

Med 
VH H M L VL 

High 
EH VH H M L 

V-High 
EVH EH VH H M 
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Figure V - 27  Rule Surface of FRBS-2 

 

 

Figure V - 28  Relationship b/w alpha and desired capacity at IF=50dB 
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Figure V - 29  Relationship b/w IF and desired capacity at alpha = 0.5 

 

 

 Input the features of each image to FRBS-1.  

 FRBS-1 will provide capacity factor( ) of the image as,  

                             1( , , )B E TFRBS S S S    

 Input dC and capacity factor ( ) achieved in last step to FRBS-2 to find 

the IF and on the basis of this, candidate image can be selected. 

FRBS-2 will provide the IF as, 

   2( , )dIF FRBS C   

 
       

6.4.  Simulation Results 

Images from different domains each having size of 256x256 pixels are 

taken. For desired value of capacity, IF is calculated by our proposed FRBS-
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2, which is termed as PSNR found. This is demonstrated through the 

following simulations. 

Images from different domains (medical, natural) are chosen to 

highlight the effectiveness of the proposed scheme as shown in Fig. V-30(a-

f). Fig. V-31(a-f) shows the images with their PSNR found for the dC of 20K 

bits.  

Fig. IV-31a shows the ultrasound image with PSNR found of 50.64dB 

for desired capacity of 20K bits. Fig. IV-31b shows the brain image with 

PSNR found of 51.94dB for dC  of 20K bits. Fig. IV-31c shows the MRI image 

with PSNR found of 51.82dB for desired capacity of 20K bits. Fig. IV-31d 

shows the X-Ray image with PSNR found of 52.56dB for dC of 20K bits. Fig. 

IV-31e shows the Lena image with PSNR found of 52.55dB for dC  of 20K 

bits. 

   
(a) (b) (c) 

   
(d) (e) (f) 

 

Figure V - 30  Original Images (a) Ultrasound image original (b) Brain image 

size original (c) MRI image original (d) X-Ray image original (e) Lena image 

original (f) Baboon image original 
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(a) (b) (c) 

   
(d) (e) (f) 

 

Figure V - 31  Shows PSNR found for different images for desired capacity of 

20K bits (a) PSNR found = 50.64dB  (b) PSNR found = 51.94dB (c) PSNR 

found = 51.82dB (d) PSNR found = 52.70dB (e) PSNR found = 52.55dB (f) 

PSNR found = 53.50dB 

 

Similarly, Fig. IV-31f shows the baboon image with PSNR found of 

53.50dB for desired capacity of 20K bits. Since the PSNR found of baboon 

image is greater than the rest of the images, so it is the candidate image for 

carrying our dC .  

When the desired capacity is increased to 26K bits, PSNR found is 

also computed for the given set of images which is shown in Fig. IV-32(a-f). 

Since, again the PSNR found of baboon image is again greater than rest of 

the images, so it is the candidate image for carrying our dC .  

   
(a) (b) (c) 
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(d) (e) (f) 

 

Figure V - 32  Shows PSNR found for different images for desired capacity of 

26K bits (a) PSNR found = 48.76 dB (b) PSNR found = 49.97 dB (c) PSNR 

found = 49.87 dB (d) PSNR found = 50.77 dB (e) PSNR found = 50.61 dB  (f) 

PSNR found = 51.53 dB 

 

 

Table V - 8: Shows PSNR found for desired capacity of 20K bits 
 

Images 
Capacity 

factor (alpha) 

PSNR 

found(dB) 

Ultrasound 0.3336 50.64 

Brain 0.3988 51.94 

MRI 0.3928 51.82 

X-Ray 0.4408 52.70 

Lena 0.4324 52.55 

Baboon 0.4790 53.50 

 
 

Results are summarized in Table V-8 and Table V-9 for desired 

capacity of 20K bits and 26K bits respectively for different images along with 

the capacity factor ( ). From Table V-8, it can be easily seen that the PSNR 

found of baboon is greater than the rest of images so it is chosen as the 

desired image. Similarly, in Table V-9, the PSNR value of baboon is again 

greater than the rest of images when the desired capacity is increased to  

26K bits So, again baboon image is chosen as a candidate image. 
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Table V - 9:  Shows PSNR found for desired capacity of 26K bits 

 

Images 
Capacity factor 

(alpha) 

PSNR 

found(dB) 

Ultrasound 0.3336 48.76 

Brain 
0.3988 49.97 

MRI 
0.3928 49.87 

X-Ray 
0.4408 50.77 

Lena 0.4324 50.61 

Baboon 0.4790 51.53 

 

 

 

 
Medical image original of size 

(256x256)  
PSNR found = 40.30dB 

PSNR by Oueslati et al. (2010) 
= 40.12dB 

 
Figure V - 33  Shows medical image original with PSNR found 

 
 

Fig. V-33 shows the medical image original of size (256x256). The 

existing scheme as discussed by Oueslati et al. (2010) embeds 65,536 bits in 

the medical image given in Fig. V-33 and the PSNR calculated is 40.12dB. 
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When the same capacity is embedded in the same image given in Fig. V-33, 

the PSNR calculated by the proposed scheme is 40.30dB which is slightly 

higher than the existing scheme. Hence, the proposed schemes makes the 

image more imperceptible than the existing scheme.  

 

Figure V - 34  Shows Nc of proposed scheme and existing scheme against 

JPEG compression attack with different quality factor (QF) 

 
 

Fig. V-34 shows the Nc of proposed scheme with the scheme as 

discussed by Oueslati et al. (2010) against JPEG compression attack with 

different quality factors. For QF of 90 and 80, both the existing scheme and 

the proposed scheme computes the value of Nc = 1. For QF = 70, existing 

scheme computes the value of Nc = 0.9825 while the proposed scheme 

computed the value of Nc = 1, When QF is reduced to 60, existing scheme 

computes the Nc value of 0.9691 while the proposed scheme computes the 
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Nc value of 1. Similarly for QF of 40 and 20, Nc values of the existing 

scheme are slightly less than 1 but the proposed scheme computes the value 

of Nc = 1 for same QF. Hence, the proposed scheme is also robust against 

JPEG compression attack with different values of QF than the existing 

scheme as discussed by Oueslati et al. (2010). 

 
 

6.5  Conclusion 

The two stage FRBS is proposed to select an image from the list of 

images which can carry our desired capacity while keeping imperceptibility as 

high as possible. Fuzzy rule base designed here consists of two stages. 

FRBS-1 computes the capacity factor ( ) from the given features in the 

image while FRBS-2 computes the IF for the certain desired capacity. 

Images from different domains are taken to check the effectiveness of our 

proposed scheme. To verify, desired capacity is practically embedded and 

then PSNR achieved is calculated which is close to the PSNR found 

calculated by our proposed FRBS. Image with the highest PSNR found is 

chosen as a candidate image from the list to carry our desired capacity. The 

proposed scheme makes the image more imperceptible than the existing 

scheme. Moreover, the proposed scheme outperforms than the existing 

scheme in terms of JPEG compression attack with different values of QF. 

 
 

7.  Optimal Secure Information using Digital 
Watermarking and Fuzzy Rule base 

 

In this scheme, a novel block based transform domain technique for 

image selection criteria providing robustness of watermark information is 
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proposed using FRBS, while embedding desired capacity with desired 

imperceptibility. The proposed FRBS is two-fold. Firstly, the FRBS is used to 

chose the candidate image block and secondly, the FRBS-1 is used to chose 

the coefficients from the chosen candidate blocks for embedding the dC . 

Those images are chosen from the list whose number of coefficients are 

greater than certain threshold. The chosen images are embedded with the 

dC  using LSB method in transform domain and are passed through different 

attacks. PSNR of the watermarked images and correlation of extracted dC is 

computed. Particular image is selected as a candidate image whose PSNR 

and correlation is higher than the other images embedded with the same dC . 

The authenticity of the proposed scheme is validated through simulation of 

different types of images like natural and medical images.  

 
 

7.1  System Model 

 Block diagram of the proposed system model for embedding desired 

capacity is given in Fig. V-35. Cover image of size N x N is divided into non-

overlapping blocks of size 8x8. IWT is used to decompose each image block 

into four sub bands LL (approximate), LH (horizontal), HL (vertical) and HH 

(diagonal) features. The LL sub band is approximately located at half the 

original image. While, the HH sub band contains the high frequency details of 

image. On the other hand, the HL-LH convey changes of the image. Since, 

the capacity is to be embedded in middle-band so, we have used the middle-

band to calculate the three features namely, brightness, edge and texture. 
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Divide into 8x8 

blocks
INxN IWT of each block
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Inverse IWT
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Embed desired 
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Figure V - 35  Block diagram for embedding desired capacity 

 
 

 Mean of each block is computed and the candidate block is indicated 

using FRBS-1. After selecting the candidate block, FRBS-1 is used again to 

select the coefficients for embedding dC . Those images are chosen whose 

number of coefficients are greater than certain threshold. The selected 

images are then embedded with the dC  and are passed through different 

attacks. Positions for the candidate block and candidate coefficients are also 

saved in the location map.  

The location map is a binary matrix which indicates that which blocks 

and which coefficients are watermarked. As a part of side information, this 

location is also send to the decoder to retrieve the message bits. Fig. V-36 

shows the block diagram for extraction of desired capacity. The watermarked 

image is again divided into 8x8 blocks and IWT of each block is computed. 

By using the location map, candidate blocks are indicated firstly and then 
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coefficients are also indicated. Embedded capacity is than extracted from the 

LSB's of indicated coefficients and then Nc is computed. 

 

Divide into 8x8 

blocks
IWT of each block

Block indication 

using location 

map



Coefficient 

indication using 

location map

Extract desired 

capacity
Correlation

Embedded 

desired capacity

I'NxN

Nc

 

 Figure V - 36  Block diagram for extraction of desired capacity 

 
 

 
 

7.2.  Simulation Results 

 This section contains the simulation results to validate the proposed 

scheme. Different images are taken from medical and natural domain each 

of size of 256x256 pixels as shown in Fig. V-37(a-h) along with the number 

of coefficients available for embedding. Block threshold and coefficient 

threshold was taken 0.3.   
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Brain MRI image original 
no of coefficients  = 5886 

(a) 

Cameraman image original 
no of coefficients  = 26560  

(b) 

  
Lena image original  

no of coefficients  = 27616 
(c) 

Brain x-ray image original 
no of coefficients  = 12171   

(d) 

  
Pepper image original  

no of coefficients  = 19126 
(e) 

Hand x-ray image original  
no of coefficients  = 6621 

(f) 

   

Leg x-ray image original 
no of coefficients  = 12423 

(g) 

Baboon image original 
no of coefficients  = 24689 

(h) 

Figure V - 37(a-h)  Shows different original images from different domains 

along with the no of coefficients 
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Cameraman image original 
no of coefficients  = 26560  

(a) 

Lena image original 
no of coefficients  = 27616 

(b) 
 

Figure V - 38(a-b)  Shows selected images which can carry our desired 

capacity which is roughly 3KB 

 

  

Watermarked cameraman 
image (PSNR = 49.08dB)  

(a) 

Watermarked lena image  
(PSNR = 54.92dB) 

(b) 

Figure V - 39(a-b)  Shows watermarked images embedded with capacity of  

3KB 

 

Fig. V-38 shows the cameraman image and lena image selected from 

the list to carry our dC  which is roughly 3KB. Since each coefficient is 

embedded with one bit and our dC  is 3KB and these two images can carry 

our desired capacity so that's why these images are selected. Similarly, Fig. 

V-39(a-b) shows the cameraman and lena watermarked images with PSNR 

of 49.08dB and 54.92dB respectively. Fig. V-40(a-f) shows the watermarked 

lena image after passing through JPEG compression attack with different 

values of QF. Fig. V-41(a-c) shows the watermarked lena image after 

passing through salt & pepper noise with different variances. Similarly, Fig.  
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V-42(a-b) shows the watermarked lena images after gaussian noise attack 

with mean of 0.01 and 0.02 but of 0 variance respectively.    

 

   

Compressed with QF 
= 90 
(a) 

Compressed with QF 
= 70 
(b) 

Compressed with QF = 
50 
(c) 

    

Compressed with QF 
= 40 
(d) 

Compressed with QF 
= 30 
(e) 

Compressed with QF = 
10 
(f) 

 

Figure V - 40(a-f)  Shows lena image passed after JPEG compression attack 

with different quality factor (QF) 

   

Salt & pepper noise of 
variance 0.001 

(a) 

Salt & pepper noise of 
variance 0.002 

(b) 

Salt & pepper noise of 
variance 0.003 

(c) 
 

Figure V - 41(a-c)  Shows lena image passed after salt & pepper noise attack 

of different variances  
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Fig. V - 43(a-f) shows the watermarked cameraman image after 

passing through JPEG compression attack with different values of QF. When 

the watermarked cameraman image is passed through salt & pepper noise of 

different variances, these results are shown in Fig. V-44(a-c). Similarly, when 

the watermarked cameraman image is passed through gaussian noise of 

variance 0.01 and 0.02 and mean 0 respectively, these results are shown in 

Fig. V-45(a-b). 

 

  

Gaussian noise with 
(0.01,0) 

(a) 

Gaussian noise with 
(0.02,0) 

(b) 
 

Figure V - 42(a-b)  Shows lena image passed after gaussian noise attack of 

different mean  

  

   

Compressed with 
QF = 90 

(a) 

Compressed with QF = 
70 
(b) 

Compressed with 
QF = 50 

(c) 
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Compressed with 
QF = 30 

 (d) 

  Compressed with QF 
= 30 
 (e) 

Compressed with 
QF = 10 

(f) 
 

Figure V - 43(a-f)  Shows cameraman images passed after JPEG 

compression attack with different QF 

 

 

   

Salt & pepper 
noise of variance 

0.001 

Salt & pepper noise of 
variance 0.002 

Salt & pepper  
noise of variance 

0.003 
 

Figure V - 44(a-c)  Shows cameraman image passed after salt & pepper 

noise attack of different variances 

 

  

Gaussian noise with 
(0.01,0) 

Gaussian noise with 
(0.02,0) 

 

Figure V - 45(a-b)  Shows cameraman image passed after gaussian noise 

attack of different mean 
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 Fig. V-46 shows the PSNR of watermarked cameraman and lena 

image after JPEG compression attack with different QF. When the 

watermarked cameraman mage is passed through JPEG compression attack 

with QF of 90, 70, 50, 40, 30 and 10, the PSNR comes to 49.08 dB which is 

exactly equal to the PSNR of watermarked cameraman image. Similarly, 

when the lena image is passed through JPEG compression attack with QF of 

90, 70, 50, 40,30 and 10, the PSNR comes to 55dB which is exactly equal to 

the PSNR of watermarked lena image. Hence, Fig. V-46 depicts that both 

images are robust against JPEG compression attack with different QF in 

terms of PSNR.  

 
 

Figure V - 46  Shows PSNR of watermarked cameraman and lena image 

after JPEG compression attack with different QF 

 

 

 Fig. V-47 again shows the PSNR of both images after passing through 

salt & pepper noise. For cameraman image, PSNR comes to almost 34dB for 
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variance of 0.001. The difference is almost 15dB as compared with the 

PSNR of un-attacked watermarked image. Similarly, for lena image PSNR 

comes to almost 36dB for 0.001 variance with a difference of 13dB. For 

variance of 0.002, cameraman image and lena image show the PSNR of 

almost 32.6dB and 34dB respectively with the difference of 17dB and 15dB 

respectively. Hence, it is clearly demonstrated from Fig. V-47 that the lena 

image is robust against salt & pepper noise than the cameraman image.  

 Fig. V-48 shows the Nc of extracted capacity for cameraman image 

and lena image both. For cameraman image, Nc comes to 0.9862 for 

variance of 0.001 and for lena image, Nc comes to 0.9872 for the same 

variance.  

 
Figure V - 47  Shows PSNR of watermarked cameraman and lena image 

after salt & pepper noise  
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Figure V - 48  Shows Nc of desired capacity extracted from watermarked 

cameraman and lena image after salt & pepper noise 

 

Similarly, for variance of 0.002, Nc comes to 0.9751 and 0.9803 for 

cameraman image and lena image respectively. It is easily depicted from Fig. 

V-48 that the lena image is more robust against salt & pepper noise than the 

cameraman image because Nc values of lena image are slightly higher than 

the cameraman image. Moreover, there is also small decrease in PSNR 

values of lena image than the cameraman image. 

All the results are depicted in Table V-10 which shows the PSNR and 

Nc for cameraman image against different attacks. Against JPEG 

compression attack, PSNR comes to the exactly same as given in Fig. V-37a 

which shows high robustness. Similarly, Nc comes to 1 which is maximum for 

cameraman image which also shows high robustness. Against salt & pepper 

noise, Nc is closed to 1. The proposed scheme also gives better Nc against 

gaussian noise of mean 0.01 and variance 0. 
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Table V - 10: PSNR and Nc against different attacks for cameraman image 

 Attack Type PSNR(dB) Nc 
 

JPEG compression with QF = 90 49.08 1 

JPEG compression with QF = 70 49.08 1 

JPEG compression with QF = 50 49.08 1 

JPEG compression with QF = 30 49.08 1 

JPEG compression with QF = 10 49.08 1 

Salt  & Pepper noise with variance 
of 0.001 

34.81 0.9862 

Salt  & Pepper noise with variance 
of 0.002 

32.6 0.9751 

Salt  & Pepper noise with variance 
of 0.003 

30.28 0.9662 

Gaussian noise with mean 0.01 & 
variance 0 

38.25 0.57 

Gaussian noise with mean 0.02 & 
variance 0 

28.36 0.56 

 

 

 

Table V - 11: PSNR and Nc against different attacks for lena image 

Attack Type PSNR(dB) Nc 
 

JPEG compression with QF = 90 54.92 1 

JPEG compression with QF = 70 54.92 1 

JPEG compression with QF = 50 54.92 1 

JPEG compression with QF = 30 54.92 1 

JPEG compression with QF = 10 54.92 1 

Salt  & Pepper noise with variance of 
0.001 

35.69 0.9872 

Salt  & Pepper noise with variance of 
0.002 

33.76 0.9803 

Salt  & Pepper noise with variance of 
0.003 

30.96 0.9597 

Gaussian noise with mean 0.01 & 
variance 0 

38.48 0.57 

Gaussian noise with mean 0.02 & 
variance 0 

34.11 0.56 
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Table V-11 also depicts the PSNR and Nc against different attacks for 

lena image. Against JPEG compression attack, PSNR comes to exactly 

same as given in Fig. V-37b which shows the high robustness. Also Nc 

comes to 1 which is also maximum and shows high robustness. Against 

gaussian noise, proposed scheme also shows good Nc for lena image.   

 

Table V - 12: Comparison of cameraman image and lena image against 

different attacks in terms of Nc 

Attacks Cameraman Lena 
 

JPEG compression 
with QF = 30 

1 1 

Salt & pepper noise 
with (0,0.002) 

0.9751 0.9803 

Gaussian noise with 
(0.01,0) 

0.57 0.57 

 

 Table V-12 shows the comparison of cameraman image and lena 

image in terms of Nc. Against JPEG compression attack of QF = 30, Nc 

comes to 1 for cameraman image and lena image both. It means, we can 

select either cameraman image or lena image for JPEG compression attack. 

Against salt & pepper noise of variance 0.002, Nc comes to 0.9751 and 

0.9803 for cameraman image and lena mage both. It means for salt & pepper 

noise, we will select the lena image as it gives high robustness. Similarly, for 

gaussian noise, Nc comes to same for both images. hence, we can select 

either cameraman image or lena image. As a whole, lena image is selected 

as a candidate image which can carry our dC  while giving high robustness 

with constrained imperceptibility. 

 
 

7.3.  Conclusion 
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In this scheme, IWT based FRBS-1 is used to select the image from 

list which can make the watermark information robust embedded with our 

imperceptibility with constrained imperceptibility. IWT of the image is 

computed for each block of image. FRBS-1 is used to compute the features 

of each sub block and by calculating the mean of these features, candidate 

blocks are selected. Once the candidate blocks are indicated, FRBS-1 is 

used again to select the coefficients and the particular image is chosen if the 

no of coefficients are greater than the certain threshold. The selected image 

is then embedded with the dC  and is passed through different attacks. PSNR 

of the selected image before and attack is computed. Nc of extracted 

capacity is also computed. The scheme then selects one image from the rest 

of the images embedded with dC . The results show that the scheme is robust 

against different attacks especially against JPEG compression attack.      

 
 

8.  Summary 

In this chapter, three different schemes are presented to solve the 

three contradicting parameters of digital watermarking. In the first scheme, 

we have proposed the system which can find the maximum capacity for the 

given level of imperceptibility. In the second scheme, we have proposed the 

system which can select an image from the list of images which can carry our 

dC  with the high imperceptibility. In the third scheme, we have proposed the 

scheme which can also chose an image which can carry our dC  while 

proving high robustness and with constrained imperceptibility. The schemes 
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are tested for medical as well as natural images. Results shows that the 

proposed schemes outperforms than the schemes in the literature. 
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Chapter VI 

CONCLUSION AND FUTURE DIRECTIONS 
 
 

Main contributions of the dissertation are summarized in this chapter. 

Some future directions have also been pointed out. 

 
 

1.  Conclusion 

In digital watermarking, a secret message is concealed in the digital 

content. In order to make this hidden information secure, robust and 

imperceptible, the secret information is embedded in secret positions. 

Improving the security aspect of watermarking system is one of the 

challenges in the watermarking domain. The watermarking schemes 

presented in this dissertation comprised of two parts. In the first part, 

schemes related to the medical images are presented in which the medical 

image is not made visible to the naked eye as we do not want to see our 

image to the others while in the second part, image is seen to the naked eye 

whether it is natural or medical.  

In the first part, five different schemes for medical image 

authentication and recovery are discussed. In all the schemes, medical 

image is hidden from the naked eye by using RNS as we do not want to see 

our sensitive information to the others, thus achieving security. Watermark 

information is also embedded in secure positions. In the first scheme, 

watermark and the original image both are kept fragile, in order to 

authenticate the image. Pixels from the image are selected from embedding 

the watermark information by using the chaotic key. Rest of the pixels are 
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changed into residues. After embedding, both the chaotically selected 

watermarked pixels and the residued pixels consists of 12-bits each thus, 

confusing the attacker that where the information is embedded. Moreover, 

the watermarking system is also real-time. Experimental results showed the 

fragility of the proposed scheme as well as security. In the second scheme, 

again image is kept fragile by using different watermarking scheme. A trick 

was used to make the residue to strict 8 bits. After embedding the 

authentication watermark, each pixel consists of 8 bits. Moreover, watermark 

information is also embedded at secure positions. Experimental results 

showed the fragility of the proposed scheme as well as security. In the third 

scheme, watermark information is made robust to withstand 

malicious/friendly attacks while the image is kept fragile to detect tampering. 

Results have shown that the watermark information is robust to variety of 

attacks while the image is fragile against different attacks. In the fourth 

scheme, watermark information is made robust to variety of attacks by using 

different scheme while the image is again kept fragile. In the fifth scheme, 

watermark information is again made robust by using spread spectrum 

technique while keeping the image fragile. Results have shown that the 

watermark information is robust against variety of attacks while the image is 

fragile against different attacks. The scheme is also compared to the scheme 

in the literature and it outperform the scheme discussed in the literature.  

In the second part, three different schemes using FRBS are proposed 

to solve the contradicting parameters of digital watermarking. FRBS has 

been proposed to solve the imperceptibility versus capacity issue, in the first 

two schemes. FRBS proposed comprised of two stages in both of the 
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schemes. The FRBS in the stage-1 computes the features of the image by 

considering each pixel so that embedding information in these pixels does 

not degrades the imperceptibility. In the first scheme, stage-2 FRBS is used 

to maximize the image capacity for the given level of imperceptibility by using 

the features computed in stage-1. Images from different domains were taken 

and their capacity was calculated for different values of imperceptibility by 

using our proposed FRBS. The capacity calculated by our proposed FRBS 

was then practically embedded into the images and imperceptibility was 

calculated. This imperceptibility was very close to the imperceptibility for 

which capacity was calculated by our proposed FRBS. Hence, the 

imperceptibility versus capacity issue was solved by one way in our first 

proposed scheme. In our second proposed scheme, capacity versus 

imperceptibility issue was solved by choosing the image which can carry our 

desired capacity while giving maximum imperceptibility. Images from different 

domains were taken and then particular image was chosen with high 

imperceptibility proposed by our FRBS. The third scheme also chooses the 

image from the list to carry our desired capacity, while providing maximum 

robustness with constrained imperceptibility.       

Summary of the main contributions of this dissertation is highlighted as 

given below. The proposed scheme is, 

 able to authenticate and recover the original image exactly. 

 able to detect the tampering in the watermarked image.  

 able to hide the medical image from others as in cryptography. 

 able to make the watermark information robust against 

friendly/malicious modifications. 
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 able to secure the watermark information by embedding in the secret 

positions. 

 able to maximize the capacity of image for the desired level of 

imperceptibility. 

 able to choose the particular image which can be embedded with 

desired capacity while giving high imperceptibility.  

 able to choose the image from the list which can be embedded with 

desired capacity, while providing high robustness and with constrained 

imperceptibility.   

 
 

6.2   Future Directions 

In future a lot of directions can be explored for images, audio and 

videos in the field of digital watermarking. Few of these directions are given 

as below, 

In the first part of dissertation, we have presented the schemes in 

spatial domain. In future, the proposed schemes can be extended to the 

transform domain because embedding in the transform domain, robustness 

of the watermark information will be increased. The present schemes makes 

the watermark information robust against certain attacks. In future, more 

robust watermarking schemes can be investigated which can make the 

watermarking system robust to other attacks. Furthermore, semi-fragile 

watermarks can also be investigated by incorporating the properties of both 

fragile and robust watermarks in spatial domain as well as transform domain.  
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We have utilized BCH codes for error correction. Variety of different 

error correction codes can be applied to improve the quality of recovery bits 

(e.g., Hamming codes, turbo codes, and trellis codes).  

The proposed schemes embeds the 2-dimensional watermark 

information in the image. In future, 3-D information of the image, which can 

gave detail analysis of an image, can be computed and can be embedded as 

a watermark both in spatial domain and transform domain. Moreover, the 

proposed schemes can also be investigated for multiple watermarking.  

 We have focused on one application of reversible watermarking 

namely, medical images. Other applications namely, military and law-

enforcement applications could also be considered along with the machine 

learning techniques and fuzzy logic. 

We have proposed the system which can optimize the contradiction 

between capacity and imperceptibility in two different ways by using FRBS. In 

future, the capacity and imperceptibility issue can be investigated in different 

way by presenting FRBS in different way. 

In future, neural networks and FRBS can be investigated to optimize 

the contradicting issue. We have proposed the technique using IWT. In 

future, other transform domain techniques can be utilized to maximize the 

robustness of watermark information.  
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