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Abstract 

The accessibility and simple way to deal with digital substance like electronic publicizing, video, 

sound, digital repositories, electronic libraries, web planning and so forth emerge numerous 

security concerns. Because of this free admittance to digital information through the web and other 

accessible sources, the data security has pulled in the consideration of analysts to build up the safe 

plans. Digital images are considered as the significant correspondence source starting with one 

spot then onto the next. Ordinarily, secure correspondence is when two substances are conveying 

and do not need an outsider to tune in. Remembering this, specialists proposed various procedures 

for secure correspondence of digital information. In literature, there are many secure specialized 

techniques, in any case, there is consistently an opportunity to get better to defend the data security. 

The Substitution box (S-box) is the usual progression from the hypothesis of single contribution 

to the numerous yield Boolean functions. In cryptosystems, S-boxes give the confusion by 

accomplishing the substitution activity. The supplanting of plaintext values with S-box affirm 

resistance against any endeavor of cryptanalysis. Limited field-based construction of S-box is 

discovered to be basic in writing. The other logarithmic structures, similar to groups or rings, can 

also be used for such constructions. Cryptography and steganography are used for data stowing 

away having distinctive operational procedures. For secure correspondence, cryptography 

basically deals with changing the data into dummy information. 

In the field of data hiding, image encryption plays a significant job. Image encryption technique 

veiled the data. Consequently, no programmer or eavesdropper, including server administrators 

and others, approach original content on some other kind of transmitted data through open 

networks such as the web. To upgrade the security of cryptosystems and ensuring the secure 

correspondence, we in this thesis, focus on the construction of arithmetical, algebraic and chaotic 

S-boxes. 

In second and fourth chapter of this thesis we propose novel constructions of strong S-boxes to 

add a (small) stone to the wall of provable security of block ciphers. The first construction method 

is focused on generating S-boxes which are based on finite commutative chain rings. The proposed 

technique can generate different types of S-boxes with excellent algebraic and statistical 



properties. In contrast to complex algebraic expression, the proposed procedure provides a single 

and simple function to produce a wide range of S-boxes with diverse confusion characteristics.  

In Chapter five, we synthesize a novel S-box design procedure based on the Linear Diophantine 

Equations and Rossler’s Chaotic map. In the next step, a novel chaotic iterative sequence (Improve 

logistic map) is used for obtaining strong S-boxeshese S-boxes possess similar algebraic properties 

with different statistical analyses which are the most motivational finding of this technique. This 

characteristic is quite helpful for enhancing the strength of encryption process 

Then very handy applications of chaotic systems (novel and existing) and the S-box are presented 

for secure communication. Different methods of image encryption utilizing chaotic maps and S-

boxes have been proposed. TheseTalgorithmsTprovideTconfusionTand diffusion at the same time. 

Moreover, in these encryption techniques, pixel values of the image are scrambled using chaotic 

maps, Blum Blum Shub Pseudo Random number generators and S-box transformation to puzzle 

the association between the host and the processed image. Their security regarding linear and 

differential cryptanalysis has also been confirmed. 

Due to the operational strength of the matrix algebra 𝑀(2,
𝐹2[𝑢]

<𝑢8>
), and a unique attempt on the 4D 

chaotic map, chapter 3 recommends a novel multiple colored image encryption technique. 
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Chapter No. 1 

Introduction and Basic Definitions 

The main purpose of this introductory chapter is to review some background knowledge that will 

be discussed in the succeeding chapters. The outline of this chapter is as follows: the first Section 

describes some notions of cryptography and the second Section contains motivations behind the 

work. The third section is comprised of contributions of this work whereas in the fourth Section 

thesis layout is presented. In Section 1.5, the basic definitions and concepts regarding S-box theory 

are given for a better understanding of the work done later in this thesis. A brief review of image 

encryptions is presented in Section 6. 

1.1 Introduction 

In the past few decades, information technology has penetrated our society enormously. The 

telecommunication systems and digital information developments have brought a variety of new 

possibilities, which have been grasped to expand the productivity of various processes. Nowadays, 

there are more interactions among banks, organizations, and the government. Among all, the two 

most notable breakthroughs are the global expansion of the internet and the amazing growth of 

digital mobile networks (such as GSM). Until the early 1990s, the beneficiary population of these 

two systems did not exist or were limited to the research community, and now it is close to 4 

billion. The new technologies' success can be attributed to many inherent digital systems 

advantages, digital material is almost insensitive to noise, and can be sent over long distances, 

copied, or altered exclusive of loss of quality. The same data can be transmitted through a wireless 

link, sent by the use of optical fiber and in the form of storage on the hard disk which allows 

numerous distinct gadgets to cooperate flawlessly. 

But the equivalent traits that make informational digital systems so appealing, make them 

particularly exposed to widespread abuse. In an outdated mailing system, the recipient of the letter 

performed few general tests to ensure that they will not damage the mail. It checked that whether 

the (sealed) cloak is not opened and study that the signature or handwriting matches, and search 

for inconsistencies that may imply that portions have been reworked. These are assumptions-based 

tests that slightly manipulation of the message must leave few traces on its physical transporter. 

Unfortunately, this is what novel digital systems have tried to avoid. As was soon understood, the 
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only way to secure digital systems without sacrificing their benefits is to renovate the material in 

such a way that it protects itself, independently of how it is transferred or stored. The science which 

studies this problem is called cryptology, and an excellent (but maybe slightly outdated) overview 

of this field can be found in Menezes et al. [1]. 

The term ‘Cryptology’ has a Greek etymology, which means ‘secret word’. It includes 

Cryptography and Cryptanalysis. The cryptology recorded history begins in ancient Egypt 

(approximately 4500 years ago). It mainly in form of art used by governments and the military to 

keep the information confidential. Shannon's paper published in 1948 [2] transformed this art into 

a science. It can be said that this is the beginning of recent cryptology, where checking the message 

integrity and verifying the identity of the communicating party is as important as ensuring the 

confidentiality of the message. The cryptology transformation from art to science may have been 

driven by wireless communications popularity in the 1920s. However, it was the birth of the 

computer era that made open research in cryptology. Nowadays, cryptology is at the core of many 

applications and processes including e-commerce, ATMs, internet banking, internet shopping, and 

even in cars. 

Cryptography. (from the Greek kryptós and gráphein," to write").was originally the study of the 

principles and practices through which data can be hidden in passwords and then disclosed by 

legitimate users by using secret keys. Now, it covers the entire field of transforming information 

controlled by keys into a form of calculation that cannot be copied or executed by unauthorized 

persons. Cryptanalysis. (from the Greek kryptós and analýein," to loosen" or "to untie") is the 

science of recovering encrypted security without knowing the secret key. The main background 

motivation of this thesis can be traced back to the universality of cryptography and the increasing 

number of applications. Now we provide a glossary of some basic terms. 

1.1.1 Cryptographic Preludes 

The scientific study of any regulation must be built on rigorous definitions arising from elementary 

concepts. Following is a list of basic concepts and terminologies used through the contents of 

cryptography [3]. 

Definition 1.1 (Plaintext) The original message that an individual/party wants to send secretly to 

another individual/party is called plaintext. 
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Definition 1.2 (Encryption) The conversion of plaintext into ciphertext is called encryption or 

enciphering. Its purpose is to secure confidential data from the third person or party.  

Definition 1.3 (Ciphertext) An unreadable text called ciphertext. When plain text undergoes any 

encryption process, then it yields ciphertext. The ciphertext seems like a haphazard stream of data.  

Definition 1.4 (Key) A key is a word, number, or phrase used to encrypt the plaintext. Both 

encryption and decryption are controlled by a key or keys. 

Definition 1.5 (Decryption).It is the reverse process of encryption. Decryption takes the ciphertext 

and the secret key to produce/yield the original plaintext. 

Definition 1.6 (Cryptosystem) Cryptosystem is a design or plan comprising of a bunch of 

calculations that convert plaintext to the ciphertext to encode or interpret messages safely. 

The key plays a vital role in a cryptographic system. Encryption and decryption both algorithms 

that can be handled by a single key if the sender and the recipient of the message can exchange 

private keys secretly. On the other hand, there is a choice of having different public and private 

keys for encryption and decryption algorithms, respectively. Depending on this fact cryptosystems 

can further be categorized into two categories which are symmetric and asymmetric cryptosystems.  

Definition 1.7 (Asymmetric cryptosystem) Asymmetric/ Public-key cryptosystems were adopted 

in the 1970s. Two keys are used in this type of cryptography, a public key and a private key. 

Public.key.can.be known to everyone, but the private key is stayed confidential by its holder. It is 

computationally infeasible to infer the private key from the public key. Anyone. who knows a 

public .key be able to encode data but cannot decrypt it. It is possible for only that person who has 

a parallel private key. RSA, Rabin, ElGamal, and ECC are examples of asymmetric/public-key 

cryptosystems. The asymmetric key algorithm is shown in Figure 1.1. 

 

Figure.1.1 A Symmetric Key cryptosystem 

Definition 1.8 (Symmetric cryptosystem) In general, symmetric-key cryptosystems/private key 

cryptosystems use only shared confidential keys. An identical key is used for both, encryption and 

decryption. Data Encryption Standard. (DES), Blowfish, IDEA, Triple-DES, RC2, and Rijndael 
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are symmetric block examples of the symmetric-key algorithm. The symmetric key algorithms use 

a single key for encryption and decryption processes, as demonstrated in Figure 1.2. 

 

Figure.1.2: Symmetric key cryptosystem 

From a security perspective, public-key cryptography is considered more secure as compared to 

symmetric key cryptography, since it permits to convey in a protected way irrespective of no 

common keys.  

Shannon [2] gave the concept of confusion and diffusion to attain security in different 

cryptosystems. 

Definition 1.9 (Confusion) The establishment of an exceedingly complicated association 

sandwiched between key and ciphertext is known as Confusion. 

Definition 1.10 (Diffusion) Diffusion increases the redundancy in the statistics of the plaintext in 

spreading it across rows and columns. Diffusion is related to the dependence of output bits on input 

bits. In Ciphers having good diffusion property, change in a single input bit should change every 

output bit with half the probability. 

Substitution boxes (S-boxes) and Boolean functions are important components of modern 

cryptosystems. The function quantity is used to link both S-boxes and Boolean functions. In a 

Boolean function, a single input bit results as a single output bit whereas S-box consists of Boolean 

functions with different output. In block ciphers, the only nonlinear component is S-box which is 

responsible for the confusion. Normally, Boolean functions are used in the stream ciphers for the 

construction of a secret key stream. In Stream ciphers, a single keystream is obtained by joining 

all the inputs which are in the form of linear feedback shifts registers. In addition to this, the 

properties of Boolean functions oppose any kind of attack to secure keystream. 

In advanced encryption standard (AES), the S-box produces confusion to hide the plain text [4]. 

In May 2002, AES is officially accepted by the U.S. government as the Federal Information 

Processing Standard (FIPS). AES algorithm [4] depends on the following steps: Round key 

addition, Byte Substitution, Shift Row, and Mix Column, but the most significant of all these is 
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the byte substitution step. This step relies on the S-box, which serves as the only nonlinear 

component in any substitution-permutation network (SPN). It is a recognized fact that the S-box 

is the source to produce nonlinearity in symmetric key cryptography. For this reason, it is 

frequently used in the substitution-permutation network, and in many algorithms for the synthesis 

of safer and more dependable S-boxes. Moreover, S-boxes can be applied in digital image 

encryption, watermarking, and steganography [5–8]. This nonlinear part of the substitution process 

produces confusion and ambiguity. The substitution process is defined as: 

𝑆:  𝔽m → 𝔽n 

S-box provides a technique of substituting different blocks of bits for a different set of output bits. 

It is significant to use secure S-boxes having exceptional encryption properties. Although the 

methodologies used in cryptography and steganography are different but the theme of both the 

information hiding techniques is similar, i.e., to obscure the information data. To maintain a 

strategic distance from data spillage, numerous techniques are proposed in steganography and 

cryptography. It merits referencing that cryptography deals with changing the data into concealed 

information, for secure correspondence. But steganography is a technique of embedding 

surreptitious material into an unsuspicious carrier. It is the science that ensures secure 

communication. The basic theme is to hide the secret information in a carrier. 

Since the early 1990s, chaos theory has been commercialized in many fields such as physics, 

biology, engineering, and weather prediction. The property of forming incomprehension and 

confusion is the crucial aspect of chaotic systems and this is significant in the study of 

cryptography. The chaotic system certainty (uncertainty) is described by the accessibility 

(inaccessibility) of initial values. The chaotic systems' non-linear behavior ensures secure 

communication through unsecured communication paths by creating randomness and confusion 

in plain text. 

Generally, diffusion is developed by the dynamical structure’s nonlinear applications. Small 

changes in initial values describe completely different behaviors of chaotic structures, indicating 

their sensitivity to initial conditions. For safe and sound communication, the idea of chaos theory 

attracted scholars in different fields to develop chaotic-based secure communication theories [9]. 

To develop new cryptosystems by using chaos theory, the most promising is their initial conditions 

sensitivity. 
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In this thesis, the construction of algebraic S-boxes is presented. These S-boxes are then utilized 

in the field of multimedia security specifically in Image encryption together with chaotic systems. 

The basic purpose is to improve the security and robustness against different attacks. 

1.2 Motivations 

With the fast production and after the broad investigation on the S-box construction and image 

encryption systems, the inspirations of this thesis are the accompanying: 

1. Numerous S-box building techniques are accessible in the literature however some of them 

may not be a suitable choice in some of the applications because of elevated computational 

unpredictability and capacity to not endure any channel noise. 

2. In most cases, image encoding procedures do not have collateral assessment against various 

attacks, and it is impossible to understand the nature of these algorithms. Specifically, 

cryptanalysis was not properly considered. 

3. One of the essential features of a contemporary image encryption scheme or any advanced 

encryption algorithm is to be resilient against robustness attacks (cropping). This revealed that 

if in the cipher image a block of information is cropped, the decryption scheme can properly 

decode the taint cipher image with some changes. If the cipher data is ruined even somewhat, 

the fame cryptograms will not in general effectively decipher that spoiled cipher data. 

4. Since single-image encryption procedures cannot take full advantage of the functions of 

massive images. Therefore, in recent years, experts of multimedia security have paid more 

attention to multiple image encryption (MIE) techniques. For optical image protection, some 

MIE algorithms are designed. To provide better security, encryption based on a skew tent map 

was proposed by Zhang and Liu. In their schemes, operations of diffusion and permutations 

are depicted to obtain the necessary effects of confusion and diffusion. This method has many 

advantages that include high key space, reduction of encryption time, key sensitivity 

increment, and some others. 

1.3 Contribution of the thesis 

The foremost objectives of this thesis are discussed in detail as follows. 
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1. To obtain strong algebraic and number theoretic S-boxes for enhancing the security level of 

different cryptosystems. In this thesis, algebraic S-box is obtained by using the finite 

commutative chain rings. 

2. we build up an economical S-box construction technique using Linear Diophantine equations 

(LDE) together with the chaotic system. It helps to construct different ciphers for multimedia 

security. 

3. To develop new techniques for image encryption by using S-boxes constructed in 1 and 2. 

Similarly, to apply outcomes from 1 and 2 as a substitution process in the proposal of different 

ciphers for multimedia techniques. The aim is to increase the security level of current 

multimedia techniques by utilizing the findings and information obtained from different S-

boxes constructions. It also motivates the design of new ciphers for image encryption. 

4. To check the potency of proposed image encryption schemes, we perform different simulation 

analysis which includes linear and differential cryptanalysis, nonlinearity analysis, linear 

approximation probability analysis, differential approximation probability analysis, strict 

avalanche criteria, bit independence criteria, majority logic criterion, histograms, two adjacent 

pixels correlation measurements, NPCR, UACI, entropy information, and some well-known 

texture analysis, key space analysis, and image quality measures. Also, to examine that the 

proposed encryption scheme has excellent statistical properties that help in the resistance of 

many attacks, we will analyze it by NIST SP 800-22.  

5. We have staged robustness assessment (Cropping) which showed that if the cipher image is 

blemished by the channel noise or by an illegitimate operator, the decipherment can 

appropriately decode the tainted cryptogram image with a few variations. 

 1.4 Thesis Structure 

This thesis is organized into six chapters.  

• ChapterT1TprovidesTanTintroductionTtoTtheTwork, the motivation of this research, explains 

crucial objectives, scope, and intentions of this study. In the end, a detailed description of 

Boolean functions and the theory of S-box is presented.  

• In Chapter 2, an encryption technique is developed to encrypt any type of digital information. 

The main work is to construct a component of the block cipher on the algebraic structure of a 

finite chain ring, namely the substitution box (S-box). Then use these S-boxes in image 
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encryption applications. The results of security, statistics, and difference analysis prove that 

our scheme is more suitable for image encryption.  

• Due to the operational strength of the matrix algebra 𝑀(2,
𝐹2[𝑢]

<𝑢8>
), and a unique attempt on the 

4D chaotic map, Chapter 3 recommends a new multiple colored image encoding procedure. 

The proposed cryptosystem is assessed by using different analyses which include; entropy, 

horizontal, vertical, inclining correlation, UACI, and NPCR tests. The outcomes of our 

investigations support the fact that the proposed technique is satisfying in terms of high 

security and better adequacy when contrasted with some present algorithms. 

• In Chapter 4, we present a cryptosystem to encrypt digital information. In the planned 

encryption algorithm confusion is achieved by the permutation keys which are obtained from 

Blum Blum Shub random number generator and substitution (S-boxes) constructed over a 

finite commutative chain ring. This phase considerably reduces the correlation between 

neighboring pixels. Diffusion is accomplished through a four-wing hyperchaotic attractor. The 

proposed cryptosystem is assessed by using different analyses. 

• In Chapter 5, we have proposed the construction of S-boxes over Linear Diophantine Equations 

along with Rossler’s chaotic system and then used these S-boxes to develop a cryptosystem to 

encrypt any digital data. For this substitution-permutation created system, the polynomial 

based Linear Diophantine Equations are used for the substitution process. The proposed S-

boxes and cryptosystem is characterized by some standard algebraic, statistical, and texture 

analysis.   

• In Chapter 6, we have ended this thesis with conclusions and future suggestions. 

1.5 Review of S-box Theory and Image Encryptions 

In this Section, the basic definitions and concepts of Boolean functions are given for a better 

understanding of the later work completed in this thesis. A brief revision of S-boxes and a 

comprehensive study related to them are presented.  

1.5.1 Review of S-box Theory 

The knowledge of the Boolean function and S-box is mandatory for a better understanding of this 

thesis work. It helps to recognize the significance of this study and the association between this 

thesis work and the study of cryptography. 
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1.5.1.1 Basic Definitions of Boolean Functions 

The core motive of this Section is to give introductory descriptions of Boolean functions and 

familiarize the cryptographic significant tool, that is, Walsh transform, which is the 

characteristicT2TcaseTof the discrete Fourier transform.  

Assume 𝕍n be an n-dimensional vector space  over the field 𝔽2. Two vectors in 𝕍n, say 𝒂 =

(𝑎1, 𝑎2, … , 𝑎𝑛) and 𝒃 = (𝑏1, 𝑏, … , 𝑏), we define the scalar product 𝒂. 𝒃 =

𝑎1𝑏1⨁𝑎2𝑏2⨁⋯⨁𝑎𝑛𝑏𝑛, where multiplication and addition ⨁ are over 𝔽2. Following is a list of 

basic concepts and terminologies used through the contents of cryptography [10]. 

Definition 1.11 (Boolean Function) it is a map from 𝕍n to 𝔽2. The (0, 1)-progression defined by 

(𝑓(𝑣0), 𝑓(𝑣1), … , 𝑓(𝑣2𝑛−1)) is named the truth table of f, wherever 𝑣0 = (0,0,… ,0), 𝑣1 =

(0,0, … ,1),… , 𝑣2𝑛−1 = (1,1, … ,1), planned by lexicographical order. 

Definition 1.12 (Algebraic Normal Form) A Boolean function on 𝕍n can be expressed as a 

polynomial in 

𝔽2[𝑥1, 𝑥2, … , 𝑥𝑛]/(𝑥1
2 − 𝑥1, 𝑥2

2 − 𝑥2… , 𝑥𝑛
2 − 𝑥𝑛), 

and its algebraic normal form (ANF) is  

𝑓(𝑥) = ∑ 𝑐𝑎𝑥1
𝑎1 …

𝑎∈𝕍𝑛 

𝑥𝑛
𝑎𝑛 , 

where 𝑐𝑎 ∈ 𝔽2 and 𝒂 = (𝑎1, 𝑎2, … , 𝑎𝑛). Moreover, 𝑐𝑎 = ∑ 𝑓(𝑥)𝑥≤𝑎 , where 𝑥 ≤ 𝑎 means that 𝑥𝑖 ≤

𝑎𝑖 for all 1 ≤ 𝑖 ≤ 𝑛. 

Definition 1.13 (Algebraic degree) In monomial highest order, the number of variables having a 

nonzero coefficient is known as an algebraic degree. Compilation of all Boolean functions on 𝕍n 

of degree ≤ 𝑟 is identified as rth order binary Reed-Muller (RM) system, represented by ℛ(𝑟, 𝑛). 

Definition1.14 (Homogeneous) If ANF of a Boolean function only comprises terms of the 

identical degree, then that Boolean function is stated to be homogeneous. 

Definition 1.15 (Logical Negation) The logical negation or complement of a Boolean function f is  

𝑓̅ = 𝑓⨁1. 

Definition 1.16 (Affine Function(AF)) An AF 𝑙𝑎,𝑐 on 𝕍n is a function that takes the form  

𝑙𝑎,𝑐(𝑥) = 𝒂. 𝒙⨁𝒄 =  𝑎1𝑥1⨁. .⨁𝑎𝑛𝑥𝑛⨁𝑐, 

where 𝑐 ∈ 𝔽2 and 𝒂 = (𝑎1, 𝑎2, … , 𝑎𝑛). If c = 0, then 𝑙𝑎,0(= 𝑙𝑎) is a linear function. 
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Definition 1.17 (Sign Function) To every Boolean function f: 𝕍n ⟶ 𝔽2, its character form is 

associated which is symbolized by 𝑓: 𝕍n ⟶ℝ∗ ⊆ ℂ∗ and described by  

𝑓(𝑥) = (−1)𝑓(𝑥). 

Definition 1.18 (Hamming Weight) For a vector 𝐱 ∈ 𝕍n, it is represented by 𝑤𝑡(𝒙), is the quantity 

of 1’s in vector 𝒙. For a Boolean function on 𝕍n, let 𝛺𝑓 = {𝒙 ∈ 𝕍𝑛: 𝑓(𝑥) = 1} be the support of f.  

Hamming weight of a function is the Hamming weight of its truth table, or equivalently 

𝑤𝑡(𝒙) = |𝛺𝑓|. 

The hamming distance among two functions 𝑓, 𝑔: 𝕍n ⟶ 𝔽2, signified by 𝑑(𝑓, 𝑔) is described as 

𝑑(𝑓, 𝑔) = 𝑤𝑡(𝑓⨁𝑔). 

Definition 1.19 (Nonlinearity) For a function f, it is symbolized by 𝒩𝑓, and is demarcated as 

𝒩𝑓 = 𝑑(𝑓, 𝜙)𝜙∈𝒜𝑛

𝑚𝑖𝑛 , 

where 𝒜𝑛 is the assembly of all affine functions on 𝕍n. If a function has weight exactly 2n−1, then 

it is referred to as balanced. 

Definition 1.20 Walsh Transform is a map 𝒲(f) ∶  𝕍n ⟶ℝ, defined by  

𝒲(𝑓)(𝑤) = ∑ 𝑓(𝑥)(−1)𝒘.𝒙𝑤∈𝕍𝑛 . 

f may be retrieved by inverse Walsh transform 

𝑓(𝑥) = 2−𝑛∑ 𝒲(𝑓)(𝑤)(−1)𝒘.𝒙𝑤∈𝕍𝑛 . 

Definition 1.21 (Autocorrelation) The autocorrelation function �̂�𝑓(𝑎) is described as 

�̂��̂�(𝑎) = ∑ 𝑓(𝑥). 𝑓𝑥∈𝕍𝑛
(𝑥⨁𝑎).  

The correlation values among two Boolean functions g and h is described by  

𝑐(𝑔, ℎ) = 1 −
𝑑(𝑔,ℎ)

2𝑛−1
.  

We define cross-correlation function between 𝑓, 𝑔 ∶  𝕍n ⟶ 𝔽2 by 

𝑐(𝑓, �̂�)(𝑦) = ∑ 𝑓(𝑥). �̂�𝑥∈𝕍𝑛
(𝑥⨁𝑦).  

1.5.2 Bent Functions 

To realize the security of cryptosystems, Shannon [2] introduced some basic ideas for confusion 

and diffusion. The non-linearity of cryptographic primitives reflects confusion. Most of the linear 

systems can easily be scratched. In this case, it is essential to have a yardstick that signifies 

nonlinearity. There are many such criteria. The best-known criterion introduced by Meier and 

Staffelbach is so-called perfect nonlinearity [11]. Ideally, the nonlinearity criterion remains 
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unchanged under many changes. For many applications, this symmetry group should contain the 

group of affine transformations. As we will prove, under this group, the ideal nonlinear or bent 

functions show constant behavior. Dependent on the appliances, a few kinds of functions are 

considered weak. The affine or linear functions are considered weak in cryptography, and the 

criterion we will present can be expressed by the distance of these weak functions. Numerous 

characterizations are given for bent property and study the association edged by this property and 

normal algebraic form. Balanced Boolean functions with high nonlinearity are constructed through 

bent functions, which fulfill the strict avalanche criterion (SAC), as well. 

The practical applications of Bent functions are found in spread spectrum communications [12, 

13], cryptography [11, 14-16], and coding theory [17]. The property of bent functions is closely 

related to the SAC property, which will be discussed later in this chapter. It is sometimes a 

diffusion property. Some methods of construction are known for bent functions. The oldest 

techniques are due to Rothaus, Maiorana, McFarland, and Dillon; these are portrayed by Dobbertin 

[18], who also gives a new technique. Some other new techniques have been described by Adams 

and Tavares [19] and by Carlet [20-22]. 

Definition 1.22 (Bent Function) A function f in n variables is termed as bent if and only if the 

Walsh transform coefficients of f̂ are all ±2
n
2⁄ , that is, 𝒲(𝑓)2 is constant. 

1.5.3 S-box Theory 

In this part, we will discuss the S-boxes. We added some elementary descriptions of S-box theory 

and cryptographic properties to highlight the research work of this thesis. 

1.5.3.1 Definition and Types of S-box 

The usual progression of single output Boolean functions to numerous output Boolean functions 

is the basic feature of S-box. Various types of S-boxes depend upon the connection among the 

input and output bits. For the sake of better understanding, necessary S-box definitions along with 

some S-box types are given in detail. 

S-box of dimension 𝑘×𝑙 is a mapping from 𝑝 input bits to 𝑞 output bits, 𝑆: 𝐺𝐹(2𝑘 ) × 𝐺𝐹(2𝑙 ). For 

a 𝑘×𝑙 S-box, possible inputs and output are 2𝑘 and 2𝑙 respectively. It is easy to decompose the 

output vector 𝑆(𝑥) = (𝑠1, 𝑠2, . . . , 𝑠𝑞 ) into 𝑞 component functions 𝑆𝑛: 𝐺𝐹(2𝑘 ) × 𝐺𝐹(2), 𝑖 = 1,2, …, 

𝑞. The lookup table is signified as a matrix of size 2𝑘 × 𝑙, indexed as 𝑆[𝑛] 0 ≤ 𝑛 ≤ 2𝑘 -1. S-boxes 

can be classified into three categories: Straight, compressed, and expansion S-boxes. If each input 
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entry of 𝑘×𝑙 S-box is mapped to a different output OR multiple inputs mapped to a similar output 

is counted as straight S-box. An injective and surjective 𝑘×𝑙 S-box is named a bijective S-box. In 

a bijective S-box, every input maps to a different output value, and all likely outputs are present in 

the S-box. The required condition for bijective S-boxes is 𝑘 = 𝑙. They are also known as reversible 

as there exists a mapping for output distinct values to corresponding input values. This kind of S-

box is used in the Rijndael cipher. 

In the data encryption standard [DES] [23], a 𝑘×𝑙 compression S-box is used where the sufficient 

condition is 𝑘 > 𝑙. In DES, for 6 input bits, the output is only 4 bits show that it gives back fewer 

bits as compared to input bits. On contrary with condition that 𝑘 < 𝑙, 𝑘×𝑙 S-box gives out more bits 

as compared to input bits. In regular 𝑘×𝑙 S-box, all possible 2𝑙 output appears an equal number of 

times. In addition to this, all possible output values appear 2𝑘−𝑙 times in the S-box. It is important 

to note that all single output Boolean functions including regular S-box (and their linear 

combinations) are balanced. For all regular S-boxes to be balanced, 𝑘 ≥ 𝑙 is the required condition. 

A 𝑘×𝑙 S box (𝑘 ≥ 2𝑙 𝑎𝑛𝑑 𝑘 𝑖𝑠 𝑒𝑣𝑒𝑛) is named as bent provided that every linear combination of its 

constituent Boolean functions is also a bent function. 

In compression and expansion S-boxes there is an issue of reversibility or decryption. In both types 

of S-boxes, it is difficult to reverse the process as they alter the total number of bits. Moreover, 

they have a problem with the loss of information, particularly in compression S-boxes. Due to the 

complexities associated with compression or expansion S-boxes, straight S-boxes are more 

commonly used by researchers. 

1.5.3.2 Cryptographic properties of S-boxes 

While deliberating cryptographic assets of S-box, it is significant to study the cryptographic 

properties of each component of Boolean functions and all the lined amalgamations of the 

constituent functions. This is described in the upcoming S-box properties. For a balanced 𝑘×𝑙 S-

box, it is necessary that its constituent Boolean functions and their linear arrangements are 

balanced. With this property, an intruder is incapable to slightly estimate the function or the output. 

In [2], Shannon explained that there is an intricate association between the ciphertext and the key 

material. This concept is named confusion. In the cipher system, confusion is attained by using 

nonlinear components. For this reason, S-boxes become the major nonlinear component of any 
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cryptographic cipher system. In the block ciphers, strength is based on the construction of S-box, 

which satisfies few necessary properties for developing a secure cryptosystem.  

An S-box S is an m× n mapping 𝑆: {0,1}𝑚 ⟶ {0,1}𝑛, it transforms input vector 𝑥 =

(𝑥𝑛−1, … 𝑥1, 𝑥0) to an output vector 𝑦 = (𝑦𝑚−1, … 𝑦1, 𝑦0). A Few crucial assets for creating good 

quality S-boxes are specified below. 

Definition 1.23 (Hamming Weight) Number of ones in a vector is known as Hamming weight 

[24]. Mathematically denoted as 

ℎ𝑤(𝑥) = ∑𝑥𝑖

𝑛−1

𝑖=0

. 

Definition 1.24 (Hamming Distance) To find the Hamming distance, two distinct vectors are 

calculated, it is the number of bit positions that differ [24]. Formulation of hamming distance is 

given as 

ℎ𝑑(𝑥, 𝑦) = 𝑥⨁𝑦 = ∑ 𝑥𝑖⨁𝑦𝑖
𝑛−1
𝑖=1 . 

Definition 1.25 (Completeness) The completeness property of Boolean function 𝑓: {0,1}𝑛 ⟶

{0,1} is that the reliance of output bits lies on input bits [24].  

And the S-box completeness property is that it’s all vectors 𝑥 = (𝑥𝑛−1, … 𝑥1, 𝑥0) ∈ {0,1}𝑛 

hamming weight is equal to 1, there exist vectors 𝑦 = (𝑦𝑚−1, … 𝑦1, 𝑦0) ∈ {0,1}𝑛, such that S(x) 

and 𝑆(𝑥⨁𝑦) deviates at least on j bits for all 𝑗 = {𝑛 − 1,…1,0}. 

Definition 1.26 (Balancedness) A Balanced Boolean function 𝑓: {0,1}𝑛 ⟶ {0,1} is one whose 

output vector has an equivalent quantity of zeros and ones [24] i.e. 2n−1 zeros or ones. If all 

columns of an S-box 𝑆: {0,1}𝑚 ⟶ {0,1}𝑛 are balanced, then it is said to be a balances S-box. 

∑ 𝑓𝑗(𝑥)⨁𝑓𝑗(𝑥⨁𝑎) = 2𝑛−1, ∀ 0 ≤ 𝑗 ≤ 𝑚 − 1, ∀ 𝛼 ∈ {0,1}𝑛, 𝑤(𝑎) = 1.

𝑥∈∑
𝑛

 

Definition 1.27 (Nonlinearity) A function 𝑓: {0,1}𝑛 ⟶ {0,1} nonlinearity is given as the minimum 

hamming distance among the function and set of its all affine functions [24] [25]. Nonlinearity 

specifiesTtheTdistanceTtoTweakTcryptographicallyTaffineTfunctions. 

𝑛𝑙(𝑓) = ℎ𝑑(𝑓, 𝑙),𝑙∈𝐴𝑛
𝑚𝑖𝑛  

where An is the collection of all affine functions over {0,1}n. A function is assumed to be entirely 

nonlinear if a non-zero vector 𝑥 = (xn−1, … x1, x0) ∈ {0,1}n, the values 𝑓(𝑦) and 𝑓(𝑥⨁𝑦) are 

equivalent to half arguments 𝑦 ∈ {0,1}𝑛. 
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Definition 1.28 (Strict avalanche criteria (SAC)) In 1985, The concept of SAC was originated by 

Webster and Tavares [26]. SAC property is satisfied by the function if by changing the single plain 

text of the key the output bits are changed with half bits probability. SAC is calculated by the given 

equation 

𝛼 ≔ ∑ 𝑓(𝑥)⨁𝑓(𝑥⨁𝑒𝑖)𝑥∈ℤ2
𝑛 , 

where e and x are vectors of n bits which fluctuate only in a single bit i. The Boolean function f(x) 

achieves SAC measure if and only if 𝛼 = 2𝑛−1 for all 0 ≤ 𝑖 ≤ 𝑛. 

Definition 1.29 (Bit independent criterion (BIC)) The notion of BIC was presented by Webster 

and Tavares [26]. Conferring to BIC, with the alter of a solitary bit in plain content or a key for a 

given arrangement of avalanche vectors, all avalanche variables of respective vectors ought to be 

pairwise free. The correspondence factor of jth and kth components of avalanche vector Dei is 

computed to quantify the bit independence property of overall input pairs P and Pi, which fluctuate 

only in a bit i (𝑃𝑖 = 𝑝⨁𝑒𝑖). 

𝐵𝐼𝐶𝑒𝑖(𝑑𝑗 , 𝑑𝑘) = |𝑐𝑜𝑟𝑟(𝑑𝑗
𝑒𝑖 , 𝑑𝑘

𝑒𝑖)|, 

Then the general BIC is described as 

𝐵𝐼𝐶(𝑓) = 𝑚𝑎𝑥1≤𝑖≤𝑛,1≤𝑗,𝑘≤𝑚,𝑗≠𝑘𝐵𝐼𝐶
𝑒𝑖(𝑑𝑗, 𝑑𝑘), 

BIC(f) is described in between 0 and 1. It is supremely equivalent to zero, and in the most terrible 

case, it is identical to one.  

Definition 1.30 (Linear approximation probability (LP)) The uniformity of input bits designated 

by the cover 𝐺𝑎 equals to the uniformity of the yield bits chose by the cover 𝐺𝑏. Conferring to 

Matsui's definition [27], the LP of an S-box is assessed by the equation 

𝐿𝑃 = 𝑚𝑎𝑥
𝐺𝑎,𝐺𝑏≠0

│
|{𝑎 ∈ 𝑋 | 𝑎. 𝐺𝑎 = 𝑆(𝑎). 𝐺𝑏}|

2𝑛
−
1

2
│ 

“X” the collection of every conceivable info and 2n is the size of X”.  

Definition 1.31 (Differential approximation probability (DP)) This tool is castoff to determine the 

differential uniformity of an S-box. which is defined as 

𝐷𝑃 (𝑆∆𝑎 → ∆𝑏) = [
| {𝑎 ∈ 𝑋 │𝑆(𝑎) ± 𝑆(𝑎 ± ∆𝑎) = ∆𝑏}|

2𝑚
]. 

This implies, an input discrepancy 𝛥𝑎𝑖 should exclusively map to an output discrepancy 𝑏𝑖 so 

that certifying an even mapping probability for each 𝑖 [27]. 
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1.6 A Review of Image Encryptions 

Reliable security is required in various digital services when storing and transmitting digital 

images. Due to vast developments of the internet in today's digital world, digital image security 

has become more and more important and attracted widespread attention. In our society, 

multimedia popularity makes digital images show a noteworthy position than conventional texts 

because in traditional texts a strict user privacy protection is required. Digital image security 

techniques like Encryption and steganography are very important and used for the prevention of 

attacks from unauthorized access by opponents[28]. 

Various networks are used for exchanging digital images. Usually, a huge amount of data is 

intimate or confidential. Encryption is the most preferable procedure for the protection of data 

transmission. For image encoding and decoding, various algorithms are used, but it can be claimed 

that there is no single encryption algorithm that meets various types of images [28]. Generally, a 

lot of work has been done on text data encryption algorithms. Though, due to huge data mass and 

real-time limitations, algorithms which are virtuous for text data encryption may not be appropriate 

for multimedia files [29-30]. Since global data encryption algorithms (IDEA) and triple-data 

encryption standard (T-DES) achieved high security but might be they are suitable for applications 

of multimedia[31]. So, encryption algorithms like advanced encryption standard (AES), data 

encryption standard (DES), and international data encryption algorithm (IDEA) have been 

constructed for text data. Although we can directly encrypt images using traditional encryption 

algorithms, this may not be a nice notion for two motives. First, the text size is usually smaller 

than the size of the image. therefore, conventional algorithms for encryption require more time to 

encrypt the data of the image directly. Second, the decrypted text and original text must be the 

same but it is not essential for statistics of the image. Due to mortal assessment characteristics, 

decrypted images having minor alteration are mostly tolerable. The existence of intelligible data 

in an image is because of the association between pixels of an image in a provided procedure. This 

perceptible data is decreased by reducing the level of association between image elements by using 

certain transformation methods. Furthermore, besides cryptography, steganography algorithms are 

becoming more and more complex and have been extensively used. Steganography algorithms are 

a perfect complement to encryption, allowing users to hide large amounts of information in images. 

Therefore, it is usually used in combination with cryptography to double-protect the information, 
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that is, encrypt it first, and then hide it so that the opponent must find the hidden information before 

decryption occurs[28]. 

1.6.1 Digital Images 

A digital image is mostly labeled as an assortment of individual pixels and every pixel has its 

value. The array and pixels are known as a bitmap. If our image size is 512 pixels × 512 pixels, so 

it implies that the image data must contain data around 262144 pixels. 

Generally, digital images are formed over two steps processes; sampling and quantization. The 

procedure of separating the initial plain image into tiny areas labeled as pixels is referred to as 

sampling, while quantization is the method in which an integer value (i.e. color) is assigned to 

every pixel. 

The color numbers that are allotted to any image pixel are several bits function, sometimes called 

the color depth or bits resolve. This notion is also called bits per pixel (bpp) that signifies the color 

for each value. A unique bitmap formatting is used in every bit map color value which means that 

every pixel in bitmap has some information generally called colored information. For each pixel, 

the same content of information is used in a certain bitmap. So, every bitmap color value is a binary 

number. Binary numbers are a sequence of binary digits that can be 0 or 1, called bits. The length 

of the binary number in a given format will depend on the color deepness of the bitmap. The length 

is different, where the color depth of the bitmap verifies the variety of probable color values that 

can be used in each pixel. For example, In the image of 24-bit every pixel can be one of 

approximately 16.8 million colors. This shows that in the bitmap every pixel has three color values 

between 0 and 255, and then these colors are molded by mingling the variations of the three basic 

colors (red, green, and blue). Table 1.1shows the image color space. 

Table 1.1 Image color space versus bit depth (bpp) 

 

 

 

 

ImageTpropertiesT Bits resolutionT ColorTspaceT 

BinaryTimage (black and white)T 1T 2TcolorsT 

GrayscaleT(monochrome)T 8T 256TgrayTlevels 

ColoredTimageT 8T 256TcolorsT 

ColoredTimageT 16T 65536TcolorsT 

TrueTcolor (RGB)T 24T 16,777,216TcolorsT 
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As perceived in Table 1.1, as the quantity of bits upsurges, the image excellence is also amplified. 

1.6.2 A Survey on the Current Research in Image Encryption 

Generally, encryption based on the digital image is yet an open research field and it is also an 

incredibly significant field of data protection. Encryption of digital image encryption has become 

the most potent method in communication practices. To ensure security and high efficiency, higher 

requirements are put forward for information encryption and decryption technology in modern 

networks. 

Altogether, applications of internet multimedia have come to be very trendy. Therefore, 

multimedia data includes digital images are endangered to unlicensed entry in storage or broadcast 

over the network. Also, digital image streaming required a high bandwidth network for 

transmission. 

The following subsections highlight the current major research in digital image encryption. 

• Use of Symmetric Algorithm for Image Encryption 

Brindha et al. [33] have pointed out the use of symmetric algorithms to encrypt images. They 

proposed a method for image encryption using a symmetric algorithm (SA). The decryption key 

is used to obtain the original digital data from the sent encrypted data model again. They use the 

DES algorithm to encrypt the image, which provides higher security during transmission. They 

used three main steps: first, the image was converted to a byte array, then the byte array was 

converted to a string, and the string was passed in DES for encryption. Also, this article analyzes 

the DES algorithm used for image coding. The proposed idea can replicate the original image 

without loss of information. This article compares the DES algorithm with the current image 

coding algorithm. 

• An Ethical Approach of Block-Based Image Encryption Using Chaotic Map 

Gupta et al. [34] have introduced an image encryption algorithm using chaotic mapping. This work 

shows that the algorithm can hide the original image by simply arranging pixel positions and 

converting gray values through Boolean XOR operations. To make the password stronger against 

any attack, the secret key is exchanged after the image block is encrypted. They conducted the 

statistical analysis, key sensitivity analysis, key space analysis, and entropy test analysis to prove 
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the security of the new image encryption program. Finally, this work is expected to be used in real-

time image encryption and transmission applications. 

• Image Encryption Algorithm Based on Chaotic Economic Model  

Askar et al. [35] presented another encryption and decoding algorithm dependent on a chaotic 

map. This work is the main endeavor to understand a chaotic monetary guide in the development 

of chaotic encryption. All reenactment and test results show that the proposed image encryption 

and the unscrambling algorithm has a huge key space, high affectability of every single mystery 

key, a data entropy near the ideal estimation of 8, and a low connection coefficient near 0. These 

outcomes lead to the adequacy of the proposed image algorithm. Moreover, the outcomes show 

the use of other known chaotic financial frameworks, for example, duopoly and triply monetary 

frameworks. 

• A Fast Encryption Algorithm of Color Image Based on Four-Dimensional Chaotic System 

Tong et al. [36] have offered a fast encryption algorithm for color images based on a four-

dimensional chaotic system. Firstly, a novel technique for designing a chaotic system of four 

dimensions is built on the chaotic three-dimensional classical equations for increasing the 

encryption algorithm's complexity and key space. Secondly, according to color images' pixels 

channel nature, a new pseudo-random sequence generator is designed and the random sequence is 

reused to increase the image encryption speed. In the last round, the row and column-major 

methods were used for the diffusion of the original plain image, and the image pixels are scrambled 

using the cat image with parameters to achieve the encryption effect. 

• A Fast Image Encryption Algorithm Based on Convolution Operation 

Zhang [37] suggested a new image encryption procedure reliant on convolution activity. By 

utilizing an outer key with a length of 300 pieces, a few pseudo-irregular arrangements are created 

through Chen's chaotic framework and general convolution tasks, and afterward, the factual 

properties are confirmed. The proposed image encryption conspire incorporates a spread activity 

module, two dissemination activity modules, and a disarray activity module. The spreading module 

utilizes a pseudo-arbitrary arrangement to cover the first standard image with a double XOR 

activity. The engendering unit depends on the blend of the finite field GF (28) and the window 

loop increased by 256 and broadens the data from any pixel in the first image to all pixels in the 

extended image. The disarray unit utilizes each estimation of the pseudo-arbitrary grouping as a 
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dislodging balance to supplant pixels to kill the diffuse image. Reproduction and near investigation 

experience show that the proposed image encryption framework has the benefits of quick preparing 

speed, high affectability, and high encryption thickness, and can be utilized as a possibility for the 

real image encryption framework. 

• A Hyper-Chaos-Based Image Encryption Algorithm Using Pixel-Level Permutation and Bit-Level 

Permutation 

Li et al. [38] recommended a few chaotic image coding algorithms that utilization the 

revolutionary guide of lower dimensions and the structure of dispersion spread. Be that as it may, 

the low-dimensional revolutionary guide is less secure than the high-dimensional bedlam 

framework. Likewise, the flipping cycle is autonomous of the plaintext and dissemination measure. 

Thusly, they can't successfully oppose the picked assault of plain content and the picked assault of 

encoded text. In this work, they proposed a cryptographic algorithm dependent on disarray. The 

algorithm embraces a 5-D muddled framework, and the key progression of the chaotic framework 

is related to the first image. At that point, pixel-level flipping and bit-level flipping were utilized 

to improve the security of the encryption framework. At long last, a post was utilized to change 

the pixels. Hypothetical investigation and mathematical reproduction show that the proposed 

algorithm is protected and dependable for image encryption. 

• An Image Encryption Scheme Based on Chaotic Tent Map 

Li et al. [39] have planned an image encryption system based on the anarchist paranormal map. 

This paper proposes a new image encryption system, based on the chaotic map of tents. Image 

encryption systems based on this map show some better offers. First, the chaotic map of Khawarish 

has been modified to produce a more chaotic and appropriate picture encoded image. Second, the 

chaos-based keystream is generated by a 1-D map, which has a better performance in terms of 

randomization characteristics and safety. The performance and security analysis of the image 

encryption scheme was performed using known methods. The results of the safe analysis of the 

failure are inspirational, and it can be concluded that the proposed scheme is effective and safe. 

• Steganography Using AES and LSB Techniques 

Pandey and Chopra [40] have recommended a novel approach to conceal confidential data in a 

combination of AES and LSB techniques. The image quality is selected by the users and based on 

that the length of the secret message is decided. Hence the user has the full right to select any size 
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of the output based on requirements. The framework provides an effective way to select an output 

image toad to accommodate the secret information. The receiver needs to have a secret key that 

will be used to decode the secret message. 

• Image Encryption Techniques Using Fractal Function: A Review 

A chaotic map-based encryption technique is proposed by Agarwal [41]. Use the characteristics of 

Arnold cat map to establish a relationship between keys and plaintext in the form of image pixel 

amplitude. It seems crucial for developing security against the chosen-plaintext attack which may 

create a series of dependencies between plain and encrypted images. Presented technique effects 

are checked by different experiments. A comparison of numerical simulation results with values 

generated by using similar plain-text images is given. Calculate the processing speed of an 

algorithm that provides enough information about the image used. The main advantage of this 

proposal is its simplicity and rapid processing speed. Similarly, in the case of the proposed image, 

the correlation coefficients of adjacent encrypted pixels are better than those obtained by other 

algorithms.  However, these solutions provide higher NPCR values. In the future, work can be 

done on the key diffusion algorithm, which currently limits the length of the input diffusion key to 

8 bytes. 

• A New Hyperchaotic Map and Its Application for Image Encryption 

Natiq et al. [42] have proposed another 2D chaotic model, 2D-SHAM, gotten from the H'enon and 

Sine maps. The essential powerful qualities incorporate equilibria, direction, Jacobin eigenvalues, 

LE, bifurcation outline, and affectability reliance test have been examined. It shows that 2D-

SHAM has by and large hyperchaotic properties and has a high affectability to its control 

boundaries and beginning qualities. Furthermore, the algorithm of Sample Entropy is utilized to 

consider its unpredictability. An epic image encryption algorithm dependent on 2D-SHAM is 

proposed. The algorithm meets the necessities of dispersion and disarray. Additionally, an arbitrary 

2D-SHAM is utilized for the upgrade of scrambled image security. Test investigation shows that 

SHAM-IEA can encode advanced images having high multifaceted nature execution, low usage 

cost, and solid obstruction of different assaults. 
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Chapter 2 

Designing S-boxes Triplet over a Finite Chain ring and its 

Application in RGB Image Encryption 

In this chapter, we have anticipated an encryption technique to encrypt any kind of digital 

information. Here our main work is to construct the component of block ciphers namely 

substitution boxes (S-boxes) over an algebraic structure of finite chain rings and use these S-boxes 

in image encryption applications. Most of the existing S-box building techniques are not 

addressing the unpredictability in the initial domain 𝐺𝐹(28), the Galois field, of transformation. 

The present formation is based on the finite commutative chain ring 𝑅9 = ℤ2 + 𝑢ℤ2 +

⋯+𝑢𝑘−1ℤ2 (module over itself), which is exactly two times 256. The multiplicative group of unit 

elements of R9 precisely has 256 elements and the set of all non-unit elements in R9 forms a 

submodule of module R9 consisting of precisely 256 elements. Thus, captivating this smart point 

to initiate a new 8 × 8 S-box triplet generation technique which addresses both; the group of units 

of R9 and submodule of R9. This new construction technique of S-boxes ensures random values in 

the area of the initial domain of transformation. The proposed Substitution boxes have been 

characterized by some standard algebraic, statistical, and texture analyses. A comparison of the 

anticipated and existing substitution boxes reveals that proposed boxes are comparatively better 

and can be used in well-known ciphers. One of the aims of this work is to suggest an encryption 

technique for RGB images based on permutation keys and triplets of newly generated S-boxes. 

The results of security, statistical, and differential analyses have approved that the foreseen method 

is remarkable for image encryption. 

This chapter is structured as follows: A short Background is described in Section 1. Some 

fundamental notions about commutative chain rings are presented in Section 2. In Section 3, the 

algebraic procedure for the construction of the triplet of S-boxes is introduced. Section 4 comprises 

the techniques utilized to analyze the performance of recommended S-boxes in comparison with 

some of the fundamental S-boxes. The color image encryption by the use of proposed S-boxes is 

presented in Section 5. Section 6 deals with the histogram, correlation, entropy, NPCR, UACI 

analyses, randomness test for cipher, and occlusion attack.   
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2.1 Background  

For the last three decades, digital data has been exchanged enormously from one place to another 

due to development and advances in computer networking. The main concern in this exchange is 

to avoid any kind of manipulation, unauthenticated form, repudiation, and disintegration. Images 

are extensively used in numerous progressions. Hence, the fortification of the image data from an 

unlicensed entry is compulsory. Image encryption and steganography play a substantial part in the 

field of information hiding. Swift development of network multimedia systems has been seen in 

recent years. Data duplication has been made easy by such developments. The ease with which 

flawless duplicates can be made may lead to large-scale unlicensed copying, which is a great alarm 

to the original images, music, films, and books. Due to copyright concerns, several technologies 

are being developed to guard against illegitimate replication. Keeping in view the rising demands 

of digital security mechanisms, we have formulated a novel technique of image encryption built 

on a finite commutative chain ring to boost accessible data hiding schemes that rely on the Galois 

field (GF). 

Currently, a common constituent used for attaining misperception in encrypted data is the S-box. 

The S-box is the nonlinear segment of a block cipher. Thus, the performance of block cipher 

depends on the S-box. Because of this, several investigators have shown their interest in coming 

up with completely different and powerful S-boxes. Because of their robust cryptographical 

characteristics, S-boxes that are created on algebraical techniques have abundant thought and that 

are robust to linear and differential cryptanalyses. So, secure communication based on differing 

kinds of S-boxes was designed. for example, in advanced encryption standards (AES), the affine 

power affine (APA) S-box is suggested to increase the algebraic complexness whereas keeping the 

anticipated encoding properties accessible within the new S-box [43]. By the action of symmetric 

group S8 on the first S-box of AES, the S8 AES S-boxes are planned [44]. On applying the extra 

rework supported binary grey codes on the first S-box of AES, the grey S-box has been introduced 

[45]. the grey S-box features a -term polynomial as compared to a 9-term polynomial that inherits 

the majority of the properties and will increase the safety for the AES. Consequently, it maintains 

the nonlinearity and also the algebraical complexness. Likewise, Xyi S-box, Residue prim S-box, 

and Skipjack S-box are ordinarily employed S-boxes in the secret writing and decryption ways [46, 

47]. The higher than mentioned S-boxes are used as a standard to see the strength of new created 
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S-boxes by suggests that of the criteria that embody, nonlinearity, strict avalanche criterion 

(SAC), bit independence criterion (BIC), linear approximation probability technique (LP), and the 

Differential approximation probability (DP) [24-27]. 

The most S-box construction techniques are the composition of inversion and the bijection maps 

on the GF consisting of 256 (28) elements. Another renowned scheme of S-box construction is 

the linear fractional transformations 𝐺𝐹(28).  So, for the fixed values of a, b, c, and d of the 

𝐺𝐹(28), the linear fractional transformation (LFT)  𝑥 ⟼
𝑎𝑥+𝑏

𝑐𝑥+𝑑
 design 8 × 8 S-boxes. The study is 

Ref. [48] shows a novel 8 × 8 S-box construction method built on the unit elements of the ring of 

integers of 512 elements ( 𝑈(ℤ512)).  This technique is twofold: First to increase randomness, a 

configuration of two maps; an inverse and the scalar multiple is defined on 𝑈(ℤ512). Then the 

action of the group is employed in the form of the LFT on the permuted elements of 𝐺𝐹(28). The 

512 elements of commutative chain ring R9 is a module over itself. The additive abelian subgroup 

ℳ of R9 has cardinality 256 formed by all the non-unit elements of the ring R9. Accordingly, ℳ 

is an R9 submodule of the R9 module R9. The multiplicative group 𝑀𝐺9  of the unit elements of R9 

has also 256 elements. The two binary operations based on the algebraic structure of the 

𝐺𝐹(28) support the XOR and AND operations in logic gates. The multiplicative structure of 𝑀𝐺9  

supports the operation AND, however, M favors XOR operation.  In this manuscript, we 

recommend a construction technique of 8 × 8 S-boxes, by the use of R9 submodule ℳ of the R9 

module R9 and by the multiplicative group 𝑀𝐺9with the help of an affine linear map and a fractional 

transformation as given in [49, 50]. The algebraical analyses like nonlinearity, SAC, LP, BIC, and 

DP on the newly created S-boxes are executed to verify their potency. The proposed Substitution 

boxes have been characterized by some standard algebraic, statistical, and texture analyses. To 

check the adequacy of the foreseen image encoding algorithm, we have performed varied analyses 

besides the linear and also differential cryptanalysis. The outcomes of those analyses are compared 

with the present encoding algorithms, show the good performance of our foretold encoding 

algorithm. In the end, we use differential analysis to examine that the proposed encryption scheme 

has excellent statistical properties that help in the resistance of differential attacks. 
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2.2 Algebraic structure of the proposed S-boxes 

We begin with some basic notions and terminologies in a commutative ring together with unity. 

In all these definitions we deal with R as a commutative ring with identity.  

Definition A commutative ring R along with the unity is said to be local if and only if it’s all non-

unit components create an additive Abelian group. More explicitly a local ring R has a distinctive 

maximal ideal M and the factor ring R/M is a field, called the residue field of the local ring R. The 

integer modulo ring ℤ𝑝𝑚, p is a prime integer and m is any positive integer, is the illustration of a 

finite local ring, while the fraction ring ℤ𝑝𝕫, is an infinite local ring.  

Definition [51, 52] The ring 𝑅𝑘 =
ℤ2[𝑢]

<𝑢𝑘>
= ℤ2 + 𝑢ℤ2 +⋯+𝑢𝑘−1ℤ2 is a commutative chain ring with 2𝑘 

elements with only maximal ideal uRk, where uk=0. Since u is a nilpotent element with nilpotency index k 

therefore  0 = 𝑢𝑘𝑅𝑘 ⊂ 𝑢
𝑘−1𝑅𝑘 ⊂ 𝑢𝑘−2𝑅𝑘 ⊂ ⋯ ⊂ 𝑢2𝑅𝑘 ⊂ 𝑢𝑅𝑘. 

Moreover, 
𝑅𝑘

𝑢𝑅𝑘
≅ ℤ2 is the residue field of Rk and  |𝑢𝑖𝑅𝑘| = 2|𝑢𝑖+1𝑅𝑘| = 2𝑘−𝑖  where 

0,1,2,..., 1.i k= −  The ring 𝑅𝑘 bonds a few assets of the local ring ℤ2𝑘  and the Galoisfield 𝔽2𝑘 . The 

multiplication binary function of 𝑅𝑘 corresponds with of ℤ2𝑘 while, the addition binary operation 

is analogous to that of  ℤ2𝑘 . 

2.3 Generating algorithm for a triplet of S-boxes 

A proficient S-box with extensive cryptographic highlights is of significant importance for the 

development of challenging cryptographic techniques. Assembling cryptographically robust S-

boxes is a key task. In [53] Shah et.al. proposed a technique to blend efficient 4 × 4 S-boxes 

founded on unit elements of the chain rings ℤ2 + 𝑢ℤ2 +⋯𝑢𝑘−1ℤ2, for k=3, 4, 5, 6, 7, 8 In this 

study we construct a 16 x 16 S-box on R9. The ring 𝑅9 =
ℤ2[𝑢]

<𝑢9>
= ℤ2 + 𝑢ℤ2 +⋯𝑢8ℤ2 is a 

commutative chain ring of 29 elements.  

The manipulative method of the S-boxes triplets is built on two substructures of the finite 

commutative chain ring 𝑅9. One of the substructures is the maximal ideal ℳ =

{0, 𝑢, 𝑢2, … , 𝑢8, 𝑢 + 𝑢2, … , 𝑢 + 𝑢2 + 𝑢3 +⋯+ 𝑢8} 𝑜𝑓  𝑅9,  a submodule of module 𝑅9 over the 

ring 𝑅9,  which is decimal equivalent to {0, 2,4, … ,510} and the second is the multiplicative group 
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𝑀𝐺9 = {1, 1 + 𝑢, 1 + 𝑢2, … , 1 + 𝑢8, 1 + 𝑢 + 𝑢2, … , 1 + 𝑢 + 𝑢2 +⋯+ 𝑢8} of unit elements of 

the ring 𝑅9, which is decimal equivalent to {1,3,5, … ,511}.  The first one aptitudes two operations; 

addition and scalar multiplication, however, the last one holds only multiplication binary 

operation. The actions of projective general linear group 𝑃𝐺𝐿(2, 𝐺𝐹(28)) to the Galois 

field 𝐺𝐹(28) yield the eventual S-boxes. The 𝑅9. − submodule ℳ of 𝑅9 − module 𝑅9 is not used 

previously in any other cryptosystem; however, the S-boxes construction over the unit elements of 

integers modulo ring  𝑅𝑘 𝑓𝑜𝑟 𝑘 = 3,4, … ,8; is given in [53]. 

2.3.1 Case I: Generating S-boxes over 𝐑𝟗 − submodule of 𝐑𝟗 − Module 𝐑𝟗 

Since ℳ is 𝑅9 − submodule of 𝑅9 − Module 𝑅9, therefore, a function resembling affine 

transformation is possible to define as 𝑓: ℳ → ℳ,  𝑓(𝑚)  =  𝑟𝑚 + 𝑚1, wherever 𝑟 and 𝑚1 are 

fixed elements of 𝑀𝐺9  and ℳ correspondingly. As the elements of ℳ are 9 binary bits 

interpretation, so we define a bijection 𝑔: 𝑀 →   𝐺𝐹(28) by  
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Rm is the remainder when divided by 256. Thus, finally, the LFT is employed in the erection of 

one of the S-boxes pairs is provided as; ℎ: 𝑃𝐺𝐿(2, 𝐺𝐹(28)) × 𝐺𝐹(28) → 𝐺𝐹(28)  defined as 

ℎ(𝑚) =
𝑎𝑚+𝑏

𝑐𝑚+𝑑
,  where 𝑎, 𝑏, 𝑐, 𝑑 ∈ 𝐺𝐹(28). For the construction of this S-box, the algorithm begins 

along with the maximal ideal ℳ of a local ring 𝑅9 and the use of 𝐺𝐹(28). Ultimately the 

function ℎ(𝑚) designs the S-box with the action of 𝑃𝐺𝐿 (2, 𝐺𝐹(28)) on 𝐺𝐹(28). The functions 

𝑓, 𝑔, and ℎ are applied in the process of creating the S-box. The innovative S-box formed through 

the anticipated algorithm is shown in Table 2.1. This is a 16 × 16 consult table and can be applied 

to process the 8-bit binary data. 

2.3.2 Case II: Generating S-boxes over 𝐌𝐆𝟗  

Define inverse and affine linear mappings 𝐼′, 𝑓′: 𝑀𝐺9  → 𝑀𝐺9  by 𝐼′(𝑠) = 𝑠−1 and 𝑓′(𝑠) =

𝑎𝑠, 𝑓𝑜𝑟 𝑓𝑖𝑥𝑒𝑑 𝑎 ∈ 𝑀𝐺9 Accordingly the composition  𝑓′ ∘ 𝐼′: 𝑀𝐺9  → 𝑀𝐺9 of mapping is defined 

by 𝐼′ ∘ 𝑓′(𝑠) = (𝑎𝑠)−1. As the elements of 𝑀𝐺9 are 9Tbinary bits representation, so we define a 

bijection 𝑔′: 𝑀𝐺9  →   𝐺𝐹(28) by 
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Rm is the remainder when divided by 256. So, lastly, the linear fractional transformation used in the building 

of one of S-boxes trio is given as; ℎ′: 𝑃𝐺𝐿(2, 𝐺𝐹(28)) × 𝐺𝐹(28) → 𝐺𝐹(28) defined by  ℎ′(𝑧) =
𝑎′𝑧+𝑏′

𝑐′𝑧+𝑑′
, 

where 𝑎′, 𝑏′, 𝑐′, 𝑑′ ∈ 𝐺𝐹(28). For the construction of this S-box, the algorithm stimulates the group 𝑀𝐺9 of 

unit elements in the local ring 𝑅9 and the use of Galois field  𝐺𝐹(28). Ultimately the function ℎ′ designs 

the S-box with the action of 𝑃𝐺𝐿 (2, 𝐺𝐹(28)) on 𝐺𝐹(28). The functions 𝐼′, 𝑓′, 𝑔′, and ℎ′ are utilized in the 

procedure of generating the S-box. The innovative S-box created via the intended procedure is demonstrated 

in Table 2.2.  

A particular case may be of interest if we consider the fixed values as under. 

𝑎 = 𝑎′, 𝑏 = 𝑏′, 𝑐 = 𝑐′, 𝑑 = 𝑑′ ∈  𝐺𝐹(28) 𝑎𝑟𝑒 𝑓𝑖𝑥𝑒𝑑 𝑤𝑖𝑡ℎ 𝑎𝑑 − 𝑏𝑐 ≠ 0. Consequently, we obtain the non-

identical S-boxes triplet. The whole algorithm is summarized in the flow chart given in Figure 2.1.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

𝑅9 =ℳ ∪𝑀𝐺9 =  {𝑚 = 2𝑧: 0 ≤ 𝑧 ≤ 255} ∪ {𝑛 = 2𝑧′ + 1: 0 ≤ 𝑧′ ≤ 255} 

 

Define 𝑓: ℳ →ℳ by 𝑓(𝑚) = 𝑢𝑚 + 𝑣, for fixed 𝑢 ∈ 𝑀𝐺9 , 𝑣 ∈ ℳ 

Define 𝐼′, 𝑓′: 𝑀𝐺9 → 𝑀𝐺9 by 𝐼′(s) = 𝑠−1 and 𝑓′(𝑠) = 𝑎𝑠, for fixed 𝑎 ∈ 𝑀𝐺9 

Define 𝑔: 𝑓(ℳ) = ℳ → 𝐺𝐹(28) by  

 

Define 𝑔′: 𝐼′ ∘ 𝑓′(𝑀𝐺9) = 𝑀𝐺9 → 𝐺𝐹(28) by  

 

 

Action ℎ of 𝑃𝐺𝐿(2, 𝐺𝐹(28)) on 𝐼𝑚(𝑓) = 𝐺𝐹(28) gives ℎ(𝑧)  =  ℎ(𝑧) =
𝑎𝑧+𝑏

𝑐𝑧+𝑑
∈  𝐺𝐹(28) 

Action ℎ′ of 𝑃𝐺𝐿(2, 𝐺𝐹(28)) on 𝐼𝑚(𝑓′ ∘ 𝐼′) = 𝐺𝐹(28) gives ℎ′(𝑧′)  =  
𝑎′𝑧′+𝑏′

𝑐′𝑧′+𝑑′
∈ 𝐺𝐹(28) 

𝑎, 𝑏, 𝑐, 𝑑, 𝑎′, 𝑏′, 𝑐′, 𝑑′ ∈ 𝐺𝐹(28) are fixed with 

𝑎𝑑 − 𝑏𝑐 ≠ 0 𝑎𝑛𝑑 𝑎′𝑑′ − 𝑏′𝑐′ ≠ 0 

End 

Figure 2.1: Flow chart for S-boxes pairs generation over the ring R9 
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Table 2.1: S-box 1 designed over R9- submodule of R9- Module R9 

229 018 026 184 080 085 125 037 63 164 238 170 160 147 227 185 

244 59 21 69 103 53 112 65 60 2 177 153 12 10 93 84 

215 193 223 188 56 186 0 36 72 196 30 3 55 226 23 250 

109 180 144 136 146 74 161 94 128 241 8 67 71 47 181 202 

245 205 45 88 173 163 9 14 236 213 237 210 77 122 165 120 

117 41 44 151 57 27 248 22 75 106 5 46 17 243 232 191 

123 139 78 148 70 66 51 182 89 218 162 246 168 187 115 98 

42 104 38 129 96 169 58 49 212 141 135 102 6 131 97 132 

16 255 19 230 81 198 64 101 95 152 40 4 25 52 150 50 

99 183 43 73 249 157 154 240 179 251 32 111 201 195 83 159 

171 116 149 200 224 242 189 33 203 118 222 34 92 216 204 108 

167 235 133 219 138 134 1 252 145 48 79 20 137 166 31 172 

234 253 220 29 197 119 214 61 28 156 239 142 190 247 140 208 

54 130 121 228 114 113 100 82 206 11 13 192 194 107 105 254 

87 175 127 207 62 221 225 68 211 24 15 155 158 90 76 199 

7 126 233 174 231 39 35 143 110 91 209 217 178 176 86 124 

 

Table 2.2: S-box 2 designed over MG9 

 

 

 

 

 

 

 

 

 

 

 

To synthesize another S-box, we take the composition of the above generated S-boxes. 

Table 2.3: S-box 3 obtained by composition of S-boxes 1,2 

31 15 161 202 54 219 255 252 214 14 136 201 131 91 20 114 

253 163 30 234 69 113 22 37 175 246 11 235 251 230 74 128 

104 154 121 198 100 211 166 240 50 88 178 190 57 25 147 204 

216 77 130 67 110 115 176 26 79 133 144 56 129 84 87 210 

227 221 27 170 85 40 4 173 107 36 87 213 167 59 96 217 

166 218 246 190 179 174 238 71 144 4 230 172 251 119 173 242 

43 33 15 222 187 30 102 147 205 83 161 237 89 193 178 3 

245 223 53 224 240 252 247 75 208 197 199 151 150 27 148 84 

64 103 164 39 24 113 68 57 100 48 1 163 175 228 177 214 

12 37 200 56 60 234 58 129 50 188 115 181 140 167 236 65 

54 23 0 207 128 219 149 62 170 47 249 156 42 74 26 111 

19 239 169 191 38 78 180 69 70 159 32 254 18 216 125 137 

22 165 2 109 49 93 152 215 217 241 59 132 16 255 183 51 

79 72 52 203 126 117 66 101 67 229 250 220 194 94 28 182 

130 5 110 91 160 168 17 9 98 235 153 80 123 122 44 63 

131 176 184 40 14 96 192 90 35 55 201 162 21 85 195 158 

231 11 244 206 77 87 106 141 202 114 211 171 198 186 233 8 

185 154 196 232 88 225 209 99 139 95 210 124 46 221 45 41 

146 248 213 226 10 36 243 104 134 212 118 157 97 7 92 121 

135 155 25 20 142 31 105 81 61 120 143 116 107 86 136 127 

73 133 13 76 253 227 34 138 6 29 204 108 145 82 189 112 
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93 197 150 9 48 237 6 102 181 32 174 148 33 76 61 8 

132 220 236 160 58 200 39 106 47 118 184 34 35 171 109 169 

199 70 247 72 19 55 1 103 10 94 101 180 238 203 239 126 

43 112 222 105 23 209 12 78 111 98 208 179 83 24 17 164 

191 141 151 188 29 122 153 73 206 108 245 137 95 232 207 63 

162 049 168 139 135 13 186 223 124 152 92 53 42 134 46 18 

090 116 117 157 250 66 218 145 5 64 65 187 229 192 3 21 

143 82 97 193 225 215 243 228 89 123 127 28 233 138 194 146 

68 52 241 142 2 165 38 0 45 172 119 185 196 254 159 189 

62 158 51 41 177 7 155 60 226 205 242 80 44 249 140 99 

71 183 120 195 81 75 224 182 125 156 248 212 244 231 149 16 

 

2.4 Performance analyses of S-boxes 

An effectual S-box must satisfy some specific cryptographical measures; bijectiveness, 

nonlinearity, BIC, strict SAC, LP, and DP. We implement different analyses for the projected S-

boxes to test their strength and ranking concerning some other famous S-boxes. 

2.4.1 Nonlinearity  

“The distance among the Boolean function 𝑓 and the set of all affine linear functions is stated to 

be nonlinearity of 𝑓.” Comparison of this analysis of suggested S-boxes along with some 

accessible S-boxes is presented in Table 2.4, given below. Readings of this analysis reveal that 

synthesized S-boxes can efficiently replace S-boxes based on algebraic construction because of 

their more appealing construction and chaos-based S-boxes due to their vast interval for 

randomness. 

2.4.2 Strict avalanche criteria (SAC)  

This criterion analyzes how output bits the cryptograph responds to the adjustments employed to 

input bits. It is expected half of the output bits should be switched on the variation of a solo input 

bit value. As the iteration progresses, an avalanche of alter in output bits caused by alteration of a 

single input bit. The unpredictability made by cryptogram will be maximum if a change only in a 

solo input bit can make changes in output bit with a probability of 0.5. We can see from 

performance indexes of S-boxes that the proposed S-boxes effectively reassured SAC.  

2.4.3 Bit independent criterion (BIC) 

It is imperative to examine the deviation in the performance of output bits when input bits are changed. 

Several methodologies are introduced to quantify this change. BIC is a well-known technique to quantify 



32 
 

the degree of reliant adjustment in any duo of output bits when any input bit has retreated. Through 

performing catalogs of suggested S-boxes, we noticed that these planned S-boxes assured BIC the best 

viable amount.  

2.4.4 Linear approximation probability (LP)  

LinearTapproximationTprobabilityTisTtheTmaximumTvalueTofTtheTimbalanceTofTanToccurr

ence.  From Performing catalogs of S-boxes, we observe that the average value of LP of the 

recommended S-boxes is 0.0625 which is suitable to resist linear outbreaks. 

2.4.5 Differential Approximation Probability (DP)  

This tool used to quantify the differential homogeneity of an S-box. The average value of This 

analysis for recommended S-boxes is 0.015625, which is similar to AES, APA, Gray S-box. 

Performing catalogs of S-boxes are specified in Table 2.4 and Table 2.5 displays the contrast of 

suggested S-boxes with residue prime, Xyi, Skipjack, APA, and AES S-boxes. 

Table 2.4: S-boxes Performance Indices 

AnalysisT Max.T Min.T AverageT SquareT 

DeviationT 

TheT 

differentialT 

approximationT 

probabilityT(DP) 

TheTlinearT 

approximationT 

probabilityT(LP) 

Nonlinearity:  

          S box1 

          S box2 

          S box3 

 

112 

112 

104 

 

110 

110 

96 

 

111.5 

111.75 

101.5 

   

SAC: 

          S box1 

          S box2 

          S box3  

 

0.546875 

0.5652 

0.578125 

 

0.4375 

0.4375 

0.390625 

 

0.496582 

0.502197 

0.497314 

 

0.0133521 

0.0156778 

0.0207415 

  

BIC:  

          S box1 

          S box2 

          S box3  

  

110 

110 

100 

 

111.429 

111 

104.214 

 

0.903508 

1 

2.22578 

  

BIC- SAC:  

          S box1 

          S box2 

          S box3 

  

0.484375 

0.480469 

0.482422 

 

0.50020 

0.50411 

0.503209 

 

0.0102733 

0.0111387 

0.0139111 

  

DP:  

          S box1 

          S box2 

          S box3 

     

0.0234375 

0.0234375 

0.046875 

 

LP:    

          S box1 

          S box2 

          S box3 

 

146 

146 

160 

     

0.0703125 

0.0703125 

0.0125 
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A comparison between a few appropriately established nonlinear constituents for block ciphers 

with the recommended S-boxes is specified in Table 2.5. We can perceive that nonlinearity is 

accomplishing exceptional worth when the elevated valuation of any Walsh Hadamard value is 

constrained. The less bound f can be estimated by any instant limit, the better its nonlinearity. 

There are cutoff goals to how flexible a Boolean function can be contrary to successive estimation 

as demonstrated by Parseval. In this interpret, the nonlinearity of our suggested S-boxes 1 and 2 

are higher than Skipjack, Xyi, Residue prime, Lui, and S-boxes presented in [54-60]. The SAC 

analyses of our suggested S-boxes are very close to previously existing S-boxes. The analogy of 

BIC analyses of anticipated S-boxes and the accessible nonlinear segment of block cryptograms 

are presented in Table 2.5. It may be noticed that as indicated by these outcomes of BIC-

nonlinearity, our foreseen S-box design is incredibly comparable to the AES, APA, and Gray S-

boxes. 

Table2.5: Comparison of Performance indexes of trio S-boxes 

S-boxesT NonlinearityT SACTT BICTT DPTT LPTT 

AESTS-box 112TT 0.5058T 112T 0.0156T 0.062T 

APATS-box 112T 0.4987T 112T 0.0156T 0.062T 

GrayTS-box 112TT 0.5058T 112T 0.0156T 0.062T 

SkipjackTS-box 105.7TT 0.4980T 104.1TT 0.0468T 0.109T 

XyiTS-box 105T 0.5048T 103.7TT 0.0468T 0.156T 

ResidueTPrime 99.5TT 0.5012T 101.7TT 0.2810T 0.132T 

Lui 105T 0.499756 104.071 0.0390625 0.128906 

Ref. [54] 110.50 0.5031 109.21 0.0234 0.0860 

Ref. [55] 106.5 0.507 103.9 0.140 0.054 

Ref. [56] 104.5 0.498 104.6 0.047 0.125 

Ref. [57] 106 0.0520 104.2 0.039 0.132 

Ref. [58] 105.5 0.5000 103.78 0.0468 0.1250 

Ref. [59] 106 0.5020 103.00 0.0469 0.1250 

Ref. [60] 110.25 0.5000 104 10 0.125 

proposed:  

            S-box 1 

            S-box 2 

            S-box 3 

 

111.5 

111.75 

101.5 

 

0.49658 

0.50219 

0.49731 

 

111.429 

111 

104.214 

 

0.0234375 

0.0234375 

0.046875 

 

0.0703125 

0.0703125 

0.0125 

 

DP of our recommended S-box is incredibly comparable to AES, APA, Gray S-boxes and S-boxes 

presented [54-60]. The lesser is the linear estimate value, the stronger is the S-box's resistance as 

opposed to linear cryptanalysis (see Table 2.5). Along these lines, the values of LP are smaller in 

the case of our anticipated S-boxes which distinctly mirror the resistance of our S-boxes against 
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linear cryptanalysis. Linear cryptanalysis tries to abuse high probability events of linear 

expressions comprising plaintext bits, "ciphertext" bits, and subkey bits. It is a known plaintext 

assault; that is, it is started on the assaulter holding data on a pattern of the exploit of plaintexts 

and the contrasting ciphertexts. Regardless, the attacker has no genuine method to decide which 

plaintexts (and relating ciphertexts) are handy. In several purposes and circumstances, it is rational 

to admit that the assailant knows about a fickle plot of plaintexts and the concerning ciphertexts. 

2.5 Application of synthesized S-boxes in Image Encryption 

We take an image of dimensions 256, split it into three layers; red, green, and blue. Each layer of 

the image is encrypted in two steps. In the first step, we scramble images through a permutation 

key generated by the 3D chaotic map, and in the second step, each layer is again vailed through S-

boxes synthesized in Section 2.3. 

2.5.1 Pixels permutation 

In this phase, the locality of the pixels is jumbled-up of the entire image without altering their 

values and the image becomes distorted. Uncertainty determines to diminish the elevated 

association between end-to-end pels in the basic image. To boost the level of randomness and the 

degree of safety we use the following 3D logistic map; 

𝑥𝑖+1 = 𝜆𝑥𝑖(1 − 𝑥𝑖) + 𝛽𝑦𝑖
2𝑥𝑖 + 𝛼𝑧𝑖

3,

𝑦𝑖+1 = 𝜆𝑦𝑖(1 − 𝑦𝑖) + 𝛽𝑧𝑖
2𝑦𝑖 + 𝛼𝑥𝑖

3,

𝑧𝑖+1 = 𝜆𝑧𝑖(1 − 𝑧𝑖) + 𝛽𝑥𝑖
2𝑧𝑖 + 𝛼𝑦𝑖

3.

 

Here the above equations exhibit the chaotic behavior for 3.35 < 𝜆 < 3.81, 0 < 𝛽 < 0.022, 0 <

𝛼 < 0.015, and 𝑥𝑖, 𝑦𝑖, 𝑧𝑖 ∈ (0,1).  

 

Figure 2.2: Plot of 3D Logistic map 

We iterate this map 256 by 256 times to generate three different keys. After the generation of the 

required length of keys, we use the aforementioned three different keys for the pixel scrambling 

 

(a) Plot of X component 

 

(b) Plot of Y component 

 

(c) Plot of Z component 
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of each layer of the image. Suppose I ( i, j ) be the basic image of size 256 ×256. Here i signifies 

the position of the pixel on the X-axis and j indicates the position of the pixel on the Y-axis. After 

permutation, we get the image I’ ( i, j ). Figure 2.4(e)-2.4(h) depicts the results after applying 

permutation keys on each channel of the input image. 

2.5.2 Pixels mixing 

After permutation, we have an image I’( i, j ). In this progression, we utilize trio cohort S-boxes; 

generated in Section 3. For pixels mixing XOR operation is used. In each layer of the permuted 

image different S-box is XORed to attain an elevated degree of protection and complexity. The 

process is summarized in the figure below. R’( i, j ), G’( i, j ) and B’( i, j ) are splits layers of 

permuted image, Re( i, j ), Ge( i, j ), Be( i, j ) are encrypted layers and Ie( i, j ) is recombined layers. 

Which is the final encrypted image.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.5.3 Pseud code for the proposed image encryption scheme 

Input: Plain image I of size 𝑚 × 𝑛 × 3. 

Output: Encrypted image C of size 𝑚 × 𝑛 × 3. 

1. 𝐼 → 𝑅, 𝐺, 𝐵 (split the image into red, green, and blue layers each of size 𝑚 × 𝑛 ). 

2.  

𝑅(𝑖, 𝑗) ⟶ 𝑅((𝑖 + 𝑥𝑘)𝑚𝑜𝑑 𝑚, (𝑗 + 𝑥𝑘)𝑚𝑜𝑑 𝑛) = 𝑅′(𝑖, 𝑗); 

𝐺(𝑖, 𝑗) ⟶ 𝐺((𝑖 + 𝑦𝑘)𝑚𝑜𝑑 𝑚, (𝑗 + 𝑦𝑘)𝑚𝑜𝑑 𝑛) = 𝐺′(𝑖, 𝑗); 

I’( i, j ) 

B’( i, j ) R’( i, j ) G’( i, j ) 

⨁𝑆1 

S1 

⨁𝑆3 ⨁𝑆2 

Re( i, j ) Ge( i, j ) Be( i, j ) 

Ie( i, j ) 

Figure 2.3: Flow chart for XOR operation 
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𝐵(𝑖, 𝑗) ⟶ 𝐵((𝑖 + 𝑧𝑘)𝑚𝑜𝑑 𝑚, (𝑗 + 𝑧𝑘)𝑚𝑜𝑑 𝑛) = 𝐵′(𝑖, 𝑗); 

where 𝑖 = 1,2, … ,𝑚; 𝑗 = 1,2, … , 𝑛 & 𝑥𝑘, 𝑦𝑘, 𝑧𝑘 are keys generated by the chaotic map. 

3.  

𝑅′(𝑖, 𝑗) → 𝑅′(𝑖, 𝑗)⨁𝑆1 = 𝑅𝑒(𝑖, 𝑗) 

𝐺′(𝑖, 𝑗) → 𝐺′(𝑖, 𝑗)⨁𝑆2 = 𝐺𝑒(𝑖, 𝑗) 

𝐵′(𝑖, 𝑗) → 𝐵′(𝑖, 𝑗)⨁𝑆3 = 𝐵𝑒(𝑖, 𝑗) 

4. 𝑐𝑎𝑡(3; 𝑅𝑒; 𝐺𝑒; 𝐵𝑒) = 𝐶 

Pictorial view of the combine and each layer is in Figure (encrypted) 2.4(i)-2.4(l) 

 
(a) 

 
(b) 

 
(c)  

 
(d)  

 
(e) 

 
(f)  

 
(g)  

 
(h)  

 
(i)  

 
(j)  

 
(k)  

 
(l)  

Figure 2.4: (a) Original image, (b) Red layer, (c) Green layer, (d) Blue layer, (e) Permuted image, (f) 

Permuted red layer (g) Permuted green layer, (h) Permuted blue layer, (i) Encrypted image, (j) Encrypted 

red layer, (k) Encrypted green layer, (l) Encrypted blue layer 

2.6 Security Analysis 

To determine the strength of recommended encryption outline, we perform an image encryption 

experiment on the "baboon" image of dimensions 256 and examine the encrypted image through 

some standard analyses like histogram analysis, correlation analysis, UACI, and NPCR, etc. 
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2.6.1 Histogram analysis 

Histograms of the basic and cryptogram image are in Figure 2.5(a) and 2.5(b), respectively. We 

noticed that the histograms of the ciphered image have a consistent distribution which emphasizes 

the usefulness of the procedure, as all the 256 RGB channels represent the identical prospect. 

 
(a)  

 
(b) 

Figure 2.5: (a) HistogramTofTthe originalTimage,T(b)THistogramTofTtheTencryptedTimage 

2.6.2 Key space analysis 

Key space is the entire quantity of various keys utilized in the encryption/decryption process. For 

an effectual cryptosystem, key space must be adequately large enough to defend against brute-

force attacks. In the first case of the projected system, we have 256! choices for affine function 

and from the action of  𝑃𝐺𝐿(2, 𝐺𝐹(28)) on 𝐼𝑚(𝑓) = 𝐺𝐹(28),  we can construct 16776969 quantity 

of S-boxes [61]. Similarly, for the second case; we have 256 choices for scalar functions and then 

for projection, we have 16776960 choices for parameters. Hence combining all possibilities, we 

have large enough key space to defend brute force assault. At the initial stage, in both cases we 

have several choices for defining affine and scalar multiple functions, these choices are additional 

edge in producing a very large number of S-boxes. 

2.6.3 Correlation Analysis 

The correlation assessment is partitioned into three distinct types. It executes on upright, 

horizontal, and slanting formats. The alliance of a pixel to its neighbor is quantified by this 

assessment.  During this analysis, the texture of the whole image is kept into consideration. The 

mathematical formulation of this investigation is the equation 

,

( )( ) ( , )
.

i j
i j

i i j j p i j
K

 

 

− −
=   

CorrelationTisT1TorT-1Tfor a dreamily positively or adversely related image.  
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Figure 2.6(a)-2.6(f) articulated the association of neighboring pixels in the horizontal, vertical and 

transverse direction of the original and encoded image respectively. The correlation between the 

original image pixel rendering evident linear relationship and encryption image pixels of random 

correspondent relations are visible. Table 2.6 presents the values of correlation for the original 

image and the proposed cipher image among adjacent pixels. 

Table 2.6: Comparison of correlation among adjacent pixels 

Related 

Systems 

Original 

image 

Proposed Ref. [62] Ref. [63] 

THorizontalT 0.9103 -0.000165 0.0665 0.00039 

TVerticalT 0.8841 -0.000274 0.0407 0.00036 

TDiagonalT 0.8549 -0.000284 -0.006 0.00010 

 

The upshots of this investigation and contrast with some other systems are also accessible in Table 

2.6. For the best encryption system, the association results should be identical or approach to zero. 

Table 2.6 indicates the correlation of original image is almost close to 1 and the correlation of the 

encoded image is closer to 0 as compared to another scheme presented in [64, 65].  

 

 
(a) 

  
(b) 

  
(c) 

 

  
(d)  

  
(e)  

  
(f)  

FigureT2.6:T(a)THorizontalTcorrelationTofToriginalTimage,T(b)TVertical correlation of original 

image,(c)TDiagonalTcorrelationTofToriginalTimage,T(d)THorizontalTcorrelationTofTencryptedTimage,

T(e)TVerticalTcorrelationTofTencryptedTimage,T(f)TDiagonalTcorrelationTofTencryptedTimage. 

2.6.4 Entropy 

In the image, the quantity of entropy is accompanying the arrangement of objects which assists the 

beings to identify the image. The process of replacement of nonlinear constituents in the 
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cryptosystem induced uncertainty in an image. The degree of unpredictability brought by 

encryption is highly related to the fact that the mortal eye can identify the stability in the image. 

The deficiency of unpredictability may consequence in the identification of the 

encrypted/processed image. Therefore, the extent of entropy can deliver essential evidence about 

the encryption asset and is measured as 

𝐻 =∑𝑝(𝑥𝑖)𝑙𝑜𝑔𝑏𝑝(𝑥𝑖)

𝑛

𝑖=0

, 

where (𝑥𝑖) indicates the histogram counts. Table 2.7 enlists the values of entropy analysis. The 

entropy of our proposed image encryption system built on proposed S-boxes illustrates great 

execution. 

Table 2.7: Comparison of Entropy Analysis 

Images Entropy 

Proposed 7.9994 

Ref. [63] 7.9992 

Ref. [64] 7.9991 

The entropy value acquired in this technique is 7.9994, which is very close to the ideal value. We 

have contrasted our results and right now exist work [63, 64]. 

2.6.5 NPCR and UACI analysis 

For a strong cryptosystem of images, the universal requirement is that the original image is 

completely stashed in its encrypted image, there are two most probable techniques; the number of 

pixels changes rate (NPCR) and unified average changing intensity (UACI).  

The NPCR deliberate two encoded images just fluctuate by one pixel, let one image is symbolized 

by C1(i, j) and the other by C2(i, j), then NPCR is evaluated as[65]; 

𝑁𝑃𝐶𝑅(𝐶1, 𝐶2) =
∑ 𝐷(𝑖, 𝑗)𝑖,𝑗

𝑇
 × 100%, 

Where T is the overall quantity of pixels and D(i, j) is described as 

𝐷(𝑖, 𝑗) = {
0,      𝑖𝑓 𝐶1(𝑖, 𝑗) = 𝐶2(𝑖, 𝑗)

1,       𝑖𝑓 𝐶1(𝑖, 𝑗) ≠ 𝐶2(𝑖, 𝑗)
. 

The UACI is planned to assess the amount of altering pixels and the amount of averaged altered 

strength among the cipher image, correspondingly, when the discrepancy among plain images is 

subtle (usually a single pixel). Mathematically this analysis is represented by the formula,  
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𝑈𝐴𝐶𝐼(𝐶1, 𝐶2) =
1

𝑀𝑋𝑁
∑∑

|𝐶(𝑖, 𝑗) − 𝑃(𝑖, 𝑗)|

𝐹 × 𝑇
× 100%,

𝑁

𝑗=0

𝑀−1

𝑖=0

 

𝐷(𝑖, 𝑗) = {
0,      𝑖𝑓 𝐶1(𝑖, 𝑗) = 𝐶2(𝑖, 𝑗)

1,       𝑖𝑓 𝐶1(𝑖, 𝑗) ≠ 𝐶2(𝑖, 𝑗)
. 

F signifies the leading maintained pixel value congruent with the cryptogram image format [65]. 

To get a strong encryption algorithm for images, the values of NPCR should be substantial 

thanT99%, and UACI values must be nearer to 33%.  

Results of NPCR and UACI are provided in Table 2.8. 

Table 2.8: Comparison of proposed and reference schemes 

Image 

name 

Image size 256 × 256 

 

 

 

Baboon 

Analysis Layers Proposed [62] [63] [64] [65] 

 

NPCR 

Red 99.4583 99.7299 99.6056 99.6338    94.5864 

Green 99.3358 99.3289 99.6105   99.5483    95.6835 

Blue 99.5010 99.4029 99.5956 99.5972    98.6810 

 

UACI 

Red 33.4837 33.7275 33.4571 33.3756    33.4647 

Green 33.4639 33.2510 33.4763 33.5518    34.5058 

Blue 33.2689 33.2213 33.4852 33.5145M 35.4999 

It can be observed from Table 2.8, that the consequences secured from the differential analysis are 

uncommonly pleasing and then, we are very close to the ideal values. These outcomes explain the 

validations of the strength of our suggested scheme for RGB image encryption. We have contrasted 

our results and right now exist work [62-65]. The analysis of our proposed image encryption 

scheme built on suggested S-boxes shows great execution when contrasted with the results of [62-

65]. 

2.6.6 Occlusion Attack 

At the point when computerized images are communicated via networks, a few data might be lost 

on account of a blockage in the network or vindictive annihilation [65]. Occlusion attack 

assessment is utilized to test the limit of recuperating unique images from cryptogram images 

regardless of whether some piece of it has been lost or blocked. The occlusion assessment of 

images appears in Figure 2.7(a)-2.7(f). 
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(a) 

 
(b) 

 
(c) 

 
(d) (e) (f) 

FigureT2.7: (a)TCipherTocclusionT1, T (b) TCipherTocclusionT2, T (c) TCipherTocclusionT3, T (d) 

TDecryptedTocclusion,T (e) TDecryptedTocclusionT2, T (f) TDecryptedTocclusionT3 

In these figures, the segments, CipherTOcclusionT1, CipherTOcclusionT2, CipherTOcclusionT3 

demonstrate the damage of image statistics in different areas which may almost certainly occur 

while broadcast. The comparing decoded or retrieved images have appeared in the remainder of 

the segments. It is apparent from Figure 2.7 that the images can be decrypted in a decipherable or 

justifiable structure regardless of whether a few pieces of cipher image are lost. 

2.6.7 Randomness Test for Cipher 

Uniform distribution, Extended period, and high intricate nature of the output are the key 

properties to take note of the security strength of a cryptosystem. Through a significant end target 

to accomplish these preconditions, we employed NISTTSP 800-22 [66] for testing the randomness 

of digital images. A portion of these tests includes many subclasses. The distorted Mandrill image 

is cast-off to catch all NIST tests. Ciphered information is made through proposed RGB image 

cryptosystem of a Mandrill pure image of size 256×256×3.  Table 2.9 displays the outcomes of the 

tests. Remarkably our recommended image encryption scheme capably passes the NIST tests. 

Hence, due to the skillful outcomes, the designed random cryptosystem used for RGB Image 

Encryption constructed via Triplet S-boxes be professed that is very irregular in its crop. 
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Table 2.9: NISTTtestTresultsTfor proposed encryptedTimage 

 

 

TestT                                                             P – valuesTforTcolorTencryptionsTof 

cipheredTimage 

ResultsT 

                                                                       TRedT                    TGreenT             TBlueT   

FrequencyT  0.2823                     0.59086               0.4292                   PassT 

Block frequency  0.8988                     0.21487               0.71781 PassT 

RankT  0.29191                   0.29191               0.29191 PassT 

Runs (M=10,000)T  0.69437                   0.21914               0.38768 PassT 

LongTrunsTofTonesT  0.7127                     0.7127                 0.7127 PassT 

OverlappingTtemplatesT  0.85988                   0.85988               0.85988 PassT 

NoToverlappingTtemplatesT  0.95715                   1                          0.9994 PassT 

SpectralTDFTT  0.30979                  0.88464               0.081659 PassT 

ApproximateTentropy  0.013847                0.82725                0.70397 PassT 

UniversalT  0.99716                  0.98964                0.98956 PassT 

SerialT p values 1 0.0022627              0.61929                0.70533 PassT 

SerialT p values 2 0.00044814            0.99438                0.90991 PassT 

CumulativeTsumsTforward  0.34767                  0.35256                0.23783 PassT 

CumulativeTsumsTreverseT  1.2649                    0.91462                0.88005 PassT 

RandomTexcursionsT X = -4T 9.9281e-05             0.24498                0.55893 PassT 

 X = -3T 0.62172                  0.078723              0.81689 PassT 

 X = -2T 0.81797                  0.17256                0.7631 PassT 

 X = -1T 0.75125                  0.94318                0.77296 PassT 

 X = 1T 0.9725                    0.7583                  0.93709 PassT 

 X = 2T 0.52568                  0.34004                0.29291 PassT 

 X = 3T 0.73909                  0.78446               0.014187 PassT 

 X = 4T 0.6243                    0.1531                  0.62343 PassT 

RandomTexcursionsTvariants X = -5T 0.59244                  0.67999                1 PassT 

 X = -4T 0.96542                  0.46236                0.85859 PassT 

 X = -3T 0.91828                  0.47677                0.56208 PassT 

 X = -2T 0.59624                  0.54029                0.45419 PassT 

 X = -1T 0.3588                    0.59588                0.63735 PassT 

 X = 1T 0.4913                    0.4795                  0.4795 PassT 

 X = 2T 0.6911                    0.54029                0.19608 PassT 

 X = 3T 0.68152                  0.63526                0.63526 PassT 

 X = 4T 0.63343                  0.54762                0.50404 PassT 

 X = 5T 0.56628                  0.55569                0.38746 PassT 
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Chapter 3 

A Novel Multiple Color Image Encryption Scheme based on Algebra 

𝑴(𝟐,
𝔽𝟐(𝒖)

<𝒖𝟖>
) and Chaotic Map 

A huge number of images are grouped in different areas each day. The substance protection of 

computerized pictures ends up being a huge issue for researchers and architects. Thus, it is crucial 

to obscure and conceal image data before an impart over the web for security. Due to the 

operational strength of the matrix algebra 𝑀(2,
𝐹2[𝑢]

<𝑢8>
), and a unique attempt on the 4D chaotic 

map, this chapter recommends novel multiple colored image encryption techniques. This technique 

is applied in two stages. Initially, a double permutation model is built to permute a group of images, 

and hence row and column permutations are incorporated. Finally, chaotic sequences are produced 

by a 4D chaotic system to perform the exclusive OR operation on permuted images and chaotic 

successions. The proposed cryptosystem is assessed by using different analyses which include 

entropy, horizontal, vertical, inclining correlation, UACI, and NPCR tests. The outcomes of our 

investigation support the fact that the proposed technique is satisfying in terms of high security 

and better adequacy when contrasted with the present algorithms. 

The rest of the chapter consists of the following Sections: Some background is presented in Section 

1. In Section 2, a chaotic map is discussed. In Section 3 complete MIE scheme is presented. Section 

4 contains a trial case of the recommended scheme. Section 5 describes the statistical, security, 

and differential assessment of our planned method, and a comparison of the proposed scheme with 

other similar schemes is in Section 6. 

3.1 Background 

The exploration of digital image encryption innovation and strategy counted as a significant course 

for digital image security insurance. Be that as it may, encryption innovation or encryption 

framework is for the most part dependent on the prerequisites of content encryption. At present, 

the more usual encryption framework can't accomplish better outcomes in the similarity and 

encoding nature of digital image encryption. Examining a cryptological framework or encryption 

technique applicable to digital image encryption is that the best approach to ensure the 

protection of digital images within the network condition. 
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With the expanding interest in image encryption, numerous researchers have proposed a wide 

range of encryption procedures and strategies in the field of digital image encryption. Various 

scientists have proposed numerous solo image encryption procedures to handle this issue. Usual 

single image algorithms or schemes in common use mainly include digital image encryption 

centered on pixel transformation, random sequence, image compression coding, and image key 

schemes. During the 1980s [67], British mathematician Matthews initially suggested encryption a 

strategy dependent on a logistic chaotic framework. 

The single image can encode multiple images more than once, yet the viability of that encryption 

is continually dreadful. Specialists extended their thought towards the multiple image encryption 

considering the way that the high capability of secret data broadcast is needed for the 

trendy multimedia system safety innovation. They have offered a variety of multiple-image 

procedures. In Ref. [68] multiple image algorithm through blended image part and chaos is 

presented. A multiple image algorithm using pixel traded activity and vector rot is suggested in 

[69]. In [70], authors introduced a procedure applying combined permutation and image 

scrambling. The authors recommended multiple image encryption employing computational 

phantom imaging in [71]. Ref. [72] intended an algorithm utilizing optical asymmetric key 

cryptosystem. Ref. [73] recommended multiple-image encoding algorithm dependent on lifting 

wavelet transform and XOR operation.  

Numerous multiple optical image encryption procedures are discovered out by several authors 

Multiple image encryption (MIE) techniques are often completed by using; chaotic systems [74], 

retrieval phases [75], and wavelet transform [76]. However, as per the encoding of images, these 

optical structured image highlights are not fitting. In this way, for the protection and assurance of 

images these writers likewise emphasize MIE techniques for images. In [76], the author conferred 

an MIE method employing transform domains of wavelet. In [77] Zhang et.al suggested a 

securable technique of MIE by way of manipulating operations of DNA which is relatively 

difficult due to encoding/decoding of DNA operations. Since every pixel of the color image is 

composed of three planes, red (R), green (G), and blue (B). In contrast along with the grey images, 

RGB images carry additional data and attract more attention. Actuated by the preceding MIE 

methods for grey images, this chapter offers a new multiple RGB image cryptosystem constructed 

on a double permutation model and a four-dimensional chaotic system. 



45 
 

3.2 Chaotic System 

Chaotic structures are nonlinear structures that are delicate to initial conditions and show highly 

exceptional behavior. Chaotic structures have a scope of utilization in several engineering and non-

engineering fields, power systems, secure communication, biology, and mathematics, a portion of 

their appliances are observed in intelligent mechanisms. Also, chaotic attractors were found by 

Lorenz while he was concentrating on environmental convection, at that point, he presented the 

initial three-dimensional chaotic framework in 1963 [78]. A short time later, Rossler proceeded 

with this work of dissipative dynamical framework and suggested another chaotic framework in 

1976 [79]. Further work has been directed from that point forward, for instance, Chen presented 

another three-dimensional attractor in 1999, which is not topologically proportional to the Lorenz 

framework [80].  

A novel four-dimensional chaotic structure is introduced in [81]. It mainly consists of four 

multiplier terms and four simple terms. This chaotic structure has the following set of four dynamic 

equations 

 

The new framework was demonstrated to be a dissipative framework for all positive a and all 

estimations of b. Accordingly, picking a=23; b=9 makes the above chaotic framework dissipative. 

The representation for three measurements, for initial conditions (1, 1, 1, 1), are appeared below 

in Figure 3.1. 

 
(a) 

 
(b) 

 
(c) 

FigureT3.1: Three-dimensional portrait (a) xyz portrait (b) wxy portrait (c) zxw portrait. 

𝑤 = 𝑎(𝑥 − 𝑤), 

𝑥 = 𝑏𝑤 − 𝑤𝑦, 

𝑦 = 𝑤𝑥 − 𝑥𝑧, 

𝑧 = 𝑥𝑦 − 𝑦. 
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3.3 Proposed Multiple Image Cryptosystem 

In this part, a thorough explanation of the suggested cryptosystem is given.  

3.3.1 Encryption 

The encryption algorithm comprises two phases:  Scrambling and masking of pixels of the whole 

image as explained below. 

3.3.1.1 Scrambling  

Scrambling is mainly the shifting of a pixel’s place. In this phase, rows, and columns of the image 

are permuted for the decrease of adjacent pixels association. The automorphisms in the form of 

matrices on commutative chain rings are used as permutation keys to permute rows and columns. 

The description is given below: 

Let H be an abelian subgroup of the general linear group of degree 2. i.e., GL(2, 𝑅8) which is given 

as follows: 

𝐻 = {𝐻1 = (
𝑎1 𝑏1
𝑏1 𝑎1

) |𝑎1, 𝑏1𝜖𝑅8 𝑎𝑛𝑑 𝑑𝑒𝑡(𝐻1) = 𝑡 𝑤ℎ𝑒𝑟𝑒 𝑡𝜖 𝑀𝐺8}. 

Keys Generation 

1. Calculates the given below automorphisms of the ring 𝑀2(𝑅8) 

𝜓: 𝑉 → (𝑋2𝑌)−1𝑉(𝑋2𝑌), 

𝜉: 𝑉 → (𝑋𝑌2)−1𝑉(𝑋𝑌2), 

where 𝑉 ∈ 𝑀2(𝑅8). 

2. Chooses an arbitrary Select two matrices 𝑋 = [
𝑥1 𝑦1
𝑦1 𝑥1

] and 𝑌 = [
𝑥2 𝑦2
𝑦2 𝑥2

] from the group 𝐻  

3. matrix 𝑁 ∈ 𝐺𝐿(2,  𝑅8) such that 𝑁 does not belong to group 𝐻. 

4. Calculate the matrices 𝑁−1, 𝜓(𝑁), 𝜉(𝑁−1). 

5. Row and column permutation keys are 𝜓(𝑁) and 𝜉(𝑁−1) respectively. 

Row Permutation 

1. For row permutation take two images I1 and I2; make a column matrix by taking entries from 

these images. Let 𝑍(1) = [𝐼1(1,1) 𝐼2(1,1)]
𝑇, In this way obtained the matrices 
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𝑍(1), 𝑍(2), 𝑍(3), … ,  𝑍(𝑘) of 2 × 1 over commutative chain ring 𝑅8, where k is the number of 

column matrices, made by the pixels of the input images. 

2. For each matrix 𝑍(𝑗)(𝑗 = 1, 2, … , 𝑘),  select an arbitrary matrix 𝑊𝑗 ∈ 𝐻. 

3. Define for each 𝑗 = 1, 2, … , 𝑘 the automorphisms 

𝛾𝑗: 𝑉 → (𝑊𝑗)
−1
𝑉(𝑊𝑗) for each 𝑉 ∈ 𝑀2(𝑅8). 

4. Calculate for each 𝑗 = 1, 2, … , 𝑘 the matrices 𝛾𝑗(𝜓(𝑁)).  

5. Choose for each 𝑗 = 1, 2, … , 𝑘 an arbitrary unit 𝜌 ∈ 𝑀𝐺8 and calculate the partially permuted 

images  

𝐼𝑖
′(𝑗) = 𝜌𝑗𝛾

𝑗(𝜓(𝑁))𝑍(𝑗),   𝑗 = 1, 2, … , 𝑘,   𝑖 = 1,2. 

6. Now repeat the above process for images; I3 and I4. Hence get partially permuted images say, 

𝐼1
′ , 𝐼2

′ ,  𝐼3
′ ,  𝐼4

′ .  

Column permutation 

1. For column permutation take two partially permuted images column-wise, i.e. take 𝐼1
′  and 

𝐼3
′ , make a column matrix by taking entries from these images. Let 𝑃 = [𝐼1

′(1,1) 𝐼3
′(1,1)]𝑇, 

In this way obtained the matrices 𝑃(1), 𝑃(2), 𝑃(3), … ,  𝑃(𝑘) of 2 × 1 over commutative chain 

ring 𝑅8. 

2. Calculate for each 𝑗 = 1, 2, … , 𝑘 matrices 𝛾𝑗(𝜉(𝑁−1)). 

3. For each 𝑗 = 1, 2, … , 𝑘 arbitrary units 𝜌𝑗 ∈ 𝑀𝐺8 and evaluate the complete permuted image  

𝐼𝑖
′′(𝑗) = 𝜌𝑗

−1𝛾𝑗(𝜉(𝑁−1))𝑃(𝑗), 𝑖 = 1,3 

4. Now repeat the above process for images; 𝐼2
′    and 𝐼4

′ . Hence, we get permuted images, 

𝐼1
′′, 𝐼2

′′, 𝐼3
′′, 𝐼4

′′ ready to go for the next phase. 

3.3.2 XOR Operation  

InTthisTstep of encryption exclusiveTORToperationTis utilized. The fundamental commitment of 

OR activity isTthatTit changeTtheTpixels esteems with the new esteems and in case, if the chaotic 

key is not known,TreversibleTstepsTareTimpossible. 

This Phase is accomplished by the following steps  

1. In step 1, we take a 4D chaotic map.  

2. From step 1, we get four keys w, x, y, z. 
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3. Take the permuted multiple images and split each image then take the first and XOR key 1 (w) 

in 1st image by involving previously encrypted pixels, which give an encrypted image. 

Mathematically, 

𝑐1(𝑖) = 𝑘1(𝑖)⨁𝑚𝑜𝑑(𝐼1
′′(𝑖) + 𝑐1(𝑖 − 1), 256);𝑤ℎ𝑒𝑟𝑒 𝑖 = 1: 256 × 256. 

4. In this step, the 2nd image is XORed with the Scrambled image in step 1 and Key 2 (x) so the 

second encrypted image is obtained in this step. Similarly, 3rd encrypted image is obtained by 

XORing key 3 (y), and each pixel of the current image is also XORed by pixels of previous 

encrypted images. And the same procedure is used to encrypt the 4th image. Mathematically 

each image is encrypted by the following equations.  

𝑐2(𝑖) = 𝑘2(𝑖)⨁𝑚𝑜𝑑(𝐼2
′′(𝑖) + 𝑐2(𝑖 − 1) + 𝑐1(𝑖),256);𝑤ℎ𝑒𝑟𝑒 𝑖 = 1: 256 × 256. 

𝑐3(𝑖) = 𝑘3(𝑖)⨁𝑚𝑜𝑑(𝐼3
′′(𝑖) + 𝑐3(𝑖 − 1) + 𝑐2(𝑖),256);𝑤ℎ𝑒𝑟𝑒 𝑖 = 1: 256 × 256. 

𝑐4(𝑖) = 𝑘4(𝑖)⨁𝑚𝑜𝑑(𝐼4
′′(𝑖) + 𝑐4(𝑖 − 1) + 𝑐3(𝑖),256);𝑤ℎ𝑒𝑟𝑒 𝑖 = 1: 256 × 256. 

5. All encrypted images are concatenated again and tested through different analyses. 

The whole encryption scheme is summarized in the flow chart given in Figure 3.2. 

The decryption method is that the reverse of the projected coding scheme.  

3.4 Application of proposed MIE scheme 

The encryption process is applied to combine multiple images of Lena, peppers, mandrill, and 

parrots. Original, encrypted, and decrypted images appeared in Figure 3.3(a)-3.3(c) respectively. 

Furthermore, the proposed scheme is also applied to individual images presented in Figure 

3.4(a)-3.4(d), whereas Figure 3.5(a)-3.5(d) are encrypted images of Figure 3.4(a)-3.4(d) 

respectively. By viewing these figures, one can analyze the efficiency of the given algorithm. 
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(a) 

 

(b) 

 

(c) 

Figure 3.2: FlowTchartTofTtheTEncryptionTAlgorithm. 

Row Permutation 

Column Permutation 

 
Permuted images 

XOR operation 

𝐼1
′′⨁𝑘1 𝐼2

′′⨁𝑘2 𝐼3
′′⨁𝑘3 𝐼4

′′⨁𝑘4 

 
Encrypted images 

4D chaotic Map 

K1 K2 K3 K4 

𝑁 ∈ 𝐺𝐿(2, 𝑅8) 

𝜌𝑗𝛾
𝑗(𝜓(𝑁))𝑍(𝑗) 

𝜌𝑗
−1𝛾𝑗(𝜉(𝑁−1))𝑃(𝑗),  

 
     Plain text 

Figure 3.3 :(a) Combine OriginalTimage (b) CombineTEncryptedTimage (c) CombineTdecryptedTimage 

image. 
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(a) 

 

(b) 

 

(c) 

 

(d) 

 

 3.5 Security Analysis 

To verify the ability of any purported encryption procedure, security assessment assumes a 

substantial job. In this Section, the projected cryptosystem is examined by diverse security 

measures. 

3.5.1 Histogram analysis 

A robust image encoding procedure has stable histograms of encoded images. The 3D Histogram 

of joint original and encrypted image be found in Figure 3.6(a)-3.6(b). Additionally, the 3D 

histogram of detached, original, and encrypted images i.e. Lena, peppers, mandrill, and parrots are 

shown in Figure 3.7(a)-3.7(d) and Figure 3.8(a)-3.8(d) respectively. We found that the histograms 

of the ciphered image have a consistent distribution which highlights the usefulness of the 

algorithm. 

 

(a) 

 

(b) 

 

(c) 

 

(d) 

Figure 3.4: Plain images: (a) Lena (b) Peppers (c) Mandrill (d) Parrots 

Figure 3.5: Encrypted images: (a) Lena (b) Peppers (c) Mandrill (d) Parrots 
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(a) (b) 

 

 

(a) 

 

(b) 

 

(c) 

 

(d) 

 

 

(a) 

 

(b) 

 

(c) 

 

(d) 

 

3.5.2 Texture analysis of the image 

Texture, along with color, is one of the most important characteristics of material defining the 

appearance of its surface. There are numerous procedures to viewpoint the assessment of surfaces, 

wavelet approach and Fourier methodology are illustrations of such aspects. However, the 

moderate analysis is encouraging as coupled to the human optical system identifies texture, that is 

that the absolute initial technique to texture analysis structured by Haralik [82], and it is still widely 

used in image segmentation. By this strategy following five highlights are processed; energy, 

contrast, homogeneity, correlation, and entropy, which are intended to interpret the texture. 

Contrast 

The extent of the difference in an image assists the observer to intensely detect the entities in the 

mage. A rational quantity of contrast intensities in the image also saturates the entities which ease 

the identification of the image more precisely. One can infer that a better level of distinction within 

FigureT3.6: 3D HistogramTrepresentation of OriginalTandTEncrypted Multiple images. 

Figure 3.7: Histograms of plain images: (a) Lena, (b) Peppers, (c) Mandrill, (d) Parrots. 

Figure 3.8: Histograms of Encrypted images: (a) Lena, (b) Peppers, (c) Mandrill, (d) Parrots. 
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the encoded image portrays robust encoding as it associates with the number of misperceptions 

shaped by the S-box in the easy image.  

Correlation 

Figure 3.9(a)-3.9(f) expressed the association of adjoining pixels in the horizontal, vertical, and 

diagonal direction of the original and encrypted image respectively. The upshots of the correlation 

analysis are accessible in Table 3.1 

 

 

 

 

 

 

 

 

 

 

 

FigureT3.9: Horizontal, Vertical, diagonal correlation of plain and ciphered combined images, 

respectively. 

Table 3.1: Correlation coefficients of the proposed scheme 

 

 

 

 

 

 

 

 

 

 

 

 

 
(a)  

  
(b)  

  
(c)  

  
(d)  

  
(e)  

  
(f)  

TImagesT TLayersT THorizontalT TVerticalT TDiagonalT 

  Plain Ciphered Plain Ciphered Plain Ciphered 

LenaT 

RT 0.9387 0.0022 0.9716 -0.00022 0.9216 0.000017 

GT 0.9384 -0.013 0.9701 0.0006 0.9303 0.000089 

BT 0.8922 0.0009 0.9458 -0.0040 0.8754 -0.00006 

PeppersT 

RT 0.8789 -0.0091 0.9294 0.00061 0.8745 0.00005 

GT 0.8860 0.0007 0.9703 -0.000049 0.9309 0.00030 

BT 0.8991 0.00041 0.9242 0.00009 0.8917 -0.0043 

Bird 

RT 0.8756 0.0071 0.9696 0.00020 0.9515 -0.0019 

GT 0.8675 -0.0012 0.9556 0.000005 0.9175 0.0006 

BT 0.9012 -0.0002 0.9479 0.00012 0.9245 -0.00109 

Baboon 

RT 0.9432 -0.00015 0.9417 0.00001 0.9111 -0.00037 

GT 0.9763 -0.000010 0.9108 0.00032 0.8535 -0.0002 

BT 0.9456 -0.00004 0.9493 0.0005 0.9105 0.0032 
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Entropy 

In an image, the amount of entropy is accompanying the arrangement of objects which assists the 

humans to recognize the image. The process of replacement of nonlinear constituents in the 

cryptosystem induced uncertainty in the image. Table 3.2 enlists the values of entropy analysis. 

Table 3.2: Entropy Analysis 

 

 

 

Energy 

During the implementation of this assessment, the gray-level co-occurrence matrix is castoff. It is 

the addition of squared elements in the GLCM. The precise form of this assessment is 

𝐸 =∑∑𝑝2(𝑖, 𝑗).

𝑗𝑖

 

For a constant image, energy is 1. 

Homogeneity 

The information of a picture linked to its substances has a natural distribution. To measure the 

intimacy of the distributed text within the GLCM to GLCM diagonal we are inclined to execute a 

homogeneity assessment. The GLCM demonstrates symptoms of alignments of grey picture 

element amounts in tabular type. The inspection besides continued by handling entries from the 

GLCM table. The precise form of this assessment provided as 

𝐻 =∑∑
𝑝(𝑖, 𝑗)

1 + |𝑖 − 𝑗|
.

𝑗𝑖

 

In Table 3.3, the texture assessments of plain and ciphered multiple joined images have appeared. 

Table 3.3: TextureTanalysesTforTplain and ciphered (joined) image. 

 TPlain channels of  the imageT Cipher channels of the image 

 RT GT BT RT GT BT 

TContrastT 0.5439T 0.5000T 0.4726T 10.4997 10.5346 10.4957 

THomogeneityT 0.8723T 0.8715T 0.8907T 0.4200 0.3894 0.3895 

TEntropyT 7.7893T 7.7585T 7.1434T 7.9997 7.9990 7.9991 

TCorrelationT 0.9487T 0.9391T 0.9400T 0.00629 -0.000346 0.000547 

TEnergyT 0.0779T 0.0821T 0.1708T 0.0157 0.0159 0.01567 

TImagesT Plain Ciphered 

LenaT 7.7637T 7.9992 

PeppersT 7.7447T 7.9991 

Mandrill 7.6792 7.9992 

Parrots 7.4240 7.9980 
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3.5.3 Robustness Analysis 

Here, we center around the robustness of the projected image encryption procedure counter to the 

image administering operation, geometrical twists (for example cropping). For accommodation, 

we take the encoded Mandrill image in Figure 3.5(c) as the experiment image in accompanying 

simulations. 

Cropping is habitually utilized in genuine applications. It is a lossy activity. In Figure 3.10(a), 

information obstructs with size 128×128 and 256×256 is deleted from cryptogram image. Figure 

3.10(b) illustrates the relating decoded image. Figure 3.10(c) shows that solitary a fraction of the 

encrypted image is persisted, and concerning decoded image is portrayed in Figure 3.10(d). As can 

be viewed, the deciphered images still contain a larger part of the primary visual information. This 

demonstrates the good robustness of the proposed encryption algorithm against cropping assaults. 

 

(a) 

 

(b) 

 

(c) 

 

(d) 

Figure 3.10: (a)Tencrypted Mandrill mageTwithTa 128 × 128 dataTcut,T(b)Tdecrypted Mandrill 

imageTfrom (a),T(c)Tencrypted Mandrill mage with a 128 × 128 dataTcut,T(d)Tdecrypted Mandrill 

imageTfromT(c). 

3.5.4 Differential Analysis 

To evaluate the quality of an encoded image against the differential assault, NPCR and UACI are 

the two best plausible procedures. 

The sensitivity of the proposed algorithm was assessed as: Initially, the encoding is operated on 

the plain image. At that time select any irregular pel in the plain image and somewhat amend it to 

induce an added altered original image. Presently by utilizing an identical secret key the encryption 

is executed on the reworked plain image. Thus, by utilizing these two ciphered pictures the NPCR 

and UACI values for the R, G, B components are determined. To get the solid encoding rule for 

pictures, the estimations of NPCR ought to be sizeable than 99% and UACI qualities need to be 

nearer to 33%. Results of NPCR and UACI of Multiple pictures are given in Table 3.4. what is 
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more, Table 3.5, gives the outcomes of varied plain pictures by utilizing the proposed rule. The 

findings that appeared in these Tables tendered that the proposed strategy for image encoding has 

raised NPCR and acceptable UACI values. Higher NPCR values have indicated that each pixel 

position is irregular exaggeratedly. Moreover, the relevant UACI values introduced that regarding 

every degree of a pixel in the projected scrambled algorithm are adjusted. On these lines, from the 

results that appeared in Table 3.4 and Table 3.5, it very well may be handily ascertained that the 

planned cryptosystem has high opposition against the selected and also the realized plain text 

attacks. 

Table 3.4: Channel wise NPCRTandTUACITanalysisTofTCombineTimage 

 

 

Table 3.5: Channel wise NPCRTandTUACITanalysisTof separatTimages 

  R G B 

LenaT 
NPCRT T99.6288 T99.6183 T99.6602 

UACIT T33.6204 T33.5443 T33.5815 

PeppersT 
NPCRT T99.5974 T99.6049 T99.6126 

UACIT T33.5927 T33.5325 T33.9388 

BaboonT 
NPCRT T99.6136 T99.5627 T99.6847 

UACIT T33.5724 T33.6107 T33.8427 

DeblurT 
NPCRT T99.5898 T99.6216 T99.6873 

UACIT T33.1756 T33.7267 T33.0934 

3.6 Comparison 

The recommended encryption procedure is compared with other existing techniques by employing 

Entropy, NPCR, UACI, and Correlation assessments for each colored plane of Lena image in Table 

3.6.TIn thisTtableTtheTproposedTschemeTisTcomparedTwithTotherTschemesTpresented in [83-

87]. Best values are represented in bold to highlight the efficiency of the proposed algorithm. 

 

 

  R G Bl 

ProposedTAlgorithm NPCRT 99.6288 99.6066 99.6135 

UACIT 34.037 32.6315 34.7069 
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Table 3.6: Channel wise Performance comparison with Other Schemes  

 

 

 

 

 

 

 

 

 

 

 

MeasuresT PlanesT ProposedT Ref.T[83] Ref.T[84] Ref.T[85] Ref.T[86]  Ref.T[87] 

Entropy 

R 7.999308 7.9974 7.999236 7.9968 7.9993 7.9971 

G 7.999462 7.9969 7.999378 7.9965 7.9994 7.9969 

B 7.999308 7.9979 7.999304 7.9965 7.9993 7.9962 

NPCR 

R 99.6289 99.623 99.60 - 99.65 99.58649 

G 99.6180 99.606 99.60 - 99.52 99.21722 

B 99.6531 99.652 99.59 - 99.70 98.84746 

UACI 

R 33.5011 33.245 33.51 - 33.43 33.48347 

G 33.5441 33.362 33.50 - 33.49 33.6399 

B 33.5813 33.521 33.49 - 33.51 33.26891 

Horizontal correlation 

R -0.0004 -0.00009 - -0.0065 -0.0131 0.0054 

G -0.0002 -0.0011 - 0.0009 -0.0007 0.0059 

B  0.0009 -0.0010 - -0.0008 0.0036 0.0013 

Vertical Correlation 

R -0.00022 0.0026 - 0.0033 0.0142 0.0062 

G 0.00061 0.00009 - 0.0018 -0.0167 0.0016 

B -0.00405 -0.0030 - -0.0033 0.0083 0.0022 

Diagonal Correlation 

R 0.000017 -0.0053 - -0.0037 -0.0044 0.0017 

G 0.000089 0.0026 - -0.0043 -0.0145 0.0029 

B -0.000006 -0.0051 - -0.0016 -0.0214 0.0026 
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Chapter 4 

 

Multiple like RGB Image Encryption 
 

A cryptosystem to encrypt/decrypt any digital data is introduced in this chapter. The proposed 

algorithm is principally founded on substitution, permutation, and bit Xor. The substitution 

procedure is performed by the Substitution boxes constructed over a finite commutative chain ring. 

For the permutation step, a sequence of the parity bit is obtained by a recursive map through Blum 

integer, used as the permutation key device to rearrange the pixels of an image to be encrypted. 

This phase considerably reduces the correlation between neighboring pixels. For bit Xor operation 

a chaotic sequence is generated through a four-dimensional (4D) chaotic attractor. In the end, the 

proposed encoding scheme is assessed by different analyses, the outcomes of applied analyses 

validate the competence of the algorithm. 

4.1 Background 

In the corresponding study of coding theory, cyclic codes are usually generated over finite chain 

rings. Bonnecaze and Udaya [88] presented the way of construction of self-dual and cyclic codes 

on the chain ring 2 2u+F F  and introduced these types of rings in coding theory. After this 

foundation, many researchers have utilized these kinds of rings to devise codes, for example, 

constacyclic and cyclic codes on the finite chain ring 𝔽2 + 𝑢𝔽2 + 𝑢2𝔽2 [93], cyclic codes over the 

rings 𝔽2 + 𝑢𝔽2 and ℤ2 + 𝑢ℤ2 + 𝑢2ℤ2 [89], simplex codes over  ∑ 𝑢𝑛𝔽2
𝑛
𝑠=0  [90] and, 𝔽2 + 𝑢𝔽2 

[91], cyclic codes over  ℤ2 + 𝑢ℤ2 + 𝑢2ℤ2 +⋯+ 𝑢𝑘−1ℤ2 [92]. Whereas the linear codes over 

finite chain ring 𝔽2 + 𝑢𝔽2 + 𝑢2𝔽2  of constant Lee weight are discussed in [93]. Cyclic codes over 

finite chain ring 𝔽𝑝 + 𝑢𝔽𝑝 + 𝑢2𝔽𝑝 +⋯+ 𝑢𝑘−1𝔽𝑝 [94] are studied by J. Qian et al. 

To translate this idea from coding theory to cryptography, Shah et al [53] established a proposal 

for the formation of S-boxes built on subgroups of cardinality 16 of the multiplicative group of 

units of the commutative chain ring, which shifts the role of finite Galois fields 𝐺𝐹(2,𝑚), 2 ≤

𝑚 ≤ 8  to finite commutative chain rings ℤ2 + 𝑢ℤ2 + 𝑢2ℤ2 +⋯+ 𝑢𝑘−1ℤ2, 3 ≤ 𝑘 ≤ 8  the 

extensions of the binary fieldℤ2. In this chapter, by using these S-boxes we introduce a novel 

scheme for the encryption of images. To encrypt images a swap file on each ring is compiled. 
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These swap files contain 16 blocks, which are 4-by-4 S-boxes generated by 16 ordered subgroups 

of multiplicative groups. 

 4.2 S-boxes Construction steps 

1. List the unit elements of the ring 𝑅𝑘 to form a multiplicative group 𝑀𝐺𝑘 , whose cardinality is 

half of the |𝑅𝑘|. 

2. Outline two functions; f, a transposal map, and g a linear scalar multiple maps from 𝑀𝐺𝑘  to 

𝑀𝐺𝑘 , if the size of 𝑀𝐺𝑘is 4 or 16.  Else, pick a subgroup 𝐻𝐺𝑘of 𝑀𝐺𝑘with size exactly 16 and 

subsequently illustrate two one-one functions f and g from 𝐻𝐺𝑘  to 𝐻𝐺𝑘 . 

3. Apply the composition of these two maps to the elements of 𝑀𝐺𝑘(𝐻 𝐺𝑘). 

4. Create 4 × 4TS-box. 

The ring, 𝑅8 =
ℤ2[𝑢]

<𝑢8>
= ℤ2 + 𝑢ℤ2 +⋯+ 𝑢7ℤ2 is a commutative chain ring of 256 elements. 

Multiplicative group 𝑀𝐺8  of invertible elements of the ring 𝑅8 enclosed 128 elements.  

Subgroups of order 16 

𝑅8 contains the following classes of subgroups of order 16. 

1) < 𝑠, 𝑡, 𝑟, 𝑣 | 𝑠𝑖
2 = 𝑡𝑖

2 = 𝑟𝑖
2 = 𝑣𝑖

2 = 1 >,𝑤ℎ𝑒𝑟𝑒 𝑖 = 1, 2, … , 7. 

2) < 𝑠, 𝑡, 𝑟 | 𝑠𝑖
2 = 𝑡𝑖

2 = 𝑟𝐽
4 = 1 >,𝑤ℎ𝑒𝑟𝑒 𝑖 = 1,2, … ,7 𝑎𝑛𝑑 𝑗 = 1, 2, 3, 4. 

3) < 𝑠, 𝑡, | 𝑠𝑖
4 = 𝑡𝑖

4  = 1 >,𝑤ℎ𝑒𝑟𝑒 𝑖 = 1, 2, 3, 4. 

4) < 𝑠, 𝑡|𝑠𝑖
2 = 𝑡𝑗

8 = 𝑟𝑖
2 = 𝑣𝑖

2 = 1 >,𝑤ℎ𝑒𝑟𝑒 𝑖 = 1,2, … ,7 𝑎𝑛𝑑 𝑗 = 1, 2, 3, 4. 

Where 𝑟, 𝑠, 𝑡, 𝑣 𝜖 𝑀𝐺8 . 

Remark  

“In the entirety of the previously mentioned mixes, the interSection of each joining pair or trio 

ought to be only the unit element”. We choose a subgroup  𝐻𝐺8 =< 1 + 𝑢3 + 𝑢6, 1 + 𝑢2 + 𝑢4 +

𝑢5 + 𝑢7 > of the group 𝑀𝐺8 . having cardinality 16. The following tables are of 𝑓 ∘ 𝑔(𝐻𝐺8) in 

which the required S-boxes are in decimal form. 

1 73 17 65 

9 229 181 253 

153 29 81 165 

245 141 217 93 
 

73 65 1 217 

9 81 153 17 

165 181 29 229 

141 245 93 253 
 

17 1 217 81 

65 73 153 93 

253 29 141 9 

165 181 229 245 
 

65 1 9 81 

73 17 253 93 

181 153 141 29 

245 217 165 229 
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9 1 65 73 

153 217 17 73 

229 245 93 253 

165 181 29 141 
 

229 141 181 165 

65 253 245 217 

17 153 93 1 

9 81 29 73 
 

181 93 229 245 

73 29 165 65 

9 1 17 153 

81 141 217 253 
 

253 229 29 141 

17 93 81 165 

65 73 181 153 

1 9 217 245 
 

    

153 17 9 217 

81 1 73 181 

65 245 165 93 

29 141 229 253 
 

29 181 253 93 

245 141 1 81 

229 217 65 17 

9 165 153 73 
 

81 153 65 17 

217 245 165 93 

73 141 1 181 

229 29 9 253 
 

165 253 245 153 

229 181 65 17 

217 141 81 1 

73 93 29 9 
 

    

245 29 165 181 

17 93 229 65 

217 9 73 81 

253 1 153 141 
 

141 165 93 253 

81 29 229 17 

1 65 73 153 

245 217 181 9 
 

217 81 73 153 

17 65 9 1 

245 229 165 181 

93 253 141 29 
 

93 245 141 29 

65 181 17 165 

253 1 81 153 

217 229 9 73 
 

 

4.3 Structures used in Encryption Technique 

The following structures are used to build up under discussion cryptosystem 

4.3.1 Blum Blum Shub Random Number Generator  

B.B.S pseudo random number generator takes the form 𝑥𝑖 = 𝑥𝑖−1
2 (𝑚𝑜𝑑𝑛),  where n is a Blum 

integer and which is the consequence of two primes 𝑛 = 𝑝. 𝑞 along with  p, q ≡ 3 mod 4.  

4.3.2 Four-Dimensional Chaotic System 

In 2012, Dadras et al. constructed a newTrealT4DTsmoothTautonomousThyperchaoticTnonlinear 

systemT[95],TwhichTisTbrieflyTreferredTtoTasTtheTDadrasTsystemTasTfollows: 

𝑥 = 𝑎𝑥 − 𝑦𝑧 + 𝑤,
𝑦 = 𝑥𝑧 = 𝛽𝑦,

𝑧 = 𝑥𝑦 + 𝑥𝑤 − 𝛾𝑧,
𝑤 = −𝑦,

  

where (𝑥, 𝑦, 𝑧, 𝑤)𝑇 is the real vector and 𝛼, 𝛽, 𝛾 are positive perpetual constraints. This structure 

can produce a four-wing hyperchaotic attractor when 𝛼 = 8, 𝛽 = 40, 𝛾 = 14.9 in Figure 2.1 and 

a four-wing chaotic attractor when 𝛼 = 8, 𝛽 = 40, 𝛾 = 49. 

https://en.wikipedia.org/wiki/Pseudorandom_number_generator
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Figure 4.1: Four wing hyperchaotic attractor 

4.4 Proposed encryption scheme 

The encoding procedure comprises three phases: permutation, substitution, and masking of pixels 

of entire image as explained below. First, the whole image divided into 16 parts as shown in Figure 

4.2.  

               

Figure 4.2: Split Image 

Each part is concealed through the following 3 phases. 

4.4.1 Pixel permutation 

At this phase, the place of the image components is stirred up of the complete image devoid of 

adjusting their amounts and the image gets misshaped. To support the level of eccentricity and the 

degree of protection we produce a bit string of the required length, changed it over it into bytes in 

their decimal form, and, get a key.  

A bit string is generated by the BBSTPRNG in the subsequent direction: 

1. Create p and q, two big Blum primes. 

2. Calculate 𝑛 = 𝑝. 𝑞 

3. Choose 𝑠 ∈𝑅 [1, 𝑛 − 1] the random seed. 

4. 𝑥0 = 𝑠2(𝑚𝑜𝑑𝑛). 

5. The sequence is defined as 𝑥𝑖 = 𝑥𝑖−1
2 (𝑚𝑜𝑑𝑛),  and 𝑧𝑖 = 𝑝𝑎𝑟𝑖𝑡𝑦(𝑥𝑖). 
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6. The output is 𝑧1, 𝑧2, 𝑧3, … 

7. Iterate this congruence to generate a sequence 𝐾 = {𝑧0, 𝑧1, … 𝑧𝑀×𝑁}. Where 𝑀 ×𝑁 is the size 

of the segment of the image. 

8. Now take a segment of the image, convert pixels of the image in a vector as 𝐼 =

{𝑖1,𝑖2,… , 𝑖𝑀×𝑁}.  

9. Obtain 𝐼′ by permuting the pixels by using the key extracted above, as 𝐼′ = 𝐼(𝐾). 

 Repeat this phase by choosing different seeds to permute each remaining segment of the image. 

After permutation, we get the following image.   

 

Figure 4.3: Permuted Image 

4.4.2 Substitution Step 

This function is displayed in Figure 4.5. It requires two considerations; one is the image that will 

be substituted, and the other is S-box. In this phase, the pixels of 𝐼′ are substituted along with 

several S-boxes. In S-box conversion, we isolate the 8-bit byte of the image into two pieces; left 

nibble (MSBs) and right nibble (LSBs),TbothThavingT4Tbits. Presently convert MSBs and LSBs 

from the binary structure into numbers in the field GF(24). As shown in Figure 4.5, the decimal 

value equivalent to MSBs and LSBs will provide us with the S-box number (ninth) and the entry 

of that S-box (ninth) respectively. In Figure.4.5, the element at the intersection of the eleventh line 

and ninth section is 158, and this element will be replaced by the permuted image pixel. The impact 

of various S-boxes is outlined in Figure 4.4. 
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Figure 4.4: Effect of Multiple S-boxes versus One S-box 

 

 

 

 

 

 

 

 

 

 

 

 

4.4.3 Pixels Transformation  

In the last stage of encryption exclusive OR activity is utilized. The principle commitment of OR 

activity is that it changes the pixels esteems with new ones and if the turbulent key is not known, 

reversible actions are impossible. So, the substituted image is of each channel obtained in 

dimensions 𝑀 ×𝑁 are converted into 1 × 𝑀𝑁 image, and the chaotic keys are generated in Section 

pixel transformation. Then OR operation is applied between each channel of the substituted image 

and the keys by using the following formula: 

𝑐1(𝑖) = 𝑘1(𝑖)⨁𝑚𝑜𝑑(𝐼1
′(𝑖) + 𝑐1(𝑖 − 1), 256);𝑤ℎ𝑒𝑟𝑒 𝑖 = 1: 64 × 64. 

where ⊕ is an indication of bitwise Exclusive OR operation.  

 

1 0 0 1 1 0 1 1 1 

 

LSB’s  MSB’s  

Convert LSB’s into decimal Value, 

this value will indicate S-box number 

Convert MSB’s into decimal Value, 

this value will indicate entry in S-box 

9th S-box 11th entry 

17 

Figure 4.5: Substitution Process 
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The same procedure is used to encrypt the 2nd, 3rd, and 4th portion of the image in the 1st row. 

Mathematically each portion of the image in the first row is encrypted by following equations 

respectively. 

𝑐2(𝑖) = 𝑘2(𝑖)⨁𝑚𝑜𝑑(𝐼2
′(𝑖) + 𝑐2(𝑖 − 1) + 𝑐1(𝑖),256); 𝑤ℎ𝑒𝑟𝑒 𝑖 = 1: 64 × 64. 

𝑐3(𝑖) = 𝑘3(𝑖)⨁𝑚𝑜𝑑(𝐼3
′(𝑖) + 𝑐3(𝑖 − 1) + 𝑐2(𝑖),256); 𝑤ℎ𝑒𝑟𝑒 𝑖 = 1: 64 × 64. 

𝑐4(𝑖) = 𝑘4(𝑖)⨁𝑚𝑜𝑑(𝐼4
′(𝑖) + 𝑐4(𝑖 − 1) + 𝑐3(𝑖),256); 𝑤ℎ𝑒𝑟𝑒 𝑖 = 1: 64 × 64. 

The other three rows are encrypted in the same way. 

All encrypted images are concatenated again and shown in the following image. 

 

 Figure 4.6: Encrypted Image 

The flow chart of the entire system is given in Figure 4.7. 

 

 

 

 

 

 

Figure 4.7. Flow chart of Encryption Scheme 

4.4.4 Pseud code for the proposed image encryption scheme 

Input: Plain image I of size 𝑚 × 𝑛 × 3. 

Output: Encrypted image C of size 𝑚 × 𝑛 × 3. 

1. 𝐼 → 𝑅, 𝐺, 𝐵 (split the image into red, green, and blue layers each of size 𝑚 × 𝑛 ). 

2. 𝑅 → [

𝑅1 𝑅2 ⋯ ⋯
⋯ ⋯ ⋯ ⋯
⋮ ⋮ ⋮ ⋮
⋯ ⋯ 𝑅𝑁−1 𝑅𝑁

]; 𝑁 = (𝑚 × 𝑛)/(4 × 4) 

The image I 

m, n, o 

Split into 16 

blocks 
Permute Pixel of each 

block Bk with key Pk 

Substitute Pixel of each 

permuted block Bk with 

S-box Sk 

Xor each block with 

key 

BBSRPBG 

𝑥𝑖+1
𝑘 = (𝑥𝑖

𝑘)2 𝑚𝑜𝑑 𝑛 

For i=1, 2, 3,…,16 

Generate 16 

Permutation keys Pk 

Swap  unit consisting 

of 16 small S-boxes 

say Sk , k=1,2,…,16 

4D Chaotic map 

Generate keys K1, K2, 

K3, K4 

Encrypted 

Image 
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3. Generate a sequence of random numbers by Blum Blum Shub random number generator 

𝐾 = (𝑧0, 𝑧1, … , 𝑧𝑁). 

4. 𝑅 → 𝑅′; 𝑅𝑙
′(𝑖, 𝑗) = 𝑅𝑙((𝑖 + 𝑧𝑘)𝑚𝑜𝑑 𝑚, (𝑗 + 𝑧𝑘)𝑚𝑜𝑑 𝑛), 𝑤ℎ𝑒𝑟𝑒 𝑙 = 1,2, … ,𝑁 

5. 𝑆 = [

𝑆1 𝑆2 𝑆3 𝑆4
𝑆5 𝑆6 𝑆7 𝑆8
𝑆9 𝑆10 𝑆11 𝑆12
𝑆13 𝑆14 𝑆15 𝑆16

].  

6. 𝑅′ → 𝑅′′;  𝑅′′ = [

𝑅1
′⨁𝑆𝑦1 𝑅2

′⨁𝑆𝑦2 𝑅3
′⨁𝑆𝑦3 𝑅4

′⨁𝑆𝑦4
⋯ ⋯ ⋯ ⋯
⋯ ⋯ ⋯ ⋯
⋯ ⋯ 𝑅15

′ ⨁𝑆𝑦15 𝑅16
′ ⨁𝑆𝑦16

].  

7. Generate chaotic keys 𝐾1, 𝐾2, 𝐾3, 𝐾4. 

8. 𝑐11(𝑖) = 𝑘1(𝑖)⨁𝑚𝑜𝑑(𝑅1
′′(𝑖) + 𝑐1(𝑖 − 1), 256);𝑤ℎ𝑒𝑟𝑒 𝑖 = 1: 64 × 64. (The same 

procedure is used to encrypt the 2nd, 3rd, and 4th portion of the image in the 1st row for 

each layer). For the second, third, and fourth rows 𝐾2, 𝐾3, 𝑎𝑛𝑑𝐾4 are used with the same 

operation. 

9. Repeat 2-8 for G and B. 

10. 𝑐𝑎𝑡(3; 𝑅𝑒; 𝐺𝑒; 𝐵𝑒) = 𝐶 

4.5 Application of proposed Image encryption scheme 

The encryption process is applied to each part of the Lena image through a given procedure and 

then concatenated. Figure 4.8(a) and Figure 4.8(e) are original and encrypted images of Lena 

respectively. Figures, 4.8(b)-4.8(d) and 4.8(f)-4.8(h) are layer-wise original and their layer-wise 

encrypted Images respectively.  By viewing these figures, one can analyze the efficiency of the 

given algorithm. 

 

 

 

 



65 
 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

 
(e) 

 
(f) 

 
(g) 

 
(h) 

FigureT4.8: (a)TOriginal Image,T(b) Original Red Channel, (c) Original Green Channel, (d) Original 

Blue Channel, (e) EncryptedTImage,T(f) EncryptedTRed Channel (g) EncryptedTGreen Channel, (h) 

EncryptedTblue Channel. 

4.6 Security Analysis 

To determine the strength of the anticipated encrypting system, we have performed an image 

encryption experiment on the “Lena” image of dimensions 256 and examine the encrypted image 

through some standard analyses like histogram, texture, robustness, and differential analysis. 

4.6.1 Histogram analysis 

The 3D histogram of pure and cryptogram image is appearing in Figures 4.9(a) and 4.9(b), 

respectively. We perceive that the histograms of the ciphered image have consistent dissemination 

which underlines the usefulness of the algorithm. 

 
(a) 

 
(b) 

 

Figure 4.9: (a) Histogram of the original image, (b) Histogram of the encrypted image. 
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4.6.2 Three-Dimensional Color Intensity of Plain and Encrypted Images 

Amount of a variety of sheets of the RGB image rules pixel manifestation of an image. This portion 

decides the measure of data kept by the pixel. The color profundity controls pixel colors. In Figure 

4.10, intensity histograms of the plain and ciphered image of Lena explain that the layers of the 

ciphered image have regular color distribution histogram whereas the original images are non-

identical. Which ensures the security of encryption technique against overhang droppers. 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

 
(e) 

 
(f) 

 

Figure 4.10: Color Intensity Diagrams of (a) original red layer, (b) original green layer, (c) original blue 

layer, (d) encryptedTred layer, (e) encryptedTgreen layer, (f) encryptedTblue layer 

4.6.3 Correlation 

Figures from 4.11 to 4.13 expressed the layer-wise correlation of neighboring pixels in horizontal, 

vertical, diagonal, and antidiagonal directions of the original and scrambled image respectively. 

The correlation between the original image pixel rendering evident linear relationship and 

encryption image pixels of random correspondent relations are visible.  
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Figure 4.11: Correlation of Red layer (Original and encrypted) (a) Horizontal (b) Vertical (c) Diagonal, 

(d) Antidiagonal, (e) Horizontal, (f) vertical, (g) Diagonal, (h) Antidiagonal. 

 

Figure 4.12: Correlation of Green layer (Original and encrypted) (a) Horizontal (b) Vertical (c) Diagonal, 

(d) Antidiagonal, (e) Horizontal, (f) vertical, (g) Diagonal, (h) Antidiagonal. 

 

 
(a) (b)  (c) (d) 

  
(e) 

 
(f) 

  
(g) 

  
(h) 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

  
(e) 

  
(f) 

  
(g) 

  
(h) 
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Figure 4.13: Correlation of Blue layer (Original and encrypted) (a) Horizontal (b) Vertical (c) Diagonal, 

(d) Antidiagonal, (e) Horizontal, (f) vertical, (g) Diagonal, (h) Antidiagonal. 

Table 4.1: Correlation coefficients of the proposed scheme and its comparison  

Layer Direction Original image 
Proposed 

image 
Ref. [96] Ref. [97] Ref. [98] Ref. [99] 

R 

Horizontal 0.9387 0.0009 -0.0080 0.0818 0.0238 −0.0042 

Vertical 0.9688 0.00025 0.000029 0.0738 0.0163 −0.0036 

Diagonal 0.9083 -0.00009 -0.0086 0.0669 0.0172 0.0072 

Anti-

Diagonal 
0.9317 -0.0003 0.0076 0.0647 -- -- 

 Horizontal 0.9384 -0.00055 0.0039 0.0853 0.0218 0.0022 

G Vertical 0.97564 0.00073 -0.0034 0.0789 0.0331 0.0026 

 Diagonal 0.9210 -0.00006 -0.0044 0.0621 0.0186 0.0027 

 
Anti-

Diagonal 
0.9321 -0.0027 0.0018 0.0624 -- -- 

 Horizontal 0.8922 -0.00026 0.0013 0.0804 0.0198 −0.0034 

B Vertical 0.9418 -0.0007 -0.0005 0.0737 0.0123 0.0020 

 Diagonal 0.9143 -0.000078 0.0027 0.0696 0.0148 0.0029 

 
Anti-

Diagonal 
0.8885 0.000072 0.0040 0.0699 -- -- 

 

 
(a) (b) (c) (d) 

  
(e) 

  
(f) 

  
(g) 

  
(h) 
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The findings of the correlation assessment are accessible in the TableT4.1. For the best encryption 

conspire, the correlation results must be equivalent to zero or ways to deal with zero. 

4.6.4 Contrast 

The extent of the difference in an image assists the observer in intensely detect the entities in the 

image. A lucid quantity of contrast intensities in an image also overwhelms the components which 

ease the recognition of the image more specifically.  

4.6.5 Energy 

During the performance of this analysis, the gray-level co-occurrence matrix is employed. Energy 

is the addition of squared elements in the GLCM. 

4.6.6 Homogeneity 

The information of a picture associated with its substance has a characteristic conveyance. To 

quantify the closeness of the appropriated text in the GLCM to GLCM inclining we execute the 

homogeneity analysis.  

4.6.7 Entropy 

The deficiency of unpredictability may consequence in the recognition of the encrypted/processed 

image. Therefore, the extent of entropy can deliver essential evidence about the encryption asset. 

Table 4.2:  Comparison of Entropy Analysis 

Images Entropy 

Proposed 7.9992 

Ref. [96] 7.9991 

Ref. [97] 7.9992 

Ref. [98] 7.9990 

Ref. [99] 7.9972 

 

The entropy analysis of encrypted image and comparison with different schemes is shown in Table 

4.2. It tends to be seen that the entropy of the encoded picture is extremely near the ideal value 8 

and best as compares to the scheme presented in [96,98, 99] and equal to [97]. In Table 4.3, texture 

assessments of plain and ciphered images are shown.  
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Table 4.3: TextureTanalysesTforTplainTandTcipheredTLenaTimage 

 PlainTcolorTcomponentsTofTimage CipheredTcolorTcomponentsTofTimage 

 R G B R G B 

ContrastT T0.407797 T0.415518 T0.399096 T10.6173 T10.5931 T10.6341 

HomogeneityT T0.865153 T0.866101 T0.866035 T0.38712 T0.387554 T0.38741 

EntropyT T7.32778 T7.60503 T7.13246 T7.9985 T7.9986 T7.9985 

CorrelationT T0.917715 T0.926071 T0.84887 -0.00096577 -0.000645 -0.000241 

EnergyT T0.135304 T0.0973005 T0.159384 T0.015638 T0.0156366 0.0156396 

 

4.6.8 NPCR and UACI analysis 

These assessments are manipulated to estimate the strength of an encrypted image against the 

differential attack. Findings of these analyses are presented in Table 4.4. 

 

Table 4.4: Layer wise NPCRTandTUACI analysis of Lena imageTandTitsTcomparison 

 

 

 

 

 

 

 

 

 

 

 

The results shown in Table 4.4, offered that the proposed technique for image encoding has raised 

NPCR and pertinent UACI esteems. Elevated NPCR esteems have demonstrated that each pixel 

stance is randomized exaggeratedly. And the pertinent UACI values offered that nearly every level 

of a grey pixel in the recommended encryption algorithm are modified. For each RGB channel, 

NPCR values of the proposed encrypted scheme are better than the other referred schemes and 

UACI values are greater than the schemes presented in reference [83, 85, 86, 95]. So, the 

  R G B 

Proposed Algorithm NPCRT 99.596 99.643 99.654 

UACIT 33.097 30.57 33.0964 

Ref. [84] NPCRT 99.6510 99.6267 99.5868 

UACIT 26.169 28.4922 28.0849 

Ref. [86] NPCRT 99.5148 99.5224 99.5018 

UACIT 32.6698 29.8269 31.5435 

Ref. [87] NPCRT 94.6836 95.6835 98.6810 

UACIT 33.4647 34.5048 35.4999 

Ref. [96] NPCRT 86.6846 86.6801 86.6807 

UACIT 32.5103 32.4382 32.4340 
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comparison depicts that the proposed encryption algorithm has competent diffusion properties, 

which indicate its high resistance against algebraic attacks. 

4.7 Performance Evaluation Metric 

To assess the presentation of the encoded pictures, there are some quality estimates, for example, 

MSE, PSNR, NK, AD, SC, MD, NAE, RMSE, MI, and SS. 

4.7.1 Mean Square Error (MSE) 

It is characterized as a normal squared distinction between a reference picture and a ciphered 

picture. It is determined by the equation given below, 

𝑀𝑆𝐸 =
1

𝑀𝑋𝑁
∑∑(𝑃(𝑖, 𝑗) − 𝐶(𝑖, 𝑗))2

𝑁

𝑗=1

𝑀

𝑖=1

, 

where 𝑀 ×𝑁 is the size of the picture. The boundaries P (i, j) and C (i, j) allude to the pixel situated 

at the ith row and jth column of the plain and ciphered picture separately. The bigger MSE esteem 

demonstrates great encryption security [100].  

4.7.2 Peak Signal to Noise Ratio (PSNR)  

It is utilized to decide the degradation in the implanted picture as for the host picture. It is 

determined by the following formula. 

𝑃𝑆𝑁𝑅 = 10𝑙𝑜𝑔2 (
𝐼𝑚𝑎𝑥
2

√𝑀𝑆𝐸
), 

Imax is the highest pixel worth of the image [100]. Table 4.5 summarizes this analysis of the 

proposed encryption technique. 

4.7.3 Normalized Cross-Correlation (NK) 

Digital images can be compared by quantifying the closeness between them by applying the 

correlation function [101]. Normalized cross-correlation measures this closeness in terms of 

similarity between ciphered image E(x, y) and original image P(x, y), both of dimension 𝑀 ×𝑁. 

The mathematical formula for NK is 

𝑁𝐾 =
∑ ∑ (𝑃(𝑥,𝑦)×𝐸(𝑥,𝑦))𝑁

𝑥=1
𝑀
𝑦=1

∑ ∑ [𝑝(𝑥,𝑦)]2𝑁
𝑥=1

𝑀
𝑦=1

. 
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4.7.4 Average Difference (AD)  

It calculates average variation sandwiched between an encrypted image E(x, y) and the plain image 

P(x, y), both of dimensions M N . The mathematical formula for AD is [101]  

𝐴𝐷 =
1

𝑀 × 𝑁
∑∑(𝑃(𝑥, 𝑦) − 𝐸(𝑥, 𝑦)).

𝑁

𝑥=1

𝑀

𝑦=1

 

4.7.5 Structural Content (SC) 

It is a connection based measure that determines the resemblance between the encrypted image 

E(x, y) and the simple image P(x, y), both of dimension 𝑀 × 𝑁. The mathematical formula for SC 

is [100] 

𝑆𝐶 =
∑ ∑ [𝑃(𝑥, 𝑦)]2𝑁

𝑥=1
𝑀
𝑦=1

∑ ∑ [𝐸(𝑥, 𝑦)]2𝑁
𝑥=1

𝑀
𝑦=1

. 

4.7.6 Maximum difference (MD) 

It is the highest inaccuracy indicator. In other words, it gives the difference between ciphered 

image E(x, y) and plain image P(x, y), both of dimension 𝑀 ×𝑁. The mathematical for MD is 

[101] 

𝑀𝐷 = 𝑚𝑎𝑥|𝑃(𝑥, 𝑦) − 𝐸(𝑥, 𝑦)|. 

4.7.7 Normalized Absolute Error (NAE) 

Between ciphered image E(x, y) and original image P(x, y), both of dimension 𝑀 ×𝑁, it is defined 

by the mathematical formula [101] 

𝑁𝐴𝐸 =
∑ ∑ |𝑃(𝑥, 𝑦) − 𝐸(𝑥, 𝑦)|𝑁

𝑥=1
𝑀
𝑦=1

∑ ∑ |𝑃(𝑥, 𝑦)|𝑁
𝑥=1

𝑀
𝑦=1

. 

4.7.8 Root Mean Square Error (RMSE) 

It is the square root of  average of square of all errors. It is normally used to make a magnificent 

general-purpose error measured for statistical appraisals [101]. The mathematical formula for 

RMSE is  

𝑅𝑀𝑆𝐸 = √
1

𝑀 × 𝑁
∑∑[𝑃(𝑥, 𝑦) − 𝐸(𝑥, 𝑦)]2.

𝑁

𝑥=1

𝑀

𝑦=1
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4.7.9 Mutual Information (MI) 

The extent of evidence attained regarding the plain image via an encrypted image can be 

enumerated by the MI which is for two images E(x, y) and P(x, y), can be written as [101] 

𝑀𝐼(𝑃, 𝐸) = ∑∑𝑝(𝑥, 𝑦)𝑙𝑜𝑔2
𝑝(𝑥, 𝑦)

𝑝(𝑥)𝑝(𝑦)
,

𝑥∈𝑃𝑦∈𝐸

 

where p(x, y) corresponds to the combined possibility function of P and E, p(x) and p(y) are 

marginal probability distribution functions of P and E correspondingly. 

4.7.10 Structural Similarity (SSIM) 

It is an enhanced version of the universal quality index [102]. It is a practice to quantify the 

resemblance of two images. If one image preserves a perfect quality, then this index (SSIM) serves 

as the quality measure of another image. It is calculated on several windows X and Y having the 

same size 𝑁 × 𝑁 is written as  

𝑆𝑆𝐼𝑀(𝑋, 𝑌) =
(2𝜇𝑋𝜇𝑌 + 𝑐1)(2𝜎𝑋𝑌 + 𝑐𝑐)

(𝜇𝑋
2 + 𝜇𝑌

2 + 𝑐1)(𝜎𝑋
2 + 𝜎𝑌

2 + 𝑐2)
, 

Where 𝜇𝑋 being mean of X, 𝜇𝑌 denotes the mean of Y, 𝜎𝑋 
2 represents the variation of X, 𝜎𝑌

2 refers 

to variance ofTY, 𝜎𝑋𝑌  being covariance of X and Y, 𝑐1 = (𝑘1𝐿)
2 and 𝑐2 = (𝑘2𝐿)

2 are the variable 

quantities to soothe the division with the weak denominator, L has been a vibrant array of pixel 

values, k1= 0.01 and k2= 0.03 by default. The SSIM index takes any decimal value lying between 

-1 and 1. whereas one can attain the value 1 if both data sets are identical. 

Table 4.5 compiles the results of image error amounts of the recommended encoding method, 

which are good and satisfy optimal criteria. 

Table 4.5: Layer wise imageTerrorTmeasurementsTofTproposedTencryptionTscheme 

QualityTmeasure EncryptionTbyTProposedTalgorithm TOptimalTvaluesT 

R G B R G B 

TMSET 10680.6 9047.11 7311.82 10057.2 9898.89 T6948.19 

TPSNRT 7.84485 8.56571 9.49055 T8.1060 T8.1749 T9.7120 

TNKT 0.659053 1.00999 1.08712 T0.6725 T1.0031 T1.0923 

TADT 52.081 -28.9503 -22.4915 50.0448 -31.4276 -19.7989 

TSCT 1.59765 0.572897 0.56569 T1.5787 T0.5582 T0.5711 

TMDT 225 219 224 T236 T210 T210 

TNAET 0.470065 0.79014 0.678703 T0.4537 T0.8310 T0.6628 
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4.8 Robustness Analysis 

Here, we center around the robustness of the purported image encryption procedure counter to the 

image processing operation, geometrical twists (for example, cropping). For accommodation, we 

take the encoded Lena image in Figure 4.8(e) as a test image in the accompanying simulations. In 

Figure 4.14(a) and 4.14(b), an information block with the size 128×128 and 128×256 is removed 

from the cipher-image respectively. Figures 4.14(c) and 4.14(d) show the relating decrypted 

images. As can be seen, the decoded pictures despite everything contain most of the main visual 

information. This shows the incredible strength of the proposed encryption technique against 

cropping assaults. 

(a) 
 

(b) (c) (d) 

FigureT4.14: (a) EncryptedTimageTwithTaT128 × 128TdataTcut, (b) EncryptedTimageTwithTa 128 × 

256 data cut, (c) decryptedTimage from 4.12(a), (d) decryptedTimage from 4.12(b). 

4.9 Randomness Test for Cipher 

By a certain end target to accomplish these preconditions, NIST SP 800-22 [67] for challenging 

the randomness of digital images is used. 

 

 

 

TRMSET 103.347 95.1163 85.5092 100.286 99.4932 T83.3558 

TUQIT -0.00331277 -0.00202315 -0.00250277 -0.0050 -0.0077 T0.0107 

TMIT 0.493561 0.615849 0.497248 T5.6534 T7.2283 T6.0723 

TSSIMT 0.0764174 0.00761283 0.00849676 T0.0078 T0.0053 T0.0187 
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Table 4.6: NISTTtestTresults for proposed encryptedTimage 

 

4.10 Occlusion Attack 

Right when electronic images are interconnected through webs, a couple of information may be 

misplaced because of blockage in the network or pernicious damage. Occlusion assault is utilized 

to test the constraint of regaining plain images from cryptogram images whether some bit of it has 

TestT                                                             P – valuesTforTcolorTencryptionsTof 

cipheredTimage 

ResultsT 

                                                                             RedT                      GreenT             BlueT  

FrequencyT  T0.2823                  T 0.59086         T0.4292                   PassT 

Block frequency  T0.8988                   T0.21487        T 0.71781 PassT 

RankT  T0.29191                 T0.29191         T0.29191 PassT 

Runs (M=10,000)T  T0.69437                 T0.21914         T0.38768 PassT 

LongTrunsTofTonesT  T0.7127                   T0.7127           T0.7127 PassT 

OverlappingTtemplatesT  T0.85988                 T0.85988         T0.85988 PassT 

NoToverlappingTtemplatesT  T0.95715                 T1                    T0.9994 PassT 

SpectralTDFTT  T0.30979                 T0.88464         T0.081659 PassT 

ApproximateTentropy  T0.013847               T0.82725        T 0.70397 PassT 

UniversalT  T0.99716                 T0.98964         T0.98956 PassT 

SerialT p values 1 T0.0022627             T0.61929         T0.70533 PassT 

SerialT p values 2 T0.00044814           T0.99438         T0.90991 PassT 

CumulativeTsumsTforward  T0.34767                 T0.35256        T 0.23783 PassT 

CumulativeTsumsTreverseT  T1.2649                   T0.91462        T 0.88005 PassT 

RandomTexcursionsT X = -4T T9.9281e-05            T0.24498         T0.55893 PassT 

 X = -3T T0.62172                 T0.078723       T0.81689 PassT 

 X = -2T T0.81797                 T0.17256        T 0.7631 PassT 

 X = -1T T0.75125                 T0.94318         T0.77296 PassT 

 X = 1T T0.9725                   T0.7583           T0.93709 PassT 

 X = 2T T0.52568                 T0.34004         T0.29291 PassT 

 X = 3T T0.73909                 T0.78446         T0.014187 PassT 

 X = 4T T0.6243                   T0.1531           T0.62343 PassT 

RandomTexcursionsTvariants X = -5T T0.59244                 T0.67999         T1 PassT 

 X = -4T T0.96542                 T0.46236         T0.85859 PassT 

 X = -3T T0.91828                 T0.47677         T0.56208 PassT 

 X = -2T T0.59624                 T0.54029         T0.45419 PassT 

 X = -1T T0.3588                   T0.59588         T0.63735 PassT 

 X = 1T T0.4913                   T0.4795        T   0.4795 PassT 

 X = 2T T0.6911                   T0.54029        T 0.19608 PassT 

 X = 3T T0.68152                 T0.63526         T0.63526 PassT 

 X = 4T T0.63343                 T0.54762         T0.50404 PassT 

 X = 5T T0.56628                 T0.55569         T0.38746 PassT 
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been dropped or obstructed. The occlusion analysis of images is showedTupTinTFigureT4.15(a) 

and 4.15(b). 

 

(a)  

 

(b)  

Figure 4.15: (a) Cipher occlusion, (b) decrypted occlusion. 

In this figure, Cipher Occlusion illustrates the damage of image data in different junctions which 

may occur while splitting and rejoining the sub squares of the image during transmission. The 

looking at decoded or recouped images is showed up in the remainder of the fragments. It is clear 

from the figure that the images can be cracked in a decipherable or legitimate structure whether or 

not a couple of bits of cipher image are lost. 
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Chapter 5 

Construction of S-boxes through LDE along with the Rossler 

Chaotic System and their Application in RGB Image Encryption 

In this chapter, we have presented an encryption method to encrypt any sort of digital data. For 

this substitution-permutation created system, the polynomial based Linear Diophantine Equations 

are used for the substitution process. The substitution box is constructed by obtaining the infinite 

solutions of the Linear Diophantine equation in two variables and then projected them to the Galois 

field. The proposed Substitution boxes have been characterized by some standard algebraic, 

statistical, and texture analyses. A comparison of the envisioned and existing S-boxes uncovers 

that proposed S-boxes are nearly better and can be utilized in notable ciphers. Another aim of this 

work is to recommend an encryption technique for colored images dependent on permutation keys 

and triplets of recently created S-boxes. The results of security, statistical, and differential 

investigations have endorsed that the foreseen scheme is incredible image encryption. 

5.1 Introduction 

During the communication of data, one of the leading concerns is to avoid any kind of 

manipulation, unauthenticated form, repudiation, and disintegration. Images are extensively used 

in numerous progressions. Hence, the fortification of image data from unlicensed entry is 

imperative. There are various encryption techniques accessible today. The elements that will figure 

out which one is the most proper include; the degree of the security, cost, implementation speed, 

and execution issues. In this way, encryption algorithms adjust the information entropy by 

preparing new words or straightening out the probabilities of the current words for the situation 

the entire letter set is as of now utilized. These days, information encryption dependent on chaotic 

frameworks is valuable for advanced media encryption while showing the necessary upgraded 

sensitivity to the initial conditions and framework parameters. While scrambling is noteworthy, 

the encryption techniques should meet a portion of the specific interactive media encryption 

essentials, for instance, the ongoing requirement and high robustness against various known 

assaults. A chance to "break" or unscramble a technique by the assault is also a critical factor that 

must be pondered. The major guideline in the current symmetric codes includes revamping the 

spots of the picture pixels and starting there diffusing the association between the first and encoded 

pictures. Regardless, the differentiation between these calculations dwells in the system used for 
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the generation of the change and dissemination keys. Under the disorganized stream figures, the 

disarray and dissemination structures are continuously invigorated as the dynamical system is 

iterated. The age of the change key in such a code is computational of negligible exertion and the 

disarray dissemination step should be repeated to accomplish a more huge degree of security. 

Despite the way that confusion based encryption radiates an impression of being a promising 

advancement today, the long computational time required for the generation of the change and 

dissemination keys remains its rule containment and hereafter of more broad its choice. Performing 

at a comparable high security level and snappy encoding is then the veritable test in chaotic 

encoding. 

Recently there have been projected some fast encryption plans in literature. In these algorithms, 

the permutation and diffusion are as traditional two freelance a repetitious stage and also the two 

of them need filtering the image therefore on getting the component values. On these lines, 

throughout the encoding procedure, the image is filtered double per spherical of the permutation-

diffusion activity. In [103], a one round chaos-based image encryption theme supported the short 

generation of monumental permutation and diffusion keys are projected. During this setup, at the 

permutation step, chaotic numbers were created utilizing a calculated guide to set up the 

component positions while not dynamical its price and at the diffusion step, rearranged image is 

part in n sub-images and also the mixture of PWLCM (piecewise linear chaotic map) with 

arrangements of LDE (linear Diophantine equation) are created to veil the pixels in every sub-

image. Keeping visible the rising demands of digital security mechanisms, we have got devise a 

unique technique of image encoding based on the polynomial sort linear Diophantine equations to 

counterpoint existing information concealment schemes that depend on the Galois field.  

5.2 GAP between existing and proposed technique 

In this chapter, we proposed a novel scheme to assemble the S-boxes based on the solutions of 

linear Diophantine equations (LDE's), that is ax + by=c, where a, b, c are integers such that 

𝑔𝑐𝑑(𝑎, 𝑏) |𝑐. Once LDE possesses a solution, then it has infinite solutions, so the solution set of 

an LDE can generate infinite S-boxes. Also, this construction is more economical and convenient 

therefore can efficiently replace S-boxes in all those ciphers in which S-boxes construction is not 

economical such as the S-boxes mentioned above. LDE also fulfills this requirement as it has the 
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whole set of integers for its randomness. Newly generated S-boxes are better options to be used in 

standard ciphers because of their high-performance indices. 

5.3 Linear Diophantine Equation  

A Diophantine equation is named after the ancient Greek mathematician, Diophantus. It is a 

polynomial equation whose solutions are restricted to integers. This infers that Diophantine 

equations become harder (or even impossible) to solve than the equations that do not have this 

restriction. The following is a well-known result from Number Theory.   

Theorem 1 [104] Provided integers a and b, not together are zero, there occur integers x and y 

such that 𝑔𝑐𝑑(𝑥, 𝑦) = 𝑎𝑥 + 𝑏𝑦. 

An LDE (in two variables) is an equation of the form 

𝑎𝑥 + 𝑏𝑦 = 𝑐, 

where a, b, c, x, y are integers, at least one of a, and b is non-zero. A solution of this equality is a 

pair of integers x0, y0 satisfying the equation; that is, 𝑎𝑥0 + 𝑏𝑦0 = 𝑐. The condition for solvability 

is; LDE has a solution if and only if the greatest common divisor (gcd) of a and b divides c, i.e. d 

| c, where 𝑑 = 𝑔𝑐𝑑(𝑎, 𝑏). If d is 𝑔𝑐𝑑(𝑎, 𝑏), then there are integers r and s such that 𝑎 = 𝑑𝑟 and 

𝑏 = 𝑑𝑠. If a solution 𝑥0 and 𝑦0 of LDE exists, so the equation 𝑎𝑥0 + 𝑏𝑦0 = 𝑐 implies  

𝑎𝑥0 + 𝑏𝑦0 = (𝑑𝑟)𝑥0 + (𝑑𝑠)𝑦0 

= 𝑑(𝑟𝑥0 + 𝑠𝑦0) = 𝑐 

which means that d | c. Conversely, suppose that d | c, then c = dt. Using Theorem 1, integers x0 

and y0 can be found satisfying 𝑑 = 𝑎𝑥 + 𝑏𝑦. By taking the product with t, we develop  

𝑑𝑡 = (𝑎𝑥0 + 𝑏𝑦0)𝑡 

                    = 𝑎(𝑡𝑥0) + 𝑏(𝑡𝑦0) = 𝑐 

Therefore, x = tx0 and y = ty0 is the particular solution the LDE, ax + by = c. This discussion 

deduces the following Theorem. 

Theorem 2 [104] The LDE ax + by = c has a solution iff d | c, if (𝑥0, 𝑦0) is any particular solution 

of this equation, then all other solutions are provided by 

𝑥 = 𝑥0 + (
𝑏

𝑑
) 𝑡, 𝑦 = 𝑦0 − (

𝑎

𝑑
) 𝑡, 

where t is an arbitrary integer.” 

https://brilliant.org/wiki/polynomials/
https://brilliant.org/wiki/integers/
http://mathworld.wolfram.com/DiophantineEquation.html
http://mathworld.wolfram.com/DiophantineEquation.html
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 5.4 Rossler’s Chaotic system 

Rossler is a few of continuous chaotic systems. It is represented by the following ordinary 

differential equations 

𝑑𝑝

𝑑𝑡
= −(𝑞 + 𝑟), 

𝑑𝑞

𝑑𝑡
= 𝑝 + 𝛼 ∗ 𝑞, 

𝑑𝑟

𝑑𝑡
= 𝛽 + 𝑟(𝑝 − 𝛾), 

where 𝛼, 𝛽, 𝛾 are factors having chaotic conduct at 𝛼 = 𝛽 = 0.2, 𝛾 = 5.7 [105]. The 3DTchaotic 

draw of Rossler's dynamical structure is displayed in Figure 5.1. 

 
 

 

5.5 S-boxes Construction Technique 

Step I Take an LDE, which admits the solution. Once an equation has a solution, then it has an 

infinite number of solutions. For instance, let 43𝑥 + 5𝑦 = 250, applying Euclidian’s algorithm to 

the evaluation of 𝑔𝑐𝑑(43,5), we can find that their 𝑔𝑐𝑑 𝑖𝑠 1. Since 1|250, a solution exists. To 

obtain the integer 1 as a linear combination of 43 and 20, backward steps of the Euclidian’s 

Algorithm follows 

1 = (2)43 + (−17)5. 

After multiplyingTthisTrelationTbyT250,TweTarriveTat 

250 = (500)43 + (−4250)5 

It follows that 𝑥𝑜 = 500, 𝑦0 = −4250 serves as one solution. 

Step II All further zeros of LDE are of the form  

𝑥 = 𝑥0 + (
𝑏

𝑑
) 𝑡, 𝑦 = 𝑦0 − (

𝑎

𝑑
) 𝑡, 𝑡 ∈ ℤ.  

i.e. 𝑥 = 500 + 5𝑡 𝑎𝑛𝑑 𝑦 = −4250 − 43𝑡, where t is an integer. 

Figure 5.1: 3DTchaoticTattractorTofTRosslerTChaoticTmap 
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Step III By step II we get infinite solutions of LDE in terms of x and y. to concatenate them and 

get a single term we join them through their average. As every solution of LDE is a multiple of 

greatest common divisor so there is a pattern in solution, to create the randomness, first we create 

a chaotic sequence from Rossler’s system and apply it on the solutions to create randomness and 

destroy the pattern in solutions. Then we take their average to get another string of random 

numbers. Since LDEs have infinite solutions, so their solution space is the whole set of integers, 

to confine them in the desired space we take mod 256 of these solutions.  

Step IV Once space is confined, take unique elements of this space moving from left to right or 

any particular part of your choice and discard repeated elements. Create an 8 × 8 S-box. 

An overview of construction is given in the flow chart presented in Figure 5.2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Figure 5.1: Flow chart of the S-box construction technique   

LDE: ax + by  =c  

Find x0 and y0 such that 𝑎𝑥0 + 𝑏𝑦0 = 𝑐 

 

obtain infinite solutions by the equations 

 𝑥 = 𝑥0 + (
𝑏

𝑑
) 𝑡, 𝑦 = 𝑦0 − (

𝑎

𝑑
) 𝑡, 𝑡 ∈ ℤ. 

𝑧 = (
𝑥𝑖 + 𝑦𝑗

2
) , 𝑤ℎ𝑒𝑟𝑒 𝑖 ≠ 𝑗 

𝑚𝑜𝑑(𝑟𝑜𝑢𝑛𝑑(𝑧), 256) 

S-box 

Apply Rosseler’s map to 

destroy the pattern 
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The construction summary of the S-box of order 16 is in Table 5.1. 

Table 5.1: The process to obtain 8 × 8 S-box over the solutions of LDE 

 

 

 

 

 

 

 

 

The above yield is arranged in 16 16 a matrix to obtain the 8-by-8 S-box presented in Table 5.2. 

Table 5.2: 8 × 8 S-box 1 over LDE 

085 047 119 095 151 093 125 225 006 064 117 092 191 243 220 055 

153 144 201 111 159 075 113 135 236 163 148 252 170 164 023 129 

246 239 210 052 054 126 247 169 038 228 229 199 071 139 070 098 

032 241 084 209 010 178 096 154 112 018 128 149 221 116 150 103 

072 208 044 026 090 061 027 132 019 094 179 214 076 213 124 160 

083 195 000 237 004 175 198 091 029 217 190 078 025 041 011 249 

131 253 156 223 081 105 086 224 097 207 016 127 003 046 250 140 

067 212 001 248 146 234 014 231 174 182 155 068 002 255 215 147 

233 040 082 173 123 242 033 114 161 244 063 110 037 107 074 087 

005 192 121 171 020 028 130 136 049 189 142 034 187 059 088 219 

133 022 030 024 073 048 036 043 145 211 172 021 194 226 165 079 

245 137 118 109 232 227 057 204 045 051 167 157 101 031 188 008 

158 015 100 060 042 180 166 177 141 235 039 122 089 238 216 152 

007 062 230 053 009 080 183 056 69 102 115 206 176 193 106 186 

197 143 138 066 077 203 184 162 218 058 240 205 185 099 012 251 

168 196 200 104 254 181 017 013 065 202 108 120 134 035 222 050 

 

We take two more LDE’s to get two more S-boxes, which are presented in Table 5.3 and Table 5.4. 

Table 5.3: 8 × 8 S-box 2 over LDE 

114 109 119 126 230 122 123 177 068 016 115 090 239 183 218 103 

170 130 184 125 238 060 051 228 217 165 194 219 141 193 102 160 

215 253 150 067 071 095 247 169 069 209 241 244 116 172 084 021 

001 179 082 178 012 135 017 142 019 006 128 226 250 083 198 117 

024 146 073 014 030 107 046 192 038 094 167 214 088 242 091 129 

054 180 000 249 064 237 212 062 106 186 207 092 042 041 044 187 

164 251 202 254 050 057 086 145 049 252 002 127 036 077 159 200 

052 210 032 155 134 157 076 245 205 199 174 080 004 255 246 166 

S. No X Y 
𝐳 = (

𝐱𝐢 + 𝐲𝐣

𝟐
) 

S-box entries 

𝐦𝐨𝐝(𝐫𝐨𝐮𝐧𝐝(𝐳), 𝟐𝟓𝟔) 

1 29674 -82239 -2.6283e+04 85 

2 30584 -84761 -2.7089e+04 47 

3 33104 -91745 -2.9321e+04 119 

⁞ ⁞ ⁞ ⁞ ⁞ 

255 26629 -73800 -2.3586e+04 222 

256 34049 2540 -3.0158e+04 50 
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185 009 022 233 063 151 033 023 161 211 111 093 097 061 028 118 

096 144 059 173 066 074 132 136 035 235 204 005 175 047 026 190 

224 070 078 010 056 003 065 045 162 182 201 098 148 149 225 124 

243 168 087 121 153 181 043 216 105 039 229 234 113 110 203 008 

206 108 081 075 013 195 197 163 232 189 101 031 058 221 154 138 

100 079 213 099 040 018 231 011 112 085 055 220 131 176 029 143 

240 236 140 020 120 188 139 133 158 015 248 023 171 053 072 191 

137 208 152 025 223 227 034 104 048 156 089 027 196 037 222 007 

 

Table 5.4: 8 × 8 S-box 3 over LDE 

212 061 245 221 087 220 252 166 017 128 244 216 127 231 218 117 

078 066 142 189 095 141 228 023 186 039 082 250 043 050 085 006 

243 191 195 112 113 249 247 046 049 178 182 151 149 015 145 161 

032 230 208 198 009 099 160 075 224 065 002 086 222 240 083 181 

136 194 056 073 201 124 077 018 069 217 103 211 152 214 248 034 

197 135 000 190 016 063 147 205 092 206 123 153 076 044 013 238 

007 254 090 223 196 172 209 162 164 159 064 253 005 057 235 026 

133 210 004 234 067 171 025 183 059 115 079 144 001 255 215 071 

174 040 193 062 237 227 036 225 038 242 125 185 052 173 137 213 

020 130 236 047 080 088 003 010 100 126 027 033 111 109 200 207 

022 081 089 072 140 096 048 045 070 199 058 084 131 163 054 157 

246 014 241 188 170 167 108 154 060 101 055 094 180 093 122 008 

091 029 176 120 041 114 051 102 030 175 053 233 204 187 202 074 

021 121 179 116 012 192 119 104 148 177 229 155 098 134 169 107 

150 031 011 129 156 143 106 035 203 105 158 225 110 165 024 239 

042 146 138 168 251 118 068 028 132 139 184 232 019 037 219 097 

 

5.6 Performance analyses of proposed S-boxes  

We implement different analyses for the proposed S-boxes to test their strength and ranking 

concerning some other famous S-boxes. Which are Nonlinearity, BIC, SAC, LP, and DP.  

Performance Indexes of S-boxes are given in Table 5.5TandTTable 5.6 shows the contrast of 

suggested S-boxes with residue prime, Xyi, Skipjack, APA, AES S-boxes and, S-boxes presented 

in [54-60]. 

Table 5.5: Performance Indexes for proposed S-boxes 

analysis Max.T Min.T AverageT SD  DPT  LPT 

Nonlinearity

T  

        S-box 1 

        S-box 2 

        S-box 3 

 

 

112 

113 

113 

 

 

112 

110 

110 

 

 

112 

111.75 

111.75 
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SAC: 

        S-box 1 

        S-box 2 

        S-box 3  

 

0.5625 

0.5625 

0.5625 

 

0.453125 

0.4375 

0.4375 

 

0.504883 

0.502686 

0.502686 

 

0.0156783 

0.0155672 

0.0155672 

  

BIC:  

        S-box 1 

        S-box 2 

        S- box3  

  

112 

110 

110 

 

112 

111.286 

111.286 

 

0 

0.699854 

0.699854 

  

BIC- SAC:  

        S-box 1 

        S-box 2 

        S-box 3 

  

0.480469 

0.480469 

0.480469 

 

0.504604 

0.504116 

0.504116 

 

0.0102709 

0.0111387 

0.0114285 

  

DP:  

        S-box 1 

        S-box 2 

         S-box 3 

     

0.015625 

0.015625 

0.015625 

 

LP:    

         S-box 1 

         S-box 2 

         S-box 3 

 

144 

146 

146 

     

0.0625 

0.0703125 

0.0703125 

 

Table 5.6: Comparison of Performance Indexes for proposed S-boxes 

S-boxesT Nonlinearity SACT BIC–

TSAC 

BICT DPT LPT 

AES S-boxT 112 0.5058 0.504 112.0 0.0156 0.062 

Gray S-boxT 112 0.5058 0.502 112.0 0.0156 0.062 

APA S-boxT 112 0.4987 0.499 112.0 0.0156 0.062 

Xyi S-boxT 105 0.5048 0.503 103.7 0.0468 0.156 

Skipjack S-boxT 105.7 0.4980 0.499 104.1 0.0468 0.109 

Residue Prime 99.5 0.5012 0.502 101.7 0.2810 0.132 

Lui 105 0.499756 0.500698 104.071 0.0390625 0.128906 

Ref. [54] 110.50 0.5031 ---- 109.21 0.0234 0.0860 

Ref. [55] 106.5 0.507 ---- 103.9 0.140 0.054 

Ref. [56] 104.5 0.498 ---- 104.6 0.047 0.125 

Ref. [57] 106 0.0520 ---- 104.2 0.039 0.132 

Ref. [58] 105.5 0.5000 ---- 103.78 0.0468 0.1250 

Ref. [59] 106 0.5020 ---- 103.00 0.0469 0.1250 

Ref. [60] 110.25 0.5000 ---- 104 10 0.125 

proposed:  

              S-box 1 

              S-box 2 

              S-box 3 

 

112 

111.75 

111.75 

 

0.504883 

0.502686 

0.502686 

 

0.504604 

0.504116 

0.504116 

 

112 

111.286 

111.286 

 

0.015625 

0.015625 

0.015625 

 

0.0625 

0.0703125 

0.0703125 

  

The assessment of the many prevailing nonlinear constituents for block cryptographs with 

counseled is specified in table 5.6.  
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i. A superior estimation of non-linearity gives obstruction against the linear cryptanalysis. The 

average nonlinearity of projected S-boxes is greater than the majority of S-boxes deliberated 

in Table 5.6. This causes confusion and makes planned S-boxes strong in contrast to linear 

cryptanalysis. 

ii. A SAC value close to 0.5 is a definitive objective of each S-box architect. Table 5.6 exhibits 

that our SAC values of S-box 1, S-box 2, S-box 3 are 0.504883, 0.502686, 0.502686 are 

extremely near this ideal value. We can declare that our S-boxes fulfill the SAC. 

iii. Also, BIC esteems of suggested S-boxes are superior to the BIC esteems of the different S-

boxes. Tables 5.5 and 5.6 exhibit that the BIC values of our S-boxes concerning nonlinearity 

and SAC are satisfactory, consequently fulfilling the BIC test. 

iv. To resist linear cryptanalysis, the littler esteem of LP for a specified S-box is wanted by S-box 

originators. LP values of S-box 1, S-box 2, S-box 3 are 0.0625, 0.0703125, 0.0703125 

respectively. Because of these little values, we may say that proposed S-boxes are impervious 

to linear cryptanalysis.  

v. An S-box along with a smaller value of DP is a secure counter to differential cryptanalysis. 

The DP values of S-boxes, S-box 1, S-box 2, S-box 3 are 0.015625, 0.015625, 0.015625, which 

are superior to anything the DP values of different S-boxes as appeared in Table 5.6. This value 

of DP mirrors the quality of our S-boxes. 

5.7 Application of synthesized S-boxes in Image Encryption 

We take different images of dimensions 256, split them into RGB layers. Each layer of the images 

is encrypted in twofold phases. In the first phase, we scramble each of the images through a 

permutation key generated by solutions of LDE, and in the second step, each layer is again vailed 

through S-boxes synthesized in Section 5.5.  

5.7.1 Confusion Stage 

In this phase, the location of the pels is mixed-up with the whole image without altering their 

values and the image becomes distorted. To enhance the intensity of volatility and the number of 

safety measures, we take the solutions of three different LDEs in terms of x and y, calculate their 

average as described in the construction of S-box step-III. Hence, we get three sequences that will 

serve as permutation keys. After the generation of the required length of keys, shuffled them to 
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create randomness and then we use the aforementioned three different keys for the pixel 

scrambling of each layer of the image. Suppose I ( i, j ) be the plain image of dimension 256 ×256. 

Here i signifies the location of the pixel on the X-axis and j signifies the location of the pixel on 

the Y-axis. After permutation, we get the image I’ ( i, j ).  

5.7.2 Diffusion Stage 

After permutation, we have the image I’( i, j ). In the Pixels mixing process, we use trio cohort S-

boxes; generated in Section 3. For pixels mixing XOR operation is used. In each layer of the 

permuted image, a different S-box is XORed to achieve a high level of security and complexity. 

The process is summarized in the figure below. R’( i, j ), G’( i, j ) and B’( i, j ) are splits layers of 

permuted image, Re( i, j ), Ge( i, j ), Be( i, j ) are encrypted layers and Ie( i, j ) is recombined layers. 

Which is the final encrypted image.  

The whole encryption scheme is summarized in the flow chart given in Fig. 5.3.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Figure 5.3: Flow chart of ImageTencryption technique 

S-box 2 S-box 3 
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Coding and decoding procedures are applied to various images through the given procedure.  

Shown in Figure 5.4. The coding and decoding of Lena's image are discussed in detail. Figure 

5.5(a) and 5.5(i) are original and encrypted images of Lena respectively. Figure 5.5(b) - 5.5(d) 

show R, G and B layers of the plain image whereas Figures 5.5(f) - 5.5(h) permuted layers, and 

Figure 5.5(j) - 5.5(l) are their layer-wise encryptions.  By viewing these figures, one can analyze 

the efficiency of the given algorithm. 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

 
(e) 

 
(f) 

 
(g) 

 
(h) 

 
(i) 

 
(j) 

 
(k) 

 
(l) 

 
(m) 

 
(n) 

 
(o) 

 
(p) 

 

 

 

(a)  

 

(b)  

 

(c)  

 

(d) 

    

Figure 5.4: Original and  their respective encryptedTimages respectively, (a) Peppers, (b) Nature, (c) Bird,  

(d) Baboon, (e) Grapes, (f) Deblur, (g) Butterfly, (h) Sparrows,  (i)-(p) encrypted images of (a)-(h) 
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(e)  (f)  (g)  (h)  

 

(i) 

 

(j) 

 

(k) 

 

(l) 

Figure 5.5: Application of Encryption Scheme on Lena Image 

5.8 Security Analysis 

To determine the strength of the purported encoding scheme, examine one of the encrypted images 

through some standard analyses like histogram, texture, robustness, and differential analysis.  

5.8.1 Histogram analysis 

The 3D layer wise histogram of the original and ciphered images is in Figure 5.6. We noticed that 

the histograms of the ciphered image have the same dissemination which features the value of the 

calculation, as all the 256 RGB channels present a similar possibility. 

 
Original Peppers Histogram 

 
Original Nature Histogram 

 
Original Bird Histogram 

 
Original Mandrill 

Histogram 

 
Original Grapes Histogram 

 
Original Deblur Histogram 

 
Original Butterfly Histogram 

 
Original Sparrow 

Histogram 

 
Encrypted Peppers 

Histogram 

 
Encrypted Nature 

Histogram 

 
Encrypted Bird Histogram 

 
Encrypted Baboon 

Histogram 

 
Encrypted Grapes 

Histogram 

 
Encrypted Deblur 

Histogram 

 
Encrypted Butterfly 

Histogram 

 
Encrypted Sparrow 

Histogram 

  

Figures 5.6: 3DTHistogramTrepresentationTofTplainTandTencrypted 

images 
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(a)  Histogram of original 

image 

(b) Histogram of original red 

layer 

(c) Histogram of original 

green layer 

(d) Histogram of original 

blue layer 

(e) Histogram of encrypted 

image 

   
(f) Histogram of encrypted 

red layer 

    
(g) Histogram of encrypted 

green layer 

 
(h) Histogram of encrypted 

blue layer 

Figure 5.7: Histograms of the plain and ciphered image of Lena 

5.8.2 Correlation 

Figure 5.8 expressed the connection of neighboring pixels in the horizontal, vertical, diagonal, and 

antidiagonal directions of the original and ciphered image (Lena) respectively. The correlation 

between the original image pixel rendering evident linear relationship and encryption image pixels 

of random correspondent relations are visible.  

 
(a) (b) 

 
(c) (d)  

  
(e) 

  
(f) 

  
(g) 

  
(h) 
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Figure 5.8: Horizontal, vertical, diagonal, and antidiagonal correlation of plain and encrypted images 

The upshots of correlation analysis are accessible in Table 5.7.  

Table 5.7: Correlation coefficients of the proposed scheme and its comparison 

  Original image Proposed image Ref. [96] Ref. [97] Ref. [98] Ref. [99] 

Red 

Horizontal 0.9383 0.0008 -0.0080 0.0818 0.0238 −0.0042 

Vertical 0.9670 0.00027 0.000029 0.0738 0.0163 −0.0036 

Diagonal 0.9085 -0.00007 -0.0086 0.0669 0.0172 0.0072 

Anti-Diagonal 0.9325 -0.0002 0.0076 0.0647 -- -- 

 Horizontal 0.9389 -0.00058 0.0039 0.0853 0.0218 0.0022 

Green Vertical 0.97578 0.00079 -0.0034 0.0789 0.0331 0.0026 

 Diagonal 0.9220 -0.00008 -0.0044 0.0621 0.0186 0.0027 

 Anti-Diagonal 0.9325 -0.0029 0.0018 0.0624 -- -- 

 Horizontal 0.8923 -0.00028 0.0013 0.0804 0.0198 −0.0034 

Blue Vertical 0.9410 -0.0009 -0.0005 0.0737 0.0123 0.0020 

 Diagonal 0.9149 -0.000063 0.0027 0.0696 0.0148 0.0029 

 Anti-Diagonal 0.8889 0.000027 0.0040 0.0699 -- -- 

 

5.8.3 Entropy 

Table 5.8 enlists the values of entropy analysis. 

Table 5.8: Entropy of proposed scheme and its comparison 

Images Entropy 

Proposed 7.9996 

Ref. [96] 7.9991 

Ref. [97] 7.9992 

Ref. [98] 7.9990 

Ref. [99] 7.9972 

 

5.8.4 Other Texture Analysis 

Contrast, Homogeneity, Energy are other well know texture analyses. In Table 5.9, the texture 

assessments of ciphered and original images are shown. 
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Table 5.9: Original and ciphered Lena image Second order texture analyses 

 TPlainTcolorTcomponentsTof image TCipherTcolorTcomponentsTofTimage 

 R G B R G B 

ContrastT 0.407797 0.415518 0.399096 10.6173 10.5931 10.6341 

HomogeneityT 0.865153 0.866101 0.866035 0.38712 0.387554 0.38741 

EntropyT 7.32778 7.60503 7.13246 7.9985 7.9986 7.9985 

CorrelationT 0.917715 0.926071 0.84887 -0.00096577 -0.000645 -0.000241 

EnergyT 0.135304 0.097300 0.159384 0.015638 0.0156366 0.0156396 

 

5.8.5 Differential Analysis 

Table 5.10 describes the aftereffects of various plain pictures by utilizing the recommended 

scheme. The outcomes appeared in Table 5.11, which offered that the proposed procedure for 

picture encryption has raised NPCR and relevant UACI values. Higher NPCR values have 

indicated that every pixel position is randomized exaggeratedly. What's more, the appropriate 

UACI values introduced that about each degree of the dim pixel in the proposed encoded 

calculation are adjusted. Thus, from the outcomes, it very well may be handily observed that the 

proposed cryptosystem has high obstruction against the chose and the realized plain content 

assaults. 

Table 5.10: NPCR and UACI analysis of Different images 

  R G B 

LenaT 
NPCRT 99.6289 99.6180 99.6601 

UACIT 33.6201 33.5441 33.5813 

PeppersT 
NPCRT 99.5972 99.6048 99.6124 

UACIT 33.5923 33.5321 33.9386 

NatureT 
NPCRT 99.6109 99.6094 99.6414 

UACIT 33.3603 30.9886 33.7843 

BirdT 
NPCRT 99.5941 99.6185 99.5819 

UACIT 33.5169 31.8175 34.9542 

BaboonT 
NPCRT 99.6132 99.5621 99.6842 

UACIT 33.5720 33.6101 33.8426 
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GrapesT 
NPCRT 99.6048 99.5926 99.5331 

UACIT 33.2577 33.9839 34.3252 

DeblurT 
NPCRT 99.5895 99.6217 99.6872 

UACIT 33.1751 33.7269 33.0932 

ButterflyT 
NPCRT 99.6033 99.6155 99.6063 

UACIT 33.8393 30.6587 33.0982 

SparrowT 
NPCRT 99.6155 99.6384 99.6033 

UACIT 32.3091 32.8264 33.5327 

 

5.8.6 Robustness Analysis 

An information block with the size 128×128 and 128×256 is removed from the cipher-image 

5.9(a), 5.9(b), and then it decrypted. As can be glimpsed from Figures 5.9(c) and 5.9(d), the 

ciphered images still contain the greater part of the first visual data. This shows the great robustness 

of the proposed encryption algorithm against cropping attacks. 

(a)  (b) (c)  (d)  

Figure 5.9: (a) encryptedTimageTwith a 128 × 128 data cut, (b) encryptedTimage with a 128 × 256 data 

cut, (c) decryptedTimage from 5.6 (a), decryptedTimage from 5.6 (b). 
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Chapter 6 

Conclusion and Future Directions 

 

This chapter deals with a brief and specific explanation of the consequences acquired in this thesis. 

Some future guidelines are also part of this chapter. The focal target of the presented work can be 

ordered in the accompanying categories.  

1. By employing algebraic structures which incorporate finite commutative chain rings and linear 

Diophantine equations to construct S-boxes to upgrade the security level.  

2. With the assistance of joined chaotic systems and various S-boxes are used in presented ciphers. 

The blend of chaotic systems upgraded the chaotic range which is useful to create more confusion 

in cryptosystems.  

3. To present new algorithms for digital image encryptions to improve the security of digital 

content. The contribution of the S-box in the schemes develops confusion as well as provides 

greater security and robustness. 

6.1 Conclusion 

In Chapter 2, based on the commutative chain ring 𝑅9 a new algorithm has been developed by 

which one could generate a large number of  8 × 8 S-boxes triplets. The erection method utilized 

the group 𝑀𝐺𝑘 of units of 𝑅9 and ℳ = 𝑅9 −𝑀𝐺𝑘 . The new algorithms of the triplet of S-boxes 

certified random values in the initial domain of transformation. The strength of the newly created 

S-boxes triplet was first measured and then their comparison has been given with AES, APA, 

Prime, Gray, Xyi, Skipjack, 𝑆8 AES, Lui, and S-boxes presented in [53-59]. Furthermore, the 

intention of this work was the accomplishment of an innovative encryption scheme for RGB 

images based on the triplet of S-boxes. Afterward, the newly constituted algorithm is applied to 

explicit parameters to affirm its quality. To fix the rank of proposed 8 × 8  S-boxes a comparison 

of the results of various color image quality measures with color image encryption has been made. 

The proposed color image encryption depending on the triplet of S-boxes has been given and 

assessed its strength through well-known texture, statistical analysis, NIST tests, and occlusion 

attack. We examine that our algorithm is robust against brute force attacks due to huge key space. 

Whereas, the NPCR and UACI, the basic measures employed for differential analyses were also 
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satisfactory. Experimental results allow us to conclude that this algorithm outperforms existing 

schemes in terms of protection.  

In Chapter 3, an innovative, Algebra 𝑀(2,
𝐹2[𝑢]

<𝑢8>
) and chaos-based RGB multiple image encryption 

techniques are proposed. To create confusion, 2 × 2 matrices are used for a two-dimensional 

permutation model, which incorporates two permutation modes, i.e., row permutation and column 

permutation. The diffusion is done by exclusive OR operation between these images and generated 

keys of the 4D chaotic map. The computational ability and comparison outcomes have indicated 

the superior performance of the projected encryption scheme. Also, the encrypted images of the 

proposed technique depicted that the entropy information values are close to optimal value 8. The 

statistical simulations have shown that the recommended new technique provided a safe 

encryption/decryption file. In the end, we used differential analysis to examine that the proposed 

encryption scheme has excellent statistical properties which help in the resistance of differential 

attacks.   

In chapter 4, we have foreseen an encryption strategy to encode any digital data. The proposed 

cryptosystem is essentially established on the three functions; permutation, substitution, and bit 

XOR. We inspect that our algorithm is reluctant against the brute force attack because of the huge 

key space. At last, after certain tests like entropy, statistical analysis, and NIST tests, we 

demonstrated that our algorithm has high protection from various sorts of assaults. Trial results 

infer that this algorithm beats existing plans in terms of security. Having a high work rate, the 

proposed framework is fit to be applied in encryption applications and is appropriate for viable use 

in the safe transmission of multimedia data over the web. The algorithm introduced in this chapter 

focused on image encryption; it is not simply restricted to this region and can be broadly applied 

in other data security fields. 

In Chapter 5, an innovative technique for the construction of S-boxes through the zeros of the 

Linear Diophantine equation and Rossler's chaotic system is introduced. These S-boxes are used 

in image encryption together with the permutation keys, which are also obtained by solutions of 

LDEs. The application of the projected S-boxes, during the encryption process, increases the 

randomness in the plaintext, as chaos does. Chaos has a specific interval for its randomness, but 

solutions of LDE have the whole set of integers for its randomness, thus making it tremendously 
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hard for the cryptanalyst to decipher secure data. To check the effectiveness of the proposed S-

boxes and image encryption quality, we apply different types of analysis. The readings of these 

analyses in the case of image encryption are much closed to optimal values that depict the 

validation of our construction method. Since this technique is more economical, also it can 

generate as many S-boxes as chaos-based techniques could generate, therefore it is a brilliant 

choice to replace the nonlinear component in chaos-based ciphers and some other renowned 

ciphers, for instance in AES. Based on the solution of one LDE infinite number of S-Boxes can be 

constructed. In the future, we will obtain more S-boxes and classify them based on some renowned 

analysis to use them in cryptographic content more competently. 

6.2 Future work 

As we proceeded with our research, numerous inquiries arise in our mind which stayed 

unanswered. This can help with future pointers or can be considered as the continuation of the 

proposed study. A portion of these is listed below. 

• Build a strong cryptographic block cipher nonlinear component (S-box) with a better number 

of bits to introduce with various assaults. 

• Construction of S boxes with basic mathematical structures with high nonlinearity.  

• A one of a kind venture to learn S-box cryptographic structures. 

• The improvement of novel methods based on the blend of algebraic and chaotic structures in 

the advancement of cryptographic structures for block cipher nonlinear components. 

• Construction of S-boxes with the utilization of different algebraic structures, for example, 

measuring group, Galois ring, cycle groups, and loop concept, and so forth. Plan of novel 

methods of multimedia security dependent on these S-boxes. 
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