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Abstract 

Wireless Body Area Network (WBAN) is a specialized breed of wireless sensor networks, 

providing advanced solutions for remote personal healthcare, ubiquitous monitoring, and 

sports/games player monitoring etc. It uses contemporary wireless and sensing technology 

for accurate and trusted measuring and data communication from the data source to the 

medical health control center. Despite its enormous benefits and applications, some of the 

key challenges in the design and development of WBAN are energy-efficiency, reliability, 

and fault-tolerance. Due to the importance of critical data and services related to WBAN, 

it is imperative to have a high degree of reliability and fault-tolerance, especially in health-

care monitoring applications. For instance, in most of the health-care applications, wireless 

medium interference and body-fading occur, which affects the communication among 

nodes and consequently degrade the reliability of the network. Similarly, WBANs are 

resource-constrained (limited power, low processing, and small memory) networks. 

Therefore, long-haul and energy-efficient operations are always desirable and challenging, 

as the system is required to operate uninterrupted for a long time without inference to avoid 

the loss of critical data and information in healthcare applications. 

To address the stated issues, overall aim of this thesis was to improve energy-efficiency 

and fault-tolerance to ensure the reliability of WBANs. Firstly, a QoS-based Multi-Path 

Routing (MPR) scheme is proposed, in which, the sensed data packets are classified and 

routed according to ‘data priority’ to ensure better reliability in terms of QoS. The best 

route inside the network is assigned to the critical data, while normal traffic is routed on an 

alternate path. Secondly, a new Mobile Agent-Based Data Aggregation (MADA) scheme 

is proposed, in which a Mobile Agents (MAs) are used for data aggregation. This approach 



 

x 

 

minimizes the unnecessary packet forwarding, significantly reduces energy consumption, 

minimizes the end-to-end delay, and increases throughput. Thirdly, a cooperative 

communication scheme using the network coding approach in WBAN Health-care 

application is proposed. In this scheme, a network coding strategy is adopted to minimize 

channel impairment and body fading effects, and hence, it reduces the faults and bit error 

rate. Based on the proposed schemes, a case study is designed for remote patient 

monitoring to prove its efficacy and usefulness.  

To evaluate the proposed solutions, this thesis implements the proposed schemes (QoS-

MPR, MADA and Cooperative Communication) in MATLAB/SIMULINK network 

simulation framework using the residual energy, throughput, packet lost ratio, packet 

delivery ratio, bit error rate and average end-to-end delay matrices. These simulation-

based experimentations facilitated to meaningfully analyse and compare the proposed 

schemes with the existing benchmark schemes (i.e., DM-QoS, PERA, DAP-DS and 

EFTA).  The results demonstrated that the proposed solutions outperform the existing 

benchmark schemes in terms of reliability, energy-efficiency and fault-tolerance for 

resource-constrained WBANs. Finally, we presented thesis conclusion and outline future 

work.  

Keywords: Wireless Body Area Network (WBAN), QoS, Reliability, Fault-Tolerance  
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CHAPTER 1 

Introduction 

Advancement in information and communication technologies provide valuable services 

to human beings in different aspects of life. Most prominently, in the area of the health-

care industry, WBAN has become the most rapidly used network of information and 

communication technology-based services. Furthermore, there is an increasing interest in 

more technology-based support for health-care treatment and other real-time monitoring 

activities.  Many researchers and health-care professionals are interested in grasping the 

potential for the new technological-based health-care system, which can create a new 

generation of medical applications to improve the quality of health-care services. WBAN 

is one such system used worldwide specifically for health monitoring, home care, 

medicine, and many other applications [1]. 

In this chapter, WBAN and its general requirements are discussed in section 1.1. Then the 

motivation and problem statement of the present research work is discussed in section 1.2. 

Based on the problem statement, the aims and research objectives are outlined in section 

1.3, and the proceeding section 1.5 present the novel contributions of this thesis. Finally, 

section 1.6 concludes this chapter with the organization of the thesis.  

1.1 Wireless Body Area Network (WBAN) 

It is pertinent to state that WBAN is a special bread of Wireless Sensor Network (WSN). 

An important aspect of WBAN is the ability to perform highly reliable data communication 

for medical as well as non-medical purposes. The term WBAN has received categorical 

changes over the past realms of history. The term was first invented by Dam et al. [2] and 

gained the interest of many researchers over time [3, 4]. Different authors used different 

names for this kind of network, i.e., Body Area Network (BAN), Body Area Sensor 
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Network (BASN), and WBAN [5]. WBAN consists of small, intelligent nodes fitted in, on, 

or implanted inside the body that is capable of establishing a wireless links. These nodes 

perform non-stop vital sign monitoring and may also give real-time feedback to a care 

taker/doctor. Generally, two types of nodes are famous: sensor and actuator nodes. The 

standard definition of WBAN, according to IEEE, is “A communication standard 

optimized for low power devices for their operation on, in or around the human body (but 

not limited to humans) to serve a variety of applications including medical, consumer 

electronics or personal entertainment” etc., [6]. This field is now expanding to diverse 

areas like human assisted living, real-time streaming, and sport/athletic activities 

monitoring. In the literature more than 80% of work in WBAN is carried out in the domain 

of health-care applications [7]. WBAN has many designs and deployment requirements, 

however, the main focus is on energy-efficiency, data management, fault-tolerance, 

security, privacy, QoS (Quality of Service), and reliability. 

 

Figure 1.1 Wireless Body Area Network (WBAN) 

In the health-care monitoring system, small bio-sensors are fitted on the patient's body for 

remote patient monitoring. These systems enable health-care providers to diagnose the 

patient remotely and recommend him/her proper medicine even if the patient is physically 

not present. Such kind of technology is known as WBAN, as shown in Figure 1.1. 

Moreover, WBAN accomplishes the services of monitoring for an extended period and 

also provides real-time updates of the patient’s status to the health-care provider (Doctor, 
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Physician or Nurse). In addition to health-care services, WBAN has widespread 

applications in other notable fields such as entertainment, sport, real-time streaming, and 

military [8, 9].  

In WBAN bio-sensors performs monitoring/sensing numerous other vital parameters such 

as Body Temperature (BT), Blood Pressure (BP), Respiration Rate (RR), Glucose Level 

(GL), Electro-Cardio-Gram (ECG), Electro-Myo-Gram (EMG), and Electro-Encephala-

Gram (EEG) [10, 11]. These small sensors are fastened on body or off-body, or they are 

implanted inside the body for monitoring different vital parameters related to entity-body 

in such a way that they do not disturb the routine life of the entity-body [12, 13]. Apart 

from health-care activities monitoring, WBAN has used sport/athletic monitoring where a 

feedback system enhances the quality and accuracy of training [14]. 

Moreover, WBAN can also be used in real-time streaming. The field of WBAN nowadays 

is expanding to a new tremendous area like; assisted living and older people's monitoring. 

However, the main focus of the present research work is the health-care application. 

WBANs are the most convenient, accurate, and cost-effective and non-invasive technology 

for medical and non-medical applications [15]. 

1.2 Motivation and Problem Statement  

WBAN may consist of several homogenous or heterogeneous bio-sensors placed/wearable 

on the body or implanted inside the user’s skin. The most common requirement of WBAN 

is energy-efficiency, fault-tolerance, and reliability. The energy-efficiency inside WBAN 

is achieved by using optimized techniques like data aggregation [16]. Due to which, the 

diagnosis process of health-care and management emergency event is enhanced [17]. 

WBAN health-care applications are typically dealing with critical data, so it is important 

to communicate these critical data in real-time with minimum delay. The most important 

issue concerning from the application point of view is to ensure QoS requirements.  In data 

communication, the provision of QoS is needed to ensure the delivery of critical data with 

minimum delay. Therefore, latency or delay is another application-specific parameter that 



Chapter 1 Introduction 

4 

 

needs to be considered in WBAN. The exceeded delay is not acceptable in health-care 

applications. Thus, QoS-based routing is needed to overcome the mentioned issues [7]. 

In WBAN, data sensed by bio-sensors are required to communicate to a remote BS. The 

redundant data generated by bio-sensors nodes lead to exceeded traffic inside the network 

that harms the network and badly affects the service of the WBAN.  A suitable route must 

need to exist all the time to reach bio-sensor nodes. Some authors use a technique to reduce 

the number of transmitted data (packets), from bio-sensor nodes that can efficiently reduce 

the power consumption and contention level in the network which further improves the 

network reliability and reduce the delay. This objective is achieved by using cluster-based 

data aggregation in WBANs. Therefore, aggregated data is needed to be communicated to 

the BS and medical server to increase throughput and minimize energy consumption. Thus, 

an efficient data aggregation scheme is needed in all most every WBAN application. 

WBAN is highly vulnerable to faults and failures, therefore, it needs a reliable way to be 

communicated to BS. Fault in the link and channel impairments can occur due to Radio 

Frequency (RF) interference and body fading effects. Due to channel impairments, 

unreliable data is communicated to the medical server (MS). RF interference and body 

fading effects cause increase in Bit Error Rate (BER) in communication.  Owing to the 

mentioned cause, critical data are not transmitted to control nodes in real-time. Eventually, 

the wrong decision about the treatment of a patient is made in the Health Care System 

(HCS) [18]. In WBANs, we need to address the fault within single or multiple components 

of the network to tolerate it. The efficient management of the fault increased fault-tolerance 

necessary for real-time critical services [19]. In WBANs, fault management is a significant 

activity to fully utilize the services provided by WBAN, which further improves the 

reliability level of the service provider and critical health-care data.  

The challenges, as mentioned earlier, are the crucial issues to be addressed for the effective 

use of WBANs. This research study adopts a step-by-step process to increase fault-

tolerance, reliability, and the energy-efficiency of WBANs.  This research study also 

addresses the mentioned issues and processes of the new solutions. 
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1.3 Research Questions 

Motivated by the problem statement, the following research questions needs to be 

addressed: 

• How to improve the reliability of WBANs in terms of QoS and particularly in 

health-care applications? 

• How to enhance the reliability and energy-efficiency of WBANs by using 

clustered-based data aggregation techniques?  

• How to further improve the data aggregation in WBANs to achieve fault-

tolerance.? 

1.4 Aims and Objectives 

The overall aim of this thesis is to improve energy-efficiency and fault-tolerance to ensure 

the reliability of WBANs.  

To achieve this aim, the following objectives have been set: 

• To design an energy-efficient multi-path routing scheme to improve the reliability 

in terms of Quality of Service (QoS) of WBANs.  

• To design and develop an energy-efficient clustering-based data aggregation 

scheme to enhance reliability in terms of real-time data delivery in WBANs. 

• To enhance the data aggregation process further, a new Bit-Error-Rate (BER) and 

Channel interference mechanism are developed that provides fault-tolerance and 

reliable error-free communication in WBAN. 

• To implement and analyse the proposed solutions using the MATLAB simulators 

and to compare the results with the benchmark schemes.  

1.5 Novel Research Contributions 

The contributions of this thesis are presented as follows: 

• A novel QoS-based MPR Scheme in WBAN Health-Care Environment – We have 

developed a novel scheme to improve the reliability of WBANs in terms of QoS. In 
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QoS-based MPR priorities are assigned to the incoming real-time traffic. The critical 

traffic has high priority, while normal traffic has low priority. Similarly, the available 

paths within the network are also divided into the best paths and alternate ones. The 

best path is reserved for high priority traffic, while the other routine traffic is routed on 

any available path that exists in the network. The proposed solution improves QoS, 

energy-efficiency, and reliability of the resource-constrained WBAN.  The best path 

available in the network to critical traffic is kept reserved; hence, the average end-to-

end delay is minimized. The proposed QoS-Based MPR scheme has comparatively the 

lowest energy consumption. For instance, in terms of energy consumption, it is 59% 

and 18% more energy-efficient than the DM-QoS and PERA schemes respectively. 

Ultimately, it will extend the network lifetime compared to DM-QoS and PERA. 

Likewise, the PLR of the proposed QoS-Based MPR is 17%, while the PLR of PERA 

and DM-QoS are 33% and 41% respectively.  Which means that the proposed QoS-

Based MPR is comparatively more fault-tolerant than DM-QoS and PERA. 

 

• Development of MA-based Real-Time Data Aggregation Scheme in WBAN – We 

developed a new MA-based Data Aggregation (MADA) scheme for WBANs. MADA 

scheme has four phases of accomplishment, i.e., clustering, itinerary planning, mobile-

agent migration and fault-tolerance alternate itinerary planning. In the proposed 

scheme, a MA travels across all the Cluster Heads (CHs) in the network and collects 

the aggregated data from CHs. The MA is initiated from the BS and multiple MA may 

generate and travel parallel for data aggregation whenever needed. The proposed 

scheme controls the diverse unnecessary traffic generated in the network. Thus, 

throughput and reliability are increased in WBANs. Overall, the proposed MADA 

scheme has reduced the energy consumption by 34% in comparison to EFTA and 58% 

to DAP-DS. Furthermore, the PDR of the proposed scheme has recorded 7% and 10% 

compared to EFTA and DAP-DS schemes respectively. Moreover, the energy 

consumption and delay is also minimized significantly. 

• Development of Cooperative Communication Using the Network Coding 

Approach in WBAN Health-Care Application – In this work, we proposed a 

cooperative communication-based network coding approach. In the said approach, the 
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bio-sensor nodes carry out cooperative communication and communicated their vital 

signs using network coding technique. Coding the bio-sensors vital traffic minimize 

channel impairment and body fading effect. The proposed approach efficiently 

minimizes BER and End-to-End delay because the packet lost is minimized by 

cooperative communication. Additionally, it increases the power gain and reliability 

inside the network. With the maximum number of 6-10 bio-sensor nodes cooperation, 

the energy-efficiency and average packet transmission ratio is recorded more than 90% 

as shown in the graph. The average delay, using 6-10 bio-sensors is less than 40 ms. 

The proposed scheme has a very positive impact on the service delivery ratio of critical 

data delivery because BER is minimized. Finally, a Case-Study based on a real-time 

scenario of the proposed solution is developed. A real-time scenario is designed to 

create a more general understanding of the proposed research work. In this case-study, 

we considered a sepsis disease based real-time scenario. In which the vital sign of five 

bio-sensors required for sepsis disease monitoring is considered. The proposed case-

study presents a more real-life example of the given solution in health-care WBANs. 

1.6 Thesis Organization 

The thesis is further organized as follows:  

Chapter 1: Introduction − Chapter 1 provides a brief overview of WBAN and the general 

requirements of WBAN are discussed. Besides, the motivation and problem statement of 

the proposed research work are presented. Aim and objectives are deliberated based on the 

problem statement. Subsequently, the novel contributions have been outlined with the 

thesis organization. 

Chapter 2: Background − A background detail of the WBAN is presented in this chapter. 

General applications, the generic architecture of WBAN, and the architecture of bio-

sensors are presented in detail. Detail solutions related to the proposed work are identified. 

An explanation is given for finding out the gap in the previous schemes for the solution of 

new energy-efficient and fault-tolerant solutions to ensure reliability in WBANs. After 

discussing the strength and weaknesses of those schemes, the chapter is concluded with a 

summary.  
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Chapter 3: Literature Review − In this chapter, the literature survey related to the 

proposed solution is given section wise. The basic topic is studied in detail, and critical 

analysis is carried out. After the comprehensive literature survey, some common points are 

concluded with further details. 

Chapter 4: Simulation Framework − In this chapter, the general framework for the 

simulation of the proposed solutions is discussed. In the framework, the simulator, radio 

energy model, packet format, system specification for simulation, proposed solution 

topology and packet definitions are discussed. 

Chapter 5: QoS-based MPR Scheme in WBAN − In this chapter, the energy-efficient 

multi-path routing scheme is elaborated in detail. The proposed fault-tolerant multi-path 

routing solution divides and permits the communication paths in the network and reserve 

the best route for critical data (packets). Therefore, the network performances are 

maintained smoothly. Furthermore, all the typical operations and working procedures are 

highlighted. Finally, the detailed performance evaluation of the proposed energy-efficient 

multi-path routing scheme for improving QoS in WBAN is stated. 

Chapter 6: MA-Based Real-Time Data Aggregation (MADA) Scheme for Health-

Care Application of WBAN − In this chapter, the data aggregation scheme using the 

clustering approach to improve reliability is discussed in detail. Furthermore, the detailed 

steps and performance evaluation using different parameters are elaborated.  

Chapter 7: Cooperative Communication using the Network Coding approach in 

WBANs − In this chapter, a brief outline of the cooperative communication and network 

coding-based scheme are stated. The detailed procedure is explained as to how bio-sensors 

data are encoded and saved in a table. Moreover, the proposed scheme minimized BER is 

described in detail. In last a case-study of the proposed research work is presented of the 

given solution in health-care WBANs. 

Chapter 8: Conclusion and Future Work – In chapter 9, the conclusion of the thesis has 

been summarized. In addition, the research contributions are presented in detail. For 

possible future research, the future direction has been discussed. 
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CHAPTER 2 

Background 

In this chapter, the focus is on the detailed background of WBANs. First of all, the 

background and applications of WBAN are discussed in section 2.1. Then the architecture 

and characteristics of WBAN are explained in section 2.2. Furthermore, various design 

challenges are outlined in detail in section 2.5. Moreover, the most relevant research work 

is elaborated. The general map of the related work is given in this chapter.  Then, the detail 

literature survey has been accomplished in Chapter 3. Finally, the chapter summary is given 

in section 2.6. 

2.1 Applications of WBAN 

WBAN has a vast number of applications. These applications are in the field of health-

care, military, sports, human assist, entertainment, and many others. Three basic 

applications of WBANs are very common and widely used, i.e., health-care, assisted living, 

and entertainment/sport. Some authors categorized WBAN applications into medical and 

non-medical ones. The applications of WBANs have one common key characteristic to 

improve the quality of life [12]. The applications of WBAN are growing to several exciting, 

diverse fields, as shown in Table 2.1. 

2.1.1 Medical Applications 

The medical applications of WBAN have the potential to revolutionize the opportunity of 

health-care treatment in such a way that the treatment of a patient will be done in real-time 

by using smart bio-sensors. Therefore, 80% of the applications of WBAN are in the field 

of health-care domain while the remaining are in other areas. According to the statistics of 

the demographer, the world population will be doubled in 2025. This statistic indicates that 
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by 2050 medical care of older people will become a serious issue. The following are some 

key accomplishments in the medical field related to WBAN [20]. 

• Smart Bio-sensor, a smart tiny node, opens up a new opportunity for continuous 

monitoring of patients using WBAN. 

• WBAN provides a more proactive and preventive health-care facility that will not only 

improve the quality of life but also reduce health-care costs. 

Table 2.1 Applications of WBANs 

Medical 

Application 

Wearable WBAN      Aiding Professional player in training 

Accessing Solider in Battlefield 

Asthma 

Wearable Health Monitoring 

Sleep Staging 

Implanted WBAN Cancer Detection 

Cardiovascular Diseases 

Diabetes Controls 

Remote Control of 

Medical devices 

          Ambient Assisted Leaving (AAL) 

Patient Monitoring 

Tele-Medicines System 

 

Non-Medical  

Application 

Real-time Streaming 

Entertainment Applications 

Lifestyle Sectors 

Emergency (Non-Medical) 

Aerospace 

There are several medical applications of WBANs, some of which are; Wearable WBAN, 

which can be further divided into two sub-categories: a) Disability Assistance and b) 

human performance supervision. Examples of these applications are: Assessing troops in 
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battlefields and fatigue. The implanted bio-sensors have a crucial role in life-critical 

treatment in the health-care industry. Bio-sensor is implanted in the human body either in 

blood steam or below the skin. Furthermore, WBAN can be used for remote control of 

medical devices and Ambient Assisted Living (AAL). In AAL, different medical devices 

wirelessly communicate with WBAN to prolong the quality of health-care, minimize the 

dependency on complete personal care and increase the quality of life [10].   

2.1.2 Non-Medical Applications 

Non-medical applications of WBANs are further sub-divided into two sub-categories that 

are real-time streaming and entertainment applications.  Real-time streaming comprises 

audio/video streaming like capturing video clips via cell phone. This category is also used 

for stream transfer, body gesture recognition, and body vital signed information-based 

entertainment services. Similarly, in entertainment applications, gaming, and social 

networking are involved. Different kinds of devices like MP3-players, microphones, 

cameras and head-mounted displays are the devices that can be integrated with WBANs. 

Similarly, in an emergency, off-body bio-sensors are deployed in-home or in a building 

capable of detecting non-medical emergencies such as fire and poisonous gas in-

home/building. Whenever such a situation is detected, an urgent alarm message is 

communicated to the wearer of the emergency facility/jacket. Besides, WBAN technology 

supports numerous innovative and exciting applications such as ubiquitous health-care, 

military applications, and interactive gaming. Moreover, real-time traffic can also be 

monitor through WBAN [1, 21]. 

2.2 Generic Architecture of WBAN 

The generic architecture of WBAN is different from WSN, although they have some 

common properties. WBAN faces serious challenges due to its diverse nature, some of 

which are heterogeneous and non-replaceable nodes. Most importantly, the implanted bio-

sensors which suffer from a body fading effect is a serious issue need to address. Almost 

all WBAN applications have three-tier communication architecture, as shown in Figure 
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2.1, which are Intra-WBAN communication, Inter-WBAN communication, and beyond-

WBAN communication. 

Tier-1:  Intra-WBAN Communication - Tier-1 describes the communication 

between bio-sensors and coordinators or Cluster Head (CH). This tier transmits the 

physiological data to tier-2 through GW to Medical Server (MS). The transmission range 

of nodes in tier-1 is approximately 2 meters.  

Tier-2: Inter-WBAN Communication - Tier-2 describes the communication 

between the coordinator/ controller node and gateway and further through the gateway to 

the tier-3, i.e., MS. The specific aims of tier-2 are to interconnect WBANs with other 

networks. The courage area expands from 2-100 meters, including multiple Access Points 

(APs) [22].  

Tier-3: Beyond-WBAN Communication - Tier-3 is designed to perform 

communication with an MS or control station. A gateway or PDA can be used as a bridge 

between tier-2 and tier-3 [12]. In the MS, all the real-time diagnosis, processing on the 

received sensed data are carried out. Furthermore, in tier-3, the history of the entity record 

is kept in the database for future analysis. For any further research and experiment, the data 

are being accessed from the database of the medical server. The decision about human 

health treatment can be taken from the MS [1]. 
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Figure 2.1 Architecture of Wireless Body Area Network 

WBAN Topology - The topology of the WBAN changes quickly due to link failure, power 

failure, and node mobility. Due to which the priority matrix of WBANs suddenly changes. 

The specific position of WBAN may not be known because the body may be in constant 

motion, i.e., running and walking. WBANs usually adopt star topology for many 

applications. But in some specific situations, the tree structure is also adopted. WBANs are 

mainly responsible for critical data communication, especially from the health-care 

perspective. Therefore, a high degree of reliability and low latency is a significant factor 

in real-time health care monitoring. Unreliable data delivery directly affects the process of 

health-care monitoring applications, due to which the treatment or diagnosing process of a 

patient is affected [23, 24].  

2.3 Bio-Sensor Node 

Bio-Sensor nodes are an essential component of WBAN, sensing vital signs in the deployed 

scenario and transmit them to the BS for further processing. The BS is likewise called an 

information dissemination unit that collects and processes the incoming traffic.  The unique 
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task of the BS and Gateway (GW) is getting data, processing, and storing information and 

then route this information to the medical server or database server through the gateway 

for further analysis [12]. For each kind of vital sign monitoring, there are distinguished 

bio-sensors, e.g., blood pressure, glucose level checking, motion, ECG, and EMG have 

different bio-sensors having dissimilar capabilities [25]. Their priority level may also be 

different depending on their sensing capabilities. A typical bio-sensor node contains five 

essential components. These components are; a bio-sensor, microcontroller or 

microprocessor, communication device, memory, and power supply unit [26, 27]. 

Common bio-sensors for pulse oximeter, EKG, and motion are shown in Figure 2.2. This 

bio-sensor is an on-body, off-body, or implanted devices which have the functionality of 

accomplishing sensing the specific phenomena and route the collected information to the 

medical server.  

 

Figure 2.2 Common Examples of Bio-Sensor 

2.4 Characteristics of WBANs  

Because of the heterogeneous nature of WBANs and the placement of the bio-sensor 

devices on the human body, WBANs has a more interesting nature. Moreover, the vast 

number of applications, scope, and many other characteristics of the WBANs, which made 

it a valuable technology. Some of the unique characteristics of WBANs are given below:  
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Single Hop Vs. Multi-Hop Communication - WBAN is composed of several bio-sensors, 

which are in cooperation with each other. Some bio-sensor nodes are in the range of BS, 

so these bio-sensors perform single-hop communication while the other bio-sensors do not 

exist in the communication range of BS. These bio-sensor nodes perform multi-hop 

communication. The data packets traverse from one bio-sensor to every other bio-sensor 

to move to the BS. Due to the influence of multi-hop communication, a large number of 

bio-sensors take part in data communication. Bit Error Rate (BER) is increased, and 

energy-efficiency may be degraded [26, 28]. 

Heterogeneous and Data-Centric Network - WBAN is composed of heterogeneous 

devices. These devices have distinguished capabilities and priorities. For each vital sign 

monitoring, there are different bio-sensors; each has a unique function to monitor the body. 

Due to these characteristics, fault-tolerance and reliability are the most concerned 

parameters to be ensured in WBAN health-care applications [29]. 

Reliable Data Transmission - Reliability is mostly concerned with WBAN because of its 

association with critical data of human beings. For an accurate request-reaction variety, the 

bio-sensor must request to the right device. The communication among devices in WBAN 

needs to be accomplished in a manner that the request should be successful, and the reply 

becomes quicker. The WBAN health-care services are supposed to be reliable enough due 

to the influence of critical data [30]. 

Fault-Tolerance - In WBAN, if one bio-sensor is being compromised, normal operations 

do not affect.  It is due to the fact there are other adjoining nodes having the capability and 

accumulate to adjust the fault. However, the overall performance is degraded; hence, fault 

tolerance is one of the key features related to WBAN essential requirement to the maximum 

to prolong service delivery. Fault-tolerance promises to continue the network function 

correctly, even if a few components fail to work. Moreover, fault-tolerance is an essential 

need of the most wireless network technologies, namely; WBAN, because of bio-sensor 

node features and its radio communications [31, 32].  
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2.5 Design Challenges in WBAN 

WBAN is an efficient and useful network in the modern era, which enhances the quality of 

life of human beings. Apart from its benefits, numerous technical issues and challenges 

still need to be sorted out. These issues are due to the unique architecture of WBAN. 

WBAN challenges are dissimilar from WSN and other networks due to their unique 

characteristics. Most of the difficulties are due to the constraint of energy resources and the 

sensitivity of data [14]. Considering these characteristics, WBANs have many issues to be 

addressed to meet any application requirements; some of which are: 

Limited Resources - WBAN has very limited resources, especially the power resource, 

which is very limited. Therefore, designing any new protocol needs to focus on these severe 

constraints. The power resources of WBAN are not the same for all applications. For 

implanted bio-sensors, ultra-low-power radio transceivers are needed [33]. One of the 

common approaches for power saving is to allow devices to go to sleep in which the 

balance between power consumption and average end-to-end delay should need to be 

considered. Recent research suggests a debatable issue that saving power resources of 

WBAN by energy-efficient techniques is quite prominent.  

Correlation and Body Fading - In a high-density network, the tiny bio-sensors perform 

continuous monitoring of vital signs related to the patient. The bio-sensors observations 

are highly correlated and may also be affected by body fading effects. Therefore, to save 

the scarce resources of WBAN, the redundant information must need to be minimized. 

Furthermore, this correlation and body fading may also degrade network performance 

because many critical issues like; BER is increased. Additionally, most of the applications 

of WBAN need the reliability of data because it is related to life-critical services [34].  

Structural/Architectural Challenges − The design and development of WBAN is a 

challenging task. The deployment of bio-sensors on the body is complicated. Bio-sensors 

are susceptible devices which are mainly used for the monitoring of harsh and life-critical 

environments [35]. The replacement of bio-sensor is mostly not feasible in a harsh 
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environment. Apart from this, the topology of the WBAN changes quickly due to link 

failure, power failure, and node mobility. Suddenly, it changes the priority level and the 

different considerations. WBAN typically adopts star topology, but in some cases, a tree 

structure is also adopted. The changes made in the topology of WBAN may also create 

critical challenges [36]. 

Reliability and QoS − WBAN is mainly responsible for critical data communication, 

especially in the health-care perspective; therefore, a high degree of reliability is needed. 

Because unreliable data can affect the treatment or diagnosing process as there may be the 

possibility that the medical staff makes the wrong decision which creates a severe threat to 

human life [24]. WBAN is more vulnerable to threats, fault, and channel impairment due 

to RF interference and body fading effects. Due to channel impairments, unreliable data is 

transmitted, which causes high BER. Therefore, critical data is not sent to the control nodes 

in the specified time. Due to which wrong decisions about human health are made [18, 19].  

Apart from the issues mentioned above, there are many other issues related to WBAN. The 

most notable among them are bandwidth issue, MAC layer issues, interference issues, 

signal fading issues, and antenna design issues. Security issues, data availability, data 

authentication, data integrity, data confidentiality and data freshness [37, 38]. After the 

thorough discussion on the design and development challenges, it has been concluded that 

we need an energy-efficient and fault-tolerant solution to enhance the reliability of resource 

constraint WBANs.  

2.6  Summary 

This chapter highlighted the detailed background of WBAN. A detailed overview of the 

general applications of WBAN is given. Besides, the general requirements and issues 

related to the WBAN are presented. Moreover, the general applications and architecture of 

WBAN are discussed in detail.  Further, designing challenges for the development of 

WBAN is discussed and finally, the chapter is concluded.  
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CHAPTER 3 

Literature Review 

This chapter provides a detailed literature review of the state-of-the-art related to the 

problem domain. In the mentioned literature review, the strengths and weaknesses of the 

most relevant protocols are presented. The literature review is presented section-wise by 

looking at the sub-sections. The given literature review is based on considering fault-

tolerance and reliability inside WBAN. Some other parameters, like an energy-efficiency, 

network lifetime, BER, and QoS, are considered. Section 3.1 gives a detailed overview of 

the related literature in which the general efforts while performing the literature review are 

given. In section 3.2, the literature review of QoS-based multi-path routing is carried out. 

Mobile-agent data aggregation is presented in section 3.3. Following this, the literature 

review for cooperative communication for reliability improvement in WBANs is presented 

in section 3.4. The discussion on the limitation of the current work is presented in 3.5. 

Finally, the chapter summary is given in section 3.6. 

3.1 Overview 

A literature review is an essential part of any research study. A well-written literature 

review should be well organized, well evaluated, and should acknowledge the ideas and 

gaps in the current research. The primary purpose of the literature review is to give an 

overview of the context in which the research problem exists. In this chapter, the state-of-

the-art energy-efficient and fault-tolerant solutions are reviewed within the context of the 

improved reliability of WBANs.  The focus is on QoS based routing, efficient data 

aggregation and cooperative communication in WBAN. The detailed taxonomy is given in 

Figure 3.1  in which the concept of fault-tolerance and reliability related approach has been 

highlighted. For the literature review, relevant articles have been identified, and their pros 

and cons are summarized in each section.  
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Table 3.1 Relevant Literature 

S

S. No 

Recourses/ 

Library Name 

Total 

Publication 

selected  

(Journal+ 

Conference) 

Publications 

Selected for 

Solution 1 

Publications 

Selected for 

Solution 2 

Publications 

Selected for 

Solution 3 

1 IEEE  17+18= 35 10 12 13 

2 Springer Link 13+17= 30 9 15 6 

3 ACM 14+16= 30 8 11 11 

4 Elsevier 23+14= 37 15 8 14 

5 MDPI+ Plots etc. 25+30= 55 21 19 15 

6 Thesis/Book  10 4 3 3 

7 Other than above 11 5 2 1 

Total Publication 208 72 73 63 

Table 3.1 illustrates the total number of relevant research articles found and studied for this 

thesis. For the first scheme, the research material, i.e., journal articles, conference paper, 

thesis, and book chapter reviewed, are 72. Similarly, the same numbers of research 

materials are studied for solution two and solution three accordingly. Some notes, slides 

presentations, surveys, and review papers are analysed for building the background of the 

study. In the proceeding sub-sections, the energy-efficient and fault-tolerant solutions for 

WBANs covered in the literature review can be classified into three categories, as shown 

in Figure 3.1. Each category of solution focuses on the literature that is related to the given 

objectives of the present study. Similarly, second category solutions are focused on the 

second objective, and finally, the third category is concerned with the third solution. 
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Figure 3.1 Taxonomy of the Literature Review 

In Figure 3.1, the notable protocols/schemes are mentioned, and their detailed review is 

given in the subsequent sections. 

3.2 QoS-Based Multi-Path Routing in WBAN 

An important concern in WBAN is the communication or routing among different 

components/devices. However, in routing numerous issues arise due to the resource-

constrained nature of WBAN. The limited resources of WBAN include ultra-low-power 

computation capability, small memory, and a limited power source. Furthermore, fading 

effects, noise, and some other obstacles reduce the effective bandwidth. Nodes are typically 

placed manually at a predefined location in WBAN. All nodes send their data and also 

receive the data transmitted by other nodes. However, in the case of implanted bio-sensors, 

the data must be sent directly to the gateway due to the tiny size of the implanted node and 
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limited resources. The gateway/coordinator node has the capability of multi-hop 

communication.  

Therefore, to resolve communication issues and failures, different routing protocols have 

been proposed. The routing protocols proposed for WSN are not always suitable for the 

WBAN scenario. Therefore, in the available routing protocols in the area of WSNs, a few 

are adopted in WBANs environment in an optimized manner. WABN is a restricted 

network, and its basic requirements are also unique due to the heterogeneous nature of the 

bio-sensors nodes [39]. Routing protocols developed for the domain of WBAN are divided 

into five major sub-categories which are: QoS-based routing, cluster-based routing, 

thermal-based routing, postural-movement based routing protocols, and cross layer-based 

routing [20, 39, 40]. 

QoS is the process of managing the network to minimized packet loss and average delay. 

QoS can be achieved in WBAN by setting priorities for a particular type of traffic inside 

the network. QoS is also an essential factor in any application of WBAN where  QoS has 

a direct relation with reliability in WBAN. The reliability associated with the routing 

techniques enhance the delivery ratio of critically sensitive data from bio-sensors to BS. 

QoS-based research is now a vital research domain that focuses on the management and 

preservation of the network. The QoS aware routing helps deliver healthcare-related 

sensitive data in the critical situation [41, 42]. In this chapter, a detailed literature survey 

of QoS-based multi-path routing has been reviewed. Different authors have proposed QoS-

based and multi-path routing protocols. Notable research contributions related to the QoS-

based routing are summarized below, and their pros and cons are highlighted. 

Quwaider et al. [43] proposed a protocol for on-body traffic routing for WBAN. The 

proposed protocol is based on the store and forward strategies to maximize the probability 

of a packet reaching its destination. The incoming packets are first stored by various nodes 

for some time and then forwarded to the destination. The idea is experimentally analysed 

and compared with other protocols. This protocol involves large operations, which is a 

major issue for resource constraint WBAN. However, the proposed protocol consumes 

more energy and experiences a high delay in the WBAN environment. Ehyaie et al. [44] 
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proposed a solution for QoS-based routing in WBANs in which relay nodes are used with 

rich resources to increase energy-efficiency. The proposed solution uses a multi-hop relay 

approach, which outperforms the single hop communication in terms of energy 

consumption. However, the main drawback of this work is that the solution does not 

consider the amount of packet loss and average delay inside the network.  

Furthermore, another research work is proposed by Quwaider et al. [45], which is the 

extension of the store and forward strategy [43]. In this work, they have introduced a 

routing technique which is based on body posture movement. Furthermore, the proposed 

routing technique is compared with several state-of-the-art routing schemes. End-to-end 

delay is compared for opportunistic, utility-based, and randomized routing mechanisms. 

The proposed routing protocol experiences high end-to-end delay and energy consumption 

of the network.  

Razzaque et al. [46] have proposed a Data-Centric Multi-objective QoS-based Routing 

protocol which is formally named as DM-QoS. This protocol uses a restricted multi-hop 

routing technique in the scenario of WBANs application. The proposed DM-QoS routing 

protocol addresses the QoS-based routing issue for WBANs concerning delay and 

reliability parameters. Moreover, the power cost optimization of the routing path improves 

the overall performance of the network. Furthermore, the DM-QoS protocol practices a 

modular approach to enhance the QoS services of different traffic classes in the network. 

There are five modules in the proposed architecture of the DM-QoS protocol. The 

incoming packets are classified into four categories, which are (ordinary, critical, delay 

driven, and reliability-driven packets), as shown in Figure 3.2. Another module selects the 

next-hop with the highest reliability. Similarly, the delay control module chooses the next-

hop by offering the minimum delay.  
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Figure 3.2 DM-QoS-Aware Routing Architecture 

The proposed work provides improved results for critical data in terms of end-to-end delay, 

increased packet delivery ratio, and decreased energy consumption. However, the main 

drawback of the proposed work is that it increases the traffic inside the network, which 

leads to network congestion. That further degrades the reliability of the network. Moreover, 

getting the knowledge of the coordinates of the nodes by using a location detection system 

is a challenging task in the context of WBAN. Katertse et al. [47] proposed a differentiated 

traffic scheduling scheme for the health-care application of WBAN.  The patient data is 

practically classified into a different class, and specific priority is assigned according to 

their status and disease type. In the health-care domain, a real-time application needs to 

fulfil the QoS requirement. Because in WBANs, health-care application delay or loss of 

data may fall at risk for the patient life. Therefore, the incoming traffic is first classified 

into normal, moderate, and urgent data, as shown in Figure 3.3. After that, scheduling and 
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multi-path transmission strategies are developed. The proposed scheme is also 

mathematically analysed. From the performance evaluation, it has been concluded that the 

proposed scheme provides low end-to-end delay with high reliability for critical data. 

However, the QoS requirement is not updated in real-time. Furthermore, the multi-path 

selection strategy is not economical and it consumes high energy of WBANs. 

 

Figure 3.3 Traffic Classification and Forwarding [47] 

Ahmed et al. [48] proposed a hybrid approach to improve energy-efficiency and reliability 

in WBANs. The proposed hybrid approach is an advanced version of M-ATTEMPT [49], 

combines single-hop and multi-hop communication. Single-hop communication is used for 

emergency data transmission while the multi-hop communication is used for the 

transmission of the normal data transmission to the destination point. The main limitation 

of the M-ATTEMPT protocol is that during data transmission, if a node dies, then there is 

no alternate way for its existence. The unnecessary relaying due to the high data rate causes 

the nodes to die quickly. RE-ATTEMPT is introduced to solve the issue of M-ATTEMPT 

protocols. The RE-ATTEMPT protocol focuses on enhancing the reliability level of the 

network. In the case of multi-path communication, the shortest path is selected for data 

communication. The main contribution of the proposed protocol is that it increases the 

stability period and network lifetime, which further improves reliability and fault-tolerance 

in WBAN. However, the main limitations of the proposed protocol are that there is no 
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support for the mobility of a patient. Secondly, in the case of critical data, the performance 

of the RE-ATTEMPT protocol reduces due to the absence of critical data provision.   

A cooperative routing protocol for critical data communication in an emergency case in 

static WBAN is proposed by Yousaf et al. [50] Co-CEStat. Co-CEStat uses the pros of 

direct and cooperative transmission strategies to achieve high throughput and stability 

period. The performance of RE-ATTEMPT is improved by changing the topology and 

positioning of nodes in WBAN. During each round, the normal nodes select their forwarder 

nodes based on residential energy. The throughput of the proposed scheme is enhanced by 

reducing the redundant data encounter in the network. However, the proposed scheme does 

not consider dynamic real-time parameters. Therefore, the reliability of critical data is 

degraded. 

Khan et al. [51] proposed a QoS-base peering routing protocol for delay-tolerant data in 

the WBAN health-care environment, which is named QPRD. The proposed protocol 

provides a new mechanism for ordinary as well as delay-tolerant packets. Their aim was 

throughput maximization. Moreover, graphical analysis is also given for this protocol. In 

the given algorithm, the first packets are classified into normal and delay-sensitive packets. 

Then, the hello module for protocol is built, and finally, the QoS-aware queuing module is 

presented. QPRD is simulated in OMNeT++ Castalia 3.2 simulator. The results are 

compared with the DM-QoS routing protocol. However, due to MAC buffer overflow, 

some packets may also be dropped and consumes more energy resources of the network.  

Yousaf et al. [52] proposed a three-stage incremental relay-based cooperative 

communication scheme for WBAN. A different number of relay nodes are considered as a 

cooperative node. In the WBAN scenario, all the nodes associated with a single body are 

in the range of each other. Therefore, it is considered that all nodes in a single cluster have 

cooperative communication. The incremental relay-based cooperative communication 

approach consumes less energy of nodes. From the experimental result, it is clear that a 3-

stage incremental cooperative communication approach beats the current single stage, two 

stages, and direct cooperative communication approaches. Moreover, the proposed 

approach minimizes the Packet Error Rate (PER) at the same cost of explicit single and 
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two stages of incremental cooperative communication approaches. However, with the 

increase of relay nodes, the overall cost of transmission is increased.  

Ahmad et al. [53] proposed a priority-based energy-efficient routing algorithm (PERA) for 

WBANs. The incoming data is classified into three classes emergency data, on-demand 

data, and periodic data. To each category, a priority is assigned based on their level; for 

example, the emergency data has given high priority while another type of data has low 

priority. This protocol is developed for the static network; the node with emergency data 

is fixed next to the sink directly communicates with the sink. In contrast, other priority-

level data utilize multi-hop (M-hop) communication to the sink.  The proposed protocol 

involves a set-up phase, routing phase, TDMA phase, and data transmission phase, as 

shown in Figure 3.4. PERA is simulated in MATLAB simulator, and performance is 

checked against M-ATTEMPT and SIMPLE protocols. However, the static deployment of 

nodes and the criteria that emergency data always use a direct link to the sink is not a 

realistic approach.  

 

Figure 3.4 Comparison of Phases of PERA Algorithm with Other Algorithm 

Samanta et al. [54] proposed a QoS-based scheduling approach with delay-constraint for 

WBANs. The author considers dynamic channel parameters due to mobility, energy-

efficiency, and high QoS requirements of the critical data. In heavy traffic, to ensure QoS 
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requirements, the prioritization of packets is performed. The medical emergency traffic has 

high priority, while non-emergency data are dealt with as normal data. The proposed 

approach gives better results in terms of packet delivery ratio and energy cost. However, 

the postural dynamic creates a body fading effect in WBAN due to which BER increases. 

Khan et al. [55] proposed a pre-emptive priority-based data fragmentation scheme (FROG-

MAC) for heterogeneous data in WSN. It ensures to transmit the emergency traffic as 

quickly as encountered by interrupting the ongoing transmission. FROG-MAC is 

implemented in the MATLAB simulator, and two priorities traffic is generated. The 

simulation is performed on 100 nodes having single-hop star topology. Delay and packet 

drop ratio have been analysed by using the two-priority traffic. Based on Simulation and 

testbed results it has been validated that FROG-MAC results in lower delay for the critical 

traffic. Similarly, the throughput of the critical traffic is also better as compared to normal. 

Finally, the performance comparison of FROG-MAC with e-MC-MAC have revealed 

superior performance of FROG-MAC in terms of delay and throughput. However, the pre-

emptive strategy may sometimes interrupt the emergency communication due to fault-

tolerance is degraded. 

Nururrahmah et al. [56] proposed an adaptive data forwarding approach considering 

energy-efficiency in WBAN. The proposed work adaptively selects the forwarder node in 

the multi-hop approach. That maintains the packet delivery ratio. The proposed approach 

is simulated in the Castalia simulation environment. Moreover, from the analysis, it has 

been concluded that the multi-hop process provides improved results compared to the 

direct routing method in terms of power efficiency and packet drop ratio. However, the 

main drawback of the proposed approach is if critical data are encountered, there is no way 

to give priority to essential data.  

Ullah et al. [57] proposed a traffic priority delay-aware routing protocol with energy-

efficiency for WBAN in which an energy-efficient path allocation-based routing strategy 

is adopted (Tripe-EEC). The proposed approach chooses optimal paths based on the 

parameter’s residual energy and temperature. The paths construct on high residual energy 

bio-sensor nodes and minimum temperature rise rate is selected as an optimal path. The 
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Triple-EEC protocol consists of four phases. Firstly, the incoming vital signs are classified 

into different classes, i.e., normal, on-demand, emergency data with low threshold, and 

emergency data with a high threshold. Secondly, an algorithm for delay-aware path 

allocation is developed for normal data. Then, in the third phase, an algorithm for on-

demands type data is developed. The fourth phase of the proposed algorithm is developing 

a strategy for the detection of emergency type data (the abnormal data whose reading is 

very high or very low). The best path is the allocation of critical data based on their priority. 

From the performance results, it has been concluded that the proposed protocol increases 

energy-efficiency and QoS by classification of traffic. However, the four types of traffic 

create extra computation and processing overhead on the network. Apart from this, the 

multi-path criterion only considers the delay parameters, while other critical criteria like 

shortest path and fewer packets loss ratio are not considered. 

Sagar et al. [58] proposed an energy-efficient routing approach for health-care WBAN, 

known as Critical Data Routing (CDR). In CDR, the on-body super sensors are used as a 

controller node to manage all the activities of inner or implanted bio-sensor nodes. 

Moreover, the sensor nodes can transmit the critical packets to the controller and avoid the 

normal and redundant data. CDR improves the energy-efficiency of the network, and the 

network will work for a longer period. However, it only considers the inner-body implanted 

bio-sensor nodes for these operations. Also, the controller node may sometimes have an 

additional cost and even is not feasible to be deployed in the network in some cases. CDR 

can be adopted for all WBAN related scenarios and bio-sensor nodes.  

Furthermore, the use of a multi-path approach can increase energy-efficiency and QoS 

requirements. QoS is an important requirement of reliable data communication in the 

critical service of WBAN. Therefore, the researcher has proposed a new QoS-based Multi-

Path Routing scheme for WBAN. The new scheme avoids the drawbacks identified in the 

above literature review of QoS-based routing schemes. Table 3.2 presents an overall 

discussion on the QoS-based multi-path routing relevant literature. 
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Table 3.2 Discussion on QoS-Based Routing 

Protocols Methodology Strength Weakness 

DM-QoS [46] Deterministic 
• Use a modular approach 

• Enhance the QoS by 

categorizing the traffic  

• Exceeded traffic lead to 

network congestion 

• Degrade the reliability 

Katertse et al. 

[47] 

Non-

Deterministic 

• Use multi-path  

• Low end-to-end delay 

• High-reliability data 

• However, the multi-path 

selection strategy is not 

economical  

M-ATTEMPT 

[49] 

Non-

Deterministic 

• Increase stability period of 

the network 

• Improves reliability 

• No support of Mobility and the 

performance decrease due to 

lack of critical data provision 

Co-CEStat [50]  Non-

Deterministic 

• High throughput and 

stability period 

• Doesn’t consider dynamic 

real-time parameters 

QPRD [51] Deterministic 
• QoS-aware queuing module 

to enhance throughput 

• MAC buffer overflow, More 

packets loss 

PERA [53] Deterministic 
• Traffic division 

• Priorities assignment 

• Static deployment of nodes  

Samanta et al. 

[54] 

Deterministic 
• Better packet delivery 

energy-efficiency 

• The postural dynamic creates a 

body fading effect in WBAN  

FROG-MAC 

[55] 

Deterministic 
• Better throughput 

• The lowest delay for the 

critical traffic 

• Pre-emptive strategy interrupt 

the emergency communication 

CDR [58] Non-

Deterministic 

• Transmit critical packets to 

the controller to avoid 

redundant data 

• The controller node pays the 

additional cost  

• Difficult deployment 
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3.3 Data Aggregation in WBAN 

Real-time data aggregation is an important requirement in any application of WBAN.  

Clustering-based real-time data aggregation research is now a significant research domain 

that focuses on the management and preservation of the network to increase fault-tolerance 

inside the network [59, 60]. The reliability is related to the efficient data aggregation 

techniques, which enhances the ratio of critically sensitive data from bio-sensors to 

destination node. An efficient real-time data aggregation approach supports sending critical 

data related to health-care to the BS [61].  

In WBAN, the most common methods used for data aggregation are clustering and mobile 

agent-based mechanisms [62]. Below, some of the well-known protocols related to both 

types of data aggregation techniques are reviewed. The illustration of some well-known 

protocols are relevant to the work is given in Figure 3.5 in the relevant literature. There is 

no large-scale specific research work found on data aggregation for WBAN. Most of the 

techniques used for WBANs are borrowed from WSNs. Therefore, reference data 

aggregation methods from WSN are also cited that have relevance to the present work. 

Some of the notable benefits of data aggregation are:  

• Data aggregation reduces the data traffic and improves energy-efficiency.  

• Data aggregation helps in improving the robustness of the WBAN.  

• Data aggregation helps in reducing the redundancy of data packets in the 

communication. 
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Figure 3.5 Data Aggregation Techniques in WBAN 

After the initial overview of related work, it is found that data aggregation techniques can 

be generally categorized into cluster-based and agent-based data aggregation mechanisms 

in which each category had been reviewed in detail. Furthermore, their strengths and 

weakness are also summarized in the subsequent section. 

3.3.1 Clustered-Based Data Aggregation 

Cluster-based data aggregation is an efficient approach in which the network is logically 

divided into clusters. Each cluster consists of a group of nodes. From each cluster, one 

node is selected as a CH, which changes after some time by re-trying the CH selection 

algorithm. The main task of these CHs or aggregator nodes is data aggregation, which 

reduces the exceeded traffic in the network [63]. Figure 3.6 below depicts the general 

architecture of Cluster-based data aggregation.  
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Figure 3.6 Cluster-Based Data Aggregation in WBAN 

In [64], Culpepper et al. proposed a data aggregation protocol known as Hybrid Indirect 

Transmission (HIT). HIT protocol has a hybrid architecture. It consists of one or more 

clusters, and each of the clusters is capable of performing multi-step transmissions. HIT 

increases energy-efficiency and throughput because of the parallel processing in 

communications between clusters. The communication between nodes located inside a 

cluster is a single hop. Using cluster-based data aggregation, the network delay is 

minimized significantly. However, HIT does not consider the packet delivery ratio (PDR), 

which is an important aspect to be considered during data aggregation. 

Any-Body [65] proposed by Watteyne et al. in which self-organizing cluster-based data 

aggregation is performed. That is considered to decrease the direct transmission of sensor 

nodes with the sink. Any-Body protocol uses a well-known version of the LEACH protocol 

[66]. The idea is to select the Cluster Head (CH) after a specific time to balance energy 

consumption, and data is collected by the CH and then is conveyed to the sink. Five steps 

of Any-Body protocol are: Neighbour discovery, compute the density, constructing CH, 

setup the column, and constructing the routing path. Any-Body protocol minimizes energy 
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consumption and maximizes throughput because of limited directed communication. 

However, it does not consider the average end-to-end delay and node mobility [67].  

Sasirekha et al. in [68] proposed a Cluster-Chain based Mobile Agent Routing algorithm 

named as (CCMAR) for data aggregation. This algorithm takes advantages of LEACH and 

power-efficient data gathering in sensor information system named as (PEGASIS). The 

proposed algorithm is simulated in NS-2 that compares the simulation results with the 

protocols. From the simulation result, it is evident that the proposed algorithm gives 

improved results which are compared to famous data aggregation protocols.  

Reddy et al. [69] proposed a data aggregation procedure for Delay sensitive transmission, 

which is known as (DAP-DS) for WBAN. In this approach, the data associated with 

different WBANs are collected. Various kinds of data are collected from various bio-sensor 

nodes; however, the focus is on delay-sensitive data. The simulation results have shown 

that DAP-DS is more robust and scalable. However, only delay-sensitive data is considered 

while another critical data provision is not considered in the proposed scheme.  

3.3.2 Agent-Based Data Aggregation 

In agent-based data aggregation, the sensed data is collected from different bio-sensor 

nodes by a mobile agent. A mobile agent is a software entity that aggregates data from all 

sensor nodes whenever needed. The traditional Client-Sever paradigm has a lack of 

scalability in the network. To overcome this shortcoming, the agent-based approach is best 

alternated to be adopted in WBAN. In this approach, it is assumed that the sink knows the 

geographic location of all the nodes before data aggregation. Figure 3.7 shows the general 

nature of the agent-based data aggregation approach. 



Chapter 3 Literature Review 

34 

 

 

Figure 3.7 Agent-Based Data Aggregation 

Liu et al. [70] proposed an itinerary planning scheme using multi-agent by constructing a 

spanning tree in WSN. In this scheme, an itinerary algorithm called disjoint multi-Agent 

Itinerary planning (DMAIP) is presented. This algorithm constructs a network topology 

graph, and then it produces a spanning tree of the connected graph to increase weight. For 

itinerary planning, it passes through the spanning-tree recursively to find disjoint paths of 

all the subtrees of the network. However, this approach does not provide the fault-tolerant 

and adaptive migration path in advance. Aloui et al. [71] proposed a multi-mobile agent-

based itinerary planning approach in WSN to reduce energy consumption. Many authors 

proposed SIP: Single-agent Itinerary Planning and MIP: Multiple agent Itinerary Planning 

[72]. However, MIP causes emergency data distribution among agents unbalancing. 

However, the geographical distance is the important factor that motivates to plan the 

itinerary of MIP agents. So, in this research work, a GIGM-MIP protocol which is not only 

based on geographic information but also based on the amount of data packets generated 

by each sensor node. However, the proposed protocol is based on static centralized 

information. If the topology changes, then the performance becomes degraded.  

Aiello et al. [73] proposed a mobile agent-based human activity monitoring and recognition 

in real-time based on WBAN. A mobile agent in the proposed scheme is a JAVA based 

https://scholar.google.com.pk/citations?user=SciGqzoAAAAJ&hl=en&oi=sra
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software component for human activity recognition and data aggregation in real-time 

WBSN. The proposed architecture consists of two sensor nodes and coordinator nodes. At 

the sensor nodes, MAPS-based agents exist that perform sensing of human activities and 

feature aggregation. The agent then transmits this aggregated data to the coordinator. From 

the experimental results of the proposed scheme, it is concluded that this is an efficient 

method for activity recognition by feature aggregation. However, the MAPS-based agent 

module has stringent requirements, i.e., sensing rate, data communication latency, and 

dense computation. 

Fissaoui et al. [74] proposed an energy-efficient and fault-tolerant algorithm for data 

aggregation named as (EFTA) in WSN. Mobile Agent (MA) based data aggregation 

paradigm has been presented. MA-based data aggregation is an alternative to the traditional 

client-server paradigm. MA travels across all Sensor Nodes (SNs) and collects the data 

from them. In the proposed algorithm, before the MA migration itinerary is planned. EFTA 

adopted another itinerary for MA migration if an existing itinerary is failed. Moreover, a 

clustering approach is used with the proposed algorithm in which the sensors nodes are 

grouped into clusters. Using a mobile-agent, the network lifetime is extended, and the 

average execution time becomes reduced as compared to the previously proposed schemes. 

However, the proposed EFTA ignores the fault-tolerance challenges;  yet, the intended 

network is prone to failure [75].  

Furthermore, using the mobile-agent data aggregation approach, the energy-efficiency 

increases, and the average end-to-end delay is decreased. Thus, a new mobile-agent based 

data aggregation scheme for WBAN is proposed. It avoids the drawbacks identified in the 

above literature review of data aggregation schemes. Table 3.23 presents an overall 

discussion on the relevant literature of data aggregation schemes. 
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Table 3.3 Data Aggregation Scheme for WBAN 

Protocols Methodology Strength Weakness 

HIT [64] Cluster-Based 
• Proposed clustered-based 

data aggregation technique 

has a minimum delay 

HIT ignore packet delivery 

ratio (PDR parameters in data 

aggregation 

Any-Body 

[65] 

Cluster-Based 
• Any-Body protocol 

minimize energy usage 

• Increase throughput  

However, it does not consider 

the average end-to-end delay  

DAP-DS 

[62] 

 

Cluster-Based 
• DAP-DS focus is on 

delay-sensitive data.  

• Robust and scalable 

Consider only delay-sensitive 

data while other critical data 

is ignored 

GIGM-

MIP [76] 

 

Agent-Based 
• GIGM-MIP is based on 

geographic information  

However, it only considers 

static information. 

MAPS [77] 

 

Agent-Based 
• MAPS-based agents 

perform aggregation of 

human body features   

• An efficient method for 

activity recognition 

MAPS-based agent module 

has stringent requirements, 

i.e., sensing rate, data 

communication latency, and 

dense computation. 

EFTA [67] 

 

Agent-Based 
• Using the EFTA  

• Network lifetime is 

prolonged 

• Average execution time is 

reduced. 

However, the proposed 

EFTA ignores the fault-

tolerance challenges; still, the 

intended network is prone to 

failure. 
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3.4 Cooperative Communication with Network Coding in WBAN 

Cooperative communication is an efficient technique to utilize communication resources. 

It allows nodes to communicate in the network and collaborate in data communication. It 

is a promising technique for future wireless communication systems. Similarly, network 

coding is an efficient technology that can significantly increase the throughput in WBAN. 

This technique has a very positive impact on the performance of communication in WBAN. 

Figure 3.8 depicted the general idea of cooperative communication. 

 

Figure 3.8 Cooperative Communication 

In this section, the most relevant literature related to the research work is critically reviewed 

in which several solutions have been proposed for the solution of issues fault-tolerance and 

reliability. Fault tolerance can be achieved by using many methods. But cooperative 

network coding is an effective approach to achieve the reliability of critical data. From the 

relevant schemes, the most notable research work has been summarized in the following 

paragraph.  

MIMO (Multiple Input Multiple Output) strategies are efficient methods for multipath 

fading environments. However, the placement of multiple antennae cannot be possible in 

such lower power bio-sensors. Hence, the cooperative approach is an effective alternative 
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provided to the virtual MIMO environment for WBAN [78, 79]. Additionally, some 

authors used the weighted medium fault detection algorithm, which performs data 

communication based on neighbour node weights.  But this algorithm does not give 

satisfactory solutions to the high failure rate of the monitoring area. Besides, distributed 

and clustering-based methods with nodes cooperation provide efficient results in terms of 

fault-tolerance and reliability. The reliability can be improved with the presence of node 

failures and link failures By using a cooperative approach [80]. The novelty of this scheme 

is bio-sensor cooperation in WBAN to enhance fault-tolerance and reliability in the WBAN 

healthcare application. 

Zonu et al., [81, 82], proposed a scheme known as Body-QoS. The Body-QoS adopts 

asymmetric architecture in which the aggregator node is responsible for maximum 

processing while partial processing is accomplished on bio-sensor nodes. In this scheme, 

an adoptive resource scheduling approach is used, which minimizes channel impairment 

in the network. However, with extensive communication, the gateway node becomes 

overloaded. Due to which average delay of the critical data communication in the network 

degrades reliability.  

Wu et al. [18] proposed an Adaptive Fault Tolerance Communication Model (AFTCM), 

which improves fault-tolerance in WBANs. In this model, the bandwidth reservation 

strategy has been used before data communication. The proposed model minimizes channel 

impairments due to channel reservation strategy. Due to the reliability of the data in the 

network is increased. Additionally, the fault-tolerance priority queue is created based on 

real-time sensed data. The main contributions of the proposed model are minimum latency 

than the Body-QoS scheme, low packet loss ratio, and achieve high-reliability in the 

network. However, the main drawback of AFTCM is; the fault-related information is not 

updated in real-time due to which the performance is degraded. Figure 3.9 depicts the 

detailed architecture of AFTCM. 
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Figure 3.9 Graphical Illustration of AFTCS. 

Rahim et at., [83] proposed an energy-efficient and cooperative sensing MIMO-based 

scheme for the WBAN environment. In the proposed scheme through cooperative 

communication, BER is examined during data communication. Besides, the simulation 

results, this scheme provides improved results compared to the existing relevant schemes. 

The important advantages of the proposed scheme are Low BER, consent and sustenance 

patient mobility, Low communication cost, and Low power requirements. However, the 

proposed scheme implemented is performed by using two sensors nodes. The 

implementation can be generalized for more bio-sensors considering a more generalized 

application of WBANs.  

Movassaghi et al. [84] highlighted some of the fault management issues using cooperative 

communication. In the proposed scheme, each relay node performs decoding of the 
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received information from all bio-sensor nodes. Then again, it encodes and sends it to the 

BS (Base Station). At BS, the basic information is received by decoding. Additionally, with 

an increasing number of relay nodes. A large number of BER messages have been 

conveyed to the BS. That causes maximum delay inside the network. However, the author 

tries to minimize network delay using a network coding-based cooperative communication 

approach. However, it experiences extra processing at each relay node. Therefore, the 

reliability of critical services delivery is affected.  

Ahmad et al. [85] proposed a protocol Cooperative Link Aware Energy-Efficient protocol 

known Co-LAEEBA for WBANs. Co-LAEEBA protocol is the new version of LAEEBA 

(link aware energy-efficient wireless body area networks) protocol. In the proposed work, 

the authors tried to resolve the problem of waste of energy and to increase reliability. The 

bio-sensor nodes have been divided into two groups, i.e., advanced bio-sensor nodes with 

high initial energy, and others are considered as normal bio-sensor nodes with minimum 

initial energy. Moreover, two or more paths are constructed in the network. One best path 

is for critical data delivery using single-hop communication while another path is assigned 

to normal data delivery using cooperative or relay nodes.  Moreover, in cooperative 

communication approach, the path losses are minimized that extends the network lifetime 

as well as the reliability of WBANs. However, the main limitation of the proposed scheme 

is that due to implanted bio-sensors, the temperature of the human body increases.  

Yousaf et al. [16] proposed a three-stage incremental relay-based cooperative 

communication scheme WBANs in which various values of BERs using cooperative bio-

sensor nodes are selected as a relay node. Additionally, it assumed that all bio-sensor nodes 

are within the range of WBAN. And all are cooperating and send cooperative data to the 

BS.  Further, for the proposed scheme, an analytical expression is also derived. The main 

contributions of the proposed research work are the 3-stage incremental cooperative 

communication that outperforms the current single stage, two stages, and direct cooperative 

communication schemes. Secondly, the proposed work also performs well in terms of PER 

(Packet Error Rate) with the same charge of direct, single, and two stages of incremental 

cooperative communication. However, with the increase in the relay nodes, the extra cost 
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has to pay in the restricted WBANs. This drawback makes the proposed solution 

impractical in critical monitoring in WBANs.  

Paul et al. [86]  proposed a method for frame length optimization in the cooperative 

WBAN. The authors in the proposed research work attention on packet size optimization 

to exploit the energy-efficiency in ultra-wideband (UWB) WBANs. Extensive simulation 

has been carried out. From the output result, it is determined that the proposed cooperative 

communication scheme increases the optimal frame length compared to a direct 

cooperative communication scheme in WBAN. However, the radio frequency signals 

practice high attenuation in WBAN. Despite that, due to body posture and movements, the 

shadowing effects further weakens the signal. Hence, under these environments, using a 

cooperative communication strategy enhances the fault-tolerance and reliability in 

WBANs. 

Elsalamouny et al. [87] proposed a WBAN-based architecture for improving the fault-

tolerance and reliability. Two relevant protocols support the proposed architecture, i.e., low 

power Wi-Fi (IEEE 802.11n) and Long Term Evolution (LTE) protocol. The forwarded 

data is examined by using a cooperative multi-path method. Additionally, a smart band 

collects the sensed information from all sensor bio-sensor nodes and then further routed 

the aggregated information to the BS. Likewise, the same copy of the routing information 

is also directed from the smart band fitted with the patient’s body, i.e., smartphone device. 

A software exists on the patient’s smartphone, which processes the received vital sign 

information. Then, further planned action is sent back to the smart band device. The smart 

band contacts the actuators node for further action and forwards data to the BS. In 

Simulation results, 95% confidence is achieved on a maximum of 33 runs. Moreover, the 

proposed architecture was first experienced without external interference. For future work, 

an Adaptive learning-based load balancing technique was proposed in the study.  

Peng et al. [88], proposed a proactive and reliable smart healthcare Network Coding-Based 

Fault-Tolerant Mechanism (NCFM) for WBAN healthcare monitoring.  The proposed 

mechanism first used a greedy grouping algorithm for the division of the topology into 

several logical units. And then, it builds the linear independent coding combinations based 
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on the spanning tree (ST). In case the gateway receives enough number of BER of liners 

encoding combination.  The original data packets have been recovered even if a fault occurs 

in the communication. From the numerical result, it has been concluded that the proposed 

mechanism increases the packet delivery ratio and reduced end-to-end delay. It reduces the 

probability of packet lost ratio by reducing redundant data, and throughput can be 

maximized. For future endeavour, the author suggests implementing the proposed research 

work in real-time monitoring of the healthcare system. 

In [89, 90], Salayma et al. proposed TDMA-based techniques for the improvement of 

energy efficiency as well as reliability in WBAN. First, a method is proposed in which a 

bio-sensor node bypasses deep channel fading by distributing a bio-sensor node passive 

time based on channel status adaptively. Besides, in the following method, to each bio-

sensor node, a specific time slot is assigned dynamically. Both schemes improve the 

energy-efficiency and reliability of WBAN by an adaptive technique of coordinated bio-

sensor node. In [91], Kelkawi et al. proposed a framework for wearable WBAN. The 

proposed framework increases energy-efficiency and minimizes average delay. Besides, a 

TDMA-based technique is also given to avoid the collision during the transmission, which 

further guarantees reliable data communication. Besides, the author tried to reduce the 

number of BER of bio-sensor nodes for minimizing the communication delay. However, 

the proposed scheme may not guaranty critical data to be delivered in the cause of fault 

occurs in the network.  

Samanta et al. [92] proposed a scheme known as dynamic connectivity establishment and 

cooperative scheduling method. The proposed work is based on the game theory 

mechanism. On a pricing-based approach, the selections of parameters are formulated. A 

best cooperative packet scheduling algorithm is proposed for the handling of the 

cooperation among WBANs. However, the author only highlighted the issue of WBAN’s 

connection with APS. The proposed scheme chooses a dynamic AP for the critical 

WBANs. Similarly, Cicioglu et al. [93] proposed an IoT-based solution for WBANs for 

the environment of disaster case management.  The proposed solution tries to save the life 
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of a human by using a location determination method. Furthermore, a fuzzy logic-based 

algorithm is also developed by using suitable wireless technology. 

Similarly, in [94], the authors proposed a scheme that is based on a specific absorption rate, 

using a specific battery level. Moreover, various priorities of the bio-sensor node are 

defined for HUB selection in WBANs. HUB collects the data from the bio-sensor nodes 

and sends them to the gateway. However, the temperature will increase with a high data 

rate.  For future direction, the author suggests different parameters for the evaluation of 

selecting HUB. Table 3.4 presents the strengths and weaknesses of cooperative 

communication schemes for WBAN. 

Table 3.4 Cooperative Communication Schemes for WBAN 

Protocols Methodology Strength Weakness 

Body-QoS 

[81, 82] 

Centralized 

Approach 

• An adaptive resource 

scheduling approach is 

used 

• Minimize channel 

impairment in the network 

Due to the extensive 

communication gateway 

become overloaded, due to 

which average delay become 

increases 

AFTCM 

[18] 

 

Channel 

Reservation 

• AFTCM minimizes 

channel impairments due 

to reservation strategy.  

• Reliability of the data in 

the network is increased. 

However, fault-related 

information is not updated in 

real-time. So, the 

performance is degraded 

Co-

LAEEBA  

[85] 

 

Cooperative 

Link-aware 

Approach 

• The proposed protocol 

minimized path losses.  

• That extends the network 

lifetime and increase the 

reliability of WBANs.  

However, due to implanted 

bio-sensors, the temperature 

of the human body increases. 
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Yousaf et 

al. [16] 

Incremental 

cooperative 

communication 

• The main contributions of 

the proposed research 

work are the 3-stage 

incremental cooperative 

communication. 

However, with the increase in 

the relay nodes, the extra cost 

has to pay in the restricted 

WBANs 

NCFM 

[88] 

 

Spanning Tree 
• Used greedy grouping 

algorithm for the division 

of the topology  

• It increases the packet 

delivery ratio and reduces 

end-to-end delay. 

The proposed do not support 

real-time health-care 

monitoring. 

Cicioglu et 

al. [93] 

Fuzzy logic-

based 

algorithm 

• In this scheme, an IoT-

based solution for 

WBANs for disaster case 

management is given.    

The temperature rise will 

increase with a high data rate.   

 

3.5 Discussion and Conclusion 

After the comprehensive literature survey of the state-of-the-art, it is concluded that there 

are still many weaknesses that need to be addressed. Some of the common limitations found 

in state-of-the-art are high energy consumption, delay, and BER [18, 54, 57, 95, 96].  This 

research gap has not been explored in the context of a cooperative sensing-based approach 

for the reliability in WBANs healthcare application. Although, some authors have proposed 

schemes by using a cooperative communication approach. However, the detailed 

performance valuation of these approaches is not accomplished.   

From the literature mentioned above survey, it has been concluded that rich research has 

been conducted and identified through the quest of this research for improving the QoS, 

reliability, and energy-efficiency parameters of WBAN. Some authors have developed 
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protocols for energy-efficiency and critical data transfer to ensure QoS while ignoring the 

best path requirements [42]. At the same time, others have developed mechanisms for path 

selection and QoS-based routing. But the traffic classification for critical data transfer has 

not been considered yet. In WBAN, achieving energy-efficiency is a difficult task due to 

its constrained nature. In WSNs, the clustering approach is usually adopted to decrease 

direct communication of the sensor nodes with the Sink node. This approach reduces 

energy consumption and increases QoS and reliability. Therefore, the network lifetime is 

extended in WBAN.  

The cooperative communication with network coding approach has been used for fault 

management and reliability in WBANs. Network coding is an efficient technique which 

widely used as an information dissemination approach to improve network performance 

[97-99]. Through cooperative communication, PDR and energy gain can be improved, 

while BER can be minimized significantly. The comprehensive review of the related work 

discussed in this section shows that the following research issues need to be addressed in 

the proposed research.  

3.6 Summary 

This chapter has given a detailed survey of the existing solutions in WBANs. The survey 

is accomplished in three basic dimensions. In the first section, a general overview of the 

literature is given. For each sub-solution, a detailed literature survey is presented. In the 

detailed literature survey, well-known protocols/schemes are reviewed, and their pros and 

cons have been highlighted accordingly. The comprehensive literature of QoS routing is 

deliberated with data aggregation schemes. In the third sub-section, cooperative 

communication protocols are critically reviewed with a comprehensive discussion. 
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CHAPTER 4 

Simulation Framework 

WBANs may consist of several bio-sensor nodes; therefore, deploying these nodes on a 

fixed location on the body and testing new protocols, design, architectures, or 

experimenting functionalities may consume considerable resources. Despite the 

mathematical and experimental modelling, in many cases, it is not feasible to develop 

analytical models for WBAN. Because such a model often fails to capture many important 

aspects of WBAN. Due to these reasons, Simulation becomes the only feasible alternative 

to test and validate the underlying scheme or protocol. Simulation helps researchers to get 

meaningful information on the feasibility of a proposed system before investing valuable 

resources in resource constraint WBAN. 

This chapter explains the simulation framework used for the implementation of the 

proposed solutions. The chapter is organized as follows: In section 4.1, a detailed overview 

of the simulation is given. Section 4.2 presents a little introduction to the MATLAB 

simulator that will be used for the analysis of the proposed solution. Furthermore, network 

setup and specification are discussed in section 4.3. The typical topology of the proposed 

solution, packet definition and topology are given in section 4.4, 4.5 and 4.6. Section 4.7 

presents the radio energy model and the simulated node/packet structure.  Sections 4.8, 4.9 

and 4.10 give assumptions, channel modelling and summary of the chapter respectively. 

4.1 Overview 

Currently, various simulation platforms, including TOSSIM, NS-2/3, MATLAB, 

Omnet++, and Castelia, are some famous frameworks to conduct the implementation and 

evaluation of WBANs. For this thesis, a simulation-based implementation approach is 

used. In many research fields of physical science, researchers use mathematical analysis or 

analytical models for evaluation. However, in WBANs, it is not feasible to develop a 
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theoretical or analytical model for the proposed protocol. Since such a model often fails to 

mimic the critical aspect of WBANs. WBANs might consist of many bio-sensor nodes 

configured for several diverse applications. The practical, real-world experiment of a 

protocol requires planetary resources, which may be costly in most cases. Due to this 

reason, simulation becomes the only workable alternative to test, validate, evaluate any 

proposed solutions. The simulation-based implementation helps the researchers to get 

important information about the different components of the proposed solutions. One can 

forecast the feasibility and practicability of a system before investing significant resources 

in its implementation practice. Besides, repeatability of the experiment is largely 

compromised as multiple factors influence the results. In WBANs, simulation-based 

evaluation has many benefits, such as lower cost, ease of implementation, lower cost, and 

the flexibility of testing in a large-scale network [100].  Moreover, it takes time to conduct 

the actual experiments. WBANs simulators provide an opportunity to isolate various 

components and factors by tweaking the configurable parameters. 

4.2  MATLAB Simulator  

 In this research work, the solutions in MATLAB simulator have been implemented. 

MATLAB simulator is suitable for the low-powered wireless network's analysis, such as 

WSNs and WBANs. MATLAB/SIMULINK was developed by Math-Works and has been 

used for the analysis of many dynamic systems. SIMULINK is a tool for modelling, 

analysing, and simulation of different protocols. MATLAB consists of a customized set of 

blocks and libraries provided in the interface. 

Moreover, it contains integration features for many wireless network modules. MATLAB 

Simulink is a useful tool to examine different scenarios under various parameters and 

conditions. In this thesis, for the proposed solutions, transmission channel models of the 

IEEE802.15.6 working group for WBAN health-care applications are used. The proposed 

strategies include implant to implant node communication, implant to body node 

transmission, and implant to external surface communication. Moreover, it is a flexible tool 
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to analyse and study the performance of the network protocol using different parameters 

[36, 101]. The general scenario block diagram of MATLAB based simulation is given in 

Figure 4.1. 

 

Figure 4.1 Simulation Hierarchy of WBAN in MATLAB Simulator  

4.3  Network Setup and Specifications  

In the proposed solution on a single body, five to eight bio-sensor-nodes and a gateway are 

deployed in 1 𝑚𝑒𝑡𝑒𝑟 × 2 𝑚𝑒𝑡𝑒𝑟 area. The number of bio-sensors may vary based on different 

scenarios. In this simulation, the network size varies while simulating different schemes. The 

simulation model of the proposed solution is based on bio-sensor nodes, GW nodes and 

MS. The nodes coordinates are kept in such a way that is covering most of the body in WBAN. 

The common position of nodes placement is head, hands, legs, arms, chest and so on. The 

coordinator nodes or CH is located near the waist or a center position where initially all nodes 

are connected. Table 4.1 demonstrates the general positions of nodes on the body in WBAN. 

In WBANs, simulation-based evaluation and validation have several benefits, such as; low 

cost, ease of implementation, system flexibility, and the possibility of testing in the domain of 

large geographic networks. 

These bio-sensor nodes have limited resources, i.e., memory, energy, and processing 

power. Apart from them, a few nodes are rich in resources, such as PDA. A wireless 

communication connection is only established between any bio-sensor nodes if they are 
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within the radio range of each other. Bio-sensor nodes use a single shared channel for 

information exchange among each other.  

Table 4.1 Position of Nodes 

 

 

Furthermore, the transmission from any bio-sensor node is omnidirectional as when a bio-

sensor node sends a message; it will be acknowledged by any bio-sensor node in its locality, 

within its communication range. Nodes are fixed on the body, divided into three types of 

bio-sensor nodes, the typical bio-sensor nodes, Cluster-Head (CH), and gateway (known 

as control node), as shown in Figure 4.2  and Figure 4.5. Table 4.2 presents the common 

parameters used in the simulation of the proposed solution. 

Table 4.2 Configuration of Parameters 

           Parameter Value 

Number of Bio-Sensors on WBAN 5-8 

Number of Sinks 1 

Initial energy 8 J 

Average wait time 4 s/packet 

BER threshold 0.5 

Distance between Nodes 0.4≈1.5 m 

Packet Rate  20 packets/sec 

 

Nodes Position 

Node-0 Right Hand 

Node-1 Chest 

Node-2 Left Hand 

Node-3 Right Leg 

Node-4 Left Leg 

Node-5 Head 



Chapter 4 Simulation Framework 

50 

 

 

Figure 4.2 Deployment of Bio-Sensor Nodes 

In Figure 4.2, there are eight nodes, including a CH. These bio-sensors vary according to 

the scenario of schemes. Apart from this, the gateway node is directly connected to the CH 

in WBAN. The Ultra-Wide Band (UWB) is commonly used in WBAN communication 

between the control unit and bio-sensor nodes. 

4.4 Node Structure and Packet Definition 

Bio-sensor nodes are involved in the simulation of the proposed scheme having different 

components namely; a sensing unit, a communication unit, transceiver, memory, and power 
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unit. The simulator maintains the records of utilized collective power by these units. The 

power consumed by the sensing and processing unit is negligible in the scenario compared 

to the power consumption of the transceiver unit. Therefore, in this study, this energy for 

simulation has been ignored. Besides, the bio-sensor nodes module contains various 

functions and attributes which are described below: 

• Read Sensor (): This function is used for atmosphere sensing.  

• Convert Sample (): A bio-sensor uses it for analog-to-digital conversion 

• Send Data (): This function transmits packets to the intended destination node.  

• Receive Data (): This function is used to receive data packets from any sender node. 

• Store Data (): Used by every bio-sensor node to store the packet in the memory 

unit.  

• Process Data (): It is used as a bio-sensor node to process digital data.  

• Neighbours (): It is used to retain and update neighbouring nodes' information.   

There are numerous other related attributes, some of which are Identifier (SN_ID), present 

energy (SN_RE), and sensor location (SN_LOC), etc. Figure 4.3 depicts the sequence 

diagram of the flow of various components of the bio-sensor node in the simulation. 
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Figure 4.3 Sequence Diagram of Bio-Sensor Node 

4.5 Packet Definition 

In the simulation scenario, various components of each data packet have been defined. It 

contains data payload, source, and destination node addresses. Whereas, a different 

application of WBANs has a different packet size. For instance, the general packet length 

of the WBAN packet in different applications varies from 40 to 150 bytes depending on 

the traffic nature as bio-sensor node modules may have a more embedded sensory unit. 

Therefore, for each sensory unit, some bytes are added to the current size of the packet. A 

typical packet structure is shown in Figure 4.4. 

 

Figure 4.4 Structure of Data Packet in WBAN 
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The packet structure mentioned  Figure 4.4 Structure of Data Packet in WBAN consists of 

several sub-components. Apart from the above given structure, many other structures are 

possible depending on the nature of traffic. However, a simple structure is adopted in this 

simulation. These essential requirements mentioned in the Figure 4.5 Topology of WBAN 

section are used for all the experiments of the proposed solution.  

4.6 Topology Creation 

The proposed architecture is structured as a hybrid topology. First, the total number of 

deployed bio-sensor nodes are identified and then select CH for each cluster in the network 

according to the standard clustering mechanism [77]. With each CH, a certain number of 

bio-sensor nodes are associated, as shown in Figure 4.5. In WBAN, the communication 

and coordination with other parts of WBANs is the responsibility of CH. The aggregated 

data from each cluster is forwarded via CHs. We have considered fixed hybrid topology 

where the neighbouring nodes communicate with each other based on radio ranges between 

nodes. For the simulation, the radio range two meters for every node has been assumed. 

Consequently, all bio-sensor-nodes that are coming within the radio range of other bio-

sensor node will form its neighbours. The bio-sensor nodes in the network are fixed on the 

body on a specific location in the coordinates system (X, Y), as given in Figure 4.5.  
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Figure 4.5 Topology of WBAN 

Different vital sign bio-sensors are deployed on the human body. Some of them are ECG 

bio-sensor, EEG bio-sensor, breathing rate bio-sensor, temperature bio-sensor, BP bio-

sensor, and humidity bio-sensor, as shown in Figure 4.5. CH is placed on the chest of the 

body, which is directly linked to all bio-sensor nodes.  

4.7 Radio Energy Model  

Energy-efficient communication is a major issue and challenge in a resource-constrained 

WBAN. Energy is consumed mainly in these two modules in WBAN, Transmission, and 

Reception. The overall power of the system is updated whenever communication or 

transmission occurs. The energy consumption of the communication or transceiver unit 
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depends on various aspects. These consist of the modulation scheme, the data rate, the 

transmission distance of bio-sensor from GW, and the operation mode. Therefore, the 

performances of many protocols in WBANs greatly depends on the radio energy model used 

for data communication. The energy parameters depend on the hardware of the network 

system. Therefore, energy-efficient communication is of great concern in WBANs. A 

significant fraction of energy is consumed by the transceiver unit instead of the sensing and 

processing unit. In this simulation work, the first-order radio energy model is used, as shown 

in Figure 4.6.  

 

Figure 4.6 Energy Consumption Model 

The energy required to send k data packets is calculated to the distance between the 

transmitter and receiver, as shown in the below equation. The equation of first order radio 

model is given below: 

ETX (k, d) = ETXprocss (k) + εamp (k, d) ……………….…………………… (4.1) 

ETX (k, d) = ETXprocss (k) + εamp k .  d
2 ……………….…………………… (4.2) 

ERX (k) = ERXprocss (k) + ERXprocss . k ………………………………………(4.3) 
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Where, 𝐸𝑇𝑋 is the energy consumed during transmission activity, and 𝐸𝑅𝑋 is the energy 

consumed during the receiver. 𝐸𝑇𝑋𝑝𝑟𝑜𝑐𝑠𝑠 and 𝐸𝑅𝑋𝑝𝑟𝑜𝑐𝑠𝑠 are the energies required for the 

electronic circuit of the transmitter and receiver. The 𝜀𝑎𝑚𝑝 does the amplifier required the 

energy and k is the packet size, while d is the distance between transmitter and receiver 

respectfully. The 𝑑2 is the amount of losses of energy during data transmission in the channel. 

In WBANs, the human body is a communication medium. Therefore, a path coefficient 

parameter is added to the radio model. Thus, the transmitter energy model becomes as; 

𝐸𝑇𝑋 (𝑘, 𝑑) = 𝐸𝑇𝑋𝑝𝑟𝑜𝑐𝑠𝑠 (k) + 𝜀𝑎𝑚𝑝 𝑘 .  𝑑
𝑚 …………………………… (4.4) 

In WBAN technology, two types of transceivers are frequently used with the IEEE 802.15.6 

standard, i.e., Nordic nRF 2401A and Chipcon CC2420. Due to the low power transceiver,  it 

is preferred to use Nordic nRF2401A transceiver for simulation [102]. Their parameters 

comparison is given in Table 4.3. Equations 4.1, 4.2, 4.3, and 4.4 are based on first order radio 

energy model. 

Table 4.3 Parameters of Radio Transceivers in WBANs 

Parameters CC2420 nRF 2401A Units 

DC Current (𝑇𝑥) 17.4 10.5 mA 

DC Current (𝑅𝑥) 19.7 18 mA 

Min Supply Voltage 2.1 1.9 V 

E 𝑇𝑋𝑝𝑟𝑜𝑐 96.9 16.7 nJ/bit 

E𝑅𝑋𝑝𝑟𝑜𝑐 172.8 36.1 nJ/bit 

𝜀𝑎𝑚𝑝 271 1.97 nJ/bit/m2 

 

4.8 Assumptions 

In this thesis, n number of bio-sensor nodes, GW node and a BS are considered. Each node 

generates vital signs based on the predefined sampling rate and then transmits these vital 
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signs at a maximum data rate of 250 kb/s. Additionally, the following assumptions about 

bio-sensor nodes and WBANs have been made. 

• Star topology/Hybrid among bio-sensor and GW nodes is employed within each 

WBAN. 

• All bio-sensor nodes are within a single WBAN, as well as the WBANs individually, 

are subject to mobility. 

• We have use TDMA protocol for data transmission within each WBAN. 

• All bio-sensor nodes and GW use the 2.4 GHz band and can be accessible to all 

ZigBee channels at any time. 

• The GW node is equipped with reach power resources than bio-sensor nodes. All 

other bio-sensor nodes have initially equal energy. 

• Furthermore,  it is assumed that there are two kinds of traffic coming from bio-sensor 

nodes in WBANs, normal traffic (low priority traffic) and critical traffic (highest 

priority traffic). 

4.9 Channel Modelling 

In WBAN, channel modelling is a complex task as compared to traditional wireless channel 

modelling due to the environment and different tissues in the human body. Normally the 

divergence in the channel in WBAN is due to the posture body movement and the antenna 

placement [103]. These issues can be resolved by using various techniques, like antenna 

placement, choosing a suitable frequency, and controlling body movement due to the 

environment. Several mathematical models exist for WBAN  channel modelling; some of 

the existing body fading models address the issue of reflection and body movement [104]. 

Among all, Rician distribution is considered to be one of the best fading distribution models 

for WBAN. The channel is classified into CM1~ CM4 (Channel Model), according to 

[105], developed by the IEEE802.15.6 Task group. CM1 refers to a channel that exists 

inside the body.  CM2 refers to the channel surface as well as inside the body. CM3 refers 
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to the channel surface of the body. CM4 refers to channel off-body and surface of the body, 

as shown in Table 4.4.  

Therefore, the Rician model is employed in this implementation, which addresses the Line-

of-sight (LOS) as well as Non-Line-of-Sight (NLOS) situations [106]. The IEEE 802.15.6 

standard has also been used in this study. This standard proposes three approaches for 

coexistence in WBANs namely; Beacon shifting technique to avoid collisions, channel 

hopping, which is applied in schedule MAC access, and CSMA/CA medium access 

approach [107].  In the channel hopping technique, the random channel mechanism is used. 

In the scenario of this research work, a single WBAN is used in a fixed channel for its 

intra-BAN communication.  

Table 4.4 WBAN channel Model Frequency bands and channel bandwidths 

Channel 

Model 

Scenario Description Frequency Band Bandwidth 

CM1 S1 Implant-to-Implant 402-405 MHz 300 kHz 

 

CM2 

S2 Implant-to-Body Surface 402-405 MHz 400 kHz 

S3 Implant-to-External 402-405 MHz 400 kHz 

 

CM3 

S4 Body-Surface-to-Body 

Surface (LOS) 

13.4, 50, 400, 600, 

900 MHz, 2.2, 3.1-

10.5 GHz 

 

1 MHz 

S5 Body-Surface-to-

External (N-LOS) 

Same as S4 1 MHz 

 

CM4 

S6 Body-Surface-to-

External (LOS) 

900 MHz, 2.4, 3.1, 

10.5 MHz 

499 MHz 

S7 Body-Surface-to-

External (N-LOS) 

900 MHz, 2.4, 3.1, 

10.5 MHz 

499 MHz 
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4.10 Summary 

In this chapter, a detailed description of the simulation framework is given used to simulate 

the proposed solutions. As it is obvious that simulation is a well-known method to test and 

validate a network protocol, scheme or model, and so on. We simulated the proposed 

schemes in a MATLAB simulator and analysed the results. The key factor behind the 

selection of this simulator is its capability of simulating the particular set of schemes related 

to QoS-based routing, mobile-agent based data aggregation, and cooperative 

communication in WBAN. The various simulation aspects including network deployment, 

topology creation, radio energy model and simulation parameters are further elucidated.  

 



Chapter 5 QoS-Based Multi-Path Routing Scheme 

60 

 

CHAPTER 5 

QoS-Based Multi-Path Routing Scheme for WBAN  

In this chapter, the first contribution of the proposed research work has been outlined. In 

the second section of the chapter, the main issues related to QoS-based routing are 

highlighted while designing the proposed solution. The proposed QoS-based multi-path 

routing solution for WBANs is discussed in detail in section 5.3. The detailed simulation 

environment and framework has been presented in chapter 4. Although, the proposed QoS-

based multi-path routing simulation parameters and result validation are presented in 

section 5.5 of this chapter. Result analysis and evaluation are presented in section 5.6. A 

detailed discussion of the simulation results is given in section 5.7. Finally, a summary of 

the current chapter is delineated in section 5.8.  

5.1 Overview 

Routing is an important activity in WBAN. There are various routing protocols proposed 

for WBANs application in the last several years, as discussed in literature review chapter 

3. In the reviewed literature, the major work is done in the area of temperature-aware 

routing and QoS-based routing. Due to the criticality of data in the case of WBANs, the 

QoS-based routing protocols have high focus, and many authors are working on this 

emerging topic [108]. State-of-the-art research work still has a lot of gaps that need to be 

addressed.  In the present research work, a consolidated research gap was explored to work 

on QoS-based multi-path routing for WBAN. 

QoS is the process of efficient management of the network to reduce packet loss and 

average E2E delay. In WBAN, QoS can be achieved by setting priorities for different traffic 

classes. It has a direct relation with reliability in WBAN. In the subsequent sections of this 

chapter, the detail level descriptions of the proposed scheme have been presented. From 

the research study, it is concluded that WBAN is a very efficient, light-weighted, and 
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supportive network for providing real-time efficient and accurate services within a limited 

time. But the available resources of WBAN are inadequate. These limited resources need 

to be used efficiently, to sustain the service provided by WBAN without delay and fault 

for an extended period.  

Therefore, to get the required benefits of a multi-path routing scheme, we considered QoS 

requirements as the development of the proposed scheme. WBAN mostly concerns with 

medical applications where critical data deals with real-time feedback and accurate results. 

Thus the provision of QoS and reliability aspects are very important to be considered. 

The proposed schemes are simulated in a MATLAB simulator. Their performance 

evaluations are elaborated in section 5.6 of this chapter. Besides, the simulation results 

obtained from the experiment of the proposed schemes are compared with the state-of-the-

art proposed by well-known authors. The proposed scheme enhances performance as 

compared to recent reorganized research work which is clear for detail performance 

evaluations in section 5.6.  

In this research work, the focus is on QoS-based routing with the multi-path approach. For 

QoS-based routing protocols, more careful considerations in the domain of WBAN have 

been taken. Some of the essential concerns are limited bandwidth, coverage area, data 

aggregation, QoS guaranty, network size, network mobility, energy-efficiency, transmit 

power, and support of mobility [21, 110-112]. For QoS provision, the possible available 

paths have been divided into the best route and alternate path for different priority traffic. 

The detailed procedure of the proposed scheme is given in the subsequent section. 

5.2 The Proposed QoS-Based Multi-Path Routing Scheme  

In WBAN, critical data exchange has high QoS and reliability requirements. In this section, 

a new QoS-based Multi-Path Routing Scheme (QoS-Based MPRS) has been explained that 

improves QoS and allows reliable routing in health-care applications of WBANs. QoS is 

an important aspect since data in WBAN is very critical, and it should reach to the Base 

Station (BS) in real-time for further important medical analysis.  This scheme has several 
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advantages: 1) Improve QoS by assigning a high priority to critical traffic and 2) improve 

reliability in WBAN. Routing schemes play a pivotal role in WBAN and are necessary for 

reliable communication, especially in healthcare applications [112, 113]. Despite the 

normal routing protocol for WSN, WBAN has additional challenges such as; postural 

movement, heterogeneous nodes, and temperature rise issues, as discussed in the literature 

survey [114]. To provide reliable and QoS-based dedicated facility to the heterogeneous 

real-time patient data is a challenging task in WBAN [46, 115]. In health-care applications, 

QoS guaranty during routing of the life-critical and delay-sensitive vital sign is very 

important. A complete and high-level description of this scheme is presented in the 

following sections. 

5.3 System Model 

In this section, the overall system model and a high-level description of the proposed QoS-

Based MPRS is described. The proposed scheme is modelled, considering all components 

involved in the routing process. A general health-care application of WBAN has been 

considered. The planned network is considered deployed in a remote hospital center which 

transmits health data to the Medical Server (MS). To a limited scale, up to eight bio-sensor 

nodes seem to be sufficient for health-care monitoring purposes. In the deployed bio-

sensors, six bio-sensors are on-body sensors, and two of them are off-body bio-sensors, 

including a Cluster Head (CH) as shown in Figure 5.1. Off-body bio-sensors are mostly 

used for relaying purposes. The links between the bio-sensors and the gateway are either 

the best path or alternate path. The routing path is established according to the provided 

routing table which exists in the node memory. Figure 5.1, illustrates how critical and 

normal traffic is classified and then communicated through the gateway to the MS. The 

data received at the MS is then processed for further necessary medical processing and 

treatment. Thus, the processed information is saved in MS for life-critical decision in real-

time [77, 116, 117].  

The critical data or significant events are the states where sensed vital signs by bio-sensor 

exceed the threshold values, i.e., whenever temperature, blood pressure, or glucose level 
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are exceeded from the normal/routine measurement. In some other medical cases, if ECG 

or EMG are measured abnormal [118]. This abnormal measurement is considered as a 

significant event and must be treated as a critical event. The critical traffic is transmitted 

to the MS on the best path for real-time treatment. These activities are very important in a 

critical situation or crisis, where we are much more concerned with the lives of the patient. 

The critical situation is an emergency; whenever bio-sensors related patient measures 

abnormal data. The proposed QoS-based MPRS improves QoS measurement due to which 

healthcare services are improved. The idea has the potential to be adopted in remote patient 

monitoring, where doctors will have to analyse their patients from a remote location.  

Furthermore, each bio-sensor has unique functionality and sense the specific measurements 

like blood pressure, ECG, EMG, and motion measurement. The sensed values of bio-

sensors have been divided into normal and critical data, as shown in Figure 5.1. Critical or 

significant events are based on a threshold value. The significant value must need to be 

routed on the best path that exists in the network. Additionally, the proposed scheme 

ensures the reliability of critical data, especially in medical applications.  
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Figure 5.1 System Model of QoS-Based MPRS 

5.4 Communication Architecture of QoS-Based MPRS 

In this section, different phases of QoS-based MPRS have been explained in detail. The 

sub-phases are 1) initialization, 2) traffic classification, 3) path classification and 4) routing 

phase. First of all, the network is initialized then, incoming traffic from different bio-

sensors is classified into two basic classes. After traffic classification, the available paths 

to the BS are identified, and different priorities are assigned to them, such as the best path 

and possible alternate paths. At the end of the process, the routing of data is initiated, as 

shown in Figure 5.2. 
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Figure 5.2 Block Diagram of QoS-Based MPRS 

5.4.1 Initialization Phases 

In the first phase, a set of bio-sensor nodes are deployed SN = [ S1, S2, S3,… S8 ] on the 

human body, as shown in Figure 5.1. The network initialization process will prepare bio-

sensor nodes for clustering using the following steps: 

• The control node broadcasts an initialization (HELLO) message, which contains basic 

information about that bio-sensor location, its neighbours, and the possible route to the 

control node. 

• The bio-sensor nodes receive the HELLO packets, update their routing table 

accordingly, and acknowledge the reception information to the CH, which contains 

information about its ID (SN-ID), position (SN-POS), and its residual energy (SN-RE). 

• The CH updates its routing table accordingly of all bio-sensor nodes which 

acknowledged the HELLO message. 
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Figure 5.3 Initialization Process of QoS-Based MPRS 

The format of the HELLO packet is shown in Figure 5.4. The packet consists of different 

fields, such as destination node ID (𝐼𝐷𝑑), destination node location (𝐿𝐷), sender node 

location (𝐿𝑖), sender node ID (𝐼𝐷𝑖), distance from sender node I to destination mode 

(𝐷𝑖,𝑑𝑒𝑠𝑡), residual energy (𝐸𝑖), and device type (𝑇𝑖). As shown in the figure 5.4; 

 

Figure 5.4  Format of Hello Packet 

5.4.2 Traffic Classification Phase 

The main idea to ensure the QoS-based requirements in routing is to classify the incoming 

traffic into different categories based on some priorities. Bio-sensors in WBANs has 

different QoS requirements. Some nodes send emergency traffic in some cases while others 

send the normal routine traffic to the BS. The classification helps us to understand the 

nature of the incoming traffic. Most of the bio-sensors perform continuous real-time 

monitoring. So, there is a threshold for incoming traffic. If the nature of the sensed value 
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reaches a specific threshold level, then it comes in the category of critical data. For 

example, if the bio-sensor of glucose sensed value is between 110 mg/dL and 125 mg/dL, 

or if the bio-sensor of temperature encounters temperature below 33 °C or exceed 40 °C 

respectfully [119].  

Different authors have classified the traffic for QoS in WBAN. Some of them have given 

this classification of the incoming traffic into two classes [49], others have classified it into 

three categories [47], and in Triple-EEC proposed by F. Ullah et al. [57] classified it into 

four classes and [120] also classified it into four classes. However, increasing the number 

of classes increases overhead in the network. Moreover, critical and real-time data need 

QoS-based provision. To minimize the overhead and energy consumption in the resource 

constrain WBANs.  In this work, we classify the incoming traffic into two sub-categories. 

That is emergency traffic and normal traffic, as shown in Figure 5.5 below. The proposed 

minimized computation cost and overhead arise due to heavy operations involved in other 

states of proposed schemes, as mentioned in the above paragraph. 

 

Figure 5.5 Traffic Classification 
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a. Emergency Traffic 

Whenever a bio-sensor detects the unusual change in the sensed vital parameters, then the 

traffic is considered as emergency traffic. The traffic will be regarded as unusual traffic if 

the bio-sensor of glucose sensed value is between 110 mg/dL and 125 mg/dL, or if the bio-

sensor of temperature encounters temperature below 33 °C or exceed 40 °C respectfully 

[119].  

The packets concerned are considered a significant event related to emergency traffic. In 

such a situation, the proposed scheme tags the traffic with a high priority packet. 

Furthermore, this traffic is routed on the best path available in the network. The emergency 

traffic generated from the bio-sensor nodes is impracticable. Such traffic may also consist 

of emergency alarm messages in case of an emergency such as irregular heartbeat, low or 

high blood pressure, high temperature, and excessively high or low glucose level for 

diabetic patients.  

b. Normal Traffic 

The normal traffic is generated from bio-sensor nodes in a normal condition. This kind of 

traffic includes the routine healthcare monitoring data of a patient. Different bio-sensor 

nodes have different traffic intensity. For example, an ECG node may send the data 5 times 

per second, while some other node may send its data 5 times a day. Furthermore, the overall 

low priority data/packets have assigned low priority or are considered normal data/packets, 

and they are forwarded on any available path/routes to the BS. The description of the 

pseudo-code of traffic classification (event detected by bio-sensor nodes) is given below: 
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Algorithm for traffic classification of vital signs from source bio-sensor nodes 

Input: sensed vital sign from bio-sensors 

The threshold for vital sign α: threshold α 

Output: Traffic classification 

1 Begin 

2 for each time interval T do 

3        for each vital sign α do 

4            if (data (x)) ≥ threshold α then 

5               set category of α  emergency 

6                 set the type of data to 1 

7 Else 

8                 set category of α  normal 

9               set the type of data to 0 

10            end if 

11           end for 

12         end for 

13  End 

The sensed vital signs are categorized according to their criticality level using the algorithm 

stated above. If the sensed vital sign exceeds the threshold level where the data byte is set 

to ‘1’ mean true, then it is considered as emergency traffic (packets). In alternate cases, the 

traffic is considered as normal data, which is set to ‘0’ mean false. 

5.4.3 Path Classification 

In this phase, the available paths that exist in the network are categorized. One path with 

the WBAN is considered the best path, while all other possible paths are considered as 

alternate paths. The best path is selected based on certain parameters, such as the shortest 

distance to BS, high residual energy nodes, and consumed less cost to send a packet to BS. 
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To increase energy-efficiency in the network best path consists of multi-hop 

communication. The path is categorized according to the routing table. A routing table is 

constructed and updated regularly, where routing information is saved necessary for 

routing of data. Whenever a critical event is detected, then the best path that exists in the 

network is allocated to the traffic related to a critical event. 

In contrast, other traffic is directed on alternated paths, as shown in Figure 5.6. It is assumed 

that every single link has a cost of value ‘2’. Cost is the basic parameter for best path 

selection along with some other parameter mentioned above. 

 

Figure 5.6 Routing Path Classification 

Routing Table Construction - The Routing table is constructed and updated according to 

[121]. There are many records in the neighbour table for a specific destination node. The 

routing table construction algorithm filters its neighbour routing table and divides the path 

into two basic categories according to this research objective. The structure of the routing 

table of a bio-sensor node i is shown in      Figure 5.7. It contains the destination node ID 
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(IDD), the destination node location (LD), and next-hop (N Hop). In the case of destination 

(IDD) and the ith node is directly connected, then the next hop (N Hop) will be the destination 

ID (IDD). Otherwise, a neighbour node jth with the lowermost communication cost (Cj) 

will be selected as a next-hop (N Hop). The general format for routing table construction is 

given in Figure 5.7. 

 

 

 

The routing table is constructed step by step after broadcasting HELLO () packets. 

Moreover, routing tables are updated after some time whenever nodes join or leave the 

network. 

5.4.4 Routing Phase (Data Transmission) 

Once the traffic and paths have been classified, and priorities are assigned to each traffic 

type, then, the data transmission process begins. In this phase, the routine monitoring of 

bio-sensor nodes is transmitted through an alternate path in case emergency traffic is 

encountered. However, if there is no emergency traffic, then the normal traffic is also 

routed on the best path to the BS. Furthermore, for data forwarding, the most popular Time 

Division Multiple Access (TDMA) approaches have been used. Whereas, each packet has 

been assigned specific time slots on which they are transmitted. The proposed scheme is 

based on a star topology, where a central controller manages the entire operation of routing 

in WBAN.  

Moreover, the best path consists of nodes having high energy. A minimum packet dropped 

ratio and the shortest distance to the BS. For real-time data forwarding, the best path must 

be used in the proposed scheme, while all other less significant data will be forwarded on 

the secondary path. The QoS-based multi-path routing scheme uses a traffic-based wake-

up method for normal traffic while using a wake-up radio method for emergency traffic 

IDD LD N Hop 

     Figure 5.7 Routing Table Construction 
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given in the following Table 5.1. Furthermore, based on the routing table, the best path is 

assigned to emergency traffic, while the normal traffic is e routed on any available path. 

By using this approach, QoS for real-time data is ensured, which improves the reliability 

of critical data exchange in WBANs health-care applications. 

      Table 5.1 QoS-Based Multipath Routing for Normal and Emergency Traffic 

Devices Normal Traffic Emergency Traffic 

Bio-sensors 

Nodes 

Send data based on 

wakeup method 

Self-triggered (sends a wakeup radio 

signal) 

Gateway/ 

Controller node 

Allocate a routing path 

based on traffic pattern 

Receives a wake-up radio signal and 

allocated the best available path based on 

traffic pattern 

5.4.5 Flow Chart and Pseudo Code of QoS-Based MPRS 

The proposed solution using a flow chart has been presented, which further clarifies the 

working of the QoS-based MPRS for WBAN, as shown in Figure 5.8. Following the flow 

chart, a pseudo-code of the proposed QoS-based MPRS are also developed, which further 

demonstrates the proposed scheme. 
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Figure 5.8 Flowchart of QoS Based MPRS 

 

The proposed QoS-based MPRS scheme is further elaborated using algorithmic steps, 

which are given below. These steps have already been illustrated in the system model of 

QoS-based MPRS. The algorithm/Pseudo code has input sensed value from bio-sensors 

and QoS-based traffic routing as an output. 
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Algorithm/ Pseudo-code of QoS Based MPR Scheme 

Input:  Eight bio-sensors (S1, S2, S3, S4, S5, S6, S7, S8, and a Gateway (GW)) 

Output: QoS-based traffic routing 

1.  Start  

2.  for all possible routes/paths  

3.  if CH further communicates the collected data to the (GW) 

4.       then set for all bio-sensors threshold, and the sensed vital parameter is compared     

5.        with the threshold routed further on the path based on their priority.  

6.      if 𝑻𝒉𝐯𝐚𝐥  ≤ 𝑺𝒆𝒏𝒗𝒂𝒍, Then    

7.          Critical Traffic 

8.             Route on the best path available  

9.          else                  

10.             if 𝑻𝒉𝐯𝐚𝐥   > 𝑺𝒆𝒏𝒗𝒂𝒍, then 

11.            Normal Traffic 

12.            Route the data on whatever path available in the network 

13.       end if 

14.  end if      ∴Note: 𝑻𝒉𝐯𝐚𝐥   stand for Threshold value, 𝑺𝒆𝒏𝒗𝒂𝒍 Stand for sensed value 

15. Check the priority of paths based on nodes resources after a random time, let us 

consider that R time = 15, after each 15 minutes WBAN check and update the 

routes/paths 

16.  end for 

17. End 

Many routes exist from bio-sensors to gateway during the specific session in WBANs. The 

sensed data are further routed through CH to the GW and then forwarded to the MS, as 

shown in Figure 5.1. These paths are the possible routes that can be used to send traffic to 

MS. From each WBAN separate set of paths exists and each body preference and QoS 

requirement are also different. The QoS requirements of a critical event in each WBAN are 
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different from other WBAN because all WBANs are associated with a different human 

body having different nature of diseases and their priority level. These priorities are set 

based on specific requirements. For example, the patient with heart diseases may have a 

preference for analyses of heartbeat through ECG. The proposed QoS-based MPRS is 

designed to ensure QoS-based parameters in WBAN. Ensuring QoS further improves 

reliable communication in the network. Thus, fault-tolerance inside the network is 

increased.  

5.5 Implementation and Evaluation 

In this thesis, the simulation framework, which has been discussed in chapter 4 in detail, is 

used. To implement the proposed QoS-based MPRS using simulation. QoS-based MPRS 

is compared with available benchmark schemes, i.e., DM-QoS [46] and PERA [53]. The 

topology for the proposed QoS-based MPRS is demonstrated in Figure 5.9, where eight 

bio-sensors, including a CH, are shown. The routed traffic is forwarded to the GW through 

CH. 

 

Figure 5.9 Simulation Topology of QoS-Based MPRS 
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The simulation parameters for the proposed QoS-based MPRS are described in Table 5.2. 

Besides, the basic parameters are described in chapter 4; however, some specific 

parameters related to QoS-based MPRS are given here. 

Table 5.2 Simulation Parameters 

           Parameter Value 

Number of Bio-Sensors 8 

Number of GW 1 

Initial energy 8 J 

Average wait time  4 s/packet 

BER threshold 0.5 

Distance between Bio-Sensor and Control nodes 0.4≈1.5 m 

Packet transmission rate  20 packets/sec 

Maximum Packet size 40 Bytes 

The proposed scheme is simulated in MATLAB 2015 a simulator using Window7 (32 bits). 

Transmitting the critical data with priority TCP/IP protocol suite has been used.  The output 

results are compared with the DM-QoS [46] and PERA [53].  It is assumed that 1 m × 2 m 

area in which WBAN is deployed in a fixed location, and the CH is at a central location 

accessible from all bio-sensor nodes connected to the GW node. The initial energy of 

WBAN is considered to be 8 J., and all other assumptions are the same as explained in 

chapter 4. 

5.6 Performance and Evaluation Matrices 

The performance analysis of the results of the proposed scheme is discussed in this section. 

We consider star topology for communication among bio-sensors and gateway, where bio-

sensors are placed on the body according to [122]. The data rate between bio-sensors in 

medical applications varies from 10 Kbps to 10 Mbps [52]. The simulation setting is 

configured according to the standard IEEE 802.15.6 [123]. In this section, the commonly 
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used performance matrices used in the proposed scheme are explained here. We adopt 4-5 

performance matrices for comprehensive evaluation and comparison. 

• Residual Energy - It is defined as the remaining energy after each consecutive iteration 

of the bio-sensor node in the proposed scheme.  

• Network Throughput - It is defined as the total number of packets successfully 

received at BS in WBANs. 

• Packet Drop and Delivery Ratio - It is the ratio of number packets dropped or 

received at the BS divided by the number of the total number of packets sent from the 

source node. 

• End-to-End Delay (E2E) - is defined as the time required for a packet to reach from 

source node to the destination (i.e., from a sensor-node to the BS). 

Considering these performance and evaluation matrices, we performed the following set of 

experiments.  

5.6.1 Residual Energy 

In this experiment, the residual energy of bio-sensor nodes has been evaluated. The analysis 

of the energy consumption of bio-sensor nodes is performed by using the First Order Radio 

Model. The formulas for single-hop and multi-hop communication are given below: 

Energy consumes for single-hop communication is formulated in equation 5.1 below: 

ESHop = ETX…………………………………….…………………………… (5.1) 

The 𝐸𝑇𝑋 is the energy consumed during transmission, which is stated as in equation 5.2. 

      ETX = k × (ETX process + εamp) × d2………..………………...……………. (5.2) 
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In equation 5.2, 𝐸𝑇𝑋𝑝𝑟𝑜𝑐𝑒𝑠𝑠 represent the energy consumed by the electronic circuit. Now 

the energy consumed by multi-hop communication is formulated as given in equation 5.3 

below: 

      EMHop = k (n × (ETX + εamp)) + (n − 1) × (ERX + Edprocess )………...… (5.3) 

In equation 5.3, 𝐸𝑅𝑋 is the energy consumed during receiving, and n is the number of the 

bio-sensor nodes. Residual energy is the total average remaining energy of a network per 

unit time or round. Round is one complete cycle of data communication. For energy-

efficiency, bio-sensor nodes involve in communication can be efficiently engaged in 

WBAN. In our 1st experiment, we try to find out the residual energy of the proposed 

scheme, which is compared with DM-QoS [46] and PERA [53]. As shown in Figure 5.10 

that the proposed scheme has overall maximum residual energy in the different time 

intervals except for the initial round. From the figure, it is concluded that maximum energy 

is consumed at the initial stage due to the initial intensive calculation and cost function of 

multiple nodes to select the best path for QoS-based routing of critical data packets. 

However, energy consumption for the proposed scheme becomes stable in the subsequent 

round. The cost function calculation is needed at the later stage due to the full coverage of 

the network. If the energy consumption is not stable of a scheme, then their nodes can die 

quickly, as can be seen in the result of DM-QoS. The QoS-based MRP scheme plays a 

significant role in the conservation of energy because it reduces the over-harm of 

unnecessary traffic. 
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Figure 5.10 Comparison of residual energy vs Round 

5.6.2 Average Energy Expenditure  

Average energy expenditure affects network lifetime. It is the total amount of time when a 

network performs its operation, whenever the network is in the establishment and till the 

expiry of the last bio-sensor node. The proposed QoS-based MPRS is designed to route the 

critical data of the patient in a possible lowest amount of time. Due to this minimum time 

of communication, less amount of energy is utilized through it, and bio-sensors are alive 

for a long period, which means the network lifetime is increased. The proposed scheme is 

compared with DM-QoS [86] and PERA [53] in terms of energy consumptions. From the 

graph shown in Figure 5.11,  it is deduced that the proposed QoS-based MPR scheme has 

30% minimum consumption of energy as compared to other schemes. That is due to the 

efficient development of QoS-MPR scheme, which saves a significant portion of the energy 

of WBAN. 
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Figure 5.11 Generating Data Rate VS Average Energy Expenditure 

5.6.3 Network Throughput  

Throughput is the total number of successfully acknowledged packets per unit time at the 

BS [124]. As in the proposed scheme, we are much concerned with the critical data of 

patients. Therefore, such a scheme is needed, which minimizes packet drop ratio and as 

well as ensuring QoS requirements. In this experiment, an analysis of the throughput of the 

proposed QoS-based MPR scheme is given. From the experimental results, it is concluded 

that the proposed scheme outperforms the available benchmark schemes, as shown in 

Figure 5.12. For instance, for 3000 data gathering round of eight deployed bio-sensor nodes 

will yield a maximum throughput of 11,000 packets transferred. Consequently, in 10000 

data gathering rounds, 1,0000 data packets will be delivered to the sink. 
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Figure 5.12 Throughput vs Number of Rounds 

Since the packets delivery ratio solely depends on the number of active nodes in the 

network. Therefore, if a WBAN possesses more active bio-sensor nodes, it means that more 

data packets will be delivered to the BS.  

5.6.4 Packet Loss Rate (PLR)   

The PLR is an important performance measure for real-time data flow such as in WBANs 

critical operations/scenarios. Data flow in such applications must be consistent. In this 

experiment, PLR is examined as compared to total sent packets to the BS. PLR has a direct 

relation with the transmitted packets to the BS. That is calculated by using the Random 

Uniform Model [125]. Packet loss is estimated according to the formula mentioned in the 

CDR protocol [58]. From Figure 5.13,  it is lucidly shown that the performance of the QoS-

based MPR scheme is much better than the other two contemporary schemes. The proposed 

scheme has a PLR ratio as compared to DM-QoS [86] and PERA [53].  The main reason 

is the PERA and DM-QoS have poor QoS scheduling in comparison to the proposed 

scheme. Therefore, their packet loss ratio is higher than the QoS-based MPR scheme. The 
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next performance is of packet Delivery Ratio (PDR) in case of normal traffic and when 

critical traffic is encountered in WBAN, as shown in Figure 5.13. The general formula for 

PDR is given in equation 5.4. 

𝑃𝐷𝑅 =  
𝑃𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑

𝑃𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑡𝑒𝑑
⁄ ………………………………. (5.4) 

In equation 5.4, 𝑃𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑 is the amount of packets received and 𝑃𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑡𝑒𝑑 is the number 

of packets transmitted in the routing process by each bio-sensor nodes. 

 

Figure 5.13 Average packet Loss VS Throughput 

In Figure 5.13, whenever the link quality gets better, then the packet loss ratio is decreased 

significantly. Thus the QoS-based routing and assigning priorities to each kind of traffic 

increase the throughput and reliability inside in network. Thus due to reliable 

communication, the network becomes fault-tolerant. 
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Figure 5.14  Average PDR in case of Critical & Normal traffic vs Time 

Constraint 

According to the output result for PDR in both cases, normal traffic and critical traffic are 

demonstrated in Figure 5.14. The proposed QoS-based MPR scheme gives better results in 

case of critical data traffic. The reason for the weak performance of the other two 

contemporary schemes is due to the transmitted critical packets copied twice due to which 

a high number of packet drop occurs that causes a higher packet loss ratio. The time 

constraint is the time duration the packets are valid and active during communication. This 

parameter has very key effects on PDR in critical monitoring in WBAN. 

5.6.5 End-to-End (E2E) Delay  

E2E is the time in which a packet has to reach from source to destination. In WBANs, a 

bio-sensor node monitors various vital signs such as temperature, blood pressure, and 

monitoring of glucose level, etc. [126]. These applications are delay tolerant, and the delay 

parameter must need to be examined for the timely delivery of the critical data. The E2E 

delay is measured by subtracting the time in which the source node is transmitted in the 

very 1st packet and the time when the 1st data packet was received at the BS. Average E2E 

delay is mathematically formulated as given in equation 5.5. 
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E2E Delayavg = PTT.time PRT.time⁄ ………………………………… (5.5) 

In equation 5.5, 𝑃𝑇𝑇.𝑡𝑖𝑚𝑒 is the amount of time for packets transmission and 𝑃𝑅𝑇.𝑡𝑖𝑚𝑒 is 

the amount of time for packets received at the destination. In this experiment, the average 

E2E Delay is examined for normal and critical data packets delivery, as shown in Figure 

5.15 & Figure 5.16. 

 

Figure 5.15 Average E2E Delay with Normal Traffic vs. Time 
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Figure 5.16 Average E2E Delay with Critical Traffic vs Time 

It is evident from the output graph in Figure 5.15 and Figure 5.16 that the proposed QoS-

based MPR scheme shows minimum delay due to the use of QoS-based provision by 

assigning priorities to incoming traffic. In comparison, the other two schemes experience 

a minimum at the start but are increased after some time continuously. That is due to the 

case; they do not assign priorities to the incoming traffic. Moreover, the best path selection 

of the other two schemes is also not efficient in terms of energy and delay. 

5.7 Discussion  

In the previous section, we performed implementation and achieved result from the 

analysis of the proposed QoS-Based MPR Scheme. Besides, the output results of the 

proposed scheme were compared with DM-QoS [46] and PERA [53]. The comparison is 

made with different matrices, such as residual energy, network throughput, packet drop 

and delivery ratio, and at the last end-to-end delay. It is concluded from the output results 



Chapter 5 QoS-Based Multi-Path Routing Scheme 

86 

 

that the proposed QoS-based MPR scheme has improved performance in terms of the 

matrices mentioned above since the proposed scheme utilized the available bandwidth in a 

well-organized manner. In comparison, the DM-QoS scheme declined from the threshold 

level due to the lack of dynamic estimation of several parameters. 

Similarly, the proposed scheme increased the PDR of normal and critical traffic due to 

traffic path classification and routed the critical traffic on the best path. It is further 

concluded from the output result of the E2E Delay at the last experiment that the proposed 

scheme outperformed the other two schemes. The average E2E delay for normal and 

critical traffic is uniform. After 1000 ms, the average E2E delay becomes minimized 

significantly, because once the heavy operation is accomplished, the communication comes 

to a steady-state. However, the average E2E delay for normal traffic constantly increases 

after 1000 ms, but comparatively in lesser ratio from the other two schemes. High E2E 

delay is due to the reason of unnecessary normal traffic encountered as bio-sensors 

constantly sense vital signs. Thus, ensuring the matrices as mentioned earlier in QoS-based 

MPRS, the QoS is enhanced, and reliable communication ensured. 

 

To conclude, the proposed QoS-Based MPR scheme has comparatively the lowest energy 

consumption. For instance, in terms of energy consumption, it is 59% and 18% more 

energy-efficient than the DM-QoS and PERA schemes respectively. Ultimately, it will 

extend the network lifetime compared to DM-QoS and PERA. Likewise, the PLR of the 

proposed QoS-Based MPR is 17%, while the PLR of PERA and DM-QoS are 33% and 

41% respectively.  Which means that the proposed QoS-Based MPR is comparatively more 

fault-tolerant than DM-QoS and PERA. 

   

5.8 Summary 

In this chapter, a detailed system model is presented stepwise. Moreover, the performance 

evaluation and analysis of the proposed QoS-based MPR scheme have been described 
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extensively. The proposed scheme is evaluated by using several relevant matrices (i.e., 

Residual Energy, Throughput, E2E delay, PDR, and Packet Delivery Ratio) to check their 

performance. After the detailed analysis of the output result, it is concluded that the 

proposed QoS-based MPR scheme outperforms the DM-QoS [46] and PERA [53] 

schemes. An elaborative discussion on the result analysis is given in section 5.7. Finally, 

the summary of the chapter is given in section 5.8.
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CHAPTER 6 

Mobile Agent-Based Real-Time Data Aggregation 

Scheme for Health-care Application of WBAN 

In this chapter, the proposed Mobile-Agent based real-time scheme for data aggregation in 

healthcare applications has been presented. In section 6.1, a detailed background of the 

proposed scheme is given. Following this, the proposed model is demonstrated in sections 

6.2, 6.3 and 6.4. The simulation results of the proposed scheme are presented and compared 

with the state-of-the-art in sections 6.6 and 6.7. Discussion on the overall results are 

presented in section 6.8. In section 6.9, the chapter summary is given. 

6.1 Overview 

Data aggregation is an important activity in WBAN. It significantly increases throughput 

and decreases packet loss ratio, because in data aggregation the exceeded packets are 

discarded. In the WBANs data aggregation approach, the bio-sensor nodes exist along the 

path towards the BS perform data fusion. In data aggregation, the accumulated data is 

transmitted due to which latency in the network is reduced. However, data aggregation 

techniques occasionally reduce the accuracy level of the collected data. Certainly, while 

depending on the data aggregation function, in some cause, the original data may not be 

recovered by the BS. Thus, information precision may be lost. However, efficient data 

aggregation by using a mobile-agent approach enhances the scalability and fault tolerance 

of WBANs. Therefore, in this chapter, we demonstrated a mobile-agent-based data 

aggregation scheme for WBAN. The background for the proposed scheme is explanted 

stepwise below. In the end, an exhaustive simulation and result validation are given. 
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Mostly data generated from WBANs are very critical. The distribution of bio-sensors is 

not uniform in WBANs. Data aggregation by using a cluster-based and mobile agent-based 

approach have significant impacts on the efficiency and reliability of data gathered 

communicated in WBAN. In clustering, the network is divided into logical groups called 

clusters. The core purpose of the formation of clusters is to reduce the amount of direct 

transmission from source nodes to BS. In the clustering approach, each cluster has a Cluster 

Head (CH), which is selected based on certain criteria. CH has a significant role in data 

communication in the WBAN [127, 128]. 

6.2 The Proposed Mobile Agent-Based Data Aggregation Scheme in 

WBANs 

Due to the restricted nature of WBAN, the sensed data must need to be collected in an 

organized form in a manner that it does not overload the network. For this purpose, 

proposed a Mobile Agent-Based data aggregation scheme which is named as MADA 

scheme in which the WBANs are logically divided into clusters. In this cause, each WBAN 

is considered as a cluster. The main motivation behind the scheme is efficient real-time 

data aggregation. Mostly in traditional flat networking, data is not gathered efficiently. 

Therefore, In the proposed scheme, the concept of Mobile Agents (MA) is used to collect 

the data instead of the direct client-server paradigm. An MA is a special type of software 

entity which migrates through CHs in WBAN to collect the sensed data from different bio-

sensors. For this purpose, the WBANs are divided into a cluster, and one body is considered 

as a cluster. After clustering, a CH is selected for each cluster. CH’s collect data from bio-

sensors and send them through MA then to the gateway and finally to the MS. The mobility 

pattern of group-based WBANs disrupts the link quality between WBAN nodes and 

AP/Gateway [74]. 

The proposed scheme efficiently aggregates data with the consumption of fewer resources 

of WBAN and provides high reliability for critical data communication. In the proposed 
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scheme, an itinerary is planned before agent migration. If a fault occurs in the itinerary, an 

alternate itinerary is constructed to ensure fault-tolerance in the network. This approach 

consumes less resource of the resource constrains WBAN using efficient MA-based data 

aggregation. Furthermore, using the proposed scheme, efficient real-time data gathering is 

ensured in WBANs healthcare applications. 

6.3 System Model of the Proposed MADA Scheme  

In the proposed system model, WBAN health-care applications are considered where 

various patients are being monitored in the remote hospital environment. The network 

model of the proposed scheme consists of eight bio-sensors on every single body. The on-

body bio-sensors are placed on the human body. For generalization, three bodies are 

considered, and each has eight bio-sensors, each is fitted on their specified location on the 

entity-body in 5×5 m2. There is a medical server (MS), accessed by a trusted entity 

Gateway (GW) and bio-sensor nodes. Bio-sensors and the GW nodes have the same 

transmission range. But in terms of power and computation capability, the controller node 

or GW node is more powerful than bio-sensor nodes. The system model of the proposed 

MADA scheme is demonstrated in Figure 6.1.  

In Figure 6.1, there are three bodies associated with the proposed WBANs; each has eight 

bio-sensors and a CH. The CH is further connected through the gateway to the MS. The 

sensed data from each separated bio-sensors is aggregated and then further routed to the 

MS for diagnosing and analysis. The CH is responsible for communicating the aggregated 

information to the gateway and then further to the medical server for critical decisions 

related to entity-body. CH’s collect all the necessary information about their associated 

bio-sensors before any kind of communication. Such as localization and positioning 

information by using the techniques in [129]. The different components and proposed 

MADA scheme and their functionality are discussed below. 
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Figure 6.1 System Model of MADA Scheme 

There are three main participants in the proposed MADA scheme. These are bio-sensor 

nodes, the aggregator nodes/ CH, and the MS. These participants are elaborated below; 

Sensing Nodes (SNs) − Set of sensing nodes SN= (S1, S2, . . ., S8), which sense the vital 

sign from the human body such as ECG sensor, EMG sensor, and motion sensor. The 

sensed information is further reported to the aggregator node and then to the medical server.  

Aggregator Nodes (AGs) − The aggregator node is connected to both MS and SNs, which 

collect vital signs from SNs, and communicating them to the MS. Data aggregation 

operation is performed on the received sensed data in the AG nodes. The health-care data 
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of an entity is reported to the MS for further necessary health-care provision. The privacy 

preservation is checked at the MS. We adopted the trust-based privacy strategy, which has 

already been published [130]. 

Medical Server (MS) − MS is a remote medical health-care monitoring unit where the 

medical decisions are taken. MA is also generated from the MS unit, which travels through 

all CHs in a special predefined itinerary.  

6.4 The Proposed MADA Scheme  

In this section, the proposed MADA scheme is described step by step in detail.  The MA-

based data aggregation approach has been used in the proposed scheme. But the clustering 

network scenario is adopted. For this purpose, WBANs are logically divided into clusters. 

In this research work, each body is considered as a cluster, and for each cluster, a CH is 

selected. The CH is mainly used for itinerary planning between different CHs and the 

GW/aggregator nodes. Because itinerary planning used CH reduces the cost of the network. 

For itinerary planning, the Minimum Spanning Tree (MST) is used. 

Furthermore, MA migration is performed, which accomplishes data collection from all 

CHs. The MA is initiated from an MS. Multiple MAs may also be initiated from MS in 

parallel or at a different time for data collection in WBANs. Further details of the proposed 

scheme are given in the sections below. The detailed data aggregation process is depicted 

in Figure 6.2. 
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Figure 6.2 Process Model of MADA Scheme  

MA is generated and travelled in a specific itinerary visit all CHs whenever real-time data 

is needed for diagnosis.  Efficient data aggregation and data dissemination are very 

important in WBANs. Table 6.1 illustrates the variables used in the proposed scheme. In 

the next section, the detailed steps of the proposed scheme are explained. First, bio-sensors 

clustering is performed. Then itinerary is planned between CHs and aggregator node, if 
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there is some fault in the itinerary, then fault tolerance based alternate itinerary is planned. 

Lastly, mobile agent migration is performed for data aggregation in WBANs. 

Table 6.1 Variable Used in Efficient MA-based Data Aggregation 

Variable  Description 

R MAX Maximum transmission range of Bio-sensors 

N  Total numbers of Bio-sensors 

SN The set of all Bio-sensors 

S CH The sets of all cluster headers (CH’s) 

ICH There itinerary of MA among CHs 

E REM The remaining energy of Bio-sensors nodes 

CH Cluster Head 

6.4.1 Bio-Sensors Clustering and CH Selection 

In this section, the comprehensive procedure is given for cluster formation and CH 

selection for the MADA scheme.  It is a known fact that for all bio-sensors deployed on a 

single body are within the range of each other. Therefore, in this thesis, the group of bio-

sensors within a single body as a cluster is considered. These CH nodes are selected from 

the normal bio-sensor nodes. Similarly, all the bio-sensors of each body within the WBANs 

are grouped into separate clusters, as seen in Figure 6.3. Each bio-sensor node is assigned 

a rank based on remaining energy and distance to the GW. The highest rank nodes are 

selected as CHs for a specific interval of time. The process is repeated after a specific time 

interval for all nodes. The group of CHs is planned for the itinerary in the next phase. 
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Figure 6.3 Bio-Sensor Clustering Scenario 

6.4.2 Itinerary Planning among CHs 

After cluster formation and CH selection from bio-sensors within the WBANs, the next 

step is itinerary planning for MA among CH by using the minimum spanning tree (MST). 

The diagrammatical representation of itinerary planning is illustrated in Figure 6.4. From 

the research study, it is clear that MS has all the information of bio-sensors and each body 

position and their respective coordinates. Therefore, the medical server can calculate the 

weight between CHs. For weight calculation between CHs, the following equation is used. 

Hx
y
=
d(k−1,k)

Wmax
    ……………………………………………………...…. (6.1)                                           

W max Denotes the maximum transmission range. Let us consider x and y be the two CHs. 

In the network, and 𝐻𝑥
𝑦
is the estimated hop count between x and y CHs. The following 

equation is used for the weight calculation of the itinerary between any two CHs. 
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wi = ∝ ∗  Hx
y
+ (1 − β) *(Hs

x − Hs
y
) …………….………..…………….. (6.2) 

Where, 0 < α ≤ 1 and 0 < β ≤ 1 are constant values, while 𝑤𝑖 is the weight of itinerary 

which is between any two CHs. The MA starts from the MS and visits across all CHs by 

using the weight function that gives the minimum cost to the destination point. After the 

itinerary is established, the next step is to dispatch the MA from the BS to collect the data 

from CHs. 

 

Figure 6.4 Itinerary Planning for Proposed MADA 

 

6.4.3 Mobile Agent Migration 

After arranging the network into clusters, and the itinerary is a plan among CHs. The BS 

initiated the MA to collect the data from CHs. Whenever MA visits for the first time, each 

CH notify their associated nodes for data collection. After visiting all CHs within the 
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network, MA starts required collecting data from the CHs and moving back to the BS where 

data is saved in associated MS.  

6.4.4 Fault-Tolerance Alternative Itinerary Planning 

In this phase, a fault-tolerance based alternate itinerary is planned for data communication 

if a fault occurs in the existing itinerary. The aggregated data is then further routed to the 

MS. The key contribution of this section is a fault tolerance-based energy-efficient 

algorithm for data aggregation. In this algorithm, the itinerary is adjusted according to the 

priority level of the vital sign of efficient data aggregation. As it is clear that CHs are prone 

to error because CH is selected from the group of SNs where any kind of error may occur. 

Therefore, planning for the itinerary in WBANs vital sign healthcare monitoring is 

necessary to bypass the nodes having a fault.  

In some cases, the alternate itinerary is close to the selected CHs in the normal itinerary 

that is no longer active. The main reason for that is due to failure in the first itinerary. If a 

node is not active in any cluster, it will not include in the itinerary. Moreover, by arranging 

the alternate itinerary for MA travelling, the fault-tolerance within the network is increased. 

6.5 Flow Chart and Pseudo-Code of MADA Scheme  

In this section, the flow chart of the proposed MADA scheme is given. First of all, the 

network is deployed, then the clustering of bio-sensors and CH selection is carried out. The 

next step is MA travel from the sink across all CHs, and finally, alternate itinerary planning 

is accomplished if a path or a node has an error. The flow chart for the proposed scheme is 

given in Figure 6.5: 
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Figure 6.5 Flowchart for proposed MADA Scheme 

 

The algorithm of the MADA scheme is illustrated in these parts. In the 1st part of the 

algorithm, the network is deployed, and CHs are selected. In the 2nd part, the itinerary is 

planned, and MA is generated from BS, finally, in the 3rd part of fault-tolerance, the 

alternate itinerary is planned in case of node or link failures within the network. The 

detailed algorithmic steps are illustrated in the algorithm below: 
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Algorithm: MADA Scheme for WBANs 

Part 1 (Clustering and CH selection) 

Step1: Deploy bio-sensors (SN1, SN2, SN3, …... SN n) 

Step 2: Group of bio-sensors related to a WBAN are made into a cluster ‘C’ and CH is 

selected for each cluster 

Step 3: Bio-sensor shared initial information with CH ( (𝑆𝑁𝑖 (𝑆𝑒𝑛𝑉𝑖𝑡𝑎𝑙))  → 𝐶𝐻  

Step 4: Calculate  𝐸𝑟 (𝐶𝐻) > 𝑇ℎ  Continue 

Step 5: Otherwise, Start from Step 1  

Part 2 (Itinerary Planning) 

Step 6: Initially, 𝐼𝑡𝑖𝑛𝑒𝑟𝑎𝑟𝑦𝐶𝐻 = 0, then 

Step 7: while  ∃ (𝑆𝑁 ∈  𝐼𝐶𝐻)      𝑑𝑜 

Step 8: Set 𝐼𝐶𝐻 = 𝐼𝑖(𝐶𝐻𝑛)      𝑒𝑛𝑑 𝑤ℎ𝑖𝑙𝑒     

Step 9: Sink node generated MA to collect the aggregated data 

Step 10: 𝑀𝐴𝑖
𝑆−𝐷
⇒   𝐼𝑖(𝐶𝐻𝑛) 

Step 11: Route 𝐷𝑎𝑡𝑎𝐴𝑔𝑔𝑟  → 𝑆𝑖𝑛𝑘 

Part 3 (Fault-Tolerance itinerary planning) 

Step 12: if  𝐼𝑖(𝐶𝐻𝑛)  → 𝑆𝑖𝑛𝑘 

Step 13:  if   𝑉 ←  𝑉𝑖(𝐶𝐻𝑛) 

Step 14: 𝑓𝑖𝑛𝑑 I𝑚𝑖𝑛𝑤 (𝑢, 𝑣) 

Step 15: 𝑆𝑒𝑡 𝐼𝑖(𝐶𝐻𝑛 ← 𝐼𝑖(𝑉)) 𝑒𝑛𝑑 𝑖𝑓 

Step 16: end if 

The above algorithm is illustrated based on the proposed MADA scheme. Many notations 

have been used in this algorithm, some of which are elaborated here. 𝐼𝑖(𝐶𝐻𝑛) is the selected 

itinerary for MA migration, 𝑉𝑖(𝐶𝐻𝑛) is the selected alternate itinerary, if an error occurs in 

the old itinerary. 𝐸𝑟 is the remaining energy of a node while 𝑇ℎ is the threshold value, and 

so on. 
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6.6  Implementation and Evaluation 

In this section, the proposed MADA scheme is implemented and evaluated by using 

various matrices. The same simulation framework has been used, as discussed in chapter 4 

in detail, with some changes in the simulation setup. In the simulation setup, SNs are 

uniformly distributed in the 5×5 m2 area. Where SNs are fitted on three patients. Each 

patient consists of eight SNs, which makes a cluster. The network topology is set as Figure 

6.3; the number of SNs in this experiment is 24. However, some other related parameters 

for this experiment are given in Table 6.2. 

Table 6.2 Simulation parameters of the Proposed Scheme 

           Parameter Value 

Number of Bio-Sensors 24 

Monitoring Field magnitude 5×5 m2 

Energy spent by MA (Data Aggregation) 15 nJ 

MA immediate delay 10 ms 

MA Processing Delay 50 ms 

MA Payload 1024 bytes 

Collected data size at each CH 200 bytes 

Aggregation coefficient 1 

Initial Energy of WBAN (single patient) 8 J 

We assume 5×5 m2 area where each WBAN bio-sensor nodes are deployed in a fixed 

location, and the GW/Aggregator node is at a central location accessible from all bio-sensor 

nodes. All other parameters for all the proposed experiments are the same, as explained in 

chapter 4. 
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6.7 Evaluation & Analysis 

In this section, the proposed MADA scheme is evaluated by using many performance 

metrics through a simulator. However, some simulation parameters are different for the 

previous scheme simulation. In this simulation/experiments, the proposed MADA scheme 

is compared with the DAP-DS [140] and EFTA [144]. This comparison is performed in 

terms of the following performance matrices: 

• Average Execution Time (AET) – The period in which the MA travels across the 

network, collects the aggregated data, and reaches back to the Sink (MS). This period 

is called the Average Execution Time (AET). For the analysis of any data, this method 

of aggregation performing AET is important.  

• Energy Consumption – The amount of energy consumed while performing a specific 

operation is energy consumption.  For the analysis of energy consumption in a data 

aggregation experiment, this task is essential.  

• Travelled Distance (Itinerary Length) – It is the length of distance travelled between 

two points. Itinerary length is calculated for a specific data aggregation activity in the 

proposed MADA scheme.  

• Packet Delivery Ratio (PDR) –  It is the ratio of packets successfully received at the 

sink to the total packet sent from different nodes. The PDR has an impact on 

throughput performance. 

• End-to-End (E2E) Delay – It is the time taken by a packet to travel from source to 

destination nodes or across the network, i.e., from a bio-sensor-node to the BS or from 

the sensor node to BS. E2E is a very important factor in the analysis of the performance 

of any proposed scheme. 
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6.7.1 Average Execution Time (AET) 

In the proposed solution, AET is considered to be the time MA travels across all CHs plus 

the time in which the MA returns to the BS. Figure 6.6 shows the AET in seconds 

concerning the number of nodes for both DAP-DS [69], EFTA [74] and the proposed 

MADA scheme. 

 

Figure 6.6 Average Execution Time Vs. Number of Bio-SNs 

As shown in Figure 6.6, whenever the number of bio-sensor nodes is increased, the 

execution time also increases.  However, the DAP-DS has the highest AET as compared 

to the other two protocols because DAP-DS does not consider MA-based data aggregation 

while the proposed MADA and EFTA have almost the same results. Additionally, the 

proposed scheme MADA has quite better results. Better results are due to MA-based data 

aggregation with a fault-tolerance provision in WBAN, where each body is considered a 

separate cluster. The 2nd reason is the proposed MADA scheme CH for itinerary planning, 

which minimizes the utilization of considerable resources. 
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6.7.2 Energy Consumption  

In this experiment, to get the minimized energy consumption up to maximal level, the data 

transmission needs to be reduced by using an MA-based clustering approach.  In the 

experiment, the main radio model was used for the power consumption of bio-sensor nodes 

required for transmitting and receiving data, as discussed in the simulation framework 

chapter with a slit enhancement. The energy consumption of transmitting m-bit packets at 

a distance d may be formulated in the following formula: 

ETX (m, d) =  {
Eelect ∗ m + εamp ∗ m ∗ d

2     if d < d0

Eelect ∗ m + εamp ∗ m ∗ d
4     if d ≥ d0

   ………..……..…… (6.3) 

Similarly, the receiving of m-bits can be calculated as: 

𝐸𝑅𝑋 (𝑚) =  {𝐸𝑒𝑙𝑒𝑐𝑡 ∗ 𝑚}  ………………………………………………. (6.4) 

In equation 6.3 and 6.4, 𝐸𝑒𝑙𝑒𝑐𝑡 is the notation for radio intemperance of running the electric 

circuit during transmission or receiving a message. The value 𝜀𝑎𝑚𝑝 is used for the transmit 

amplifier to ensure the smooth operation of the radio model, and 𝑑0 is a constant value. 

The proposed MADA scheme has less energy consumption because of the reduced number 

of communications for data aggregation, as shown in Figure 6.7. 
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Figure 6.7 Energy Consumption VS Number of Bio-SNs 

 

Figure 6.7 shows the overall energy consumption of the various set of bio-SNs in WBANs 

of DAP-DS [69], EFTA [74] and the proposed MADA scheme. From the figure, it is clear 

that with the increase of bio-SNs, the amount of energy consumed increases. However, the 

proposed MADA scheme has low energy consumption as compared to the other two 

schemes. That is due to the reason that for itinerary planning this scheme only involves 

CHs. For a lower number of bio-SNs, all scheme comparatively consumed the same 

energy. However, with the increase of bio-SNs, DAP-DS [69] and EFTA [74] energy 

consumption increases. 

6.7.3 Travelled Distance (Itinerary Length)  

Itinerary length is the distance that MA travels from the sink and visit every CHs to collect 

data from them and return to the sink node. The minimum itinerary length indicates less 

resource utilization, because, mostly resource is utilized during communication in 

WBANs.  
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Figure 6.8 Itinerary Length VS Bio-sensor nodes 

In Figure 6.8, the total length covered (itinerary) by a MA during data aggregation is 

compared with DAP-DS [69] and EFTA [74] protocols. The proposed MADA scheme has 

the shortest itinerary length compared to EFTA and DAP-DS protocols. The short itinerary 

is due to the strategy that the itinerary is established between those CHs involved in data 

aggregation for a specific time interval.  The protocol DAP-DS has the longest itinerary 

length because, in this protocol, most of SNs are involved in data aggregation. EFTA 

protocol has almost the same itinerary length due to MST used in both schemes for itinerary 

planning. However, EFTA has the maximum distance of CHs from BS, due to this reason 

relatively increase the number of itinerary lengths is planned.   

6.7.4 Packet Delivery Ratio (PDR)  

In this experiment, PDR is analysed for the proposed MADA scheme, in comparison to the 

DAP-DS [69], EFTA [74] protocols. The packets delivery ratio is calculated in percentage. 
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It is the ratio of packets delivered per unit time or in a specific time interval. Which is 

formulated in the following equation: 

PDR = 〖Packet transmitted〗_t ⁄ (〖Total packet〗_R  × 100)……………………. (6.5) 

 

Figure 6.9 Packet Delivery Ratio vs Bio-sensors 

In Figure 6.9, the PDR is measured for the proposed MADA scheme compared to EFTA 

and DAP-DS protocols. From the output results, it is concluded that the proposed scheme 

has a maximized PDR. PDR constantly increases when the ratio reaches 80%; it becomes 

stable for all schemes. However, the proposed scheme outperforms the other two schemes 

as its efficient strategy itinerary planning for data aggregation in WBANs. Additionally, 

the provision of alternate itinerary planning also increases the PDR. 

6.7.5 End-to-End Delay (E2E Delay)  

In this experiment, End-to-End delay is analysed of the proposed MADA scheme. The 

output results of the proposed MADA scheme are compared to DAP-DS [69], EFTA [74] 

protocols.  E2E delay is the time to send a packet to reach from source to the destination. 

In WBAN, critical data related to the patient health-care is communicated, which is delay-
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sensitive and requires less time to be delivered to the MS. Mathematically, E2E delay can 

be calculated as given in equation 6.6: 

E2E Delay =  T. timeSP TRP⁄  ………………………………………….. (6.6) 

In equation 6.6,  𝑇. 𝑡𝑖𝑚𝑒𝑆𝑃 is the total time  needed to send data packets, while  𝑇𝑅𝑃 

represents the number of total packets received at the sink. In this experiment, E2E delay 

is calculated, as shown in Figure 6.10, the experimental setup is the same as the previous 

experiment. 

 

Figure 6.10 End-to-End Delay VS Bio-Sensor Nodes 

 In Figure 6.10, it is palpably shown that the proposed MADA scheme incurs less delay as 

compared to DAP-DS [69] and EFTA [74] protocols. The minimized E2E delay is due to 

the efficient itinerary planning and clustering approach for data aggregation in WBANs. 

On the other hand, EFTA uses the same strategy adopted by the proposed scheme. 

However, the clustering strategy of the proposed scheme is more energy-efficient. Because 

the bio-SNs are not directly involved in itinerary planning and data aggregation. DAP-DS 
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encounters maximum distance, and the distance influences the E2E delay. Therefore, DAP-

DS has comparatively increased E2E. 

6.8 Discussion 

In the previous section, we performed a detailed implementation & result analysis of the 

proposed MADA scheme and compared the output results with the other two benchmark 

schemes DAP-DS [69] and EFTA [74]. The comparisons are made using different 

matrices. Such as Average Execution Time (AET), Energy Consumption, Travelled 

Distance (Itinerary Length), Packet-Delivery-Ratio (PDR), and End-to-End Delay.  

The results presented in the previous section demonstrate that the proposed scheme has 

overall improved performance in terms of the matrices, as mentioned earlier. The proposed 

scheme is energy-efficient because it consumes less amount of energy. With the proposed 

scheme, an alternate itinerary is planned in the cause of failure in the network; thus fault-

tolerance is increased. The proposed MADA scheme has a minimum execution time, i.e., 

on a maximum of 24 bio-sensors in the network, it has less than 1300 ms. In comparison, 

DAP-DS has the maximum AET due to the poor data aggregation approach. EFTA scheme 

has comparatively improved AET. Moreover, with data gathering of 24 bio-SNs, it has less 

than 600 mJ energy consumption. Moreover, the itinerary length of the proposed MADA 

scheme on a maximum of 24 nodes is approximately 73 meters, while DAP-DS has a 

maximum 185 meter of itinerary length. The performance of PDR and E2E Delay of the 

proposed MADA scheme is better than the other schemes. On average of 1200 rounds, the 

proposed MADA scheme minimum delay is 600 seconds, while DAP-DS has 900 seconds 

at 1200 rounds. From this discussion, it is concluded that the proposed MADA has 

improved performances compared to EFTA and DAP-DS schemes. 

 

From the above experiments and discussion, it is concluded that the proposed MADA 

scheme has reduced the energy consumption by 34% in comparison to EFTA and 58% to 

DAP-DS. Furthermore, the PDR of the proposed scheme has recorded 7% and 10% 

compared to EFTA and DAP-DS schemes respectively.  
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6.9 Summary 

In this chapter, we have proposed a novel MADA scheme for data aggregation in WBANs.  

The proposed scheme ensures reliable data delivery of critical data packets in healthcare 

applications. From the simulation results, it is concluded that the proposed scheme 

outperforms the two benchmark schemes (i.e., EFTA and DAP-DS) and is proven to be an 

efficient and reliable data aggregation solution for WBANs. In the next chapter, the 

cooperative fault-tolerance communication scheme in WBANs Healthcare Applications is 

discussed. 
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CHAPTER 7 

Cooperative Communication Using Network 

Coding in WBANs Healthcare Applications 

In this chapter, the proposed cooperative communication-based fault-tolerant using a 

network coding scheme is discussed. In section 7.1, the background of the proposed 

scheme has been emphasized. Following this, the proposed cooperative communication 

scheme and their system model is demonstrated in section 7.2.1. Then the implementation 

and simulation results of the proposed scheme have been analysed by using different 

parameters 7.3. The results analysis and comparisons are discussed in section 7.4. The 

detailed discussion of the output results is outlined in section 7.4. A real-time case-study 

is presented in section 7.5. Lastly, discussion on results and the chapter summary is given 

in sections 7.6 and 7.7. 

7.1 Overview 

WBAN is mainly concerned with life-critical applications. It needs reliable and fault-free 

data delivery to the medical server. The number of nodes for WBANs applications can 

suffer the performance of communication. Although some nodes like; PDA has more 

resources as compared to bio-sensors while the MS has no limits on resources [131]. Bio-

sensors sense the biological activities in the human body and communicate them to the 

MS. Bio-sensors once deployed, their replacement is then not feasible due to the 

implantation process and mobility of a patient in WBANs. Due to mobility and the 

surrounding environment in the network body fading, channel interference occurs in 

WBANs. Besides, the fading, diffraction, and shadowing can also cause communication 

faults in the WBANs [132]. The fading and smattering of electromagnetic signals from the 



Chapter 7 Cooperative Communication Using Network Coding in WBANs 

111 

 

normal path are also caused due to the body’s surrounding environment. In the case of 

unreliable and faulty data transmitted to the MS, then medical professionals may take an 

incorrect decision, which may cause several threads to the life of the patient. [24, 133].  

Most of WBAN’s applications need relevant and accurate data during real-time treatment. 

Therefore, solutions that increase fault-tolerance in WBAN are needed. Furthermore, to 

solve the issue of channel interference and body fading effect, which mostly creates a fault 

in WBANs communication [134-136]  We have proposed a solution that uses the idea of 

cooperative communication and network coding approach. The proposed idea manages 

faults that occur in the network. It ensures the timely delivery of critical data in the network, 

due to which reliability is improved of critical data within the WBANs.  

In the current literature, several schemes have been proposed to improve reliability and 

fault-tolerance in WBANs.  Multifarious techniques are found, mostly routine-based, 

clustering-based, QoS-based, and cooperative-sensing-based approaches that come under 

the ambit of the mentioned techniques [137, 138]. In constrained WBAN, bio-sensors are 

associated with a single body that is grouped into a cluster. Further, in the same domain, 

using cooperation among nodes is an effective tool to achieve fault-tolerance and reliability 

inside the network [134, 139, 140]. Apart from this, another useful approach is 

collaboration in WBANs, which is known as Collaborative-WBANs, where data is 

assembled and analysed from multiple WBAN. Collaborative-WBANs provide a platform 

for data exchange and cooperation among multiple WBANs [141]. In this platform, 

Multiple Bodies and Multi-Base Station (MB-MBS) architecture is adopted. Where many 

WBANs communicate with many associated BS. Moreover, in the cooperative 

communication approach, the extra communicated data transmission is minimized 

significantly. Due to which, enhanced throughput and low latency are achieved. So, the 

energy-efficiency of the underlying network is enhanced significantly [9, 26, 142-144].  

In this chapter, the cooperative network coding approach for data communication has been 

used to improve the reliability and fault-tolerance of WBANs. In the subsequent section, 
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the detail of the proposed scheme is cascaded. The proposed scheme is implanted in 

MATLAB, and the detailed result evaluation is performed.  

7.2 The Proposed Fault-Tolerant Cooperative Communication Scheme 

The reliability of critical data in most of the applications of WBANs is very important to 

ensure, which requires additional cost in resource constrain WBANs. In previous research 

work, most of the authors have used relay nodes for efficient data communications [145]. 

But the use of a relay node applies additional cost to this architecture of critical information. 

Communication channels are ensured in such a way that all biosensors are co-operating 

their information for communication and processing in WBANs.  Cooperative 

communication provides trust, minimizes fault and bit error in the transmission of WBANs 

because of body fading and channel interference.  

The basic energy cost function used for the proposed scheme is based on sending and 

receiving the packets. Therefore, a standard model is adopted for the proposed scheme in 

equation 7.1 in the proposed system [146, 147]. The given energy model is famous and 

widely used for energy consumption during the sending and transmitting of k-bits data, as 

shown below:  

 

et = l (Eelect + εfsd
2)          (d < d0)

et = l (Eelect + εampd
4)       (d ≥ d0)

er = l (Eelect)                                         

                                                             (7.1) 

Where 𝑒𝑡 and 𝑒𝑟 denote the energy cost of transmitting and receiving k-bits respectfully. 

𝐸𝑒𝑙𝑒𝑐𝑡 is the cost function for selecting the path, and d is the estimated distance from the 

source S to the destination D. 

 In this equation, if the reliability factor (ρ) and the maximum energy cost of a node is 𝐸𝑚𝑎𝑥 

is supposed. Then, the network reliability ratio (ρ) 𝒓 of a bio-sensor is defined as a statistical 

ratio of bio-sensors in WBAN that successfully sends the generated vital sign to the 

medical server.  Furthermore, End-to-End (E2E) delay (𝜏𝑖) is reduced, which is referred to 

as the minimum time while sending a packet successfully to the medical server.  
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Hence, the statistical formula for reliability and fault-tolerance is given as, 

{
 

 
𝐸𝒎𝒂𝒙 = 𝐸𝒊𝒕 + 𝐸𝒊𝒓

𝜑 = ∑ 𝜗(𝑖)
𝑛

𝑖=0
 ∕ 𝑁

     𝜏𝑖 = min(∑  𝑚
𝑗=1 𝜏𝑖𝑗)  

                                       

                                                                        (7.2) 

In the Equation. (7.2) stated above, 𝐸𝑖𝑡 𝑎𝑛𝑑 𝐸𝑖𝑟  represents the energy cost of sensing and 

transmitting packets for a bio-sensor and 𝐸𝒎𝒂𝒙 is the total energy consumption of a node 

𝜗(𝑖) and   𝜏𝑖 is the maximum time for the generation of m packets. During the data 

gathering and communication process,  if 𝜗(𝑖) = 1, then it means that a node has 

successfully transmitted the sensed data to the MS otherwise 𝜗(𝑖) = 0. Therefore, the main 

aim of the proposed approach is to minimize energy costs and to increase reliability and 

fault-tolerance in WBAN. The proposed cooperative communication model reduces 

extensive communication and creates a reliable communication channel to minimize BER, 

which further increases the reliability and fault tolerance in WBAN.  

The proposed idea ensured reliable communication among devices that were involved in 

this kind of network. Thus, increased throughput decreased network delay and had 

minimized the packet drop ratio. Due to patient mobility, communication between different 

devices and propagation paths may be affected by body fading because energy is absorbed, 

reflected, diffraction and body shadowing. Moreover, body movement and scattering of 

electromagnetic signals from the normal path cause due to the body fading and his 

surrounding environment. 
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Figure 7.1 Cooperative Communication Model 

The bio-sensors and gateway are in cooperation to minimize the channel impairment and 

fading effect. Furthermore, bio-sensors are being in cooperation with each other in WBANs 

medical or some other critical environment in WBAN, as shown in Figure 7.1. 

7.2.1 The Cooperative Communication Model 

In this section, the communication model of the proposed energy-efficient and fault-

tolerant cooperative communication approach is explained in detail. As shown in Figure 

7.1, a generic WBAN is installed involving a human-body, bio-sensors, a gateway node, 

and on the far end, a BS for healthcare application. It is considered that the communication 

channels among bio-sensors and the channel between bio-sensors and the gateway node 

are independent. Furthermore, due to the cooperative approach, the channel among bio-

sensors is reliable because all bio-sensors are associated with a unique WBAN.  Data 

coming from each bio-sensors can be decoded by receiving bio-sensors correctly as well 

as a gateway. In the proposed scheme, five bio-sensors nodes are deployed on the human 

body along with a gateway in a two-dimension area. For channel impairment of body, 

fading effect minimization of bio-sensors and gateway are in cooperation with each other. 

It means that bio-sensors share their initial information. Thus, they establish trust and avoid 
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unwanted communication in WBANs [130]. Therefore, all biosensors involve 

communication in WBANs by sharing their initial identity information. Whenever critical 

data is communicated in a trusted cooperative environment, channel impairment, such as; 

noise and some other faults will be avoided due to which BER is significantly decreased.  

It is considered that the channel between biosensors are reliable so that the data from each 

biosensor can decode the data from all the other biosensors correctly. The vital signs are 

aggregated from bio-sensors and communicated via the gateway to the MS. In the proposed 

Model, single-hop communication is adopted for bio-sensors associated with single 

WBAN. The fault usually occurs during data communication among bio-sensor nodes in 

WBANs. In all single-hop communication, the reliability factor (ρ) is constant. Moreover, 

it is considered that the time required for single-hop communication is one unit [83]. For 

example, for Sepsis monitoring, the heart rate and temperature-related data are more 

critical than the other kind of sensed data for the diagnosis of Sepsis disease. 

For encoding/decoding from (S) source nodes to the destination (D) node, a simple XOR 

operation is used. Furthermore, relay nodes (R) have been used for two-hop 

communication, as shown in Figure 7.2. The proposed model used Time Division Multiple 

Access (TDMA) mechanism. Moreover, in the proposed model, two priorities classes are 

defined based on the priorities defined in the WBAN IEEE 802.15.6 standard, as shown in 

Table 7.1. In the evaluation of this study, a class-0 is used for non-critical sensors and class-

1 for critical sensors. 
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Table 7.1 Contention Window for Different Traffic 

 

 

Figure 7.2 Source to Destination Data Transmission – Cooperative 

Communication Scenario 

The distance from the source S to the destination D is denoted as Ps–Pd, the distance from 

the source S to the intermediate node R is denoted as S – R and distance from the 

intermediate node R to destination D node are denoted as R – D respectfully as seen in 

Figure 7.2. 

The cooperative network coding approach establishes cooperation among all bio-sensors 

that involves communication in WBAN. Therefore, when needed, this process is repeated. 

Besides, whenever a new node joins the network or if a node leaves the network due to 

failure, the same process is repeated. The tabular representation of cooperative network 
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coding and sharing of vital information are shown in Table 7.2, where Tx and Rx represent 

the transmitted and received physiological value, respectively. At the same time, T 

represents the time slot (interval) for a specific activity. In time slot T1, sensor A transmits, 

and all other sensors, including the gateway, receive. Similarly, in T2, sensor B transmits, 

and all others receive. Furthermore, it is considered that all the bio-sensors in WBAN, have 

power PA, PB, PC, PD, and PE, respectively. So, the fading co-efficient among bio-sensor 

nodes and between bio-sensor nodes and the gateway is modelled by using the Rician 

Fading Model [103]. Similarly, the noise level is also calculated by using zero-mean 

Additive-White-Gaussian Noise (AWGN) [148]. Furthermore, binary phase-shift keying 

(BPSK) is considered, where x= -1 or x= +1. 

In the proposed approach, a Signal-to-Noise Ratio (SNR) is calculated by using the formula 

shown in Eq. (7.3):  

𝐸𝑏

𝑁0
 = 
𝑃𝑐𝑜𝑜𝑝

2𝜎𝑛
2                                                                               (7.3) 

In above Eq. (7.3), 𝐸𝑏 is the energy, 𝑁0 is noise constant, 𝑃𝑐𝑜𝑜𝑝  is the cooperative value, n 

is the number of nodes, and 𝜎 is co-efficient of noise. Additionally, at the 1st level of 

cooperative communication, each bio-sensor sends a common cooperative value to others 

bio-sensor and GW, i.e. 𝑧𝐴, 𝑧𝐵, 𝑧𝐶, 𝑧𝐷, 𝑧𝐸, 𝑧𝐺𝑊 with cooperative values, as shown in Table 

7.2.  

Table 7.2 Cooperative Value Generation 

 T1 T2 T3 T4 T5 T6 

Bio-sensor A Tx (ZA) Rx (ZB) Rx (ZC) Rx (ZD) Rx (ZE) Rx (ZGW) 

Bio-sensor B Rx (ZA) Tx (ZB) Rx (ZC) Rx (ZD) Rx (ZE) Rx (ZGW) 

Bio-sensor C Rx (ZA) Rx (ZB) Tx (ZC) Rx (ZD) Rx (ZE) Rx (ZGW) 

Bio-sensor D Rx (ZA) Rx (ZB) Rx (ZC) Tx (ZD) Rx (ZE) Rx (ZGW) 

Bio-sensor E Rx (ZA) Rx (ZB) Rx (ZC) Rx (ZD) Tx (ZE) Rx (ZGW) 

Gateway GW Rx (ZA) Rx (ZB) Rx (ZC) Rx (ZD) Rx (ZD) Tx (ZGW) 
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And at the 2nd level, each bio-sensor sends common cooperative data to BS through GW, 

i.e. 𝑧𝐴⊕𝑧𝐵, 𝑧𝐴⊕𝑧𝐶, 𝑧𝐴⊕𝑧𝐷, 𝑧𝐴⊕𝑧𝐸, 𝑧𝐵⊕𝑧𝐶, 𝑧𝐵⊕𝑧𝐷, 𝑧𝐵⊕𝑧𝐸, 𝑧𝐶⊕𝑧𝐷, 𝑧𝐶⊕𝑧𝐸 and 

𝑧𝐷⊕𝑧𝐸 so on up to the maximum bio-sensor level, as shown in Table 7.3. Using the 

cooperative approach, it is compared to how the correlation between the Rx receiving 

antennas of bio-sensors affects the correlation of their immediate node powers. It is noted 

that correlation may be positive or negative, but the positive correlation is most likely to 

occur. The reason being that bio-sensors are in cooperative mode, and they rely on the data 

of each other. Furthermore, this received data is being tabulated and analyzed at BS; 

tabulation is performed in the following manner, as shown in Eq. (7.3). In Eq. (7.4) 𝑦𝐴𝑑, 

𝑦𝐵𝑑 up to 𝑦𝐸𝑑 are the signals received at the BS from all five bio-sensors by using a 

cooperative communication approach. Similarly ℎ𝐴𝑑 , ℎ𝐵𝑑 up to ℎ𝐸𝑑 is the channel between 

bio-sensors A, B, C, D, E, and GW respectfully, while 𝑧𝐴⊕𝑧𝐵⊕ 𝑧𝐶⊕𝑧𝐷 ⊕𝑧𝐸 

represens signal received during the cooperative phase of WBAN communication. Finally 

𝑛𝐴𝐺𝑊, 𝑛𝐵𝐺𝑊 up to 𝑛𝐸𝐺𝑊 denote the cooperative coding value of the GW signal. Moreover, 

it is assumed that all five bio-sensors are reliable because they are associated with a single 

WBAN. In the proposed network, the same rules for cooperative communication among 

different nodes of WBAN have been used. For decoding of the received signals, i.e., 

𝑧𝐴 , 𝑧𝐵 , 𝑧𝐶  , 𝑧𝐷 , 𝑧𝐸 Long-Likelihood Ratio (LLR) technique is used. LLR is a well-known 

soft-decision decoding method, the formula for decoding of received signals at the BS for 

fading channel is given as, 
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Table 7.3 Bio-Sensor A,  B, C,  D,  E,  and Gateway ‘GW’ Cooperative network 

coding values 

 

[
 
 
 
 
𝑦𝐴𝑑
𝑦𝐵𝑑
𝑦𝐶𝑑
𝑦𝐷𝑑
𝑦𝐸𝑑]
 
 
 
 

 = 

[
 
 
 
 
ℎ𝐴𝑑 0        0       0 0
𝑦𝐵𝑑 ℎ𝐵𝑑     0      0  0
𝑦𝐶𝑑 0      ℎ𝐶𝑑   0        0
ℎ𝐷𝑑   0    0      ℎ𝐷𝑑    0
𝑦𝐸𝑑   0       0         0 ℎ𝐸𝑑]

 
 
 
 

 

[
 
 
 
 

𝑧𝐴
𝑧𝐵
𝑧𝐶
𝑧𝐷

𝑧𝐴⊕ 𝑧𝐵⊕ 𝑧𝐶⊕ 𝑧𝐷 ⊕ 𝑧𝐸]
 
 
 
 

+ 

[
 
 
 
 
𝑛𝐴𝐺𝑊
𝑛𝐵𝐺𝑊
𝑛𝐶𝐺𝑊

 

𝑛𝐷𝐺𝑊
𝑛𝐸𝐺𝑊 ]

 
 
 
 

          (7.4) 

𝐿(𝑧𝑆𝑖) =  ln
𝑝 (𝑦𝑑1|𝑧𝑆𝑖= +1,ℎ𝑆𝑖.𝐵𝑆)

𝑝 (𝑦𝑑1|𝑧𝑆𝑖= −1,ℎ𝑆𝑖.𝐵𝑆)
                                                                                    (7.5) 
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In Eq. (7.5), zSi is the physiological signal from any bio-sensor, ℎ𝑆𝑖.𝐵𝑆 is the fading channel 

from a Si to BS, and yd1 is the received signal at the BS. On putting the computed value of 

𝑝 (𝑦𝑑1|𝑧𝑆𝑖 = +1, ℎ𝑆𝑖.𝐵𝑆) and 𝑝 (𝑦𝑑1|𝑧𝑆𝑖 = −1, ℎ𝑆𝑖.𝐵𝑆) in eq (7.5), following calculated 

value is attained.  

𝐿(𝑧𝑆𝑖) =  
2 𝑦𝑑1 ℎ𝑆𝑖.𝐵𝑆

𝜎2
                                                                                            (7.6) 

Using equation (7.6), LLR can be calculated for signals received at the BS by cooperative 

network coding.  

7.2.2 Pseudo-Code and Flowchart of the proposed Model 

In this section, an algorithmic representation of the proposed cooperative communication 

model is presented. Also, the flowchart of the whole process in a WBAN scenario showed. 

The algorithm is given in Table 7.4, which represents the whole process of the proposed 

model. Then the flowchart is given in Figure 7.3, which illustrates how the proposed 

scheme performs bio-sensor cooperation using the network coding approach. The bio-

sensors cooperation generated value is sent to the medical server for further analysis. The 

medical server may also reply with the necessary feedback based on the value saved in the 

medical database. Any change(s) in the network, if detected, is also updated based on the 

checking and comparing the newly received value and the values saved previously in the 

medical database. 
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Table 7.4 Cooperative Communication and Network Coding Model 

The Proposed algorithm 

1. START      

2. Requirement: P, ℎ𝐴𝐷, 𝑆𝑋 𝐶𝑜𝑜𝑝 , 𝑦𝑑1, SGW 

3.  for each session T do 

4. If Bio-sensor A, B, C, D, E generate → 𝑆𝐴,, 𝑆𝐵, 𝑆𝐶 , 𝑆𝐷, 𝑆𝐸,  then 

5. Broadcast 𝑆𝐴,, 𝑆𝐵, 𝑆𝐶 , 𝑆𝐷, 𝑆𝐸, → A, B, C, D, E & GW 

else, 

6. Bio-sensor A transmit → 𝑆𝐴 𝐶𝑜𝑜𝑝 = SA ⊕ SB ⊕ SC ⊕ SD ⊕ SE    

              Repeat for B, C, D, E    

7. B, C, D, E receives  → SA ⊕ SB ⊕ SC ⊕ SD ⊕ SD     

8. Gateway GW received  → 𝑆𝐴 𝐶𝑜𝑜𝑝 ⊕ SGW        

              Repeat for B, C, D, E 

 end if 

9.  Calculate     𝐿(𝑧𝑆𝑖) 

10.  Gateway GW update their table 

11.  𝑆𝐺𝑊 𝐶𝑜𝑜𝑝 → 𝑆𝐴 𝐶𝑜𝑜𝑝 𝑆𝐵 𝐶𝑜𝑜𝑝 𝑆𝐶 𝐶𝑜𝑜𝑝 𝑆𝐷 𝐶𝑜𝑜𝑝 𝑆𝐸 𝐶𝑜𝑜𝑝  

 end for 

      12.  END 

The algorithm demonstrates in Table 7.4 the detailed steps of the proposed model. The 

variables used are power P, ℎ𝑆𝑖.𝐵𝑆, 𝑆𝑋 𝐶𝑜𝑜𝑝 , 𝑦𝑑1 , 𝑧𝑆𝑖. The signal of bio-sensors and, for 

cooperation among bio-sensors nodes and fading calculation. 
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Figure 7.3 Flowchart of the Proposed Scheme 

Using cooperative network coding, the packet transmission ratio is minimized 

significantly, which ultimately reduces the BER ratio. Due to reduced traffic, critical data 

has less chance to face errors in transmission. Furthermore, owing to reduced 

communication of bio-sensors, body fading effects are also reduced, which results in the 

increase of the fault-tolerance in WBAN. 
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7.3 Implementation and Simulation Setup 

The performance of the proposed cooperative communication model using a MATLAB 

simulator is analysed. For performance evaluation, the simulation-based experimentation 

is conducted using different matrices. Simulation is performed according to [149], and 

matrices are discussed in Table 7.5, which is based on the scenario given in Figure 7.4. 

 

Figure 7.4 Simulation Topology 

Table 7.5 Simulation Parameters 

 Parameters Value 

Network area 1 m × 2 m 

Initial Residual Energy 5 J 

Sensors/Devices 6 (5 Bio-Sensor, 1 GW) 

Transmitting Energy E TX  16.7nJ/bit 

Receiving Energy E RX  36.1nJ/bit 

Data Aggregation Energy (EDA) 5nJ/ bit 

Packet size (b) 512 bytes 

Agent trace On 

Simulation time 50 sec 
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7.3.1 Simulation Settings 

For implementation and simulation, a network area of 1 m × 2 m is considered, where 

various WBANs can exist. In the experimental setup, the IEEE 802.15.6 wireless standard 

is used, which provides low power and short-range within the surrounding area of the 

human body. Five bio-sensors are used for cooperative communication with a gateway. 

For data forwarding, star topology is used between bio-sensors and GW node, as shown in 

Figure 7.4.  

The initial residual energy of each WBAN is considered as 5 Joules, and the sensing range 

of the bio-sensor is considered between 0.5→1.5 meters. The packet transmission rate of 

bio-sensors is considered as four packets/second, and each packet has a size of 512 bytes.  

Erem = Etotal- (Et + Er + El)                                                           (7.7) 

In Eq. (5.6) 𝐸𝑡𝑜𝑡𝑎𝑙 is the total initial energy, Et, and Er represent the energy consumption in 

transmission and reception of data, respectively. At the same time, El is the amount of 

energy drain during the failures or interference conditions. 

Moreover, to emulate the realistic environment, generally, two types of radio transceivers 

are frequently used and integrated with the IEEE 802.15.6 standard, i.e., Nordic 

(nRF2401A) and Chipcon (CC2420). We preferred to use Nordic nRF2401A transceiver 

as it is a low power transceiver and better than Chipcon CC2420. Table 7.5 shows the 

parameters mentioned as above used in the simulation of this study [102]. For mobility 

support, the group-based mobility approach is taken into consideration, which means that 

each WBAN is reckoned a group or cluster.  

7.4 Performance Evaluation 

The same simulation framework is employed, as discussed in CHAPTER 4 in detail. 

Various experiments have been performed, and the analysis of the results is exploited by 

using different performance matrices. The most relevant performance matrices used in the 

study are power gain, energy-saving BER, packet transmission ratio, and average delay. 
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All the experiments are undertaken in the domain of cooperative communication approach 

among bio-sensors. The 1st experiment is performed on power gain using different k-factor 

values, as shown in Figure 7.5. 

7.4.1 BER with Cooperative Communication  

In the first experiment, we simulated the cooperative communication aspect of the 

proposed approach. Figure 7.5 shows the result of five bio-sensors cooperation in WBAN 

using a Rician fading channel. In the given simulation, various Rician k-factors were 

considered i.e. k = 0 dB, k = 6 dB, k = 12 dB, k = 18 dB for WBAN system. K is the ratio 

of the power of direct path concerning the power of other scattered paths in Line of Sight 

(LOS) communication. With the increase in k-factor, some aspects of LOS also increase, 

which reduces the probability of fading in WBAN. Resultantly, a significant improvement 

is achieved in reducing the BER due to the cooperative network coding.   

 

Figure 7.5 Performance analysis of Bio-Sensors Cooperation 
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Figure 7.5 clearly shows that whenever the k-factor is increased, the LOS signal is 

increased; consequently, the fading effect is reduced significantly. For instance, with k =18 

dB, the LOS is the most original path, as shown while fading is condensed significantly. 

Hence, the BER performance improves when the k-factor increases.  Furthermore, the 

performance of BER is improved due to which reliability is increased. For WBAN 

communication, minimal acceptable targeted BER is 10-1, but in general non-coding, the 

value of BER is 10-3.  

7.4.2 Power Gain with Cooperative Nodes  

Power Gain (PG) is the ratio of output power to input power in networking. Energy-

efficiency plays an important role and is the key requirement in WBAN. By using 

cooperative communication, high power gain is achieved in WBAN. Increasing the number 

of bio-sensors affects the gain in the received power. In the proposed approach, an average 

power gain due to bio-sensor cooperation is achieved, as shown in Figure 7.6: 

 

Figure 7.6 Power Gain for the Number of Cooperative Nodes in the Presence 

of Fading and Channel Noise 



Chapter 7 Cooperative Communication Using Network Coding in WBANs 

127 

 

In Figure 7.6, different phase errors (e.g., 0.1, 0.2, 0.3, and 0.4) are considered here due to 

replication and body fading effect. From the results shown in the Figure 7.6, it can be seen 

that with the increase in the number of cooperative bio-sensors, the power gain of the 

network grows. This prolongs the lifetime of the bio-sensor nodes, ultimately increases the 

network lifetime notably. Thus, using a cooperative network coding approach, the power 

backup is extended significantly. As can be seen in the figure above by using a maximum 

of five bio-sensors and seven watts if the phase error is less. 

7.4.3 Energy Gain with Sensor Cooperation and Non-Cooperation  

In this experiment, the comparison of cooperative and non-cooperative bio-sensor 

communication is demonstrated for BER. The graph shown in Figure 7.7 illustrates that in 

the cooperative approach, 2-4 bio-sensors and 5-10 are compared with the non-cooperative 

network coding approach. In this experiment, when the number of bio-sensors is increased, 

more generalized results are achieved. That is more acceptable and having more worth. 

Whenever the number of cooperation of bio-sensor increases, the packet drop ratio 

automatically decreases; consequently, it decreases BER. Therefore, the ratio of re-

transmission will also decrease, which minimizes the energy consumption of the resource-

constrained WBANs. Using this approach, a single bio-sensor node lifetime will be 

increased; hence the overall network lifetime will be maximized. The number of 

transmission paths and cooperative nodes produces an effect similar to the spatial diversity, 

which leads to a significant gain in BER. The BER has an inverse relation with SNR. Thus, 

in the presence of body fading and interference, the maximum power gain is achieved by 

using a cooperative approach. 
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Figure 7.7 BER in the Presence of Bio-Sensor Cooperation and Non-

Cooperation and Total Transmission Energy Eb/No, dB 

7.4.4 Packet Transmission Ratio (PTR) VS Cooperative and Non-Cooperative Bio-

Sensors  

In the above experiment, the comparison of successfully transmitted packets of the non-

cooperative and cooperative bio-sensors in terms of distance from the S-D link is presented. 

The graph shown in Figure 7.8 demonstrates that for a “break-even” distance, the 

successful packet transmission ratio is almost the same in all cases of cooperative and non-

cooperative approaches. Whereas, with the increase in the distances from (S-D), i.e., 7 to 

10 meters, the packet transmission ratio of cooperative network coding is much better than 

that of the non-cooperative approach. Break-even distance is directly related to the number 

of bio-sensor nodes. It is further investigated that the “AT86RF212” has a greater “break-
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even” distance compared to “CC2420”, but “AT86RF212” is energy-efficient than 

“CC2420”. 

 

Figure 7.8 Comparison of Successful packet transmission probability VS 

Cooperative and Non-Cooperative nodes 

Break-even distance has a high impact on the PTR. Suppose it presumed that the number 

of bio-sensors in cooperative communication is increased so the break-even distance will 

also increase. In cooperative communication, if the distance between bio-sensor nodes and 

BS is increased from the break-even distance, the process will be useful. 

7.4.5 Energy-Efficiency  

Figure 7.9 shows the energy efficiency of the different number of transmitted nodes in 

cooperation and without the cooperation and break-even distance. With the increase in 

break-even distance, the number of nodes involved in the packet transmission also 

increases. Therefore, if more bio-sensor nodes are involved in the network, it will consume 

more energy; however, using bio-sensor cooperation will reduce energy consumption 
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significantly. The break-even distances are calculated by employing different phase error 

intervals which have been considered for this experiment. The stable position will get at a 

certain distance on a certain point. At a certain stable point, increase in energy-saving is 

achieved with an increase in distances. This point is of achieved stable energy saving, as 

shown in the Figure 7.9. At eight meters’ energy saving of 90% is achieved by using bio-

sensor cooperation. This stable position is to continue for the maximum level of possible 

distance. 

 

Figure 7.9 Energy-Efficiency for the Various number of Cooperative Nodes 

and “Break-even Distance.” 

7.4.6 Average E2E Delay  

In this experiment, the average E2E delay incurred by cooperative communication for 

various combinations of cooperative nodes is analysed, as seen in Figure 7.10. The average 

E2E delay is the time from the creation of a packet up to the time gateway nodes receive 
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it.  At this moment, we considered a different combination of bio-sensor nodes for 

calculating average E2E delay. 

 

Figure 7.10 Average of Cooperative VS Non-Cooperative Strategies 

In Figure 7.10, it is viable that with the increase in the number of cooperative bio-sensors, 

the average delay decreases. Mostly, non-cooperative nodes create an extra delay when the 

communication path is not free. Besides, by increasing the packet time interval, the average 

delay increases. While using a cooperative approach, if the number of cooperative nodes 

is increased, the average E2E delay increases uniformly. For cooperative bio-sensors 6-10 

nodes, the average delay increase is very low as compared to the small number of bio-

sensor cooperation. Ultimately, the reliability and service delivery ratio increase by using 

a cooperative network coding approach. Traditional non-cooperation communication has 

increased E2E delay due to high packets transmission within the network. 
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7.5 Case-Study of the Proposed Cooperative Communication Model 

Case-Study in research being used in any domain is often viewed “a useful technique for the 

pilot, experimental stage of any research that is more necessary for the relevant research 

experiment.” The case study can be technically more effective in the field of computer science 

than other areas of knowledge [150]. Therefore, in this research work, a case study is developed 

to examine the WBAN scenario for the proposed solutions.  

In the preceding chapter, the cooperative communication system model and cooperative 

network coding process were discussed in detail. The performance analysis of the proposed 

approach using simulation technique was also delineated. In WBAN’s monitoring 

applications, reliability and fault-tolerance of the network systems are challenging issue 

ascribed to the channel interference and body fading. In this section, a case study based on 

the proposed cooperative communication system model is recounted in detail.    

In this case study, the researcher has designed a platform for sepsis monitoring, which 

identifies tracking indicators by using cooperative communication to reduce hospital re-

admissions and mortality rates. According to the health-care survey, the US spends $ 17.8 

per year on hospital re-admissions, in which the leading cause is sepsis [151]. About 3 

million new-born children suffer from sepsis each year. Sepsis is a leading cause of death 

in the Intensive Care Unit (ICU). It is also one of the main sponsors to hospital re-admission 

rates; sepsis poses a significant health-care problem in many countries.  

7.5.1 Sepsis Monitoring: A Case Study 

Sepsis is a specific condition caused due to bacterial infection in the blood, which is called 

septicaemia. Septicaemia is found to be the leading cause of sepsis. The most current 

definition of sepsis is a “life-threatening condition caused due to host response to an 

infection” [152]. A body usually releases certain chemicals in the bloodstream to fight with 

an infection. Sepsis occurs whenever the body's response to these chemicals is out of 

balance. The severe cause of sepsis is septic shock, which needs emergency-based 

treatment. 
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Similarly, the lack of knowledge and improper training may further endorse the importance 

of sepsis monitoring at home. Therefore, a suitable communication-based reliable, and 

fault-tolerant solution is a significant contribution to address this issue. Some of the 

common indicators of sepsis include infection, elevated breathing and heart rate, fever, and 

high blood pressure. This disease is currently treated in hospital because outside the 

hospital; there is no useful source to monitor the sepsis indicators. For this purpose, the 

proposed WBAN-based scenario for sepsis identification and diagnosing is talked over. In 

this scenario, five bio-sensors are fitted on the patient body, which sensed and monitored 

the five basic indicators that cause sepsis. The detailed scenario is given in Figure 7.11, 

where the five basic indicators are sensed and measured. And using cooperative 

communication, the patient is diagnosed in real-time to ensure reliability.   The main aim 

of this study is to investigate the proposed model based on WBAN technology for sepsis 

monitoring at homes and hospitals with emerging healthcare-related issues. This case study 

presents a platform for the monitoring of sepsis risk indicators to decrease readmission 

rates by using WBAN. The proposed platform incorporates the standard off-the-shelf 

wireless technology to monitor changes in the vital patient sign and generate an early 

warning about the signs of sepsis. 

Impacts of post-sepsis conditions people who have suffered from a more severe case of 

sepsis are at a higher risk for long-term physical problems. 50% of people who survive 

from sepsis have several long-term effects of sepsis as categorized in Figure 7.11.  
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Figure 7.11 Impact of Post-Sepsis on Patient Health Wellbeing 

There are mainly two steps to prevent sepsis: 

1. Preventing microbial transmission and infection 

2. They are preventing the evolution of infection to sepsis condition. 

The first preventive measure involves using effective hygiene practices. The preventive 

practices in both community and health-care facilities mainly rely on having appropriate 

antibiotic treatment of infection, quick availability of medical care, and early detection of 

sepsis signs and symptoms. The proposed fault-tolerance based cooperative 

communication approach can be demonstrated to see its effectiveness in sepsis monitoring 

and prevention.  

7.5.2  The Proposed Scenario 

The suggested case-study can be a model considering all modules involved in the whole 

process of health-care treatment. Five bio-sensor nodes, i.e. (S1, S2, S3, S4, and S5) and a 

gateway, as shown in Figure 7.12, are considered. All the bio-sensors are on-body bio-

sensors. The links between bio-sensor nodes and the gateway are considered reliable at the 

beginning. The route is constructed based on the provided matrix. The data received at the 

MS are then structured for further necessary medical treatment. In the proposed case-study, 

sepsis disease and all its basic causes are considered. In this situation, five basic parameters 

of sepsis disease are taken into account, namely; blood pressure, temperature, heart rate, 
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infection, and respiratory rate, as shown in Table 7.6. The critical condition is based on 

whenever the status of two basic parameters exceed the threshold values, i.e., whenever 

temperature, blood pressure, or respiratory rate are exceeded from the normal 

measurement.  That is a special condition that indicates an emergency.  

Table 7.6 Sepsis Disease Causes 

Vital Signs       Diseases (Sepsis) 

Heart Rate 
− May cause sepsis 

Blood Pressure 

Temperature  

− The main cause of Sepsis disease 
Respiratory rate 

Infection 

For this case-study, an application scenario that is also developed can be used throughout 

this case study.  In the given scenario, an emergency environment is examined where a 

patient with attached bio-sensors and ambulance are connected with the emergency ward 

in the hospital, as shown in Figure 7.12. The patient of sepsis is considered critical if the 

following conditions happen at the same time. 

1) Temperature > 38.2 °C or < 36.2 °C  

2) Pulse > 90 c/min &  

3) Respiratory rate > 20 c/min.  

Consequently, this indicates the possible critical level of sepsis patients.  At a normal level, 

a patient needs routine care, while at a critical level of sepsis, patients need immediate 

treatment [47, 153]. The proposed scenario is tested in a real-world testbed environment 

where the statistics of different vital sign parameters are tested. 

In the case of an emergency patient with sepsis disease, five vital signals are sensed by bio-

sensors attached to a body, which can easily indicate the health-care status of the patient 

suffering from sepsis. Proper knowledge and accurate measurement of the diagnosis 
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process are necessary to save the emergency patient's life. The use of the WBAN-based 

cooperative communication network coding approach leads to efficient and reliable 

treatment of the patient. 

Moreover, the use of WBAN-based technology avoids tangling wires in the emergency 

department at the hospital or maybe at home. The vital signs can be sent quickly to the 

health-care unit by using WBAN technology, which provides an opportunity for the 

doctor(s) to analyse and diagnose the status of the patient at the early stage and prepare the 

treatment in advance. Meanwhile, the doctor can send feedback to the emergency. In such 

cases, an ambulance is sent, and the first aid suggestions for the patient are suggested. 

Hence, the health-care user can take essential steps to assist the emergency patient. The 

detailed process is shown in Figure 7.12.  

 

Figure 7.12 WBAN-Based Vital Signs Monitoring for Sepsis Disease 
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Sepsis has a profound impact on the life of an individual. According to the World Health 

Organization (WHO), the epidemiological burden of sepsis is difficult to determine 

globally; however, it is estimated that it affects more than 30 million people worldwide 

every year, potentially leading to six million deaths. Developing a standard technique for 

this disease can lead to the quality lives of an individual. To diagnose sepsis patients using 

WBAN cooperative communication, one needs to track or sense many effects through bio-

sensors. This WBAN solution gives an efficient solution to diagnose the patient suffering 

from sepsis. The important aspect of this case study is to identify the new areas of 

application of the proposed research. 

7.6 Discussion 

In the above section, the detailed performance evaluation is performed by using various 

matrices. Some of the notable performance matrices are (i.e., power gain, energy gain, 

average packet transmission ratio, and BER). From the resultant evaluation, it has been 

concluded that the proposed solution increases reliability ratio and PDR and power gain. 

The BER is minimized significantly due to cooperative strategy. In the first experiment, 

the researcher evaluated the BER by considering various Rician k-factors values for the 

WBAN system. It is evident from the results that a significant improvement is achieved in 

reducing the BER due to the cooperative network coding approach. 

Similarly, with the increase of bio-sensor nodes, a significant power gain is achieved, while 

with the increase of bio-sensor cooperation, the packet transmission ratio also increases. 

Adding to this, by increasing bio-sensor cooperation, the energy-efficiency increases 

significantly so as the overall network lifetime. With the maximum number of 6-10 bio-

sensor nodes cooperation, the energy-efficiency and average packet transmission ratio is 

recorded more than 90% as shown in the graph. The average delay, using 6-10 bio-sensors 

is less than 40 ms. Finally, a case study for the proposed model is developed by using sepsis 

disease where the more real-time scenario of the proposed model is given. 
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7.7  Summary  

In this chapter, we developed an energy-efficient and cooperative fault-tolerant scheme for 

WBAN. The proposed scheme achieves fault-tolerance in resource-constraint WBANs by 

using cooperative communication and a network coding approach. Due to the sensitive 

nature of WBAN and application's domain in health and emergency-related services, 

reliability and fault-tolerance of WBANs are of utmost importance. Thus, BER and average 

delay can be minimized while throughput and reliability can be maximized.  

Furthermore, the bio-sensor nodes are static in the proposed scheme on the human body. 

If the bio-sensor nodes do not cooperate, then huge traffic is encountered, and BER 

increases that degrade the reliability inside the network. To addressed the mentioned issue, 

the new fault-tolerant and reliability enhancement scheme is proposed to achieve fault-

tolerance and reliability in the resource constrain WBAN. The performance evaluation 

based on simulation results illustrates that the new cooperative fault-tolerance scheme 

manages fault which occurs inside the network and achieves increased reliability. Also, the 

significant fault-tolerance, the power gain is achieved, and the lifetime of the network is 

maximized.  
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CHAPTER 8 

Conclusion and Future Work 

This chapter gives a detailed conclusive explanation about the overall themes of the thesis 

explicitly. In the first section, an overview of the research objectives that have been 

achieved during the endeavour of the study are emphasized in section 8.1. In addition, the 

complete summary of the research contributions of the proposed research work is 

illustrated in section 8.2. Finally, new vistas for the future work and the concluding remarks 

are given at the end of this thesis in section 8.3. 

8.1 Thesis Summary  

Reliability and fault tolerance is the major concern for many applications in WBANs. In 

health-care applications, the constant monitoring of vital signs of patients or physiological 

factors for several disease monitoring is a challenging task. Nowadays, the usual health-

care system is rapidly diverting from old-style to an innovative real-time patient-oriented 

style based on WBAN. WBAN health-care services system efficiently ensures real-time 

operation. Thus, the real-time communication of health-care information is sustained by 

the fault-tolerant system. In addition to this, WBANs has an essential role in remote health-

care monitoring, detection, prevention of early disease and in getting knowledge-based 

feedback from health-care professionals.  Furthermore, the technique of data aggregative 

related to the patients’ needs the implementation of WBAN-driven technology for 

healthcare provision.  

The problems deduced during the process of the research work are concerned with the 

constraint resources and critical real-life data related to WBANs. The main focus is on an 

optimized solution and the efficient utilization of information in communication. 

Moreover, the ultimate objective is to prolong the reliability and network lifetime and to 
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provide service up to the expectation. In the existing WBANs technologies, energy 

consumption, fault-tolerance, and reliability are major issues. Fault-tolerance can be 

achieved by improving the reliability of the network. The reliability is degraded due to 

various factors; some of which are high bit-error-rate, packet drop ratio, delay and so on. 

Adding to this QoS parameter is also an important consideration for the reliability 

improvement of WBANs. Thus, for achieving the research objectives and solving the major 

challenges three schemes for fault-tolerance and reliability improvement in WBANs have 

been developed. These three schemes are the research contributions of the present research 

work that are stated in the section below. 

8.2 Research Contributions 

In this section, an overview of research contributions has been given. These contributions 

are corresponding to the research gap identified in the literature survey and accomplished 

in the proposed solutions. A list of research contributions of this thesis is given below:  

 

•  A new QoS-based Multi-Path Routing named QoS-MPR scheme has been proposed 

and presented to increase the QoS insider network. The proposed scheme performed 

traffic prioritization and path classification inside the network. In Chapter 5, the 

detailed presentation of the QoS-based MPR Scheme is given. The output results of 

the proposed scheme are checked based on various matrices such as; residual energy, 

throughput, packet drop ratio, packet delivery ratio, and E2E delay. From the 

achieved/found results, it is concluded that the proposed QoS-based MPR scheme has 

maximum residual energy after 3000 rounds. The proposed QoS-Based MPR scheme 

has comparatively the lowest energy consumption. For instance, in terms of energy 

consumption, it is 59% and 18% more energy-efficient than the DM-QoS and PERA 

schemes respectively. Ultimately, it will extend the network lifetime compared to DM-

QoS and PERA. Likewise, the PLR of the proposed QoS-Based MPR is 17%, while 

the PLR of PERA and DM-QoS are 33% and 41% respectively.  Which means that 
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the proposed QoS-Based MPR is comparatively more fault-tolerant than DM-QoS and 

PERA.  

• Secondly, an MA-based data aggregation scheme which is named as MADA 

(discussed in Chapter 6) has been presented.  In the MADA scheme, critical data are 

efficiently collected from WBANs. The proposed scheme minimizes the exceeded 

traffic, due to which throughput and packet delivery ratio are improved significantly. 

In the MADA scheme, the fault-tolerance inside the network is enhanced. Since an 

alternate itinerary is planned in the network, in case a failure occurs in the current 

route. The proposed MADA scheme has the lowest execution time, such as; on a 

maximum of 24 bio-sensors in the network, it has the lowest execution time. 

Furthermore, energy-efficiency and network throughput are enhanced significantly. 

Overall, the proposed MADA scheme has reduced the energy consumption by 34% in 

comparison to EFTA and 58% to DAP-DS. Furthermore, the PDR of the proposed 

scheme has recorded 7% and 10% compared to EFTA and DAP-DS schemes 

respectively. 

• The third contribution is the development of cooperative communication using the 

network coding approach due to which power gain is achieved, and the packet dropped 

ratio is minimized significantly. This contribution of the proposed research work is 

presented in Chapter 7. From the output results, it was concluded that a significant 

improvement is achieved in reducing the BER due to the proposed cooperative 

network coding approach. Equally, a significant power gain is an outcome inside the 

network due to the cooperative communication approach. Adding to this, with the 

increase of bio-sensor cooperation in WBANs, the energy-efficiency also improves. 

With the maximum number of 6-10 bio-sensor cooperation, 90 % of energy-efficiency 

is achieved, and the average delay, using 6-10 bio-sensors is less than 40 ms.  

Moreover, a sepsis disease case-study is developed in which a real-life scenario is a 

model to draw a more understandable model of the solution given in this research 

contribution.  
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8.3 Future Work 

In the broader view case scenario, WBANs are rapidly growing especially, in health-care 

applications.  Because of its rapid growth, smart health-care remote patient monitoring 

becomes possible. WBANs opens a new emerging venue for research. This emerging 

nature of WBAN and the demands for reliable communication of critical data in WBAN 

always have room for innovative advancement in this era of technology. In the future, it 

can be planned to extend this research work to fill out the un-covered research gaps that 

are left undiscovered.  Some of the future directions are highlighted below for the smooth 

flow of research orientation: 

• The proposed research work can be extended to a collaborative architecture for a real-

time IoT-based system. This collaborative architecture will take advantage of the 

available computing resources of the system. The resulting collaborative architecture 

involves a novel network design which contains different levels by combining 

sensing and processing capabilities of IoT-based WBAN system. Moreover, a 

predictive resilience model for the available resources can be developed along with a 

service discovery mechanism, which allows the IoT-Based WBAN system to take its 

sub-optimal decisions. 

• Besides, using the collaborative approach in the real-time health-care monitoring 

system, the feedback system can be developed. This will aid to the health-care system 

in case of an emergency due to which the health-care services will be enhanced 

significantly.  

• Moreover, we have also plan to develop a large scale case-study which is based on a 

large hospital for health-care scenario consisting of many WBAN and different other 

supporting technologies. The integration and interworking of different healthcare 

technologies will be tested, their performances in real-world scenarios will be 

evaluated. This idea will have very significant large scale industrial benefits. 
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• Lastly,  this study can be extended in the newly emerging research areas like IoT, 

cloud computing, Edge computing, Fog computing, and IoMT (Internet of Medical 

Things). For this purpose, we have started the background study and analysing the 

integration of these technologies with WBANs.  
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APPENDIX A 

Mathematical Model of Cooperative 

Communication 

In this section, we described a mathematical model between any bio-sensors in cooperative 

communication. The model can be extended to the ‘N’ number of bio-sensor nodes 

depending on the WBANs application scenario. Consider two random variables ‘a’ and 

‘b’. Variable ‘a’ models LOS and ‘b’ model NLOS components in Rician Distribution. In 

the Rician Distribution, a has non-zero mean (m), and b has zero mean, and both variables 

have equal variance  σ2. Then the following equations are produced by Rician Distribution. 

z =  √a2 + b2    ……………………………………………………….. (1) 

Now, the LOS component to the power of the NLOS component is known as Rician k 

factors and as formulated as  

𝑘 =  
𝑚2

2σ2
   …………………….………………………………………….. (2) 

Where m is mean  σ2 is variance. Now to satisfy the Rician k factor in equation no.2, the 

variable mean (m) and Sigma (σ) are further expressed as; 

𝑚 = √
𝑘

𝑘+1
   …………………………..…………………………………. (3) 

σ = √
1

2∗(𝑘+1)
   …………………………..………………………………. (4) 

This is a limited level of the proposed cooperative communication by using Rician 

Distribution, which can be extended to ‘N’ nodes and using more mathematical and 

statistical parameters. 
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