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Abstract  
 

The real aim of mediation is to balance the traffic, but today it is transforming into 

censorship that is leaping towards neo-censorship. This research explored the 

dynamics and implication of Cyber Laws in the local context of Pakistan and United 

States and then present understandings drawn from comparison of these laws in two 

states, in order to comprehend the complexity of this issue. The aim of this research is 

to expand the issue by applying Grounded Theory method. The researcher drew the 

main themes i.e. Democracy, Access to Information, Freedom of Expression, Privacy, 

Cyber Laws and Censorship from the archival study (newspaper monitoring) and 

interviews, and analyzed the facts by following the steps of grounded theory i.e. open 

coding, axial coding, and theoretical coding. 

The right to privacy, right to freedom of expression, and access to information is 

universally accepted foundational human right in all democracies of the world. It is a 

key to the protection of all human rights, lynchpin of democracy and essential to human 

dignity in its own right. It is also universally acknowledged that these rights of 

individual are necessary to formulate public opinion to strengthening democracy. 

Internationally accepted norms and standards of human rights are often violated by the 

governments and governmental agencies by taking the cover of laws. Violations related 

to media include number of measures such as filtering and blocking content, targeting 

dissident voices, and disconnecting access to technologies. Bloggers, journalists, civil 

society members, and other people who share their views online face such threat in 

many places around the world including United States (US) and Pakistan. 

 

Media censorship is a worldwide phenomenon that has foreshadowed information 

outlets for times. Maintenance of orderly state is a common ground for censorship, 

whereas the main objective is to keep people ignorant of the information that can be 

threaten authorities. The Civil Society and media personnel in Pakistan working under 

pressure. They are facing various types of threats. Pakistan is considered among worst 

countries when it comes to online user rights, freedom of expression, and citizens’ 

privacy. In the name of security, government has been diligently trying to enact the best 

of surveillance system in order to establish watchdog upon journalists, bloggers and 
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other activists. Even governmental agencies have the access and permission to monitor 

cellphone communications and private emails in order to get evidence of terrorist 

activities, threatening privacy of citizens.  For United States, it is normally expected 

and thought that media freedom would rank top in the world, but themes drawn in 

qualitative analysis speaks the different story. Freedom of expression in US is also on 

decline. Journalists and bloggers in US face threats and harassment online, for writing 

about political topics.  

 

To mediate the traffic of internet is a positive step in the sense that it makes possible to 

control the cybercrimes such as cyber theft, hacking, cyber frauds and other viruses, 

but censorship of media under the cover of cyber laws constricts freedom of expression 

and intrude on the privacy of general public, which ultimately leads to a tendency 

toward distrust in society. Mediation is converting, with the passage of time, into strict 

censorship especially in Pakistan. Qualitative results of the study reveal that in United 

States laws affecting the media and digital space are generally quite limited and tightly 

drafted, as compared to cyber laws of Pakistan, but both the countries are violating 

basic human rights i.e. access to information, freedom of expression and right to 

privacy in the name of media laws. Empirical results of the study reveal that 53% 

variation in Cyber Laws of Pakistan is due the combine role of mediation and 

censorship, while results are also significant for the both. On the other hand, 20% 

variation in cyber laws of United States is due to combine role of mediation and 

censorship, but results are only significant for mediation. 

 

This study aims on the qualitative-dominated mixed approach. Mixed methodology has 

been adopted. The major focus of this study was the collection and analysis of 

qualitative data. Quantitative analysis provided support to predominated qualitative 

analysis.  
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CHAPTER 1 INTRODUCTION 

1.1 Background  

 

It is required to form a model of a democratic society that pays more attention to social 

values and solidarity- to what people feel, think and talk about politics. Democracy is 

often understood by the democratic theorists only in the context of narrowly defined 

institutional structure and political arrangements. Most of the scholars wrote about the 

particular patterns of rewards and sanctions that prevent the misuse of power and rule 

of few- legal rights, separation of powers, voting regulations and procedural guarantees. 

These arrangements are of paramount importance. Political scientists defined the formal 

characteristics of democracy. Without share of people as described by Aristotle, without 

the liberal state as recommended by Mill and Locke, without the delegations of political 

power as propounded by Madison and Montesquieu, there would be no worth of 

democracy (Alexander, 1997). 

 

Privacy of individuals is a foundational feature of democracy. Many human rights are 

underpinned by right to privacy, most significantly freedom of expression. One can say 

that all the human rights emerge out of right to privacy. Protection of privacy is 

ultimately the assurance of integrity of the individual. It is the basis of other rights and 

liberties portrayed to protect person’s dignity (Hosein, 2006). International legal 

standards, in 20th century, described privacy as a human right. To protect privacy as 

recognized human right, the first attempt was made by the Universal Declaration of 

Human Rights (UDHR)-1948. UDHR-1948, in article 12 provides that (Mendel et al., 

2012): 

 
“Nobody will be subjected arbitrary inference in his privacy, correspondence, 

home, or family, nor to invade his reputation and honour. Everyone is entitled 

to the protection of the law against such attacks or interference”. 
 

The idea of freedom of expression indicates that exact general information is widely 

disseminated without fear of punishment or censorship (Beyer, 2014). However, the 

internet has brought many challenges for democratic governments in connection with 

interpretation of freedom of expression (Akdeniz, 2010). The freedom of expression is 
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the pre-requisite of the democratic society; therefore, the movement of enlightenment 

paved the way for this important requirement of democracy and the Europe saw its 

benefits even before digital age (Van, 2015). The formation of United Nations and the 

declaration of UDHR-1948 created awareness around the globe regarding their basic 

human rights. According to its Article 19 “freedom of expression and to hold opinions 

without intrusion and to receive, seek, and impart information and ideas by mean of any 

media and irrespective of boundaries”. The universality of this right has also been 

emphasized in International Covenant on Civil and Political Rights (ICCPR) (Hamdani, 

2014). The comity of nations guaranteed the basic human rights in their state’s 

constitutions. The media shouldered the chapter of basic human rights all over the world 

particularly in third world countries. As a result, human rights activists from all over 

the world aroused their voices against violation of human rights and pressurized the 

nations to observe rights of the people according to the international standards. The 

emerging role of civil society in the consolidation of democracy and its social mediatory 

role in the sphere of media is also vital in digital age (Chaudary, 2014).  

Freedom of expression is recognized worldwide as the basis of human rights, protected 

by a multitude of international and regional treaties, frameworks and charters. Simply, 

freedom of expression/ speech is a guarantee for citizens to effectively participate in 

the functioning of democracy. According to Sun (2014):  

 
“In a democratic society, freedom of Speech/ expression empowers the 

policymakers to fully appreciate the strength of the diversity of opinions 

and encourage the recognition of such varied views” (Sun, 2014). 
 

With the emergence of new media new kinds of crimes came into the surface, such as, 

hacking, data damage, electronic fraud, cyber theft, pornography, and cyber terrorism 

etc. In the modern era of connectivity, “new media” defined as the digitization of 

information- has recognized to be a vital tool in organizing groups and disseminating 

information in their search for the realization of the promotion of democracy and human 

rights. The Internet is an essential means for people to share opinions and information 

about matters that directly affect them. It is sufficient to take into account the recent 

developments in the world to note that the arrival of social media has fostered vigorous 

change and opened the avenues for to new networks of internal dialogue between the 
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ruler and ruled and among masses (Virak, 2011). ‘…To mediate the traffic of internet 

is a positive step in the sense that it makes possible to control the cybercrimes such as 

cyber theft, hacking, cyber frauds and other viruses, but censorship of media in the 

name of cyber laws constricts freedom of expression and intrude on the privacy of 

general public, which with the span of time leads to a tendency toward distrust in 

society. Around the world, internet freedom is in decline …’ (W. Akbar, Interview, 

February 9, 2018). ‘…The mediation created a sense of censorship, control and 

regulation of information disseminated through internet and social media. But different 

states mediate according to its own parameters…’ (S. Ahmad Akhtar, Interview, 

August 7, 2018). 

Democratic governments, today, face few challenges regarding freedom of expression. 

One of the major challenges is how to balance between the assurance of freedom of 

expression amid peace and security, ensuring law & order with the state that owns 

diversity in terms of faiths, beliefs and views. Interestingly, even in the United States, 

the most liberal country of the world, freedom of expression is conditionally restricted 

(Chaudary, 2014). It is not recognized worldwide as an unconditional right because 

every democracy has established a certain system of limitation regarding freedom of 

expression (Van, 2015). Freedom of expression is guaranteed under Article 19 of the 

1973 Constitution of Pakistan to all citizens but with certain limitations that include 

“law and order”, “glory of Islam”, and “national security”. These restrictions have 

frequently been exploited against different groups (Hamdani, 2014). 

The UN Human Rights Committee showed its serious concerns regarding challenges to 

access to information online, and freedom of expression in Pakistan. Committee raised 

concerns over on the unlimited authority of Pakistan Telecommunication Authority 

(PTA) granted to it by Prevention of Electronic Crimes Act (PECA)-2016. PECA 

allows PTA to issue guidelines to Information Service Providers (ISP) on the internet 

to restrict information without judicial oversight. Committee’s further concerns on the 

strict code of conduct of the Pakistan Electronic Media Regulation Authority (PEMRA) 

which prohibits criticism of the military of Pakistan, anti-state attitudes against 

morality, basic cultural values, and good manners. It has also been noted by the 
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committee that in past four years there had been more than 20 bans on media channels 

(Brandao, 2017). 

For last 2500 year, still censorship has not been changed. Even in more democratic 

countries harassment of critics and writers continue (Freedom House, 2016). In United 

States, journalists and bloggers highly charged and face risks for writing on political 

topics and often bitter environment of online public discourse (ADL, 2016; Spike & 

Vernon, 2017). Over the past few years, due to the extensive government surveillance 

of online activities and communication reports of self-censorship in United States 

among lawyers, journalists, everyday internet users, and bloggers persist (Horowitz, 

November 15, 2013). More importantly, law enforcement agencies in US occasionally 

exercise the power to jam wireless internet connectivity. Government has a secret 

protocol and have tools to occupy wireless internet connectivity (Freedom House, 

2018).   

Pakistan, from a German company specialized in surveillance technologies, acquired 

three types of FinFisher1 software. It enters a computer and lives in it, gathering records 

and real time transactions in the backdrop, apparently for the administrators of the 

software, for example law enforcement agencies (Shahid, November 15, 2014). As 

reported in Daily Dawn that, ‘… states introducing online monitoring and censorship 

practices that are more sophisticated and more aggressive in targeting internet users…’ 

(Daily Dawn, December 5, 2014). 

This research is based on the international norm that access to information and freedom 

of opinion and expression through media is a basic human right for all the citizens 

irrespective of any kind of discrimination. The Human Rights Council, in 2012, 

affirmed the applicability of Article 19 to the Internet. It is argued that there is violation 

and misuse of media laws in both the countries i.e. United States and Pakistan. The 

Civil Society and media personnel in Pakistan working under pressure. They are facing 

                                                           

1 FinSpy, is surveillance software which markets the spyware through law enforcement channels. 

FinFisher can be installed covertly on targets’ computers by exploiting security lapses in the 

update procedures of non-suspect software. The company has been criticized by human rights 

organizations for selling these capabilities to states known for imprisoning and monitoring political 

dissidents. 
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various types of threats. When it comes to online user rights, freedom of expression, 

and citizen’s privacy, Pakistan remains one of the worst states. In the name of security, 

government has been diligently trying to enact the best of surveillance system in order 

to establish watchdog upon journalists, bloggers and other activists. Even governmental 

agencies have the access and permission to monitor cellphone communications and 

private emails in order to get evidence of terrorist activities, threatening privacy of 

citizens. Freedom of expression in the US is also on decline. Journalists and bloggers 

face severe threats and harassment online for writing about political topics. 

1.2 Statement of the Problem 

 

Media particularly social media is a new kind of service to the citizens and 

simultaneously a tool in the powerful to manipulate others for personal group’s 

objectives. Misuse of media should be handled through mediation and not the absolute 

censorship. Practically, the policies of mediation and censorship are different from 

country to country depending upon political maturity of the “govern and governed”. In 

United States there is more mediation then censorship while in Pakistan (as developing 

country) situation is otherwise. However, manipulation of media by the powerful 

(government) is common in both the countries in different degrees of application. In 

this study, the researcher has collected first hand data about the levels of mediation and 

censorship in United States and Pakistan.  

 

1.3 Objectives of the study  

 

This research is meant to achieve the following objectives: 

1. To measure the levels of mediation and censorship of media in United States 

and Pakistan.  

2. To compute the quality of mediation in United States and Pakistan.  

3. To measure and understand the degree of Freedom of Expression in United 

States and Pakistan. 

4. To identify the practical Access to Information to the citizens of United States 

and Pakistan. 
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5. To underline the barriers on citizens privacy in media. 

6. To understand the existence and application of censorship in United States and 

Pakistan.  

1.4 Key Questions 

 

1. What is the level of mediation and censorship of media in United States and 

Pakistan? 

2. What is the quality of mediation in United States and Pakistan? 

3. What is the degree of Freedom of Expression in United States and Pakistan? 

4. What is the practical Access to Information to the citizens of United States and 

Pakistan? 

5. What are the barriers on citizens’ privacy in media? 

6. What are the causes of existence and application of censorship in United States 

and Pakistan? 

1.5 Research Hypotheses 
 

1. The independent variables (Mediation and Censorship) are associated with the 

dependent variable (Cyber Laws). H1 (For Pakistan). 

2. Predictors determine the change in Cyber Laws. H2 (For Pakistan) 

3. Censorship affects the relationship between Mediation and Cyber Laws. H3 (For 

Pakistan) 

4. Demographic attributes (Gender, Profession, Qualification, and Experience) 

bring variation in research variables. H4 to H7 (For Pakistan). 

5. The predictors (Mediation and Censorship) are associated with the criterion 

variable (Cyber Laws). H8 (For United States). 

6. Predictors determine the change in Cyber Laws. H9 (For United States). 

7. Demographic attributes (Gender, and Experience) bring variations in the 

Responses of all the Independent and Dependent Variables. H10 to H11 (For 

United States). 
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1.6 Significance of the Study 

 

This research is helpful to dig out the application of internet and social media to 

promote the freedom of expression, access to information and right to privacy with 

particular reference to United States and Pakistan. The research is also beneficial for 

political scientists and lawmakers to understand the pros and cons of the issues and 

apprehensions of mediation, censorship and the formation of cyber laws to be 

implemented for its real purposes. It is also helpful to understand government motives 

behind misuse of media laws.  

1.7 Delimitations of the Study 

 

This research is restricted to analyze the mediation, censorship, cyber laws and neo-

censorship of the United States and Pakistan. The structured questionnaire was 

distributed mainly in Pakistan while a low number of questionnaires have been sent to 

United States via emails. Similarly, the interviews were mainly conducted in Pakistan 

because it was not possible to conduct interviews of the United States based scholars 

and subject matter specialists. Due to these limitations the researcher tried utmost to 

acquire maximum data from the target population.  

  



8 
 

CHAPTER 2 LITERATURE REVIEW 
 

Literature review is a controversy and conundrum within the discourse on grounded 

theory methods. The researchers of grounded theory are supposed to reduce 

preconceptions in order to confirm the concept of interest is grounded into data. 

However, it is also required to review the exiting literature in support of emerged theory 

and to make research scientific (Hussein et al., 2017). The researchers have 

continuously interrogated, throughout the evolution of grounded theory method, 

traditional approaches in order to use existing literature in research study (Bryant & 

Charmaz, 2007). Charmaz (2014) also validate the review of literature in grounded 

theory method, as it provides an opportunity to the scholars to evaluate and summarize 

the literature and to position themselves in current studies. She emphasized the 

significance of sensitizing concepts, “ways of understanding, seeing, and organizing 

experiences that are related to disciplinary lenses”. She further suggested for purposeful 

and comprehensive review of literature to support the researcher’s position and to keep 

away from “rehashing old empirical problems” (Charmaz, 2014: 306). 

Grounded Theory is a flexible qualitative method that is characterized by its interactive, 

inductive, and systematic way of data gathering and analyzing. Many scholars 

interpreted the term “systematic” and argued that systematic way of data collection and 

analysis in Grounded Theory method is not limited, but it provides the integrative, 

reflexive, and dynamic literature review process (Charmaz, 2014: Hussein et al., 2017). 

Therefore, keeping in view the dynamic approaches and considering the alignment with 

approach of Charmaz (2014) to Grounded Theory method, literature review is 

considered as the ongoing practice in the research procedure “without letting it stifle 

creativity”. The researcher has mainly accessed the news monitoring data that has been 

gathered for generation of theory under Grounded Theory Method. However, the 

arguments have been supported with the help of existing data.  
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2.1 Democracy  

 

Democracy is to be considered as essentially contested and debatable term (Sabharwal 

& Berman, 2013). Political scholars and thinkers have differed about the basic 

characteristics of democracy. I will here use a working definition of democracy that put 

forward by Anthony Arblaster, “All the definitions of democracy have one common 

idea – all the power and authority is possessed by the people. In other words democracy 

revolves around the concept of popular power”, but it does not advice any particular 

mechanisms. This definition associates with that given by David Beetham, who says 

that democracy is concerned with the making of collective binding rules. David argues 

that democracy is such a procedure by which those who are expected to respect 

collective rules will participate equally in their formation. This view can be broadened 

to include the argument that democracy is historically based on the idea of an 

enlightened understanding of the population and has promoted its development 

(Mclaverty, 2013). It is argued that an indispensable feature of democracy is that people 

have right to access to information, right to opinion and right to freedom of expression. 

 

The aim of this study is not to place philosophical definition of democracy. No doubt, 

there are many simple definitions of democracy and divergence of opinion over how to 

measure its failures and success. Nearly all would agree with definition put forward by 

Abraham Lincoln that “democracy is the government of the people, by the people, for 

the people” (Lincoln, 1863: 210). There remains no consensus on most of the important 

and fundamental questions regarding democracy, for example, how it ought to be 

measured, what conditions are needed for development of democracy, how it might best 

be conducted today, and what practices and institutions guarantee its maintenance. 

Broadly, we can divide the debates over definitions of democracy into two camps 

(Isakhan, & Stockwell, 2011). 

 

First camp is circumscribed by the minimalist, “scientifically” democracy, claims that 

the elitism inherent representative institutions is a low price to pay for civil rights, 

functionality and justice. Its history dates back to Thomas Hobbes; but it is 

convincingly justified by Joseph Schumpeter against fascism and has undergone its 

most important revision presented by John Rawls (Schumpeter, 1947 [1942]; Rawls, 
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2001; Hobbes, 2002 [1651]). The second broad class asserts that in democracy not just 

the elites, but also all the citizens, should play equal role in the process of decision-

making inclusively. Carole Pateman, the central to this understanding of democracy, 

calls for it to be conducted along participatory lines, Ernest Laclau and Chantal Moufee, 

advocate for radical democracy and Jurgen Habermas understood the role of 

communicative action in the creation of emancipation (Pateman, 1970; Laclau & 

Mouffe, 1985; Habermas, 1987 [1981]). 

 

According to the Athenians, liberty and equality are two of the vital defining 

characteristics of democracy. In democracy people had reserved the right to deal with 

their personal affairs as per their own desires and interests, and simultaneously an equal 

share in the political world, as long as they didn’t breach the law or infringe upon the 

others’ liberty. More importantly, one of the interesting features of democracy in which 

Athenian citizens were as equal and free was their fundamental right to “isegoria” i.e. 

“Freedom of expression”, it means that they have freedom to say their concerns to their 

fellow citizens (Xenophon, 1986). 

 

No doubt, there are disagreements regarding what should be the outcomes of 

democracy. According to some writers, democracy is about achieving the common 

good. There are discussions about whether something as common good can exist. Some 

political scientists consider democracy as the source choosing between policies and 

interests that can be largely irreconcilable, other scholars on democracy, for example, 

Robert Dahl, view the processes of democratization themselves as part of the common 

good (Mclaverty, 2013). It is worth mentioning here that in order to enable us to pursue 

this emancipatory promise of democracy, three unavoidable aspects must be obvious: 

an equality of access to information, freedom of expression, and the social virtues that 

is required to respect the others’ arguments (Muhlberger & Paine, 1993: 26). 

 

2.1.1 Right to Privacy 

 
Privacy is defined as the “right to be free from undue interference and to keep certain 

things from public vision” (Law, 2015). Privacy is also considered as an essential 

component in the autonomy of the people. Interactions with others makes us human. 
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Naturally human assumes that his/her private activities may not be observed. So, 

privacy is related to what we do, what we say and perhaps what we feel” (MacMenemy, 

2016). 

A private space increases autonomy. We may hold back vital elements of ourselves, if 

we feel that we are not fully free in our actions and thoughts. Hence, privacy safeguards 

our prejudice from the pervasive efforts of government actors to render communities 

and individual fixed, predictable and transparent. Privacy is an essential and 

indispensable characteristic of a democracy in which people retains their identity while 

contributing to their civic duty. Threatens individual users’ privacy and excessive data 

collection has legal and social consequences. The internet users may self-censor their 

behaviour, if they become aware of surveillance and large-scale data collection, due to 

the fear of unexpected consequences. Excessive data monitoring has alarming effect on 

society, limiting the right of an individual to freedom of speech due to this perceived 

risk. Restricting free expression has the capacity to compromise democracy and 

seriously restrict the civic involvement of citizens by making us “predictable” in our 

thoughts and actions (Cohen, 2016). 

In history, the importance given to privacy by many intellectuals and legislators 

specifies its importance, however as Paul Chadwick2 puts it: “Privacy is not appreciated 

in its presence, but in its absence. Privacy is the quietest of individual liberty” (Volio, 

1981). Privacy is indispensable to individuality and indeed to human dignity. The value 

of privacy is expressed in terms of value for the individual. It is argued that if our all 

actions and activities are examined, watched and recorded, we may not capable to be 

ourselves. The rate of privacy is also enunciated with regards to its instrumentality. 

Democracy relies on people having certain degree of privacy. The privacy as a right, 

strengthens many human rights, such as freedom of belief, freedom of association, and 

free expression are most important examples. It is also said that, the integrity of the 

people is assured, if privacy is protected. All human rights are the one or other aspect 

of the right to privacy and this the basis of other freedoms and rights designed to protect 

the dignity of the people (Hosein, 2006). 

                                                           
2 Information Commissioner for the Australian State of Victoria. 
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Privacy is the basic requirement of all human beings. Privacy is based on the concept 

of personal dignity and integrity. Nevertheless, this is also difficult to define with an 

agreed accuracy in different contexts it includes the right to family life, the right to 

freedom of conscience and thought, the right to be unaccompanied, the right to exercise 

control over one’s own body, the right to protect one’s reputation and the right to a 

sexuality. Moreover, these meanings may differ from situation to situation. Despite its 

ubiquity, there is no universally agreed single definition of privacy in the same way. In 

the modern world privacy has two dimensions: first, the way in which personal 

information is handled, and secondly issues that have to do with the identity of a person 

(Mendel et al., 2012). 

 

The concept of privacy has long been shaped by existing technologies. Privacy, at the 

most apparent level, includes the protection of personal and home possessions, and 

limiting invasions of physical space. That is way privacy emphasized on the sacredness 

of family life and home. With Concerns regarding controlling what information is 

identified about an individual came with information and communication technologies 

(ICTs). Concerns about the loss of privacy is not new, in fact, it can be said that they 

are characteristic of the 20th century. In 1890, Warren and Brandeis, drafted a seminal 

article on “The Right to Privacy”, at that time when newspapers were printing people’s 

photographs for the first time, and this paper has explained the right as the “right to be 

left alone” (Bloustein, 1964). Myron Brenton argued that we live in the “age of the 

goldfish bowl”, where private lives are publicly owned by exchanging and 

manipulating personal data (Brenton, 1964). 

 

International legal standards, in the 20th century, defined privacy as a human right. To 

protect privacy as recognized human right, the first attempt was made by the UDHR-

1948. UDHR in article 12 provides that, “Nobody will be subjected arbitrary 

interference in his privacy, correspondence, home, or family, nor to invade his 

reputation and honour. Everyone is entitled to be protected by the law against such 

attacks or interference”. The right to privacy is found in many other documents of 

human rights such as the European Convention on Human Rights (ECHR) and legally 
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binding ICCPR (Mendel et al., 2012). Privacy is a basic human right, but it is very 

difficult to define it exactly what the right entails. Privacy has dual aspect – firstly, it is 

concerned with those part of our lives that we can keep private; and secondly, concerned 

with the ways in which governmental authorities or other third parties deal with the 

information that who has access and under what conditions (Joinson et al., 2010). With 

the advancement of technologies, understandings of privacy have been shaped. So, with 

the progress of internet in modern age, privacy concerns have been reshaped (Liu et al., 

2005; Roca et al., 2009).  

The Internet facilitates the gathering of new types of private information – modern 

technological advancements have provided the tools to collect and understand 

information which was neither possible nor feasible in the past. Internet enables the 

location and collection of specific information – mobile phone, computer, or any other 

device connected to the internet provides unique identifier for every device through a 

unique IP address, which ultimately means that they are traceable. The ability to trace 

internet device creates crucial and variety of privacy challenges. It provides 

opportunities for governmental agencies and private actors to interfere and analyze 

personal information. Improved computing capacity means that large quantity of 

information, once collected, can be stored, consolidated and analyzed cheaply and 

efficiently. Technological progress makes it possible that databases of information are 

connected together, so that even larger amounts of data can be processed. It also 

produces new slots for commercial usage of private data. These companies offer most 

of the services free and their models of business are based on collection of user 

information and use for marketing purposes. The internet has created new censorship 

challenges due to the trans-national nature of the Internet (Mendel et al., 2012). 

 

Despite the introduction of the global standards for protection of data, there is still much 

advancement is required for harmonization of national laws. Online companies when 

operating global internet services find it difficult to explore the complex patchwork of 

state laws related to privacy. Cyber censorship is raised if a state intends to restrict the 

use of cyberspace for individuals. Such a state is able to accomplish its goal by 

censoring “contents expressed by individuals” and “personal information exercising a 



14 
 

rightful act” (Samoriski, 2002; Chang & Ryu, 2005, p.108). This feature of cyberspace 

has permitted social problems to surface. It is vital to recognize and claim the privacy 

right that is guaranteed by laws against liber, slander, or infringement of copyrights 

through state law (Warren & Branddeis, 1890; Lessig, 1999).  

 

Privacy as a new concept is difficult to define as coordinative or definite, and compared 

with existing legal systems. However, privacy isn’t just incorporated into the extent of 

copyright or libel laws, yet is widen far beyond them. With the advancement, it is 

needed to be aware of a new right to privacy. Basically, in new perspective to accept 

privacy as a right has been in demand. With a passive meaning, privacy is simply a 

right including personal privacy, but now it has been understood as a notion having a 

positive meaning, i.e. right to control individual’s personal information (Stone et al., 

1983; Pavlou, 2011). The most significant criterion for protection of privacy is 

guaranteed to the right of self-determination regarding personal information (Jin, 2017).  

To measure privacy, privacy concerns and perceived privacy are the typical variables 

(Liu et al., 2005; Dinev & Hart, 2005; Roca et al., 2009; Smith et al., 1996; Joinson et 

al., 2010). Privacy concerns have been measured in term of an individual worries 

regarding loss of his/her control over private information, and perceived privacy 

calculated by directly measuring individual’s consciousness of information privacy. In 

the current digital age, right to privacy has got lot of attention, because today data of 

private nature can be accessed more easily by state and non-state actors, including 

companies, governmental agencies, and criminals. Personal data collected by large 

corporations and with the revelations of government surveillance, particular by Edward 

Snowden3, raised awareness level of the masses and activated think tanks to work on 

transitioning the privacy right, in the online domain (Wagner et al., 2015).  

 

Many governments in the recent years have upgraded their capacities of surveillance, 

which is threat to right to privacy. Most of them, rely on effective and sophisticated 

software for mass surveillance developed mainly in North America and Europe. From 

                                                           
3 Edward Snowden is a former employee of CIA, and former contractor for the government of United 

States who copied and leaked highly classified information from the National Security Agency in 2013. 
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a policy and legal perspective, the distinction between targeted and mass surveillance 

is significant. Targeted surveillance focuses on a particular region, individual, 

individual groups and thus potentially compliant with international law of human rights. 

On the other hand, mass surveillance emphases on gathering of information from 

internet, an indiscriminate practice which is violation of UDHR and article 17 of ICCPR 

(La Rue, 2013).  

 

FinFisher technology is used for surveillance in most of the states where digital rights 

are violated systematically including Pakistan, Bahrain, Turkey, Vietnam, and UAE 

(Citzen Lab 2013). It is employed to target the communications of Ethiopian political 

refugee and three Bahraini activists in United Kingdom, which led to the filing of a 

criminal complaint calling for investigation into illegal surveillance in the British 

National Crime Agency. Despite international bans on sales of monitoring equipment, 

Huawei Technologies, Ultimaco from Germany and ZTE Corporation from China 

reportedly provided such equipment to Iran (FIDH, 2014). It has also been reported that 

Trojan Horse Technology4 purchased by the government of Turkey from British/ 

German vendor FinFisher and Italian vendor Hacking Team (Ctizen Lab, 2013; 

Marczak et al., 2014). 

Human rights organizations are continuously reporting the mass surveillance all around 

the world, not only in less democratic countries but also in developed states as well. 

The Snowden files5 reveal that the “Five Eyes” (UK, US, Canada, New Zealand, and 

Australia) are involved in gathering and sharing information collected by intelligence 

agencies that breach domestic rules on surveillance. The diversity of programs and 

tactics employed by the Five-Eyes are objectionable under international human right 

laws. As the UN High Commission for Human Rights report 2014 indicates that, mass 

surveillance programs are deemed to be arbitrary, even their purpose is to serve 

legitimate aim (Pillay, 2014). Article 7 of the UDHR emphasizes that rights of every 

                                                           
4 Trojan horse technology is malicious computer program which misleads users and allow an attacker to 

access personal information of user. User often unaware that a Trojan Horse has been installed in his/ 

her internet device. Once it entered in device, it can give the backdoor to attacker to control over the 

computing device. 
5 The Snowden Files: A book by Luke Harding describes inside story of the world's most wanted man 

Edward Snowden. 
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person are universal and all people are authorized for protection against any kind of 

discrimination. Two articles of UDHR, i.e. Article 12 which guarantees the people from 

arbitrary interference in their privacy, home, family or correspondence, and Article 19 

which ensures the right to free expression, have been considered most appropriate in 

the context of the progress and development of digital technologies (Alam, 2015).  

Right to privacy is a most significant right and central to Pakistan’s modern and creative 

future. But unfortunately, daily lives of the individuals are opened to unpreventable and 

unwarranted intrusion not only from larger society but also from the government. The 

invasion of privacy is breached from the beginning. Individual privacy is under threat 

if he happens to live in an area where the feudal lord rules the roost. Even he and his 

family are under constant fear of being intruded upon, harassed, or picked up. On part 

of governmental authorities, individual privacy is violated in the name of security and 

investigation. But when people face so many indignities, they forget that their privacy 

is being violated by the government and governmental agencies on daily basis (Azad, 

January 9, 2014). 

International norms and standards regarding right to privacy are exploited by the 

governments and governmental agencies for personal interest. The United States 

through First Amendment in the constitution protest the rights of the people and 

provides that, “No law shall make by Congress against the respecting an establishment 

of religion, or abridging the free speech, of restriction on press, or right to assemble 

peacefully, or right to governmental redress of grievance” (CRSS, 2014). The need for 

the safeguard of privacy, in United States was articulated in 1890. This right was 

recognized in Griswold v Connecticut6 case. The right to privacy has not been 

expressed in the US Constitution. However, various aspects of privacy were 

safeguarded in Bill of Rights. The need was realized due to the concern showed by 

James Madison and other framer to safeguard right to privacy of the people, for 

instance, privacy of beliefs was protected through First Amendment, while privacy of 

home and privacy of the person through Third and Fourth Amendments respectively. 

                                                           
6 Griswold v. Connecticut case (1965) is considered as a landmark in US regarding right to privacy. 

The US Supreme Court ruled that a ban imposed on contraceptives (drug used to prevent pregnancy) by 

the state is the violation of right to marital privacy. 
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Fifth-Amendment protected the privacy of personal information. It is also pertinent to 

mention here that Ninth-Amendment provided the detail of particular rights that shall 

not be denied or disparaged other rights of the people. Although Ninth Amendment is 

vague, but it was interpreted by the Justice Goldberg in his Griswold concurrence and 

acknowledged the 9th amendment as the justification for the protection of right to 

privacy (Dutton et al., 2010). According to the report of Daily Dawn, ‘…President of 

United States, Barack Obama, promised the protection of US citizens from domestic 

spying. It has been noted that NSA in its electronic surveillance program repeatedly 

violated the privacy rights of the citizens…’ (Daily Dawn, 2013 August 17). 

The constitution of Pakistan has not been expressly giving protection to correspondence 

of citizens, leaving insufficient protects for the privacy rights. This has been exploited 

often for surveillance and arbitrarily interference with digital communications. Mass 

surveillance, unsafe use and collection of data, and tapping of personal communications 

are a reality in the state. Prevention of terrorism, public order, and national security, are 

the most frequently cited excuses for violation of right to privacy. The Pakistani 

government is also failed to safeguard its people from surveillance by foreign entities. 

Pakistan is cooperating with United States and United Kingdom through intelligence-

sharing, which is violation of right to privacy of Pakistani citizens. Pakistan has also 

framed laws for cyber security purposes but these laws have loopholes and can be used 

for other than security purposes (APC, 2016). 

Pakistan adopted PECA on 11 August 2016. During the parliament legislative process 

international and Pakistani human rights organizations depicted their concerns and 

severely criticized many provisions of the bill. The United Nations Special Rapporteur 

on free expression also shows its concerns and recommended to reconsider rigorous 

and thorough reassessment of the Bill according to the standards of international human 

rights law. But most of the key concerns put forward during legislative process 

remained unaddressed. Some of them are reflected in the following headings (Privacy 

International, 2017):  
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a. Mass, indiscriminate retention of traffic data  
 

PECA-2016, section 32, provides that it is mandatory for service providers to retain 

traffic data for a period of minimum one year. On the other hand, it has already been 

recommended by the committee that state parties should refrain to impose obligatory 

retention of traffic data by 3rd party. This recommendation has already been reinforced 

by the Court of Justice of European Union (CJEU) in the Tele2/Watson case7. So, 

PECA-2016 imposes obligatory retention of traffic and location data indiscriminately, 

is breach of article 17 of the ICCPR (Privacy International, 2017). 

 

 

b. Government access to communications networks and limitation to 

encryption  
 

Service providers, as part of licensing requirements, install external “probes8” 

alongwith the transmission cables in order to permit signals on network to be 

transmitted to monitoring facilities on request of the governmental agencies. 

Governmental agencies have also the facility to install high-powered “probes” without 

the assistance or knowledge of service providers and get access to data. Majority of the 

internet traffic of Pakistan passes through single core backbone, which makes internet 

traffic monitoring easier. Government of Pakistan claims that monitoring is justifiable 

as a means to prevent sharing of obscene, blasphemous and pornographic material. But 

governmental authorities use same technologies for surveillance (Privacy International, 

2017). Besides this, government has acquired “packet inspection” technologies used to 

search particular terms, such as key words in emails (Rafia, April 19, 2014).  

 

c. Intelligence sharing  
 

PRCA-2016, Section 42, permits for assistance between Pakistani government and 

foreign agencies, foreign governments and others. This broad ability of government to 

                                                           
7 The main issue in this case was whether legislation in UK and Sweden are compatible with EU law, in 

which it is obligatory for service provider to retain location and traffic data for a maximum period of one 

year. The CJEU gave guidance on the aspects of legislation that would be deemed unlawful under 

European Union law. 

8 Probes are software used as network monitor and protocol analyzer to monitor network traffic in real-

time, and help to find the sources of any network. 
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share information with foreign agencies is of vital concern. It covers any information 

defined broadly in the Act, including data, text message, sound, voice, video, database, 

software, signals and any type of intelligence. So, the shared information can be about 

large amount of data including significant numbers of people. Sharing of this 

information is sole discretion of government of Pakistan, no judicial authorization is 

required. This poses threats to right to privacy (Privacy International, 2017).  

 

Privacy is linked to anonymity, it means wish to remain unidentified or unnoticed in 

the public realm. Privacy is broader than security, therefore it includes the concept of 

protection of private information and data. It has been reported in Daily Dawn, that 

“…Intelligence agencies can snoop through citizens’ phone data and emails, and now 

they have the power to track and spy on people…” (Shahid, November 15, 2014). 

Intelligence agencies of Pakistan now have the access to listen communications and 

conversations of the citizens, which is significant violation of right to privacy of the 

individuals (Khan, November 02, 2013). Privacy of individuals is directly related to the 

human personality. It protects the individual independence, inviolate personality, 

integrity and dignity (Gusfield, 1967). ‘…Right to privacy is the right to be let alone – 

the most valued right by civilized men and the most comprehensive of the rights. It 

underpins human dignity and other individual rights such as freedom of expression. 

Media especially the new media made it possible to bring individual’s private life into 

public sphere…’ (T. Raza, Interview, April 17, 2018). 

 

2.1.2 Freedom of Expression 

 

It widely recognized that free expression is a foundational human right that has great 

importance. It is a key to the protection of human rights, lynchpin of democracy, and 

base to human dignity. It has also been widely recognized that right to freedom of 

expression is not granted by the government in its true spirit and every democracy has 

established some system of restrictions (Isakhan, & Stockwell, 2011).  
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If we look into history, the temple community in early Dynastic states such as Lagash9 

exercised various political power and presented democratic character (Frankfort, 1978 

[1948]: 221). Collective political action was generated by the temple against state-

imposed oppressive systems of power and corruption, which led for the 1st time use of 

the word “freedom”. As a result of such struggle, Lagash king, Urukagina, around 2300 

BC established liberty as fundamental tenant of the society. The king removed abuses 

of the oppressed and safeguard and restoration of their rights. He established the 

equality of all the people and freed the poor of their debts, eradicated oppression and 

hunger, re-installed the egalitarian and collective policies of the temple, and returned 

the commandeered land to the people. So, Urukagina is known as first social reformer 

in the history (Bailkey, 1967: 1231). 

 

Ideals of equality and liberty were not confined to Lagash. There are other many 

examples that the fundamental rights of the people and basic freedoms were 

apprehended in high honour and esteem across ancient Middle East (Snell, 2001; Martin 

& Snell, 2005). Furthermore, freedom of expression is also valued by the Middle 

Easterners. For example, throughout the Assyrian, Israelite, and Babylonian assemblies 

every citizen had the right to freedom of speech and opinion, while the participants 

expressed openly inconsistencies and contradictions in their challengers’ arguments 

(Schemeil, 2000; Wolf, 1947). In the later years, Assyrian colony of Kanesh, such 

freedom of expression extended outside the assembly and spread into the private lives 

of the people. In this way, further debates and discussions regarding important political 

and social problems continued and loose pacts and alliances were made (Larsen, 1976).  

 

Another important example in the history can be traced back during the foundation laid 

in Persian Empire of Achaemenids by Cyrus the Great10. In those days an allegedly 

cruel, unholy, and incompetent king, Nabonidus, rule the Neo-Babylonian Empire. He 

did cruel against free citizens of Babylon, forced to work against their will and turned 

                                                           
9 Lagash an ancient city located northwest of the junction of the Tigris and Euphrates rivers and east of 

Uruk, about twenty-two kilometres east of the modern town of Ash Shatrah, Iraq. Lagash is one of the 

oldest cities of the Ancient Near East. 
10 Cyrus II, known as Cyrus the Great and also called Cyrus the Elder by the Greeks, was the founder of 

the Achaemenid Empire, the first Persian Empire. Born in 600 BC (in Anshan Iran) and died in 530 BC, 

buried in Iran. 
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them into slaves. In 529 BC, Cyrus conquered the city and determined to restore the 

fundamental rights of the people and to encourage personal freedom and religious 

tolerance. Cyrus also relieved weariness of corvee, from his citizens, imposed by 

Nabonidus (Cogan, 2003: II.124). The Phoenician civilization11, from 1550 to 300 BC, 

shaped an adventurous mercantile and maritime culture, which reached the British Isles 

and the Baltic and circumnavigated Africa before Vasco da Gama (Herodotus, 1996 

[460 BC]: .42). There is clear evidence in the history that towards the end of the 

Phoenician period people obscured the monarchy. The inhabitants of Sidon were made 

peace agreement with Alexander the Great (Arrian, 1893 p.145). The king of Sidon, 

Strato, made peace agreement in 333 BC not by his own wish but prompted by his 

citizens (Rufus, 2001 [40]: IV.1.16). The Greeks when wanted to change the monarch, 

the designated citizens disdained to become king. This states the confidence of people 

about their democratic right to speak and right to participation in the political sphere of 

the city (Bondi, 2001: 154; Arrian, 1893 [145]: II.15, 1970 [145]: 81). 

 

Confucian philosophy was the outcome of the 1000 schools of thought in the warring 

state era. In the time of political change and confusion, this era is considered as an 

ideological ferment for peace and order (Schrecker, 2004 p.10). The political revolution 

roughly from 500 to 200 BC is considered as transition from fengjian (feudal) to junxian 

system (non-hereditary bureaucracy). Mencius12 gave it a basically democratic 

meaning. Mencius argued that people are the base of the state and the state is calm and 

peaceful only when the foundation is firmly laid. In Confucius view, rulership is 

conditional and government is for the people, so only the moral man had the right to 

rule (Chen, 1997 p. 30).  

 

All above examples illustrate my point. The failure of most of the world’s societies, the 

fall of imperial Japan and Nazi Germany in the world war second, or the defeat of the 

USSR in Cold War, in all these cases major reason behind the failure was less use of 

democracy, free markets and free speech. So, freedom of speech in any society is central 

                                                           
11 Phoenician civilization was comprised of many city-states such as, Tyre, Byblos, Arwad, Ugarit, 

Beirut and Sidon on the eastern edge of the Mediterranean Sea, around present-day Lebanon. 
12 Mencius was a Confucian philosopher in fourth century BCE and referred as the "Second Sage" of 

Confucianism, meaning 2nd in importance after Confucius himself. Mencius is known for his claim that 

human nature is good. 
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to avoid disaster and to flourish the state (Golash, 2010). Toby Mendel argues that 

Article 19 of the UDHR by UN General Assembly resolution, and Article 19(2) of 

ICCPR, formally binding legal treaty ratified by 165 countries, both guaranteed the 

right to freedom of expression. The ICCPR states that (Mendel, 2011):  

“Everyone shall have the right to free expression; this right shall contain 

freedom to receive, seek, and impart information of all forms, irrespective of 

borders, either in print or in writing or orally, in the form of art or any other 

media”. 

 

The three regional human rights treaties i.e. American Convention on Human Rights 

(ACHR), European Convention on Human Rights (ECHR), and African Charter on 

Human and Peoples’ Rights (ACHPR) guarantees the right to free expression through 

Article 9, Article 10, and Article 13 respectively. So, it is unchallengeable that right to 

free expression is a most significance right. UN General Assembly in its first session in 

1946 declared that freedom of expression is a basic human right (Balkin, 2004; Deibert 

et al., 2010b). The basic aim of free expression is the promotion of democratic culture 

in which people participate freely. Democratic culture means that democracy in which 

common people, not only the political and governmental elites, has the equal chance of 

participation in building societal meanings and ideas. Freedom of expression and 

freedom of press is not only the exclusively a US value, but it has also been recognized 

as basic human right by UDHR-1948 and many other international organizations 

(Dutton et al., 2010). 

 

The internet has been regarded as the free space where different opinions can be 

expressed without censorship. Many agree that its capability for information 

dissemination has weakened the gatekeeping role of old media (Shaw et al., 2006) and 

has enabled people around the world to access huge sources and make new content 

(Himelboim et al., 2009). Researchers and political scientists are of the view that this 

open communication on Internet is beneficial and more significant for the progress of 

democracies. They assert that it has promoted “a more progressive exchange of views” 

(Papacharissi, 2004: 267), enabled users to participate in the formation of public 

opinion (Sachs, 1995), has fostered democratic discourse globally (Downing, 1989), 

and facilitated expose wrong-doing of governments (RSF, 2010). 
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Freedom of expression is the primary tenets of democratic nations. So, how 

democracies negotiate apparently opposing stances regarding freedom of expression 

and Internet censorship is a research area that is worth investigating. WikiLeaks, 

officially launched in 2007, main aim was to publish leaked information on wide range 

of subjects, mainly to denounce unlawful acts of governments and corporations. In 

2010, the site gained notoriety as it released a video of United States air attack on 

civilians in Iraq. Later on, it released part of more than 250000 United States classified 

diplomatic cables (McGreal, 2010; The Economist, 2011). Soon after it, Julian 

Assange, the founder of WikiLeaks on received of arrest warrant from Swedish 

government was taken into custody by the British authorities on the allegations of 

sexually assaulting two women. Julian was to be extradited to Sweden, but at the end 

of 2010 he was released on bail, however placed on house arrest. He successfully fought 

imminent extradition. Assange appeared in London High Court, in July 2011, and 

argued against extradition and challenged the arrest warrant validity in Sweden. 

Assange feared that the US would seek his extradition to the US if he extradited to 

Sweden over WikiLeaks’ leakage of US classified documents (BBC, 2011). Julian lost 

his appeal in July 2012 in Supreme Court of UK against his extradition. He took refuge 

in Ecuador’s embassy in London and was granted him asylum (BBC, 2015). 

 

WikiLeaks have not only aroused disagreement over foreign policies of United States 

by disclosing the secret diplomatic cables and classified intelligence but also over the 

future of free expression. The government of United States, which enthusiastically 

promotes the cause of freedom of expression on internet (US State Department, 2010), 

condemned the publishing of its classified document by WikiLeaks and searched out 

the ways to prosecute Julian Assange. Scholars and observers have great concern over 

the reaction of government of the US that it would hinder dissemination of fact-based 

online political information and radicalize the online freedom of expression movements 

(Gjelten, 2010; Bligh, 2011). This attitude of the US government further supported, 

even well-established democracies, to suppress internet activity and content on the 

narrative of national security. 
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United States governmental agencies after releasing WikiLeaks cache of the US 

diplomat cables immediately barred its workers to access WikiLeaks website, even US 

Airforce banned its personnel to access websites of newspaper that were publishing the 

WikiLeaks reports (Quill, 2014). The government of the US, while imposing these 

measures, was exposing to the world that the WikiLeaks actions were attack on the US 

as well as on international community (Benkler, 2011). Resultantly, government of 

United States gained the support of major democratic allies in order to delegitimize 

WikiLeaks. Not only this, US and its allies’ efforts to put the WikiLeaks in the realm 

of global terrorism. However, Julian Assange and his supporters argued that WikiLeaks 

were acting as any other journalist entity would do as in case of governmental 

misconducts (Beckett & Ball, 2012).  

 

Modern concept of free expression comprises of two general groups of rights (Klang & 

Murray 2005). The first lays emphasis on internet access and related ICTs (Dutton, 

1999; Baer et al., 2009), while second related to rights to use media. Basically, second 

is associated with press freedom, but increasingly free expression is connected to use 

the ICTs for getting information. The internet enabled individuals to educate and inform 

themselves, participate in democratic processes, and express their opinions to a degree 

never before possible (Dutton et al., 2010). Many scholars are of the view that internet 

facilitated the people participation in the progress of democratic culture and true 

democratic system. They further asserted that internet to support for the production of 

democratic culture, there should be no restriction on freedom of expression (Dyson et 

al., 1994; Balkin, 2004; Beyer, 2011; Beyer, 2014). The essence of free expression is 

that the true information is accessible without the fear of punishment and censorship 

(Beyer, 2014). 

 

The internet, however, has brought new kinds of challenges regarding the explanation 

of freedom of expression. The availability of anti-governmental rhetoric, hate speech, 

and sexually explicit content has driven authorities to circumvent the doctrine of 

freedom of expression and to take measures for its regulation (Akdeniz, 2010). 

Furthermore, governments around the world, in the wake of 9/11, have been serving 

mere regulators by using the internet for national security and individual safety 
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(Birnhack & Elkin-Koren, 2011). Governments have introduced filtering systems by 

applying internet nodes as gateways in order to filter certain information through 

inclusion filtering (i.e. authorization of access only those websites deemed safe) or 

exclusion filtering i.e. (restricting websites) (Deibert, 2009). Authorities restrict by 

using content analysis as a mean to filter; by searching for visual graphics or specific 

keywords that indicate banned content. It has been found that internet freedom is on 

decline around the globe. According to the reports 36 out of 65 states are using negative 

trajectories. More shockingly, governments are putting pressure on independent news 

websites and prosecuting or detaining individuals for their digital activities more than 

ever before (Freedom House, 2014). 

 

A study on freedom of expression was conducted by Reporter San Frontier (RSF) 

organization in 2018 and ranked the countries into two categories in term of internet 

censorship. They classified the countries as “countries under surveillance” and “Internet 

enemies”. The tile “Internet enemies” was given to those countries which have severe 

governmental control over the internet. The label “countries under surveillance” 

indicates those countries which are not applying drastic internet control, but introducing 

measures regarded as extremely harmful to free expression. China has been considered 

as “Internet enemy”, while France and Australia are listed in “countries under 

surveillance”. According to 2018 ranking of RSF regarding Internet Freedom, Pakistan 

is at 139 rank out of 180, whereas United States is placed at 45 (RSF, 2018). 

 

The advent of internet has made it easy for everyone to access information and express 

his/ her views freely even without the governmental control. However, soon 

governments have managed to control the information and attentively stay two steps 

ahead from the public (Lagerkvist, 2010; Deibert et al., 2010a). The content or activities 

which are considered harmful for ruling class dealt with criminal charges not only in 

dictatorial regimes but also in well-established democracies (O’Hara, 2009; Wu, 2009 

p. 79). The United States also failed to comply the principles of freedom of expression 

on internet when its own interest is on risk (Sabbagh, 2011).  

 

In the changing world, the governments do not relinquish their control and try to sustain 

the old system of authorities that observance for borders, stability and law should be 
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rooted at one place and be dominated by the government (Delaney, 2010). The concept 

of stronger democracy is related with popular sovereignty where if people use their 

right of expression in free environment, they will have the power to rule themselves. 

The political autonomy has its root in the justification that free expression of views and 

arguments under the prevailing laws are enacted with the participation of the people. 

The argument regarding the identification of majority rule in democracy and how free 

expression is prerequisite to understand needs elaboration (Rostboll, 2011). 

 

Freedom of expression are inflicted by the governments when it violates the limits. The 

means to target the dissident voices the government adopted the measures of their 

filtering, blogging the content and even to the extent to block the access of users of 

technologies. The dissidents voice of journalists and common people are always prone 

to these types of risks because they disseminate views online. The situation in Syria is 

particularly at its height because the government has the policy to monitor the views 

online users. The government policy, as a result, killed, imprisoned, and kidnapped 

number of journalists. The committee for protection of journalist, since 2011, had 

documented that 89 media workers and journalists were assassinated in Syria. This 

figure is the highest in the whole world during the period. The other country closed to 

Syria in this context was Pakistan, where there were life threats to eighty-one media 

personnel and journalists and had been killed from 1992 to 2014 (RSF, 2014).  

 

Technology has the capacity to provide more opportunities to individuals to enjoy 

human rights. In this connection, its role is very prominent in the freedom of expression, 

because due to technology the individual can receive and send information, share their 

ideas of any kind across borders not only in writing but also in oral form (Art. 19, 

ICCPR). On the other hand, the freedom provided through technologies have 

confronted the individuals with novel risks to human rights. The rights of individuals 

are in transition towards digital sphere all over the world and the policies of 

governments are more visible to restrict freedom of expression online. But the design 

of the companies and the computer algorithms is interfering in the domain of the 

freedom of speech of individuals. To ensure that the algorithms will be in accordance 
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with the standards of human rights that would be the most crucial challenge in future 

(Wagner et al., 2015). 

 

John Stuart Mill was of the view in 1859 in his book “On Liberty” that the responses to 

dig out truth are subject to the free exchange of ideas and will facilitate to understand 

the grounds of the opinion based on truth. Mill has the opinion that to suppress the 

views of any individual would be unjustified if no one share it. Mill argued that the 

opinion has no value for the person who keeps it but it is important for the audience. 

Besides, the outrageous opinion should be expressed because it may have turn out to be 

true or have some truth. Mill added that can be false completely but still it will have 

some learning because by defending it the individuals will be more conversant to 

discuss it on the basis of opinions (Golash, 2010). 

According to the report of freedom network, the free expression has huge challenges in 

Pakistan. There are 150 cases of violations have been recorded in Pakistan against 

media groups and journalists. The journalists are harassed by government, political and 

religious parties and by non-state actors in the form of censorship, life threat, killing, 

abduction, and physical asserts. From May 1, 2017 to April 1, 2018 there are 157 

violations and attacks have been documented in Pakistan. The average of violent 

incidents is fifteen in a month (Freedom Network, 2018). Iqbal Khattak, the executive 

director of Freedom Network told in an interview to VOA that, ‘…there is a noticeable 

decrease in overall extremism in Pakistan but journalists and journalism are still more 

vulnerable and the environment for freedom of press is deteriorated in the country…’ 

(I. Khattak, Interview to VOA, May 3, 2018). 

 

Islamabad is the riskiest and dangerous city of Pakistan where journalism is prone to 

violence. In 2017, fifty-five cases (55%) out of 157 were reported in Islamabad. While 

Punjab was at second with seventeen percent, sixteen percent in Sindh, while fourteen 

percent in Baluchistan. In Khyber Pakhtunkhwa the rate of violence against journalist 

and media personnel was remained ten percent. In tribal areas the ratio of percentage 

was eight percent. In Pakistan five media workers had been died while twenty media 

organizations were attacked during the year. The report revealed that the journalist of 



28 
 

electronic media especially of Television were attacked as compare to radio, and print 

media (Freedom Network, 2018). 

The federal government alongwith the governments of all provinces were asked by 

Human Rights Commission of Pakistan (HRCP) to check interference, especially 

unauthorized, in the domain of freedom of expression in Pakistan. It was the initiative 

of human rights activists IA Rehman and some other activists. At the occasion they 

provided survey’s findings on the curb of freedom of expression in the country. They 

stressed the authorities to uphold the rights of electronic channels and print media and 

also provide them an environment where they perform their function with peace and 

dignity. No newspaper should be interfered to affect its distribution and sale, no channel 

of TV should be displaced deliberately and the mechanism of press advice or 

instructions from state authorities must be stopped with immediate effect (The Nation, 

July 24, 2018). Farhat Ullah Babar, the leader of PPP stated in a function organized 

under the auspices of HRCP that the freedom of expression is under attack not only 

from visible state actors but also from non-state actors.  Besides, currently the freedom 

of expression is manipulated an invisible manner (Ali, May 01, 2018). 

Some professional are of the view that due to coercive approach to destabilize the 

freedom of expression and speech, the media organizations are compelled to adopt to 

measure of self-censorship. Mehdi Hassan, the expert of media affairs and the chairman 

of HRCP revealed in his interview to VOA that, ‘…Many TV channels and newspapers 

have adopted the policy of self-censorship. He termed it as plague because it blocked 

the freedom of expression and also crated blackout regarding the right to information. 

Hassan added that state and non-state actors are forcing the journalist from the last 

seventy years…’ (M. Hassan, Interview to VOA, May 3, 2018). Senior media person, 

Amir Ilyas Rana told that, ‘…Peaceful environment, without fear, should be provided 

to journalists. They should be saved from killing during reporting and also media 

organization should observe the policy of self-censorship…’ (A. Ilyas Rana, Interview 

to VOA, May 3, 2018).  
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The Pakistan Electronic Media Regulatory Authority (PEMRA) and the government of 

Pakistan are under severe criticism to block the coverage of peaceful movement of 

Pashtuns Tahfuz Movement (PTM), who are protesting against the disappeared persons 

and also against the extrajudicial killings of the Pashtun ethnic community. The 

government is criticized that it has blocked the signal of Pakistan most famous Geo 

News Channel. A famous political analyst, Rasul Bakhsh Rasees during his interview 

with VOA, ‘…The blockage of Geo TV and to block the coverage of PTM has said a 

lot about themselves. There is unannounced censorship in the country. Has it a solution? 

No one has the answer…’ (R. Bakhsh Rasees, Interview to VOA, May 03, 2018). It has 

been reported in The Dawn that, ‘…The intensified crackdown against social media has 

created a state of great concern for law -abiding, all right-thinking and democratic 

citizens…’ (Daily Dawn, October 23, 2017). 

Farhat Ullah Babar, Senator, announced in one of his speeches in a seminar on 

“Election-2018” that a silent coup is creeping softly then previous coups, government 

has no power and media has no freedom. Pervaiz Rashid, the former information 

minister, said at the occasion that democracy is not flourished in the country and also 

in parliament. The parliament is powerful institution but it is the subservient of another 

institution. Maulana Fazal-ur-Rehman stated at the occasion that media is involved in 

the character assassination and is guided by the establishment. But we should have to 

respect the state. He added that it is believed that the important entity is state and 

citizens have no respect but respect is only for those who have sticks. According to 

Hamid Mir, a prominent anchorperson of Geo Tv, the freedom media is under stress 

and has been curbed from the last consecutive years, but the situation is going worst in 

Pakistan after the general elections of July 25, 2018 (Junaidi, June 13, 2018).  

 

In the meeting of Pakistan Federal Union of Journalists (PFUJ), representing different 

media organizations, in its Federal Executive Council (FEC) session held at Press Club 

Abbottabad under the chair of Afzal Butt, one of the speakers stated that, ‘press is facing 

great threat from state institutions to gag the freedom of expression. The tactics of state 

institution are in the form of curtailing the advertisements, creating troubles in the 

distribution of newspapers, and to take off-air those electronic TV channels who do not 
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accept their line’. It is observed that the working journalists are harassed by other 

departments of government who worked as frontline man by initiating treason cases 

and lodging of FIR under Anti-Terrorism Act (Daily Dawn, September 30, 2018). 

 

George Washington of United States informed the officers of military in 1783 about the 

freedom of speech that if it was taken away then it would be like to lead a slaughter of 

dumb and silent sheep. US has a long history not only to preserve free speech but also 

to censor it. President John Adam of the US had successfully pushed for the channel of 

the Alien and Sedition Acts13 when he was upset by the critics. The supporter of Thomas 

Jefferson by the Sedition Act to restrict them from criticism which could be made 

against the president. In the like manner, post offices were given authority to sort the 

mail for the purpose of censorship to check obscene, lascivious or lewd under the 

federal Comstock Act of 1873. The students were punished for their protest against the 

war of Vietnam for wearing armbands by the US District Court and then US Court of 

Appeal in Tinker v Des Moines14 Case (Head, 2018).  

 

The embarrassing and dishonest foreign policy’s decision was come to the surface in 

the 1971 in The Washington Post being leaked from American defense department 

under the title United States—Vietnam Relations, 1945-1967. The authorities from 

governmental side tried to stop publication but failed. Communication Decency Act15 

was passed by Congress in 1996 and the federal law was inclined to implement 

indecency restriction to the internet just like criminal law restrict but the law was struck 

down after one year by Supreme Court in Reno v. ACLU16 (Head, 2018). In 2016, Anti-

Defamation League Report revealed that the American journalists were facing 

increased online threats and harassment. During this period about 800 journalists 

received anti-Semitic twits which showed the tendency of increase. It was related to 

                                                           
13 Alien and Sedition Acts were the four laws passed by US Congress in 1798 and was signed into law 

by President John Adams. This made harder for immigrant to become US citizens and to vote. 
14 The students were suspended from the school by principal for their protest against the war of Vietnam 

for wearing armbands, and the US District Court and US Court of Appeal sided the school in said case, 

later in 1969 Supreme Court gave the decision in favour of students. 
15 Communication Decency Act was passed in 1996. It was the first attempt of US to regulate 

pornographic material on internet. 
16 Reno v. American Civil Liberties Union case in which court ruled anti-indecency provisions of 

Communications Decency Act-1996, violated the First Amendment. 
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intensify the political campaign of presidential elections. Journalists in US were facing 

threats due to their coverage of political topics at online forums. The phone numbers, 

home addresses, and other personal biodata of the media personnel were uploaded 

online, therefore they received dangerous threats to their person and also to their family 

members. It was the reason that they were being reported as doxxed and before 

reporting the media personnel thought twice before uploading their reports or any 

controversial topic (ADL, 2016). 

 

In US, the bloggers and the internet users are not prone to extralegal violence or 

intimidation from the state. But police discourage and become violent against those 

bystanders who make filming or try to upload the footage of the violence of police 

against the citizens of United States. It is the legal right of the citizen to cover 

interaction of police but not to film the activities of police and police interfered when 

their activities being recorded. During the sharing of footage of the fatal shooting of 

police of Alton Sterling at Baton Rouge, Louisiana and Philando Castile in St. Anthony, 

Minnesota, the police authorities harassed the individuals and also detained them 

briefly in July 2016 (PEN, 2016). ‘…The penetrating role of social media can be 

observed not only in developed but also in developing countries with forceful 

interaction. The Arab Spring was the outcome of social media and it influenced the 

whole population of the Arab and some of the countries of Asia like Pakistan…’ (A. 

Ahmad Shah, Interview, December 17, 2017). 

 

It is observed that the notion of freedom of media and freedom of expression has been 

mis-conceptualized and also being misunderstood in recent liberalization of air ways 

move in Pakistan. According to J.S Mill free speech has three reasons, freedom to write 

or read is vital to reveal or expose the truth. It ensures self-fulfillment and self-

development of individuals to participate in democracy. The media’s objective is 

fulfilled when the confidence and trust of citizens is respondent in media. Media works 

as a watchdog to have eye on the activities of government on behalf of masses. The 

constant support of people to the media shows the powerful positions of media on behalf 

of masses. The issues erupt when the mandate of people is breached and the power of 

media is misused. In these circumstances the masses are on back seats while the 
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personal interests for profit acquire priorities. At the end of the day, truths become 

causality due to its custodians. Democracy flourished when people have the right to 

inquire about the truth. It is possible in that circumstances where the voices of people, 

diversity, and objectivity of the view are not undermined. The sphere of media is the 

second name of public sphere and its success is subject to the equal participation of all 

type of voices in that particular society. The misuse of the sphere is the destruction of 

the principle of democracy and free speech. Therefore, it is utmost important not to 

misuse it for personal scoring and agendas (Memon, November 24, 2009; Schudson, 

2015).   

 

2.1.3 Access to Information 

 

In practice the role of press and authorities are in opposite directions. The authorities 

stress the access to information (Kauffmann, 2010; Imre at al., 2016), and the opposite 

situation permit the individuals to turn collective eyes back towards the power structure 

(Brooke, 2010). It is the ability of citizens to have their access to information and to 

collect information from the state possession. It is called real information because it is 

practical and useful and facilitate the citizens to build their well-versed opinion 

regarding the issues and to impress from the propaganda of government. It is the part 

and parcel of the sphere of human rights that citizens have access to information without 

any hindrance in all circumstance. Human rights are considered to be fundamental for 

intellectual freedom because without it there is no concept of one’s ideas, thoughts, and 

its formulation and to express it freely, resultantly there will be no democratic 

governance (Byrne, 1999; Hood, 2006a). According to Section I and Article 19 of 

UDHR (1948) freedom to the right of expression and opinion is fundamental to all, 

freedom of opinion guaranteed to be not interfered by any one, and the citizens are free 

to search for it, receive it, and to disseminate it with the help of any media without the 

jurisdiction of frontiers (Lor & Britz, 2007). 

 

The importance of access to information has been summarized by Martin and Feldman 

(1998: 1) that the process of governmental authorities should be more open and the 

authorities should be made accountable and it is necessary to give definition to the term 
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freedom of expression and only meaningful information in the form of opinion should 

be disseminated when one is well informed. Emerson (1963:880) explains its 

importance from the angle of its connectivity and suggestions to be used as self-reliance 

and self-fulfillment of an individual, as a process to attain truth, to make sure the 

participation of citizens in the process of decision making and to sustain equilibrium 

between change in society and stability. The controversy over the right to information 

regarding sensitive record on the plea of state’s interests creates tensions. Therefore, 

Martin and Feldman (1998:2) have the following suggestions to avoid deadlock, a) 

there should be limitation in law regarding the question of state’s interests, b) the 

mechanism about how to access the information and how to refuse it by authorities, c) 

the privacy of individual along with protection of data, and, d) to frame procedure for 

appeal and review regarding the refusal to access of information. These questions 

should be very clearly elaborated to guarantee access to information (Martin & 

Feldman, 1998: 2).   

 

Martin and Feldman suggested a reasonable way to combat with issues. For example, 

the state interests denote the tendencies of evoking interests particularly emotional, 

which are easily exploited by authorities who has their access to information, therefore, 

they muddle in the ordinary working of the department of the governments. 

Infrastructural and social conditions are the basic of success to implement the freedom 

to access to information in a society. These includes, political stability, communication 

infrastructure, independent judiciary, and library and information services are the 

preconditions in this regard (Lor & Britz, 2007). 

 

Independence of judiciary and political stability have symbiotic influence on freedom 

to access information. These two factors encourage openness in governance therefore 

they contribute in the sphere of political stability. The role information services and 

library are important but the most neglected precondition in developing countries like 

South Africa. In the wording of President F.D Roosevelt, “Libraries are important for 

the functioning of democratic societies, and libraries are the symbols of free mind 

(Quoted by U.S. Library Association, 2002). PubliCA (The Concerted action for Public 

Libraries) has rightly indicated in Leuven Communique that libraries have a great 
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strategic capacity to enhance the quality of life and to provide possibilities to become 

good citizens of the information society because they facilitate the people for free high-

quality information and equal access (Aslib, 1998: 1).  

 

Right to information (RTI), the primary element to keep opinion is due the development 

of 20th century i.e. Sweden’s Freedom of Information Law (1766) and First Amendment 

in US Constitution (1791) (Ackerman & Sandoval, 2006). The law of Sweden is famous 

as the premier legal instrument in the globe regarding free access to information. While 

freedom of speech is guaranteed by the first amendment in the constitution of US. In 

the countries like Columbia in 1888, Finland in 1951 enacted the same laws but these 

laws come under the UDHR (1948) after the signatures of the relevant countries (Rees, 

August 29, 2015). 

 

To tackle the issue of culture of secrecy within the sphere of government, the principle 

on freedom of information was drafted in Article 19 by one of the organizations of 

United Kingdom and endorsed by the UN Special Rapporteur in 2000. A vibrant and 

independent media has the capacity to inform people and to frame their opinion and 

also to hold it. In this context, it is obligatory to protect and promote the right of citizens 

to information and to discourage the practices of government to restrict it, therefore a 

diverse media is the need of the hour (Hazell, 1989; Alam, 2015). 

 

The media and information milieu, in Pakistan, have been completely changed during 

the last couple of years. There was no law in the country regarding the provision of 

freedom of information to the masses prior 2002, because there was only state control 

media in the form of state radio and TV. However, President Musharraf issued Freedom 

of Information Ordinance 2002 to liberalize the air ways (Darch & Underwood, 2010). 

Private TV channels and FM radio were allowed under the PEMRA Ordinance, 2002. 

There are 140 private FM radio stations and more than 90 private satellite TV channels 

are operating in Pakistan. The Right to Information was constitutionalized under 18th 

amendment, while Punjab and Khyber Pakhtunkhwa have enacted to Right to 

Information laws well before 2013. ‘…The trend of expansion of media is subject to 

the expansion of ICTs. Facebook live, and web TV channels, are expanding with leaps 

and bound throughout the country and now with the facility of internet even from 
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remote areas different communities broadcast their shows from the spot live…’ (A. 

Ahmad Shah, Interview, December 17, 2017).  

 

The constitution of 1973, Article 19-A, allows the freedom to access information from 

the governmental organizations and department of Pakistan. But the government 

departments are usually violating this right of the people. It provides an opportunity to 

people to strengthen their bond with state. The violation of the provision indicates that 

the government department wants to conceal the information from the citizens. The 

eighteen amendment has given a new life to the Right to Information (RTI) not only at 

federal level but also in all provincial setup. Right to Information Commission is 

another landmark in this connection (Anwar, May 6, 2018). 

 

Inspite of these developments the independence of media and freedom of expression is 

still a serious problem in Pakistan. In two of the provinces the RTI laws have confronted 

with a crucial paradigm shift which is from secrecy to transparency because the laws 

related to media are not conducive to this development. The laws related to media are 

mostly silent or have little reference to media independence and right to access 

information. The standard of PEMRA’s laws raise many questions relating to the 

improvement of entertainment, education and information and also to ensure 

transparency, accountability, and good governance, and have not a single clause about 

the RTI. The Official Secret Act17 1923 is even present in the statue books of the 

country (Alam, 2015). 

 

The section 34 of the Prevention of Electronic Crime Bill provides more power to 

Pakistan Telecommunication Authority (PTA) to block or remove access online 

information without the approval of the court. Now the authorized officer of PTA on 

the behalf of organization may instruct any service provider to block or remove if he 

deems it necessary in the interest of Islam, the security, defense, and integrity of the 

Pakistan. Besides, the PTA or its authorized officer has the power to block or remove 

any information on the reason of cordial relations with foreign countries, morality, 

                                                           
17 Official Secret Act-1923 is a comprehensive document of colonial period, deals with leakage of official 

information or documents, sketch, and plan. Similarly, it is also punishable to inspect or even pass 

through prohibited or restricted areas. 
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decency, contempt of court, and incitement to offence. It means that the said clause of 

the bill provides carte blanche to the governmental authorities to block the access of 

information which are against the wishes of government to be public. The plea of 

government to restrict the above said information for general masses is not in the scope 

and not legitimate under article 19 of the ICCPR. The most alarming situation is that 

court has no authority of judicial review or hearing of appeal against the decision of 

PTA. However, the federal government under section 34(2) may allow the authority to 

entertain the grievances of the people (DRF, 2015). 

 

In this context, the Sindh government of Pakistan with pro-censorship policies has 

decided to block popular internet service of telephony and Voice Over Internet Protocol 

(VoIP) applications due to its stance that militant use these applications. The plea of 

Sindh government has been widely criticized by the members of civil society. In the 

meantime, the use of smart phone has been increased and people use Viber, Skype, 

WhatsApp, and Tango for communication (Khan, November 02, 2013). The twitter was 

warned by PTA that tech giant was not observing the directives despite repeated notices 

from the authorities. The final notice from the authorities to microblogging website was 

the warning to ban it within fifteen days if the directives were not complied. About its 

possible blockage the Martin Kobler, German Ambassador to Pakistan showed his 

concern in a tweet (Jahangir, 2018 August 18):  

“The threats about the blockage of twitter in Pakistan worried me. My 

followers are my lovers. I learn a lot from them. Responsibility is key to 

handle social media. It must not be blocked, because free social media is the 

demand of free country”. 

Digital Rights Expert, Nighat Dad, expressed in her interview that, ‘…Shutdowns and 

bans are deteriorating the soft image of Pakistan, world is moving forward and taking 

the benefits of digitalization but Pakistan is in constant fear and afraid of the 

internet…’. The attempts to block social media in Pakistan can be recalled when in 

2008 and 2010, Facebook was banned. While Youtube was also blocked in 2012 for 

more than two years (Jahangir, August 18, 2018). 

The antagonistic regulatory policy of the government of Pakistan to curb the freedom 

of expression and online access to information was criticized by United Nations Human 
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Rights Committee. The immense powers of PTA were criticized by one of the members 

of the committee. These powers of PTA were expanded by Prevention of Electronic 

Crimes Act (PECA) in 2016, and now PTA can stop internet without judicial review. 

The plea of state that these laws are compatible with international standard but one of 

the experts is of the view that how it fulfills the international requirement when judicial 

oversight have been curtailed. The Pakistani delegate argued that during the drafting of 

PECA-2016 consultation was opened to all, although the submissions of civil society 

were not clear and vague and the final draft was developed with the compromise of 

opposing opinions. The other concerns were about its strict code of conduct to forbid 

to criticize military establishment, to discourage anti-state and anti-national attitudes, 

good manners and morality. The committee observed that there were more than twenty 

bans on channels of media in last four years. What would be the mechanism that the 

authority would not violate the freedom of expression and access to information 

(Brandao, 2017)? ‘…In this connection, there are laws, acts, and ordinances 

everywhere in the developed countries but they usually observe the true spirit of their 

domestic laws, but sometimes the authorities manipulate it also...’ (M. Robina, 

Interview, November 13, 2017). 

In United States, the Freedom of Information Act (FOIA) 1966 has granted the right to 

see the files which contains information about the particular citizens prepared by the 

agencies of executive branches of federation like Federal Bureau of Investigation 

(FBI), Internal Revenue Service (IRS), and the Defense and State Department of US 

(O’Reilly, 1977). The FOIA-1966, the Administrative Procedure Act 1946’s 

codification, came into force after one year and has been amended several times. The 

files, containing the record of citizens, prepared by judicial system, state governments, 

and Congress do not cover by the said law and nine categories of information are 

exempted by FOIA. Information regarding national security, personal record of 

government employees, record of medical, trade secrets, record of the investigations 

by law enforcement agencies, and banking records etc. are exempted by the Congress 

(Martin, 2018).  

It is asserted in FOIA (PL.89-554, 80 Stat. 383) that the right of public to know 

regarding the governmental activities, as it is the basic foundation of democracy and 
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accountability in democratic setup (Archibald, 1993). The right of free speech enables 

the citizen to gain power from the available information, as enacted in First 

Amendment, because identification of information regarding the incompetence and 

misconduct of governmental actions (Leahy, 1998). To minimize the access to 

information would maximize the weakness of the government. Information provides 

proofs for criticism and make it more powerful while contrary to this the criticism will 

be shallower and less powerful to bring any change for the development of democracy. 

The follower of the act usually quotes the 4th president of America, James Madison 

who said (Vaugh, 2004): 

“Knowledge governs the ignorance forever. To equip oneself with power 

of knowledge means to become one’s own governor. The government of 

the people without people’s information or the mechanism to acquire it is 

but prologue to a tragedy or a farce or probably both”. 

‘…It is true that knowledge is power and when the knowledge-based information share 

by different opinion leaders then it evolved as a combined opinion of that very society. 

It influences not only the society but also the government because it transforms to 

public opinion…’ (S. Rehman, Interview, February 8, 2018). 

2.2 Public Opinion  

 

Post- Renaissance secularization of Machiavelli during the 16th century presented the 

idea that opinions have their origin of authority. Machiavelli, in his Discorsi, stated that 

the voice of the people with reason will be the voice of God. The public opinion secured 

batter position in 17th and 18th centuries. Pascal was of the view that public opinion is 

the queen of the world. Thomas Hobbes emphasized that it is public opinion which 

governed the world. John Locke categorized laws into divine, civil, and law of opinion. 

David Hume declared that all governments would base upon public opinion either they 

are despotic or democratic (Davison, 1968).  

 

Jean Jacques Rousseau, with genuine break through, applied the notion of sound public 

opinion to the state itself. He concluded in volonte generale that general will is the most 

just will of the people and therefore the voice of the people is infact the voice of God. 

In Du contrat social (1762) Rousseau gave rich tribute to public opinion. He is of the 
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view that the fundamental and basic thing is the law of opinion while the form of 

government is secondary, because criminal, civil, and even political laws are stand upon 

public opinion. In one of his work, Lettre a M. d’ Alembert (1762) he categorically 

declared that morals can be influenced by the government with the help of public 

opinion, and he provided the base for the development of public opinion. Rousseau 

wrote in his political treatise Considerations sur le gouvernement de Pologne (1772) 

the law-givers should make it necessary to know how to influence public opinions and 

then they have the power govern citizens (Ziolkowski, 2001).  

 

The minister of finance to Louis XVI, Jacques Necker discussed the significance, in 

statecraft, of public opinion in his writings. The public opinion has the power to weaken 

or strengthen the human institutions. Fool theorists and apprentices are usually failed 

to take public opinion into consideration in their undertakings of political writings. It 

was difficult for most of the foreigners in the field to understand the nature of the 

invisible force of public opinion which gives laws to the courts, to the city, and even to 

the palaces without bodyguards, treasures, and army. Public opinion was enlightened 

and stronger then laws in the past. It works as tribunal where all statesmen are 

accountable and the correct judgment publicizes its enlightenment. It is considered to 

be one of the principal safeguards to stop the abuse of the authority political nature 

(Silberman, 1980).  

 

The course of democracy was determined by the juncture of history like American 

Declaration of Independence 1776 alongwith French Declaration of the rights of the 

men 1788. G. Sartori is of the view that in both the concept of public opinion is at the 

top. But there is difference between them also. The British thinker Jeremy Bentham 

(1748-1832) in all his writings gave importance to public opinion and termed it as the 

instrument to control social sector. Bentham, in his political treatises argued that 

freedom of expression of public opinion is a main feature of democratic government 

and principal safeguard against misrule. He viewed the relations between legislation 

and public opinion. He defined public opinion as a system of law having its roots into 

the people. Bentham declared the newly established press as a major and most 

significant source of expression and formation of public opinion (Splichal, 2009).  
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In the 19th century, two towering figures John Stuart Mill and Alexis de Tocqueville 

after the full-fledged treatment of the nature alongwith role of public opinion has great 

influence on democratic process. Their thoughts paved the way for further discussion 

in the regard. The de Tocqueville’s interest dominated by the role of public opinion as 

a vital feature in modern democracies has been the main issue for discussion. John 

Stuart Mill (1807-1873), the versatile philosopher of United Kingdom of the 19th 

century gave a thought-provoking exposition, in Considerations on Representative 

Government (1861), regarding the representative governments and the role of public 

opinion (Palmer, 1968).  

 

As a multi-faceted phenomenon, the definition of public opinion has frustration as it is 

said that it is not the name of something but actually it the clarification of most of the 

some things. Inspite of differences regarding its definitions, students are generally 

agreed that public opinion is the collection of the opinions on issues of public interests 

and has its influence on the behavior of individual, behavior of groups and on the 

policies of government (Ziolkowski, 2001). Jeremy Bentham, on the other hand 

emphasized that the power of Public Opinion Tribunal can be exercised by all including 

elector, and the citizen or foreigner. Trade declared that public opinion at international 

level is always existed, even, when there was no press. The newspaper finished the past 

practice as conversation then correspondence. But still the opinion was sparse and in 

scattered outlines and blended the personal opinion into opinions of local community 

and transformed it to national and world public opinion (Tarde 1901: 83; Splichal, 

2009). 

 

Tonnies18, is of the view that public opinion is boundless (1922: 135). In the middle 

ages, the earliest people were transnational because they traveled to Westphalian 

administrative units and used Latin language as lingua franca among scholars and the 

public opinion was imposed due to lack of literate people. Tonnies presented an 

example of theologians to represent international and educated people with diverse type 

of opinion. Immanuel Kant (1784) is of the view that free discussion of people as a 

                                                           
18 Ferdinand Tonnies (1855-1936), a German philosopher and sociologist. He was major contributor of 

sociological theory. He published over 900 works. He also contributed to the study of public opinion. 
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source of citizen to express and develop the autonomous rationality. In defence of the 

public utilization of reason Kant emphasized that general will legitimized the sovereign 

power and the sovereign can lose its legitimacy if the sovereign alienated from the 

source of knowledge, on the basis of which he is able to take right decisions because 

the voice of citizens can be converted to overt criticism. It, eventually, cause hate and 

distrust against sovereign (Kant, [1793] 1914: 40): 

 
“Right is for citizen. It enables them to frame opinion at public level in 

connection with the appearance of events or the wrong done against the 

commonwealth by administrative steps of sovereign”  

 
Kant is of the view that the real thing is the “freedom of pen” rather “freedom of press” 

because it is not the freedom of newspaper or publisher. The concept of the press as a 

watchdog is the vital part to control the activities of the government. According to 

Bentham it is the rule of publicity is the base of sovereignty of the people and as the 

base of public opinion to put the tribunal of public to frame enlightened judgment 

(Bentham [1791]1994: 590). Public Opinion Tribunal are the central and indispensable 

instrument which needs publicity at large (Bentham [1822]1990: 28). Karl Marx 

expressed the same idea regarding the public sphere which was unearthed at that time, 

that a third element which rules and the ruled alike is in need. He realized that press is 

the tool of surveillance public opinion’s organ. Marx conceptualized the public sphere 

as a mediating factor between civil society and state where both can meet on equal 

status and term and liberated from the authoritative and private interests (Marx, 

[1843]1974: 189–90): 

“The rein of press, govern and governed criticize each other as an intellectual 

force. Freedom of Press is the outcome of public opinion while it also 

produces public opinion”. 

 

Press, according to Karl Marx is not based on bureaucratic premises and is an element 

of civil nature and considered the press as political not official (Marx, [1843]1974: 

189). Tonnies, keeping in mind the Emil Lobl’s book Kultur und Presse (1903) stated 

that people mixed erroneously press with public opinion, while press is organ of it. 

Neither public opinion be undermined to the press nor the press can be substituted the 

other two factors i.e. civil society and state (Splichal, 2009). Currently 

reconceptualization of publicity is openly reflected in the reality of the world i.e. 
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publicity which is used to refer to reasoned debates to overshadow to attract the interest 

or attention from most of the people (Bauer, 1965: 121). ‘…Public opinion and freedom 

of expression are interrelated terms and both are the prerequisite for democratic setup 

everyone in the world, if there is popular government or dictatorial rule. So far as, 

Pakistan is concerned the record of free expression and public opinion is not too much 

better…’ (T. Raza, Interview, April 17, 2018). 

 

As per report of Voice of America – Pakistan is placed among the top, where people 

have been killed due to their writing online about sensitive subjects, four countries i.e. 

Brazil, Mexico and Syria. It is very sorry state of affair that public opinion has been 

crushed by such heinous activities which directly affect the functioning of democracy. 

“Freedom on the Net”, released by Freedom House contains the assessment of freedom 

of internet in sixty-five states of world covers the period from June 2016 to May 2017. 

According to the research, Pakistan is “not free” for the last six years because the 

freedom of internet has been deteriorated. Intimidation and violence is order of the day 

on social media activists, sometime shutdowns of internet and troublesome cybercrimes 

laws and cyberattacks to terrorize the critics of the government maximizing the graph 

of declining state of affairs of the internet freedom. In this backdrop, the public opinion 

cannot flourish in its sense of freedom of expression. Online political speeches, online 

journalists and bloggers who are meant to cover crime, corruption, politics, and the 

representative of civil society, are confronted with most dangerous situation and 

challenges because they are the voice, opinion and mouth of expression of the majority. 

It all curb the development of civil society in the prevailing circumstances to perform 

for the transition of democracy (Gul, 2017). 

2.3 Civil Society  

 
The concept of civil society is included in the seventeenth and eighteenth century’s 

enlightenment ideas and was discussed at theoretical and academic level at that time. 

Furthermore, according to Lock and Rousseau and later on also Adam Smith and J. S. 

Mill took the facts of the prevailing unrepresentative monarchy, evolving bureaucracy 

and early middle class, which were familiar with their interest expression and politics 
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of pressure group. Hegel and Karl Marx have also contributed on the concept of civil 

society to the literature.   The civil society, according to these two, is the product and 

processes of long historical transformation oversee by the materialization of sphere of 

marketplace relation in capitalism. Antonio Gramic also contributed regarding civil 

society and is of the view that it is an inherited conflicting field, where institutions of 

civic reproduce and spread ideas and values of the hegemony of capitalism but are 

subject to competition to find out the best (Wanyande, 1997). 

 

Alfred Stepan has a different approach and is of the view that civil society is not the 

emerging product of any particular but it is the collection of the social movements and 

of the civic organization representing all class to channelize themselves as a whole for 

manifestation and advancement of their interests (Nyang’oro, 1993:54-55). On the 

other hand, Bayart is quoting Fossaert (1981) and defining it as the society and its 

relation with state and to the extent to confront with it. While the distance on conceptual 

grounds between the state and society and with relevant elite on political bases, the 

middle class of educated segment, generally constitute the heart of civil association 

(Bayart, 1986: 111).  

 

It is ironic that due to early writings on the subject it is assumed that civil society has 

in constant conflict with state. The impression developed from the literature reveals that 

it has a homogeneous charted and is constant struggle for the best interests of citizens. 

It is misleading on the grounds that it is in our observation that civil society has 

supported state in many instances. It shows that it is not on confrontational side of the 

matter. The civil society is also in need and support of state against in war with other 

civil society. It indicates that civil society is in constant interaction with state for 

different reasons. The associational life does not occur in vacuum but it will be in state. 

It is fact civil associations are not the part of state (Wanyande, 1997). 

 

Besides, the nature of civil society is neither homogeneous nor has identical interest. 

There are many organizations which are undemocratic in character and are opposing 

those who work for democracy.  Therefore, it will be a misleading assumption that the 

entire cluster of civil society is working for the empowerment of society to transform it 

into democratic reality. It is due to the factors that Nyano’oro issues warning to avoid 
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the romanticizing civil society (Nyang'oro, 1993:58). It is not surprising that there is 

lack of harmony of interests among different organizations of civil society. The space 

between family and state is called civil society and is filled by individuals with diverse 

interests ranging from economic to political and also socio culture (Wanyande, 1997). 

 

A new “buzz word”, civil society is developing. Someone uses it, some tries to define 

it while most of them have expectation that it would make miracles. The concept has 

been re-emerged and is linked to the dismemberment of the then USSR in late 1980s. 

The movement of people that stimulated opposition to totalitarian rules was labelled as 

civil society (Tandon, 2002). The struggle was in similarity with the movement against 

colonial powers and there is no prominent difference to dethrone the dictatorial 

governments. Nowadays most of the government follow democracy to some extent. 

After the establishment of national government, the public movements were 

disappeared at large and people had no further part in government (Pietrzyk, 2003).  

 

The new concept of civil society suggests that people of ordinary nature have their role 

in the ongoing development of civil society because the government cannot alone 

deliver in the development. In late 1980s, it was realized and accompanied by the role 

of private business to legitimize its part in the development of economy of the civil 

society. In the like manner, the new trinity i.e. government, market and civil society 

became the new partner of societal development. There is divergence of opinion neo-

liberal economists and orthodox political leaders, the former believes in market while 

later in primacy of the state (Tandon, 2002).  

 

There are different views and definitions of civil society by different authors but the 

action of the people is its base. It is spontaneous, voluntary, and combine efforts of the 

common people to enhance their community. It is the universal lesson of all the 

religions for its believers to do good for the welfare of needy, and of social progress 

alongwith cultural unity of all. The community and society have them believe in the 

mechanism to support such type of activities everywhere at each level. Therefore, it is 

the organic segment of life in each society to contribute to the larger public good. In 

modern development, the spontaneous associations of many have secured an advance 

formal character (Bermeo & Nord, 2000).  
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The traditional social associations coexist with Non-Governmental Organizations, 

voluntary organizations, professional associations, culture and art groups etc. Today, 

all the societies have autonomous formal organizations free from market and state 

control. Besides, there are numerous local, informal, and spontaneous efforts by the 

groups and people who contribute towards public good. In this backdrop, it could be 

labelled as civil society. Therefore, civil society is pluralistic, diverse, heterogeneous, 

and in the same time conflicting and contesting mutually. The post-Hobbesian 

traditions and thoughts of political and liberal provide conceptional base to civil society. 

In early liberal discourses it was often diffused and the term of civil society was 

articulated in vague form (Seligman, 1993). Civil society and state are identified as by 

Thomas Hobbes and he added that “laws are not unjust. It is enacted by the rulers, and 

it is also warranted by the ruler” (Hobbes, 1958: 388). In his Second Treatise on 

Government, John Locke is of the view that the state of nature with the help of social 

contract and to regulate the social life of people by civil law provide solidarity to 

individuation, because all individuals are independent and equal and no one has the 

right to harm the life, liberty, possessions, and health (Locke, Book II, section 6). 

 

According to Alvin Gouldner who argued that civil society is a unique sociological 

concept which is contrary to the critical theory of Marxist (Gouldner, 1980: 363-73). 

Civil society imply community not in a traditionalist and narrow senses. It emphasized 

the classical sociological differences between Gesellschaft and Gemeinschaft. Civil 

society is considered to be the form of combined consciousness that leads to deep and 

wide in principle (Alexander, 1997).  

 

A paradoxical concept of civil society with different dimension of social institutions 

evolved simultaneously in thoroughgoing collectivism, and radical individualization. It 

is captured in the notion of Habermas’s “the sphere of private individual come together 

as a public” (Habermas, 1989: 27). Civil society is the umbrella concept for its one or 

another usage and also include everything to be controlled by the state, from the family 

to the voluntary and law institutions, the economic organization and the family. In the 

transitional period of primary modern absolutism to the democratic revolution of early 
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periods provided sufficient practical and historical reasons to use such a broad term. A 

columnist of New York Times emphasized that the specialists are the requirement of 

modern society while it has the need to harmonize the individual’s efforts. It means that 

there is constant need of organization to the civil society (New York Times, August 8, 

1989). 

 

Civil society has the power to influence the making and formulation of policies with 

the help of its members including in committees while sometime by presenting 

memorandums directly to representatives of the people and influence the projects and 

scheme which affects citizen. The frequent interaction of government and civil society 

plays a decisive role in governance while free media enhance the interaction between 

two for the well-being of civil society and its role as a watchdog for governmental 

authorities (Lakshlunath et al., 2009).  

 

The role civil society is paramount to place the government on its track because as a 

watchdog, agitator, educator, and mobiliser of public opinion in the form of rallies, 

seminars, and peaceful protests contribute towards peace, stability and enhancement of 

democratic norms. The coverage of these events by traditional and modern media 

compel the government and also pressurize it from across the borders to fulfill its 

constitutional obligations to safeguard the human rights the members of civil society. 

The civil society role in the form “social capital” works for the long-term interests for 

the betterment of country. The proponents of these theories regarding civil society that 

it is self-reflexive and communicative creates public sphere and its boundaries are 

protected from the bureaucratic and economic power brings positive result as a whole 

(Cohen & Arato, 1992; Baker, 1998).  

 

The civil society as a concept is rooted in political and traditional thoughts. Liberalism 

and capitalism and civil society emerged with these modern philosophies. Its notion 

was used to elaborate the jurisdiction within the sphere distinguished from the state was 

came to the surface in 18th and 19th century due to the contribution of Hobbes and 

Locke. Its revival raises many quires regarding the current condition of civil society 

during its revival in contemporary era. Today, the question regarding its utility of 

political notation in the changing political and social world and also its applicability to 
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the society in a different environment from the origin of the notion of civil society 

(Pietrzyk, 2003). 

 

Therefore, it is considered to be as a hermeneutic key to the association, rights, public 

sphere and the complex social orientations. The identification and distinction of civil 

society from the state offers expressive tool for political and social analysis of 

complexity. The conceptual disagreement motivated from East-Central Europe, at that 

time the role of civil society was acted as major weapon in the arena of ideological 

differences and to force state oppression against citizens. Civil society is connected on 

strong bonds with liberalization and democratization. It is a wide-range and deep-rooted 

concept than liberal democracy because liberal democracies gives a bleak indication of 

inter-societal relation and state-society (Chandhoke, 1995, p. 25; Gellner, 1994).  

 

The notion of civil society has dynamic covers institutions and values, the indispensable 

prerequisite of democracy (Bryant, 1994). According to the Ernest Gellner, economic 

prosperity and civic spirit must be accomplished with the help of these factors. It cannot 

be justified to be identified by the presence of plural institutions to counterbalance 

(Gellner, 1991, p. 500). Gellner emphasized that civil society is more valuable than 

democracy (Gellner, 1994, p. 184). From historical perspective, civil society is the pre-

requisite and foundation for democracies like in United Kingdom, France, and United 

States. While in 19th century Italy, Portugal, Germany and a wide collection of social 

forces and association are not observed by lasting democracies (Bermeo & Nord, 2000). 

It is assumed that voting right or density of associations cannot support democratic 

setup because civil society, everywhere, in pre-democratic era was based on plurality 

of interest, views, and tolerance. Therefore, the two terms, civil society and democracy 

are different in connotations but overlap one another also. Civil society is often 

conceived as democratic society, while democracy assumes the presence of civil society 

and civic culture (Pietrzyk, 2003). 

 

Habermas is of the view that public sphere needs more institutional warrantees of the 

states governed by the constitutions because it requires the support of political and 

cultural traditions of the population to whom they are accustomed to obey (Habermas, 

1992, p. 453). In Eastern Europe the notion of civil society emerged within the view of 
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civil society of Ferguson as a civil society where members of the society were honored 

with dignity due to their humanism and as a part of member of the political community 

of “polished manners”. The community is not the mere gathering of individuals but it 

is constituted from common views, obligations, rights and responsibilities. Public 

sphere is the manifestation and understanding of overt communicative network where 

civil society with the help of its political views may challenge the authority of state 

(Schecter, 2000, p. 81). 

 

It seems to be evident that proper functioning of democratic setup is subject to proper 

functioning of civil society. There is no concept of citizenship without the proper role 

of civil society. So, the liberal and democratic institutions are rooted in civil society. 

There are differences in the environment of different societies, therefore it is not 

necessary that model of western civil society will be workable in other societies 

(Pietrzyk, 2003). Civil society has different connotation during different periods. The 

term was the favorite buzzword for chattering classes of the globe, touted by political 

scientists for the success of economic, societal and political aspects (Keane, 1998). 

Civil society, during seventeenth century, was associated with voluntary associations, 

charitable groups, and clubs of state machinery. According to John Locke there is wide 

difference between state of nature and civil society and also from political society. He 

argued that civil society is the outcome of the possession of natural rights to liberty, 

life, enter to contract, and estate come together, and validate a common public authority 

(Mahajan, 1999). The idea of civil society, although, got a new shape in eighteenth 

century. From Thomas Paine to Georg Hegel, the theorist developed a concept that civil 

society is a sphere parallel but distinct from the state. Hegel says (Kumar, 2001, pp. 

145): 

 
“Civil society is the outcome of efforts of advanced world where it is 

determined for the first time that it was their due. In civil society egoism lead 

to countless excess and life dominated by ethics the essential social dignity 

lost in conflicts of self-seeking” 

 

Civil society is a competitive and voluntary sphere, while its action is to monitor and 

check the state authority and even to substitute it (Medeiros, 2009). Governance in 

democratic setup is always people centric. People participate in all institutional 
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framework ranged from economic to political sphere. People are free to provide an 

opportunity to someone for governance according to their own will. Elections, free and 

fair, independent judiciary and vibrant media is the safeguard for the welfare of the 

people. It strengthens the political freedom and socio-economic conditions of the 

individual. Civil society, if active and diverse, can enhance democratic values with the 

help of freedom of expression. While all these requirements can be channelized through 

free media because media is a powerful tool to frame public opinion, to make 

governments accountable to people, and also paves the way for democratic culture and 

norms (Scholte, 2001).  

 

Information has the potential to provide politician, citizens, and policy makers a 

common ground on the basis of authentic, balanced, and creditable reporting of media 

to facilitate them for decision-making. In information age and in information societies 

the role of media is paramount for consensus-building techniques on certain issues not 

only at international level but also at national and local level. The decisions, therefore, 

made by the elected representative according to the will and aspiration of the people 

reflected in print and election media. It leads to enhance the graph of public 

participation, transparency, accountability, and consultation (Scholte, 2001; Jaysawal, 

2013; Mabillard & Pasquier, 2016). 

The most important contribution of civil society in the field of democracy is the 

awareness of masses with the help of different activities including media campaigns. 

The effective democracies try to inform their citizen about the system of governance 

and provide platforms to citizens to initiate drives for compensation to their grievances. 

The lay man represents civil society in his language as it is to give microphone to the 

vulnerable and poor people to hear about the rule of authorities that they never know 

from any other source (Cheema, 2011). Civic mobilization enhances the transparency 

of world governance (Hood, 2006b; Scholte, 2001). Civil society has the potential to 

pressurize the machinery of state to ensure transparent mechanism especially for its 

legislation. Connectivity with mass media enables the common people to be aware 

about the policy of state and will be liable to public scrutiny (Javed, December 31, 

2018). 
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In democratic regime, people get the space for mutual debates, discussion, and to share 

their ideas from the platform of civil society. A civil society, moderate in nature, can 

assist and bridge the gap among different groups to generate political and social 

consensus. The decisions of government are also reviewed by the public forum of civil 

society. The members of the civil society make their opinion with the help of 

information disseminated through media to discuss and to indicate the merits and 

demerits of certain policies. The process bridges the opinion of gross root to top 

branches of the authorities to facilitate them to make democratic decisions (Jaysawal, 

2013). The cultural process of learning, socialization, facilitate groups to participate in 

activities for the development of values, beliefs, and attitudes of the individuals. Here 

the powerful groups and its individual hold the things same with the mechanism of 

socialization and their existence is also legitimize (Paffenholz, 2009). 

 

The civil society is helped by social work that perform as an agent of change. With the 

help of certain tools civil society excess to people and also intervene between common 

people and policymakers (Jaysawal, 2013). Communication helps the process to spread 

information among general masses (Berliner, 2014). Obilade, (1989) is of the view that 

communication as a message is transmitted from a sender to the receiver (Obilade, 

1989; Welch, 2012). 

 

The role of civil society in Pakistan is also to promote and enhance fundamental human 

rights and democracy. The United Nations Human Rights Committee, during its first 

examination pointed out that free expression and right to information which are 

indicated by the organizations of civil society. Although the state authority denies the 

fact that covered it that terrorism was the major cause in this connection. The experts 

of the committee showed concern regarding the missing persons and the killings of 

extrajudicial nature alongwith torture by the agents of state. It was indicated that about 

seventy-three journalists have been killed from 2002 but only five were convicted for 

the crimes. The required information regarding the crimes against media workers was 

requested by the committee. So far as, the impunity is concerned it is nothing to do 

with attacks on media workers while contrary to this, it is the attempts of terrorist to 

silence the vibrant media of Pakistan. The Pakistani authorities emphasized that the 
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state agents have completed their investigation in all cases. But the state failed to give 

over the statistics of the prosecution and investigation of the case of attacks on media 

personnel (Brandao, 2017). 

 

The Civil Society in Pakistan working under pressure. They are facing various types of 

threats. The principal target of internet censorship is civil society. As reported in Daily 

Dawn that, so far as, the online freedom of speech is concerned, and the situation in 

Pakistan is going to be worst against the users’ right and privacy of citizens. Nighat 

Dad, the Executive Director of DRF, emphasize that state is trying to implement 

surveillance policy to keep an eye as a watchdog regarding the activities of common 

man, journalists, and the members of civil society in the name of war on terror. In 

Pakistan, the civil society is constantly fighting with threats on the one hand and 

fighting against the policies and technologies of state on the other which hurts the civil 

society. The Senate of Pakistan allowed the security agencies to monitor cell-phones 

and private emails to collect terrorist evidences against the privacy of citizens and civil 

society. In Baluchistan, the civil society activists are confronting with more threats and 

the security agencies alongwith intelligence of army trying their best to combat 

terrorists. According to report, the federal government is pressurized by intelligence 

agencies to provide more surveillance control over the tracking system of location. It 

is all done in the name to fight against extremist, while it is evident that all is used to 

limit the activities of media personnel and the members of civil society (Junaci, October 

4, 2013).  

 

The unjust censorship on media to suppress the voice of the organization of civil society 

is frequently debated in the sphere of civil society. In the present scenario when 

government tries to limit the voice of media and state level including the filtering 

project of internet, the civil society initiated a huge campaign for the protection of this 

constitutional right. The protest, supported by national and international media, 

organizations of human right, and all the concerned members of civil society demanded 

its restoration because the decision was unconstitutional to limit the freedom of media 

and internet in Pakistan (Zafar & Ahmad, 2011).  
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2.4 Media 
 

The impersonal means of communication, mass media, is the auditory and visual 

messages are transmitted to the audience directly (Youm, 1994). It includes radio, TV, 

newspaper, motion pictures, books, billboards, and magazines. There is variation 

among radio, mass media, TV, motion pictures, and the press and have heterogeneous 

audiences. The global advancement of information and communication technologies 

made the access to information and communication easier than ever before. A large 

number of web communities have been formed both at local as well as global level. It 

enabled people to communicate and share information and common interests. It seems, 

on the surface, that we are evident of new-age phenomena, which could settle the age-

old problems of democratic deficit (Splichal, 2009). 

 

Mass media not only enable citizens to exchange messages but interpersonal 

communication also. Mass communication has the capacity to eliminate external source 

of inequality, ownership privileges, racial and gender discrimination, professional or 

political elitism, and age grade exclusion. It enhances the number of participants who 

take part in the process of communication and also expend the base of communication 

to provide opportunities to politically, socially, and economically deprived segments of 

civil society (Splichal, 2008, p. 26). 

 

In twenty-first century the state has lost its power to protect effectively the public 

interest of individuals. States were involved, traditionally, to regulate the consequences 

of transaction direct or indirect. People are not actively participated to be exposed but 

nowadays people are far from as a regulator of those transactions. Globalization and 

transnationlization indicate the extension of governance, social space and are 

considered to be the beyond of regulation of government. Due to the detachment of 

classical liberal governments from civil society, the new methods of regulation emerge 

like non-state actors in the form of labour unions, NGOs, local authorities, and 

community groups as well as trade associations and private companies (Splichal, 2009). 

John Stuart Mill emphasized that freedom of expression in connection with freedom to 

write and read reveal truth which ensure self-fulfillment and self-development of 

citizens to guarantee their participation in democracy (Khan, September 10, 2010). 
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Freedom of expression and right to privacy is exercised by the individual by mean of 

media. Freedom of expression is the vital element of liberal democratic society. Free 

expression of societies helps to sustain the democratic accountability. The freedom of 

expression supported by media can protect the other rights of individual (Mendel, 

2012). The right to privacy, to how, when and what extent communicated to others, 

sometime create disturbances. According to the views of Westin, individuals have the 

right to privacy and also to what extent their information should be shared with others. 

It is the right of people to pick freely that to what extent their privacy should be exposed 

in circumstances before others (Westin, 1967). 

Due to changing scenario of notion of privacy the early legal protection which were 

according to specific situation and context and in present situation there is a possibility 

that it has adopted the aspect of generality. England’s justice of the Peace Act 1361 was 

the early example of legislation regarding privacy (Beresford & Stajano, 2003). 

According to the act, eavesdroppers and “peeping toms” were arrested. In the like 

manner, the Entick v Carrington [1765] case which paved the way for fourth US 

constitution amendment came from the wish to safeguard the papers to be kept in 

private home. Other instances regarding the subject and on the basis of which the 

government held the individuals (Sweden) or to ban on the printing publishing of 

particular kinds of private information (France and Norway) (Privacy International, 

2006). 

 

It is obvious that some of the provisions are in open conflict with one another. The 

example of cultural values of majority vs. molarities, and liberty vs. order are the 

famous one. The regulation of media is to manage the conflict and tension between 

different rights of freedom. Ex-State Minister for information emphasized in her 

interview on the liberal position of media and said that, “…Democracy is on the way 

to establish and the existing troublesome situation of the politics of Pakistan would be 

slowly and gradually vanished with the advent of liberalization of airways…” (The 

Nation, January 26, 2018). ‘…The liberalization of airways was due to the wave of 

globalization alongwith globalization media not only in Pakistan but also all over the 

world…’ (A. Ahmad Shah, Interview, December 17, 2017). 
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2.4.1 Globalization of Media 

 
Due to the importance of media it is the core element of the liberal doctrine and the 

freedom of media is also formulated in the constitutions of all the democratic countries 

with different interpretations. It is guaranteed by law and has recognition at social level, 

freedom of media and communication have two dimensions. It ensures social voices 

and to meet its various needs. Media freedom is beneficial for social institutions and its 

functions because it warrantees the dissemination of authentic information and to 

present it from different point of views. The media be rich and powerful and must not 

be feared, but should be engaged in debatable, controversial, political discussions. The 

right to free expression needs the access of members of civil society to the media and 

to gain diverse information from various public sources (Carlsson, 2016).  

McQuail is of the opinion that precise, true, objective, just, and relevant media 

constitute a forum of different ideas self-regulating and free and should establish 

professional standards and ethical code (McQuail, 1972). Information and 

communication technologies were come to the surface at the end of second millennium. 

The microelectronic based technologies which spreads the manipulation of codes of 

information, thus accompanying in a basic biological revolution. During that time a 

new revolutionary communication system has been evolved, which is called internet. It 

was on the way to become a vital communication channel for 21st century (Murtaza, 

December 5, 2012). 

One of the significant implications of internet that it is uncontrollable, politically or 

technically. The only way to control it is disconnection from the global network. 

Moreover, the internet bypasses the established system of communication by mass 

media, and now people interact with each other by their own will. Media is fully present 

in the new instrument and the individual can opt for selected alternate sources of 

interaction and information and now they are not depended on mass media only 

(Rantanen 2005:8). 

Internet has the potential to mobilize people in political and social sectors from gross-

root level which is the basic requirement of political democracy. Castells argued that 

now new network society is emerging. Castells also introduced the concept of 
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informational society and emphasized that the new modern society had been based on 

information, knowledge, and alongwith technology to shape the condition of life at 

collective spectrum. The advantages of internet are numerous but the importance of 

face to face interaction is also important (Mansell, 2010).  

The Church also emphasized that man as the right to spread and express his views (John 

XXIII, Pacem in Terris. n. 12 [1963]), but the right would be limited. Besides, it would 

be the duty of state to make is compulsory to employ the mass media for the common 

good of all (Weibing, 2012). The instructions and commitments of Church suggest that 

there should be no pornography and godlessness (Straubhaar & LaRose, 2004). To see 

the world with one eye is the aim of globalization. People have hopes, dreams, myths, 

and expectation that the world would be better than ever before (Hirst & Thompson, 

1996). Globalizers, for example, Giddens (1990) and Castells (1996) saw globalization 

as a main stimulating force behind accelerated political and social changes which are 

shaping societies and world in new order. Globalization and media, although, are not 

connected on mutual grounds with each other but both are related. Marshall McLuhan 

is of the view that “the medium is the message which has connected both with his 

concept of global village”. Media and communication have spread globalization all 

over the world and it is referred to as “mediated globalization” (Kheeshadeh, 2013). 

Due to globalization of media the globe has been converted into integrated market, 

based in capitalism. The rapid changes in different part of the world have profound 

impact on different parts of the world. In responses, in most of the countries they have 

produced their own media houses in form of Television, magazine, and music industry. 

If the developing countries are producing these media houses on the form of British, 

Japan, or United States then the national media production would be at lowest ebb in 

order to influence globalization (Jan, 2009). 

Global companies and instructions have vital impact. The International 

Telecommunication Union (ITU) has the capacity to allocate orbit for stellate, 

determine frequency of broadcast and elaborate the standard for faxes, mobile phones, 

and telephones alongwith internet connections. Telecommunication companies at 

global level, for instance, cable and wireless manage the infrastructure of 
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communication at world level of optical fiber cables, high-speed lines, and satellite. 

One of the other important aspect of globalization is the enhancement in the 

technologies of media. All the nations have their access to satellite televisions and 

internet. Not only the educated and richest nations but also the under developed 

countries are using new media (Straubhaar & LaRose, 2004).  

The term Americanization of media was used few decades ago but today people are 

talking about globalization of media at world level (Variety, 2002). Modernization has 

fastened the life with time. Now people spend their more time from moving place to 

place. The younger generation and students relax mostly themselves to be in front of 

computers. Websites like Twitter, YouTube, Facebook and internet has left behind 

television and now young people spend most of time on these websites and share 

opinions. Online viewing is increasing day by day with the help of technologies which 

make it more accessible and convenient. Online connectivity has been spread with the 

support of internet and now people can listen and watch even in remote corners of the 

world (Ahmad, July 12, 2012).  

2.5 Emergence of Social Media 

 

The discussion on politics, in drawing room, have shifted to palm through cellphones 

and leads to social media. The shift takes a fresh turn into digital age in Pakistan and 

now political activities all over the world are discussed on social media. The social 

media is considered to be more democratic than other media because the users are free 

to disseminate their opinions, upload information, and upload videos and photos 

without any control of editorial policy of traditional media. The social media provides 

opportunity of greater participation and promotes the idea of “citizen journalism”. It 

creates greater accountability for candidates as their past statements uploaded on social 

media can be accessed and the videos, photos, and posts are easily available. Although, 

there is opportunity and consequences of falls premises which disrupts political 

significant of traditional style of politicians (Khilji, July 25, 2018). 

 

The role of media, in the past two centuries, has contributed to promote democracy and 

create an environment of stability throughout the globe. In early seventeenth century, 
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when printing press was invented, the role of print media to keep inform people was 

dominant. But gradually, it encompassed the field of education resultantly, it influenced 

the public opinion and provided cohesion in the population and society (Starr, 2005, p. 

193). As a credible source, media provide accurate and reliable information and 

disseminate reports with integrity and objectivity (Ramirez et al., 2008). The twenty-

first century provided a unique place in the shape of social media and created interactive 

online platform for dialogue. Its famous sites are Twitter, Facebook, YouTube, and 

Myspace etc. Facebook was created for Harvard’s students to know about one another, 

but later on it reached to other universities and college and now everyone above the age 

of 13 is allowed to use it. Social media’s other sites are creating different communities 

that allow the access of people to have tabs and social relationship to find and explore 

the users with same hobbies and interest for new networks and relationship. As a social-

animals, people are inclined to search for faster, better, and expansive source of 

communication that provide the opportunity to communicate with more wide range of 

end users in minimum time (Jamil, November 14, 2013).  

 

Social media facilitates to create and share ideas, information, career interest, and any 

other form of expression with the help of computer-oriented technologies to virtual 

networks and communities. World population is approximately 7.3 billion, while 3.18 

billion people have internet access. Besides, 2.3 billion individuals are those who term 

as “active users of social media”. It indicates that seventy-three percent people have 

direct access and are active users of social media. It was far-past when social media 

was considered the media of youngers, now people from age are associated with internet 

and social media for various diversified purposes, which can be observed in the field of 

politics (Ali, April 24, 2017). 

 

Media has become the major source in the era of information explosion, to disseminate 

information and knowledge. It is powerful and one of the major agents of socialization 

(Robinson & De Haan, 2006, p. 52). The life of new generation with technological 

advancement has been covered with use of internet. Besides traditional media like radio 

and television, internet has occupied the most influential place in the arena of media. 
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Infact, internet is not a new media to the generation of present age (Tapscott, 1998) 

because they grow up digitally or to say born digitally (Chu & Chu, 2010). 

 

With the advent of digital media’s competency as a reliable skill set has many factors 

like prosumer electronics and hovers among consumer and producer in connection with 

functionality (Bruns, 2007). The user-friendly equipment of social media is inexpensive 

software alongwith its applications facilitates user to have their access even the users 

are inexperienced. The internet has a quality of ubiquitous and faster with the 

emergence of extension of mobile and networks of Wi-Fi (Lehr & McKnight, 2003). 

The powerful cellphones and tablets (Islam & Want, 2014) provided a considerable 

growth to ecosystem of digital media on the internet. The content at online is increasing 

with a huge rate, for instance three hundred hours video is uploaded at the server of 

YouTube every minute (Robertson, 2014). These changing factors provided an 

opportunity for end users to be converted from consumers to producers of digital media 

(Couldry, 2012). 

To produce further, it is important to explore the term of social media also. It is 

computer-mediated communication. Websites of social networking like MySpace and 

Facebook are the important forms of social media (Boyd & Ellison, 2008, p. 211). There 

are many theories (Mclntyre, 2014) regarding the explanation and evolution of media. 

Such as “displacement: newer media replace older media”, “Functional equivalence: 

New media dominate older media”, and “complementary theory: New media 

supplement older media” (Dutta-Bergman, 2004; Ramirez, Dimmick, Feaster, & Lin, 

2008). 

So far as, the theoretical ways of the platform of social media is concerned its evolution 

is yet to be discussed by the academicians. There is a shift between initial and existing 

social media platforms as they dig out to appeal to the general masses and have direct 

competition with one another. The platform of social media, however, transformed on 

the turn of the century. It is a shift from direct competition to co-existence among 

competing audience. Now the users target a group of specific persons instead of all 

users (Neuman, 2010, p. 12; Dickey & Lewis, 2010). 
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The initial wave of internet developed the idea of digital democracy and it was predicted 

that it would create virtual public sphere (Blumler & Gurevitch 2001; Tsagarousianou 

et al. 1998; Loader 1997). It was struggled that governance can be improved 

significantly via equal and open deliberation among citizens, policy makers, and 

representative with the help of ICTs. According to cyber libertarians, the said purpose 

could be achieved even without the involvement of government (Barlow 1996). 

Participatory democracy with the help of stronger online left of centre progressive as 

per the forums of Agoras and Habermasian (Habermas 1962; Hague & Loader 1999). 

The technology and science, historically, provides many examples of the fanfare of 

rhetoric transformation which alongwith the emergence of new innovations that is 

usually dogged by dissatisfaction (Bijker et al. 1987). Probably, it is a sign of surprise 

that in the perspective utopian of the early generation of democracy of digital age was 

instantly replaced by findings that recognized the myopia of such type of visions (Hill 

& Hughes 1998; Wilhelm 2000). At the turn of the century and authentic picture of the 

inspiration of the internet on democratic setup and governance was emerged because 

the technologies became easily as segment of mundane activities of everyday life 

(Wellman & Haythornthwaite 2002). 

 

‘…The emergence of social media is the product of ICTs and definitely the work was 

done in the developed countries like US and the countries of European Union (EU). 

The influence of social media overlaps the traditional system of communication and in 

less developed countries like Pakistan it has consolidated its position and now in big 

cities it is at parallel with modern cities of the world… (W. Akbar Sheikh, Interview, 

February 9, 2018). ‘…The advent of social media was celebrated as the supporting tool 

of democracy and it was recognized as international level also. But dreams of the 

theorists and scholars go to earth when the governmental machinery stopped the signals 

of internet for political personal interest. The same situation is observed all over the 

world but with difference tendencies and imputes and it is most severe in under 

developed countries especially in Pakistan…’ (N. Hassan, Interview, August 3, 2018). 
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2.6 Censorship of Media 
 

Official control and suppression of expression is called censorship when it potentially 

threatens order of the state. From historical perspective, it is used to monitor the morals 

of public, to salience the opposition, and to control awareness of public. In 399 BC, 

Socrates was the first convict of censorship. The first office of censorship was 

established at official level in 443 BC in Rome, while China introduced it in 300 AD. 

(Newth, 2010). Governments censor books, magazines, newspapers, movies, and news 

broadcast traditionally before release to read out censorable content. The advocates of 

anti-censorship consider it curtailment of freedom of speech, expression, and of 

information. The struggling democracies and dictators use censorship as an instrument 

to maintain law and order with the motive to sustain public ignorance (Bennett & Naim, 

2015). 

 

Historically, the regulation of media commenced with its application on printing press 

to produce censored books from the mid-fifteenth century in Western Europe. In the 

beginning the manuscripts were published and it converted into industry of printing 

trade. After 1500 AD Church and the state developed their interest in the content of 

printed and published material, especially to combat dissent or heresy material. The 

mechanism evolved the idea of licensing from the state and the need of in-advance 

approval from church authorities. The import and export were forbidden or controlled 

so far as the books were concerned. Printers and authors were punished for publications. 

In Russia and Ottoman empires were the most autocratic states of the time banned 

printing for more than two-hundred years (Kelly et al., 2004; Hoffman-Riem, 1996). 

 

In North America and in Western Europe between sixteenth and nineteenth century the 

media was regulated and restrictions on publications in the name of human rights and 

political freedom on the one hand, and on behalf of the trade and industry of printing 

and the rights of the authors on the other. In Britain the freedom to publish books was 

gradually changed and so far as France is concerned it was steadily allowed after 

revolution. While there was no freedom of print in Russia even after 1917’s Revolution. 

The situation was the same in colonies of UK and also in Japan till later 20th century. 
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During the modern era, punitive and repressive regulation regarding media became the 

norm in the interest of state authorities (Hallin & Mancini, 2004; Feintuck, 1999). 

 

With the emergence of electric telegraph, telephone, and wireless which paved the way 

for advent of radio 1920, the new dimensions of regulation came to the surface. National 

laws were regulating these media while international agreements were also observed as 

binding for the nation-states. The regulations were also in consonance with the interest 

of state and had to keep in mind the considerations of military and economy. All the 

regulations were controlled and executed by the state bodies and under the monopolies 

of governmental authorities. In the US, regulations were exercised and supervised by 

powerful government authority i.e. Federal Communications Commission (Hamelink, 

2000).  

 

Television and Radio, the most regulated among all media, everywhere, especially 

during the 20th century have never seen freedom of expression like print media. In the 

decades of 1980, with the introduction of satellite and cable the media more relaxed so 

far as the regulatory regimes were concerned and especially in connection with content. 

The deregulation of media usually marked with reregulation to reflect new political and 

economic priorities (Bertrand, 2000). Censorship of media is a phenomenon at global 

level and information outlets has foreshadowed for centuries. The censorship is 

imposed on the grounds to maintain the order of the state, but contrary to this the real 

motive behind it is to sustain the ignorance degree of public. In the current situation, 

connectivity of internet across borders enhance its user for prompt information 

therefore people usually rely on internet with one of its advantage of prompt 

communication in respect of other (Abbasi et al., 2015). ‘…The governments impose 

rigorous surveillance on internet to block the websites and to filter the information, so 

that selective news is allowed to the public. The authorities of government terrorize 

those journalist and members of civil society who try to access banned websites…’ (M. 

Ramzan, Interview, February 2, 2018).   

 

The cyber censorship by a government, private organization, or a firm without the 

consent of user and to apply wiretap or to collect information of personal nature or any 

other types of restriction to access internet. Censorship means to limit the opinions and 



62 
 

ideas of anyone to be sorted out before they are reached to the users (Motahari et al., 

2007). Governments commit more severe attack on the freedom of expression 

especially in dictatorial, nascent democracies, and struggling democracies. In half of 

the population of world people have no independent press (Newth, 2010). Eritrea is the 

top most country in the list of ten countries where press has certain types of restrictions 

(Committee to Protect Journalists, 2015). The rapid growth of media in the form of 

newspaper from 1610 to 1661 in different parts of the world provided unlimited access 

to members of civil society to different types of information, but it was not liked by the 

governmental authorities even at that time (Konvitz, 2003;145). 

 

The first information curbing act, the Licensing Act of 1662 of Great Britain was 

functional until after the Great Plague of 1664-65. Germany did successfully when she 

curbed the press and its censorship covered trade of printing paper (Bennett & Naim, 

2015). The censorship laws are still exercised to harass journalists, artists, civil society 

members, and critics that crossed the limits of the concept of national security, 

blasphemy, and obscenity. The First Amendment of the American Constitution, in 

1787, guaranteed the freedom of speech and expression to the people. According to 

Herman, from the last 2500 years the laws of censorship are used even in developed 

democracies against authors, and critics. For instance, Stephen Walt and John 

Mearsheimer of American universities were severely assaulted for publishing their 

expert views on nationally important issues (Abbasi et al., 2015). 

 

The technological advancement, theoretically, make it impossible to limit the 

information flow available on internet for users. However, as and when information 

touched the domain of internet, the digital censorship with its tool like, blocking, 

hacking, filtering, and redirecting activated. But the experts of modern technology 

learnt how to upload information and how to bypass the censorship domain on internet. 

However, due to advance and sophisticated technologies with government, it has the 

ability to monitor it online and redirect information flow. The activities of journalists 

and media personnel are also under observation which created threats, detention, 

beating, and harassment for them (Freedom House, 2014).  
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North Korea is at the top of ten most internet censored countries (USA Today, 2014). 

There are three billion users of internet while among them twenty-two percent belongs 

to China, and about ten percent are residence of United States. China is the most 

notorious in term of blocking and intercepting the content of foreign news on websites. 

The thick firewall to block the dissemination of information through internet is the 

censorship tactics of many government including China (Abbasi et al., 2015). The 

administrator of a citizen new hub website which was called as “Valor por Tamaulipas” 

was kidnapped and killed and her lifeless picture was uploaded on her Twitter account 

in order to give lesson to others. It was curbing of freedom of speech and expression in 

Mexico. It is also pertinent to mention here that, Queen Elizbeth-II is the monarch of 

sixteen countries out of fifty-three Commonwealth states, the people are not allowed to 

comment against the Queen (McGahan, 2014). 

 

The freedom of expression and access to information is universally acknowledged right 

of the people irrespective of any discrimination and distinction. It is the lynchpin of 

democracy therefore its protection is the guarantee of all human rights of the 

individuals. It is universally admitted that in democratic society there are certain 

limitations on the expression of speech, and access to information (Mendel, 2011). The 

European Convention on Human Rights (ECHR) provides the right to free expression 

without interference of state for all (Roberts, 2006). The governments try to ensure the 

freedom of expression and access to information in connection with the content of 

internet without any restrictions (Lievens, 2011). 

 

Technological, political, and rapid economic transformation evolved new restrictions 

on the freedom of media. Online coverage of the issues related to national security and 

other sensitive matters are monitored by the governments to stop hate speeches and the 

content regarding extremism etc. The rapid increasing use of internet in the domain of 

communication alongwith the powerful platform of internet to disseminate information 

beyond borders has diverted the attention of the judiciary and government to 

channelize, in the parameters determined by the government, these intermediaries with 

the risk of online expression (Global Report, 2018).  
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In Pakistan, freedom of expression, has confronted with bid challenges. About 150 

attacks against media workers and journalists were recorded in Pakistan, it is mentioned 

in the report of Freedom Network, a media watchdog organization of the country. These 

attacks include governmental forceful censorship, verbal or written threats, abductions, 

harassment, killings, arrests, physical assault, and illegal confinement by the state and 

also by the non-state actors including religious and political parties. From May 1, 2017 

to April 1, 2018, approximately 157 cases of violations were registered in all provinces, 

capital city, and in FATA of Pakistan. It means that there are fifteen cases of violations 

and attacked per month (Freedom Network, 2018). Iqbal Khattak, executive director of 

Freedom Network, told to VOA in an interview that, ‘…There is decline in terrorism 

in Pakistan, but journalists and journalism is still under threat. The situation of freedom 

of press is deteriorating in Pakistan…’ (I. Khattak, Interview to VOA, May 3, 2018). 

 

Freedom Network, revealed in its report that Islamabad is the riskiest and dangerous 

city for media personnel, where thirty-five percent of the cases were reported in it 

during past year. Province of Punjab with seventeen percent ranked second, Sindh 

ranked third with sixteen percent, while Baluchistan ranked at fourth position with 

fourteen percent. The Khyber Pakhtunkhwa with the violation rate of ten percent 

remained fifth, on the other hand eight percent violation against media personnel were 

registered in FATA. In the said period five media workers were died during coverage, 

while twenty attacks were registered against the organization of media. The report 

revealed that journalists of visual media were the easy victim to attack as compared to 

journalists of radio, social media, and print media (Freedom Network, 2018). According 

Express Tribune, ‘…Pakistan ranked at 139 out of 180 countries in annual World Press 

Freedom Index…’ (Express Tribune, April 26, 2017). 

 

In the expert opinions, many media personnel and companies moved toward self-

censorship due to fear and oppression against freedom of expression and speech. Mehdi 

Hassan, Chairman HRCP and media historian told VOA in an interview that, ‘…Many 

channels and news channels are observing self-censorship. It is plague for free 

expression and suppress the voice of people and limit them to right to information. The 

state and non-state actors are pressurizing media workers since the inception of 
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Pakistan…’ (M. Hassan, Interview to VOA, May 3, 2018). Senior Journalist, Amir Ilyas 

Rana, stated that, ‘…I agree that peaceful environment should be provided to the media 

worker, where they work without fear, during reporting their lives should be saved and 

they should not practice self-censorship…’ (A. Ilyas Rana, Interview to VOA, May 3, 

2018). 

 

The federal and provincial authorities of Pakistan were called on by Human Rights 

Commission of Pakistan (HRCP) to watch the interference in the domain of free 

expression. It was demanded by human rights activists especially Ibn Abdur Rehman. 

On the occasion they discussed and share the findings of survey, in Pakistan, to limit 

the freedom of expression and access to information. They emphasized the authorities 

of federal and provincial governments to safeguards the rights of newspapers and news 

channels and to allow them to perform their duty with peace and dignity. He added that 

no interference should be made in the distribution and sale of newspaper and no 

Television channel should be deliberately displaced. He emphasized that press advices 

are instructions from the state agencies must be ceased with immediate effect (The 

Nation, July 24, 2018). Farhatullah Babar, the leader of PPP, is of the opinion that free 

expression is under constant attacks and manipulated from invisible forces. He was 

talking at the occasion organized by the HRCP. He added, nowadays free expression is 

violated from visible state and non-state actors and secret and invisible attacks to 

manipulate it are also in action (Ali, May 01, 2018). ‘…The censorship imposed by the 

state authorities, in today’s world, is expanding from traditional media to new media 

alike. Bloggers, and Facebook users faced difficulties while expressing their views not 

only at world level but also in Pakistan…’ (M. Robina, Interview, November 13, 2017). 

 

During Faizabad sit-in there was complete ban on social networking and people were 

deprived to use social media and the right of access to information was curbed. The ban 

was also extended from new media to tradition media as television channels were 

forbidden from the coverage of sit-in and the speeches of its prominent activists. It was 

to restrict the right of freedom of expression and access to information. ‘…This was 

justified in the name of the security of the citizens of Pakistan by the government. 
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Moreover, it is the basic need to create balance between security and censorship…’ (N. 

Dad, Interview to The Nation, November 26, 2017). 

 

Government and Pakistan Electronic Media Regulatory Authority (PEMRA), in past 

few months, have been criticized due to the ban on the coverage of Pashtun ethnic 

movement PTM, which is a peaceful movement to raise their voice against missing 

persons and extrajudicial killing. The blocking of the transmission of the most popular 

news channel of Pakistan, Geo TV, for more than a month was also criticized by the 

independent sources. ‘…To block Geo signals and to bar PTM’s coverage is saying a 

lot in itself. It portrays the visible signs of censorship on the freedom of speech and 

expression in Pakistan and no one knows its solution…’ (R. Bakhsh Rasees, Interview 

to VOA, May 03, 2018). According to the report of Daily Dawn, ‘…Attacks on social 

media activists are growing, crackdowns occurs day and day out and it is a matter of 

great concern for democratic citizens, law-abiding, and right-thinking individuals…’ 

(Daily Dawn, October 23, 2017). 

 

Former Senator, Farhatullah Babar of PPP, stated during his talk in a seminar that the 

softer and subtler coup is creeping and it cripple the government from its power and the 

media from its freedom. Pervaiz Rashid, former information minister, who belongs to 

Pakistan Muslim League (N), is of the view that democracy has not been flourished in 

Pakistan and also in nourishing institute i.e. the Parliament is under the powerful 

clutches of some other institution. Maulana Fazal-ur-Rehman, the Chief of Jamiat 

Ulema-i-Islam emphasized that media is involved in his character assassination and the 

topics selected in media houses for discussions are the priorities of establishment. 

Hamid Mir, a renowned anchorperson while discussing the media and its freedom says 

that the situation is not favourable for freedom of expression (Junaidi, June 13, 2018).  

 

In Federal Executive Council (FEC) meeting the chairman Afzal Butt stated that media 

is to face threats from the institutions of state to curb the freedom of expression. One 

of the other speakers at the occasion stated that media personnel are attacked and 

harassed by state actors to stop or mold the information in their favour, otherwise a FIR 

of treason or anti-terrorism act will be lodged against them (Daily Dawn, September 

30, 2018). Nighat Dad, Digital Rights Expert in her interview stated that, ‘…The 
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shutdowns and bans are only to destabilize the soft image of Pakistan. Contrary to the 

acts of blocking and banning in Pakistan the other countries are taking the advantages 

of digital technologies, it shows that government is in constant fear from the penetration 

of internet…’ (Jahangir, August 18, 2018). 

 

According to Ronald Deibert of Citizen Lab, ‘…The most of the sites on news, human 

rights, and religion has been permanently blocked in Pakistan. The angle to see internet 

in Pakistan is totally different from the rest of the world…’ (Daily Dawn, September 

18, 2013). Serious concerns regarding the challenges to access to information online 

and freedom of expression by United Nations Human Rights Committee and also the 

increasing tendencies of antagonistic regulations for film and electronic media. 

According to the authority on the subject the PTA has extended its power under PECA-

2016 which curb and restrict the accessibility of individual to information, and to 

disturb the right to privacy of individual without judicial review is the violation of 

human rights. According to the code of conduct of PEMRA, no one is allowed to 

criticize military, state, morality, cultural values, and good manners (Brandao, 2017).  

 

The draft of PECA-2016 was prepared in the counter-terrorism narrative alongwith 

National Action Plan to eliminate online propaganda and hate speech by the extremists. 

But ironically, it provided more powers to authorities to regulate the content at internet. 

Now PECA has the power to block directly any objectionable content without judicial 

review. The unhuman restrictions have been challenged by the actors of civil society 

and organizations have filed petitions in this regard. In state like United States and 

Pakistan where national security is vital issue and the repeated actions of their 

governments to violate international human rights standards, and to regulate content is 

one of the greatest hindrances in the way of freedom of expression and access to 

information. Besides, it also disrupts the right to privacy of the citizens in the name of 

national security either if it is US or it is Pakistan (DRF, 2015).  

 

As per report of Voice of America, in Pakistan as user of internet to upload sensitive 

subject online has been killed and according the independent study Pakistan placed on 

the top among Brazil, Mexico, and Syria. According to annual report of “Freedom on 

the Net” Pakistan is declared “NOT FREE” for the last many years (Gul, 2017). 
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According to Freedom of Press Index 2017, based on a scale from 0 to 100. The higher 

the score, the worse the situation regarding media freedom. The Pakistan’s score was 

65 and placed at rank 139/186, meaning that media is “Not Free” in Pakistan. (The 

Express Tribune, May 3, 2018). According to one of the reports of Daily Dawn, 

‘…Army has the ability to restrict reporting, to encourage censorship on self-basis with 

indirect and direct mechanism and also to instigate violence against media personnel…’ 

(Daily Dawn, September 12, 2018).  

 

The expansion of freedom and communication by new media has been discussed 

increasingly from the angle that due to arbitrary surveillance it has entered in the 

domain of privacy of the individuals. The threats to the sources of journalism, measures 

for their protection and confidence of public in privacy recognized by the United 

Nations are in constant violations from different actors. Besides, the tendency of 

filtering and blocking online content is on high-scale of rising. Shutdowns of national 

internet access, entire social media website, and blockage of mobile signal are the 

relevant examples in this regard. According to United Nations Human Rights Council 

(in A/HRC/32/L.20), the practices of restrictions of freedom of expression, and 

accessibility to information are highly condemned by it because it has vital economic, 

political, and social impacts (Heslop, May 3, 2017). 

 

Farieha Aziz, Director Bolo Bhi (Speak-Up, an internet freedom group) said that, 

‘…Pakistan wants to follow the footprints of China to strict online censorship, as it is 

the source where the users can exchange their views and ideas freely…’ (Reuters, 

September 18, 2013). According to the recent survey of the residents of 131 states by 

Gallup polls, it is a general tendency of declining freedom of media in many states. On 

the other hand, freedom of media is also recognized as a valuable factor in the world. 

From 2012 to 2016, the number of media personnel who are killed due to their reporting 

has been reached to 530 with the average of two killings per week. The killing rate is 

remained high in Arab region due to instability and conflicts. In African region, after a 

highest ratio in 2012, witnessed a considerable decline in deaths of media personnel. 

The women killing, working in the field of media, has been increased from five in 2012 

to ten in 2016 (Global Report, 2018). 
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The privacy usually means, something is inherently special and sensitive from personal 

perspective. The degree to what extent is to expose the private information depends on 

how the people will collect this news which fluctuate between time and place. Privacy 

relates sometime to anonymity and it is broader than the concept of security. It includes 

the notion of suitable use and also protection of information. According to Daily Dawn, 

‘…The intelligence agencies have the power to spy and track individual, emails, and 

their phone data. Besides, they can intrusion in the individual’s life and in their digital 

rights… (Shahid, November 15, 2014). 

 

In an interview with Shahzad Ahmad, the founder of Bytes for All, said that, ‘…Liberal 

voice and secular progressive activists are targeted increasingly and the government 

tries to restrict their campaign for the freedom of internet. No logic and no debate is the 

primary criteria of banning it, liberals are silenced while militants speak freely…’ 

(Reuters, September 18, 2013). The governmental authorities have usually obstructed 

information and communication technologies (ICTs) deliberately and its accessibility 

throughout the Pakistan during past years. The Senate of Pakistan, in February 2013, 

passed Fair Trial Act 2012 which said security agencies to seek out a court warrant to 

observe private communications. By virtue of this, the intelligence agencies are 

empowered to listen to the communications and conversation of the people of Pakistan, 

the crystal-clear violation of the rights of privacy of individuals (Khan, November 02, 

2013). For this purpose, the software of FinFisher has been purchased from German 

company for the surveillance of digital technologies. The Fin Spy enters in computers, 

collect files, and watch its transactions, apparently for the law enforcement agencies 

(Shahid, November 15, 2014). According the report of Daily Dawn that, ‘…Freedom 

of internet throughout the world is declining as in most of the countries the online 

censorship and the practice of monitoring is being used with sophisticated and 

aggressive mechanism to target the end users…’ (Daily Dawn, December 5, 2014).  

 

The landscape of media in Pakistan has been expanded with leads and bounds during 

the past decade. The expansion, resultantly, increased the media market alongwith 

enactment of PEMRA Ordinance 2002. PEMRA-2002, Defamation Ordinance, 2002, 

Press Council Ordinance, 2002, and News Agencies and Books Registration Ordinance 
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2002. While the Newspaper Employee Act 1973 was also existed. In addition to that, 

Pakistan Penal Code 1860, the 1885 Telegraph Act, Post Office Act, 1898, the 1973 

Contempt of Court Act, and Pakistan Telecommunication Act 1996 also deals with the 

freedom of media and freedom of expression. But inspite of all these, there are many 

questions even today regarding the independence of media, right to privacy, freedom 

of expression and access to information. In two of the provinces of the federation of 

Pakistan the Right to Information (RTI) Act has witnessed a crucial shift from secrecy 

to transparency. But many laws related to media are silent and have a bleak reference 

to the right to information. In PEMRA law there is a lot improve the standard of 

education, entertainment, and information and to certify transparency, accountability, 

and good governance by ensuring the flow of information freely. But PEMRA has no 

single provision regarding to the right to information (Alam, 2015). 

 

The blanket censorship on the use of internet for democracy has resulted in 

governmental crackdown against the websites. In most of the countries, government 

wants to restrict and regulate internet in like manner as they regulated television. In 

Pakistan, the same practices have been used to regulate internet on the pattern of 

television in the name of religion, protection of society, and national security. The 

authorities try to block by using android proxy applications, Anonymous proxy servers, 

and VPN. The threatening increase of web censorship in the country like Pakistan is 

challenging the use of internet and making a digitally separated society with 

discriminative access to free speech and knowledge. The PEW research center reveals 

in its study that Pakistan’s rank is at the bottom in term of internet freedom and also 

lowest in the penetration of internet in Pakistan (IPOP, 2015). 
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Privacy protects personalities from violation in their private life, integrity, dignity, and 

independence. It relates to the interest of the personality of human beings. The right to 

privacy supports the key values of human dignity like freedom of speech, expression, 

and access to information. In other sense, it is the state of independence and to limit the 

intrusion in the private life of individuals. On the other hand, the governmental 

authorities try to check content by filtering the specified key words and visual graphics 

which government deems to be prohibited. According to the study of Freedom House-

2014, there is decline in the independent use of internet in most of the countries 

(Freedom House, 2014). 

 

As per report of Freedom House (2008), Iran was confronted with repeated crackdowns 

but has been kept out from these types of expression, it is told by Karlin Karlekar. The 

affairs of Iraq have not been improved for the last several years, Karlin Karlekar added 

that invasion in Iraq was being made for democracy, but in Iraq it is highly problematic. 

While the United States-baked country is not listed among those where press freedom 

is at hike (Daily Dawn, April 30, 2008). 

 

http://ipop.org.pk/wp-content/uploads/2015/04/Chart.jpg
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According to the report of Global Issues that, ‘…Normally it is expected that freedom 

of press will be at the top in United States throughout the world. But it is much lower 

than the expectations of people and US was ranked at forty-seventh till 2011…’ (Shah, 

January 28, 2012). The WikiLeaks exposed the image of United States and its 

transgressions. The WikiLeaks website was banned in US for federal employees just 

after the releasing of cache diplomatic cables. The Air force of United States also 

banned its employee to access websites of WikiLeaks containing newspapers (Quill, 

2014). The United States advocated the plea that the attack is not only against America, 

but it is also against the whole world (Benkler, 2011). Resultantly, most of the 

democratic allies supported the government of United States to delegitimize WikiLeaks 

and place them the organization of global terrorism. On the other hand, the WikiLeaks 

and its allies were of the view that it is the ordinary responsibility of every journalistic 

entity to release facts supported by evidence of governmental wrongs (Beckett & Ball, 

2012). 

 

In the tweet of Donald Trump, US President, “…Republican voice are discriminated by 

social media…”. According to Pew Research Center’s survey forty-three percent of the 

citizens of United States of the view that major technology provided support to the 

thoughts of liberals over conservatives. While seventy-two percent are of the view that 

the platform of new media is actively censored opposing political views (Express 

Tribune, August 26, 2018). 

 

The American diplomatic operations, intelligence, and military function with specific 

amount of secrecy. The anti-government, and the whistle-blowers challenged the 

confidentiality to omit the lid on different facts of American government. The New York 

Times, in 1971, printed “Pentagon-Papers” the secret documents of Defense 

Department, regarding the issue of involvement of United States in Vietnam War. The 

secrets came to the surface for the first time in media. The Nixon administration tried 

to stop the leaked documents to be published in press but failed. In the last decade, the 

founder of WikiLeaks, Julian Assange, was under constant fire for publishing more 

than quarter million American documents of secret nature, more were related to national 

security. The American Air force in response, blocked the websites of The New York 
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Times from their computers. These are the examples which indicates the difficult 

relationship to be faced by media owners with government. When the owners allow 

stories containing the potential of information to embarrass government, the official 

authorities usually censor it (Halbrooks, December 01, 2018). 

 

Particularly, the few members of the US Congress have the desire from Federal 

Communications Commission (FCC) to engage it in preparing of a detailed report 

regarding the work of foreign media in America. They pressurize the outlets to 

incorporate statement of conspicuous nature in their programs and broadcasts to be 

produced on behalf of principles of foreign broadcast. Countering Foreign Propaganda 

Act (CFPA), Foreign Entities Reform Act of 2018 (FERA), and the Foreign Influence 

Transparency Act (FITA) 2018, is liable to broadcast from other nations as foreign 

propaganda, the requirement for the content of the registered entities as “foreign agents” 

and will force the institutions of foreigners like Confucius Institute19 to open the 

donations of $50000 from foreign sources. Therefore, ‘…The bills would increase the 

censorship power to control the news broadcast for US people. Ironically, the elected 

members have a narrow perspective and do not encourage open dialogue regarding 

freedom of expression…’ (Sputnik, March, 22, 2018). 

2.7. Need for Mediation 
 

The entire internet ecosystem, its physical infrastructure, hardware, software, and its 

applications are under threats due to cybersecurity. It all includes in the protection of 

information that we upload, maintain, and share online at cyberspace, including 

financial transaction, proprietary data, medical records and other communication. The 

repercussions of these threats are more dangerous than accessibility to data and 

shutdown of website (Worthy, 2017). It has extra-ordinary serious impacts on the lives 

of journalists, advocates, people, and consumer at large. The concept of media freedom 

examines the role of state, statutory environment, and relevant legal system. It requires 

to safeguard the media from the both, in law and also in practice. The implementation 

                                                           
19 Confucius Institute, a non-profitable public educational organization in China, whose aim is to promote 

local Chinese teaching internationally, and facilitate cultural exchanges. 



74 
 

of existing laws of freedom of transparency and information guarantees the freedom of 

media. The notion of the freedom of media encompasses whether media is banned, 

blocked, or censored or laws are exercised against media and working media personnel 

to restrict them with cruelty from free expression and cannot fulfill the criteria of 

international standard (Global Report, 2018).  

 

Legal restrictions on the media may be justified when it is necessary for the public 

interest and also for the protection and safety of the rights of people. The constitution 

of restriction and censorship sometime exceed to the limits and fail to bring desired 

results to provide internet security to the people in order to protect them from 

cybercrimes. However, internet is the major source of information and sharing of ideas 

across the world. The advancement and technological convergence have established an 

unpredictable future not only for traditional media but also potentialities for new media 

in connection with censorship and expression. Before the emergence of social media, 

the contents were censored through the intermediaries of traditional media like, radio, 

print, and television. It was the assumption that traditional institutions are acts as the 

guardian of public interest. These were termed as “gatekeepers”. But the valid objection 

against these intermediaries was their role as guard dogs for particular designs instead 

of watchdogs for public interest. However, it is expressed that it is not to abuse the free 

speech and expression but it is below the criteria of professional journalist work and 

public service (Bennett & Naim, 2015). ‘…Excess of freedom brings negative results 

and source of crimes in society, therefore each and everything should be moderate and 

within the limits of the law of the land, morality, and to the international standard of 

human rights. The government has the right to mediate the traffic of internet for the 

safeguard of people and also for the sovereignty of the country. Mediation brings 

positive results and it should be duty of the users to obey the rules and regulations of 

the internet, on the other hand it is obligatory for government to observe its laws for the 

general welfare of the people without any self-interest…’ (W. Akbar Sheikh, February 

9, 2018). 

 

The strategy of government to control telecommunication industry enable the 

undemocratic regime to block and filter online content. Iran uses to filter and block the 
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tools of social media, like Twitter and Facebook. The Chinese government block online 

content with the help of technological solution “Great Firewall of China20” to control 

the flow of information through its six internet gateways. The main web regulatory 

agency, under the control of army and government, has been blocked thousands of 

websites liked with extremism, pornography, blasphemy, and clashed with national 

interest (Wagner et al., 2015). ‘…Need of mediation is too much important to regulate 

the use of internet and to limit the rights of users for the good-will of the citizens and 

the state. Law and regulation enacted in parliament are made by the representative of 

general public and it represent the “general will” of the Rousseau. In this context, when 

people obey the laws of parliament, they are actually obeying their own will. Therefore, 

they are free and they are not under the command of unjust ruler, but they are living 

under the true democratic regime of the time. Thus, the need of mediatory laws should 

be enacted by the parliament and the government should not exceed beyond the limit 

of these laws according to the constitution of the state and also the standard of 

international world…’ (A. Ahmad Shah, Interview, December 17, 2017). 

 

The interference in the right of free expression and access to information by 

governmental authorities requires the prescription of law which pursue a legitimate 

objective like to safeguard moral, health, crimes including ordinary and cyber for 

democratic society. All these requirements from filtering to blocking are in the domain 

of censorship and leads the nation towards the need of mediation. But it is also the right 

of citizen to be protected from unlawful interference in their affairs in the name of need 

of mediation (Lievens, 2011). 

 

The right of free speech and expression, access to information, and right to privacy can 

be mediated and restricted in certain circumstances. Public order, national security, 

morals, public health, and all types of crimes are not to be allowed under the sphere of 

free expression, therefore, they should be regulated under the laws for protection of 

citizens and national interest. But to handle the limitation is a very wide and sensitive 

subject to be addressed by the authorities. The cybercrimes are considered to be great 

                                                           
20 Great Firewall of China (GFW) is combination of technologies and legislative actions to regulate and 

censor internet in China. It is also use to block foreign websites and cross-border internet traffic. 
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threat to individual rights and national security because cybercrime is an act which is 

unlawful from all criterions. In historical perspective, the cybercrime dated backed to 

1820, and the most important was the spam mail which came to the surface in 1976, 

while in 1982 the first virus was installed. The need for mediation regarding the subject 

matter of cyber transaction is a phenomenon which transformed through many ups and 

downs in a form of phenomenon in most of the countries of the world. For instance, in 

United States the efforts between children online protection and First Amendment 

supporters cannot be undermined (Doug Isenberg, 2008). The wildness and wideness 

are to be appreciated of the cyber freedom, but the need of mediation is paramount to 

protect the rights and values of others in the society (Ndumbaro, 2016).  

 

Internet provides access to anonymous websites, where young community and children 

have access which contains harmful material. The anonymity, promised by the sites, 

provide extra opportunities to the children to watch pornographic material on internet 

which is legally and morally disallowed. The American Congress passed the 

Communications Decency Act (CDA) 1996 that had prohibited to post patently or 

indecent offensive material on internet that could be accessed by the minors (Day, 

2001). The CDA was found unconstitutional by Supreme Court of United States for 

parents to have accessibility to block the software of website and on the demand of 

parent could be installed. The American Congress, once again, introduced the 

Children’s Internet Protection Act (CIPA) 2000 to protect the children to access 

inappropriate websites (Abbasi, et al., 2015). 

 

Parents usually implement the policies of censorship for protection of their children. 

For example, the censorship of media prohibits minors from watching inappropriate 

websites that could have improper impact on the health and emotions as well. Picture 

of violence for the sake of revenge have negative impact on children. It should not be 

considered that violence is the primary settlement to resolve disputes. Youth 

community take negative and adverse influences from the movies to be played on 

certain websites with casual approach to the topic, drug usage and pornography. There 

was good time when the policy of censorship was preventing media houses to display 

disturbing images and graphics. The mangled body of Muammar Gaddafi was shown 
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on electronic and print media without blurring his picture, the clear-cut violation of 

media laws and regulations of the nation states but also the standard of international 

world (Khan, November 26, 2014).  

 

The perceptions of mankind have been changed with the use of internet. It represents 

important developments in civilization. It evolved online culture. The computer 

networking has become a critical factor of modern era even thirty years ago. The 

networks effects virtually all aspects of the endeavor of humanity due to its global 

reach. The flow of communication and information is felt and observed everywhere in 

the world, boundaries cannot limit the flow of information, but it creates difficulties 

because the internet-based society is beyond physical boundaries. It has its great impact 

on the supremacy of state. The offenders are located at other places while the crime is 

produced somewhere else with its affects. The developed nations, in past three decades, 

converted from industrial era to information age which enable them to nourish the 

nascent technology and to produce good quality in value and standard (Khan, 

November 26, 2014). 

 

The association between technology and crime is not new from historical perspective. 

The hardware has completely changed with the passage of time but the nature of crime 

remains the same. The vital change in technological era is on enhancement in personal 

power of computing in a communication network of globalization. The technological 

network is a force of multiplier as the perception about to commit a crime are to be 

shared worldwide, and the ideas be put to practice beyond the borders at global network 

in no time. With the emergence of new media, the criminology of crimes has been 

shifted to new paradigm, such as, hacking, data damage, electronic fraud, cyber theft, 

pornography, and cyber terrorism etc. (See detail in Section 2.8.1). 

2.8 Neo Censorship  

2.8.1 Media Issues 

 

The new criminal offenses that occurs due to recent technological advancement and are 

committed by the exercise of Information and Communication Technologies, is termed 
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as cybercrimes. Nowadays, Internet become the essential segment of the life of most of 

the individuals. For day to day affairs of government, businesses, and citizens depend 

upon the digital technologies and it has been, now, the part of daily routine life. 

Computers are used in schools, homes, libraries, medical offices, and in businesses. 

Computer has changed the overall of complexion of life and way of people’s work, 

communication and socialization of their lives. Most of the people are familiar with 

internet and use it on daily basis to perform research, to conduct business, to gather 

information, and to shop and entertain. People pay for services and goods via computer 

with the facility of internet, carry out online financial transactions and banking affairs, 

communicate with family and friends, and to send data and files throughout the world. 

Approximately, thirteen percent of the world population use regularly the internet 

facility. With the advancement of technology, the media has strengthened some 

elements which are, in the eyes of society, inappropriate, even, negative. This tendency 

compelled the international bodies and governments as well to enact new laws and 

regulations. The example of Council of Europe is relevant in this regard. The inclination 

towards the monopoly of media has threatened the independence of opinion and 

information, and leads towards scandalization and sensational type of media. The 

evolution of supra-national media has invaded the cultural identity of different 

societies, while aggressive nature of the event in media has contributed a violent 

tendency in teenagers (Hill & Marion, 2016). 

 

Cyberspace, as a term, is usually used interchangeably with Internet culture and internet 

applications in reference to internet (Sangarasivam, 2013; Puathasnanon, 1998; Jordan, 

2000). The cyberspace is the outcome of the internet as the supply is now with the help 

of wireless networks and sometime with wire has created a space of virtual nature. The 

people of cyberspace are considered to be more equal than the people of real world, as 

the community of online people comprises of fluid identities citizens and denial of 

political and social hierarchies of the real-world. They have an amount of massive 

information with them (Jordan, 2000). Being an interactive medium of communication, 

cyberspace’s individuals have grater and instant access to information and to 

disseminate ideas and obtain opinions for defined purposes. Cyberspace, due to this 

reason, has been recognized as a vital space where democracy is to be implemented. By 
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leaving behind, the existing media, the technological capacity of internet facilitate its 

user for prompt exchange of views, information and contribute for the discovery of 

truth (Jin, 2017; Lee, 2003). 

 

The technological revolution in the arena of information has changed the overall 

perception of society and probably it will be continued for new futuristic approaches. 

There are some sectors of specific nature of the society which has been rationalized by 

their working procedure with the use of ICTs. The penetration of new technologies in 

all sectors of society is creating positive symptoms and it has changed the society 

profoundly. The unprecedented social changes and economic developments are due to 

the new internet-based technologies, but it has its dark side also. The emergence of new 

crimes and the acceleration of traditional crimes with the help of new technologies have 

confronted the government with difficult situation to cope with. The present crimes and 

criminal behavior have far-reaching consequences than ever before because now the 

cybercrimes have no geographical limitations and it cannot be restricted within national 

borders. The encouraging implication of ICTs since its inception, the countries are now 

looking for the ways to counter its negativities simultaneously. Alongwith legal 

protection to prevent criminal behavior the protection of computer system is also be 

implemented by means of technologies (Mohiuddin, 2006).  

 

Crime is economic and social phenomenon and its history as old as the history of human 

society. Crime, as a legal concept, has sanction of the law. A legal wrong is an offence 

or crime follows by proceedings of law and resultant into sanction. The growing 

dependence on internet and computer in digital age have introduced cybercrimes in the 

society. Nowadays when everything is computerized, ranged from refrigerator and 

microwave ovens to nuclear plants all are run on computers, cybercrimes has no 

exception (Lee et al., 2011).  

 

Crimes are reported in a very well-defined and systematic structure in United States. 

The preliminary federal law enforcement agencies that are meant for investigation of 

domestic crimes through internet includes, The United States Secret Service, the FBI, 

the United States Postal Inspection Service, the United States Immigration and Customs 

Enforcement (ICE), and the Bureau of Alcohol, Tabacco and Firearms (ATF) (Stemple 
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et al, 2000). Pakistan has also legal framework to deal with cybercrimes. The 

government of Pakistan passed the Electronic Transaction Ordinance (ETO) 2002 with 

the objective to streamline and reorganize the records, documents, communication, 

information, and transaction in electronic mode. With the presence of legal framework 

in Pakistan, the users have legal electronic backup of information and communication 

for singed and written documents. In 2004, Electronic Crime Act was drafted on the 

basis of ETO (Hamdani, 2014). It expanded the media market and evolved other factors 

which appeared the promulgation of PEMRA ordinance 2002. The Press, Newspapers, 

News Agencies and Books Registration Ordinance 2002, The Press Council Ordinance 

2002, and the Defamation Ordinance, 2002 were also promulgated by the government 

to regulate and address the media related issues. The Newspaper Employees Act 1973 

is also existed. Besides, PECA-2016 and Cybercrime Bill 2017 are also introduced by 

the government (Gul, 2017). 

 

It is vital to mention the different categories of cybercrimes and to put specific crimes 

into certain categories. Nonviolent and violent can be the two categories of cybercrime. 

The cybercrimes are mostly nonviolent because it takes place without physical contact 

and interaction. The Director, Federal Investigation Agency (FIA), Capt. (R) 

Muhammad Shoaib who deals with cybercrimes stated that, ‘…The FIA has conducted 

2295 inquiries, 209 arrests and registered 255 cases in the year 2018. In 2017, the 

figures of inquiry were 1290, while 160 arrests, and 207 cases were registered. The 

figure record of 2016 was 514, 49 and 47 respectively. It is pertinent to mention that 

PECA was enforced in 2016 and up till now the figure record of 2018 is the highest…’ 

(Daily Dawn, October 23, 2018). 

 

a. Violent Cyber Crimes 

 

The crimes related to physical danger to someone is called violent cybercrimes. The 

further classification is as under:  
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(i) Cyber Terrorism 

 

Cyber terrorism is emerged due to frequent use of internet which give rise to different 

type of cybercrimes. Cybercrime is the conjunction between terrorism and cyberspace. 

Terrorism and its conventional understanding never the less represent distinct from 

action of criminal nature, amalgamated by the marriage of politics and violence 

(Crozier, 1974). 9/11 was a specific date from which US has taken a step to enact legal 

provision to safeguard the computer system of the country against terrorists. Due to 

cyber-attacks the infrastructure of the country can be in danger. The cybercrimes make 

threats to financial transactions, loss of power, crippling transport including rail and air 

(Yar, 2005).  

 

Anonymity through proxies is easy and create difficulties to trace the end spot of the 

attack. The US, Israel, UK, and Egypt are prone to terrorist attack including Pakistan 

and India and it is treated as electronic or cyber was against the society. The cyber-

terrorism take place when someone hacks the website of government with the attention 

of violence and terror (Hill & Marion, 2016). 

 

(ii) Cyber Stalking (Online Harassment) 

 

The victim is harassed by the attacker by mean of electronic communication. The Cyber 

Stalker commit the cyber harassment from real-world and can carry it out to the internet. 

The women, are especially familiar with this problem real-life. The Cyber-Stalking is 

also termed as Online-Harassment. It includes humiliation, embarrassment, and 

harassment of the victim. The stalkers of cybercrimes are motivated by anger, jealousy, 

hate, obsession, and mental illness. As reported by Daily Dawn, ‘…The harassment 

cases including blackmailing of women has been on increase for the last few years in 

Pakistan…’ (Qarar, October 23, 2018). The cybercrime wing of FIA revealed that they 

have arrested in Rawalpindi a cyber-stalker who was involved in blackmailing and 

harassing women via social media. The criminal threatened three sisters and compel 

them to have relations, otherwise he will upload their photographs on social media 

(Qarar, October 30, 2018). 
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(iii) Pornography 

 

Mobile phone, pocket PC, computer, and wireless etc. are the easy way to connect with 

internet for any purpose. In the decade of late 1970s and early 1980s the pornographers 

developed software and transmitted and recomposed to view via Usenet system. Among 

10 of the most famous Usenet groups, 5 had the orientation of sex and 1 (atl. Sex.Net) 

had the potential to attract everyday 500000 readers (Lane, 2001).  

 

Network technology facilitated the sex-related offenders to commit it in easy way. The 

internet worked an as new outlet for child pornography. The crimes of pornography 

were existed but the internet evolved it more. The advancement in new technologies 

produced digital cameras, software, personal computer, and remote shortage devices 

which has the capacity to produce different sexual poses of the children. The trade of 

pornographic material of children through internet make the availability of child 

pornography online in world market. It makes it cheaper, easier, and accessible with a 

sense of autonomy to use it personally instead to go to market and purchase it (Young, 

2011). 

 

Many cases of pornography in Pakistan has been recorded. In child pornography case 

of Kasur in 2015, the Anti-Terrorism Court (ATC) of Lahore acquitted twelve 

allegedly arrested persons. The said case of Kasur was reported in 2015 and about 

280 children of the age of below fourteen were filmed during rape. The film was 

provided to the families and parent of the victims to extort them (Express Tribune, 

February 24, 2018). 

 

(iv) Cyber Bullying 

 

It is the extended form of physical bullying with covert and overt forms. Beating, sexual 

touching, and kicking are the form of overt bullying in physical aggression. 

Threatening, verbal harassment, gossip, stalk, and exclusion from friends’ group are the 

form of covert bullying. Adolescents use cyber bullying through internet. The extra use 

of internet by youth community also enhances the chances of cyber bullying. It leads to 

anger, depression, and sometime to suicide. Cyber bullying and cyber stalking are 
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already existed crimes of the society, but internet has evolved them into the domain of 

cyber-world (Hill & Marion, 2016). 

 

It was reported in express Tribune that, ‘…Melania Trump, the first lady of United 

States, renewed the campaign to address cyber bullying …’ (Express Tribune, August 

21, 2018). Similarly, it has also been reported that, ‘…From the past four months, 

Humaima Malick, outbreaks the silence and stated that I have been the victim of cyber 

bullying and harassment...’. In Pakistan, the pandemonium of harassment is treated as 

severe crime. The online bullying not only inflicted children but also the general public 

and high-profile figures. Humaima Malick is also a prominent actor of Pakistan and 

ambassador of feminism and peace was attacked and harassed, although she has an 

international fame (Shahid, November 16, 2017). 

 

b. Nonviolent Cyber Crimes 

 

Nonviolent crimes have no relation with physical damages, but the can cause 

psychological disorders, financial loss, and social damage. The term is classified as 

under:   

 

(i) Cyber Theft 

 

To steal information and money with the use of internet-based computer is termed as 

Cyber Theft. It is one of the most famous cybercrimes because it takes place from the 

distance which minimizes the risk of detection. In Daily Dawn it has been reported that, 

‘…The security system of local banks has been breached by outside hackers from 

Pakistan and have stolen a lot of money from the accounts of people…’ (Qarar, 

November 6, 2018).  

 

Cyber Theft includes Cyber Embezzlement means alteration or misuse of data 

particularly by the employee of the company, unlawful Appropriation; it means to 

reshuffle the funds by modifying the documents online, Corporate Espionage; it means 

the criminal uses the network and steals trade secrets, client lists, and financial data etc. 

(Rosenberg, 2015), Plagiarism; it means to steal original writing and claim to be its 
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ownership, Piracy; it deals with copyrights of videos, software, books, music etc. 

(Hancock, 2000). Identity Theft; it deals with wrongful and use acquisition of other 

person’s data fraudulently or in deceptive manner (Reyns, 2003), besides to steal 

personal information like security number, password, home address, date of birth, or 

driving license number and to use this information for wrongful purposes like details 

of victim’s bank accounts and credit cards (Hill & Marion, 2016). 

 

(ii) Cyber Fraud 

 

Cyber fraud and scam online are identical cybercrimes, but they have no systematic 

official data. The only source is Internet Crime Complain Centre (ICCC) which receives 

reports from people and then refer the reports to agencies of criminal justice for action. 

An eBay media person in United States, Hani Durzy stated that fraud transactions are 

amounting to 3000 relevant frauds per day in US. The wide global market provided 

opportunities to thieves to steal commodities to unsuspecting customers. For instance, 

a group of thieves of motorcycle dismantled different motorcycles and sold their spare 

parts online amounting to $15000 in Texas and Austin. The fraudulent trade was 

reported that the victim received the money but did not deliver the items to the 

purchaser. In these thefts, the deduction is impossible to recognize the fraudulent buyers 

or otherwise by legitimate bidders (Rosenberg, 2015). 

 

Internet provides opportunity to the fraudsters to hide their identity, in the sense that 

they can change their personal attributes like gender, age, ethnic group, residence etc. 

It is difficult to identify the culprit, in case fraud is detected. Most of the time victims 

are reluctant to report crime due to many reasons, such as, pursuing the matter is 

difficult, sometime due to small amount of money, ignorance regarding report of the 

offence, and zero result in case fraudster is locate in other state. Daily Dawn reported 

that, ‘…Three accused involved in cybercrime release on bail by Sindh High Court. 

They have deposited 1.6 million rupees and the amount was alleged to be theft via 

internet by skimming credit cards…’ (Daily Dawn, January 21, 2005). 
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(iii) Cyber Trespass (Hacking) 

 

Hacking or Cyber Trespass is an internet related crime in which offender without the 

knowledge and authorization access the computer network. For instance, a youngster 

hacks a peer group just to take it as a challenge with friends. Most commonly one can 

hacks the email password and enjoy by reading email of others. Similarly, hackers can 

misuse the important information by hacking computers of any firm, organization, 

institution, or bank etc. (Paul, 1999). Cybercrimes are more harmful than the traditional 

crimes, to the society. Hackers attack on World Trade Centre (WTC), Intelligence 

Agencies Websites, Bhaba Atomic Research Centre etc. are most common examples of 

cyber trespass or hacking. Most of the time, hacking is committed due to curiosity, to 

discover, and to share with others what hacker had fund. Sometimes hackers 

intentionally hack the sites in order to damage it. Hackers commit the crime with 

confidence due to undefined and unspecified jurisdiction in cyber world, few victims 

lodge complaints, and most of times hackers are from foreign countries. As per Daily 

Dawn report, ‘…As per recent reports hackers hacked financial data from almost all 

banks of Pakistan. Digital Security Website reported on www.krebsonsecurity.com, 

that data of ten banks of Pakistan, over 8000 account holders, has been sold in hacker’s 

market…’ (Qarar, November 6, 2018). 

 

The access of National Database and Registration Authority’s (NADRA) servers of 

Pakistan were to be claimed by Turkish hacker in 2012. In 2014, Intelligence Agencies 

of Pakistan reported about the leaks and transfer of NADRA verification software and 

database by foreign companies to be hacked (Privacy International, 2018).  

(iv) Viruses  

 

Virus is a most commonly recognized malware. Virus is a kind of software which enters 

or installs in a computer and self-replicates and ultimately disrupt the working of 

computer. Virus can affect computers by many ways such as, by harming or affecting 

traffic network, deleting data or files, damaging system settings, or disabling systems 

of security. Some viruses lie dormant into a computer system and make it slower and 

http://www.krebsonsecurity.com/
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slower, while other immediately damage the system or files upon being installed. Some 

viruses are activated with a particular date. It is very costly and difficult to remove virus 

from the infected computer system because repair or removal of virus involves damage 

of significant data. So, it is not easy to define the true damage and cost of virus attack. 

The direct costs of virus of a computer involves its removal from network and cleaning 

of computers from malicious code. The indirect costs of computer viruses are loss of 

business during shutdown period of network which is required to repair any damage 

and remove the virus. Most commonly used viruses are; Bots, Trojan Horses, Worms, 

Spyware, Logic Bomb, Rootkit, Spam and Ransomware (Hill & Marion, 2016). 

(v) Other nonviolent Cyber Crimes 

 

Following are some other nonviolent cybercrimes include (Xu et al., 2013): 

 

Cyber Prostitution: Cyber prostitution involves different kinds of advertisements on 

sites without the involvement of administrator of the site.  

 

Internet Gambling: This involves the placement of virtual casinos by using online 

credit cards.  

 

Internet drug sales: It denotes the online sale of prohibited or banned medicine which 

are not easy to purchase from private or public dealers.  

 

Cyber laundering: Cyber laundering involves the transaction/ hiding of illegal money. 

Criminal by using the facility of online banking transfer illegal money, electronically, 

to their account in offshore bank.  

 

Since the inception of computers and internet cybercrime has been evolved (Johnson, 

1996; Mehra, 2010). With the passage of time, every decade brought news patterns of 

cyber-attacks and new crimes to the scene (Casey, 2011). Even many individuals and 

groups have been expert and influential in developing different nature of cybercrimes 

(Kirwan & Power, 2012). Use of internet is expanding and new cyber laws are 

establishing. No doubt, technologies to tackle the cybercrimes are strengthening 

alongwith the extremity of cybercrime laws, but new crimes with new intensity are 

creating and still are unseen (Hill & Marion, 2016).   
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‘…Crime scene of digital space is not like the crime scene of traditional crime. It is 

very difficult to investigate crimes of abstract nature. Most of the violent and severe 

nature cyber criminals use proxies while fraud, theft or hacking etc. which is not an 

easy to be detected. However, it is mandatory to establish cybercrime laws in order to 

keep check on violent and nonviolent cybercrimes…’ (A. Ahmad Shah, Interview, 

December 17, 2017).  

 

2.8.2 Emergence of Cyber Laws 

 

The revolution due to the advancement in information technologies has completely and 

fundamentally changed the society and these technologies will remain continue to do 

so in future. Today, all the sectors of society have streamlined their procedures of 

working with the help of ICTs, but earlier only some specific sectors of society have 

rationalized their working and were remained mostly unaffected by the new 

technologies. New technologies have deep impact on each and every society of the 

world. Unprecedented social and economic changes have given rise due to these 

developments. But the dark side of these changes is the emergence of new crimes, called 

cybercrimes, as well as committing of traditional crime via new technologies. 

Furthermore, the criminal behavior has adopted the wide-range consequences than ever 

before as neither crime nor criminal is restricted by national boundaries or geographical 

limitations. No doubt, countries are more motivated to use the ICTs, but on the other 

side, simultaneously, they are looking to find ways in order to counter the negatives. 

Along with technical measures for the protection of systems of computer, legal 

measures are also on way to deter and prevent criminal behavior (Mohiuddin, 2006).  

 

It is difficult and challenge for law enforcement agencies to counter with such types of 

new crimes which are not bound of geographical locations. Usually cybercrimes are 

detected, but the responsible for the damages or thefts are often not punished, caught, 

identified for their offense. According to one estimate only five percent criminals of 

cyberspace are ever convicted or arrested due to anonymity, and lack of evidence to 

link with crime scene, makes it harder to catch (Hill & Marion, 2016). In order to tackle 

with the issue of emerging cybercrimes, cyber laws have been introduced and became 
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a vibrant arena in which many developments came to the surface at global level 

especially after 2001 (Casey, 2011).  

 

Cyber related laws are meant to address more orderly, definitive, and regulated 

cyberspace which tends to regulate and evolve code of conduct for online activities of 

the individuals. Basically, these laws are the intersection of law and technology 

(Mohiuddin, 2006). However, there exists a controversy between different schools of 

thought. One school of thought is of the view that technology should not be regulated 

because it is the violation of international standard of human rights and ultimately 

provide opportunity to the government surveillance of online activities of the masses. 

Cyber laws misused by the governments which encompass the legal and political issues 

related to the internet-based technologies, such as right to privacy, right to access 

information, right to freedom of expression, and right to intellectual property (Kirwan 

& Power, 2012). 

 

Transmission of information in age of Information Technology (IT) has become easy 

than ever before. Consumer requires more protection, in term of privacy, in order to 

keep their pace with new technologies. In this connection, the first step was taken by 

the United States by enacting the Wireless Telephone Spam Protection Act (WTSPA) 

in 1934, and with a new provision Communication Act of 1934 in order to deal with IT 

related issues (Hinduja, 2007). The first ever regulation and legislation regarding crimes 

related to the internet were introduced by the US Congress in 1976 known as Digital 

Millennium Copyright Act-1976. Basically, this law was related to offenses of 

intellectual property and copyrights. New crimes were defined, related to violation of 

copyrights, fake representation of copyrighted goods, and removal of notice of 

copyright. The production of technologies that were used to circumvent access controls 

and to evade software access controls were declared illegal in Copyrights Act-1976. 

The most significant in this respect is that the US Congress was aware of the negatives 

of internet that could harm or theft of intellectual property. One of the other efforts to 

regulate the computers misuse was the Federal Computer Systems Protection Act-1977 

also known as Ribicoff Bill associated with the name of Senator Abe Ribicoff who 

sponsored the bill. This bill was presented by Senate Government Operations 
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Committee which was chaired by Ribicoff. The bill was to regulate the unauthorized 

use of computer. It is noted that this bill was not passed by US Congress, but it is 

worthwhile because it was another effort to address the crimes related to internet and 

computers. In 1978 Foreign Intelligence Surveillance Act (FISA)-1978 was passed 

which authorized the government of United States to do electronic surveillance for the 

purpose of intelligence (Clinton, 1998). 

 

United States Congress enacted the Computer Fraud and Abuse Act in 1984 in order to 

cope with growing computer related crimes. This Act was the result of a movie 

“WarGames”21. This act was criticized by the civil society being narrow in scope and 

overly vague. Due to this criticism Congress have introduced amendments in the 

original act of 1986. Later on, many other changes, regarding definitions of terms, were 

incorporated in the act, in 1988, 1989, and 1990. This act was amended by US Patriot 

Act in 2001 and by Identity Theft Enforcement and Restitution Act-2008. In different 

amendments created new offences, such as cyber-terrorism, fraud, trafficking in 

network, cyber theft, hacking, and viruses etc. Computer Security Act passed in 1987, 

was meant to direct the National Bureau of Standards to develop programs related to 

computer standards for federal computer systems. Though these laws were meant to 

cope with internet and computer related crimes, but these laws provide the opportunities 

to the law enforcement agencies of US to intervene the personal lives of citizen by 

intercepting communication. Privacy is a basic right for all the citizens. So, for this 

purpose US introduced Electronic Communications Privacy Act (ECPA)-1986 to deal 

with privacy issues. Later, it was amended in 2011. Through this act, service providers 

were made bound to not disclose personal information or entity of the citizens.  

Internet provided the open opportunity for child pornography; United States was 

concerned about increase of this issue due to penetration of Internet in 1996. In this 

connection, US Congress outlawed child pornography by enacting Protection of 

Children Against Sexual Exploitation Act-1977. In 1996 a law enforced which banned 

the production of child pornography. This was the time, when offenders introduced the 

                                                           
21 Film “WarGames” was released in 1983 and was based on American cold war science fiction. The 

film story was revolved around a ‘hacker’ boy who hacked and accessed super computers of US military 

and theft war operation and nuclear plans. 
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software and computer programs to create “virtual” pornography or child pornography 

which doesn’t involve the actual children use. Due to the penetration of internet. 

Pornography become easier to distribute and create (Washington Post, May 16, 2003).  

 

The US Congress passed the Economic Espionage Act of 1996 to deter the theft related 

to secrets of trade. In the same year 1996, Congress passed the National Information 

Infrastructure Protection Act-1996 and changed the federal criminal code related with 

activities with the use of computer and also regarding fraud. Basically, through this law 

penalties were determined for those who access a computer to get restricted data or 

information without permission and knowingly and handover that data or information 

to someone, having the knowledge that data could be useful for criminals and harmful 

for the US (Hinduja, 2007).  

 

In 1996, the Communication Decency Act which was meant to limit access of children 

to pornography and to curtail internet pornography as well. Anyone, under the law, who 

send pornographic material (i.e. lewd, obscene, immoral or indecent, or patently 

offensive) to a child who is under age of 18 years will be treated as guilty of the crime. 

Later on, a portion of this act which meant to the protection of children from indecent 

speech was struck down by US federal court on the grounds that it was too broadly 

written. The court accepted the plea that the indecency provision of Communication 

Decency Act was the violation of First Amendment of US Constitution, which gives 

right to freedom of speech, because this act was not allowed the parents to involve or 

decide whether the material was objectionable to view or not for their children. 

Secondly, the act had not provided the clear definition of term “patently offensive” 

(Brenner, 2011). 

 

In 1997, Wire Fraud Act was passed which declared it crime to download software for 

free. It was further explained that whether or not hacker get financial benefit from the 

hacking of data or software, he/ she would liable to be treated as criminal. In the same 

year 1997, another act was enacted known as No Electronic Theft Act-1997. This law 

gave the much powers to law enforcement agencies to investigate violations related to 

intellectual property and copyrights. Identity Theft and Assumption Deterrence Act-

1998 which was meant to declare identity theft as a crime and liable to fine of $250000 



91 
 

alongwith imprisonment up to 3-years. Another law was passed in October 1998 known 

as Digital Millennium Copyright Act, which made it illegal to try to circumvent 

technologies for copy-protection. This bill was supported by manufacturer of DVDs, 

CDs, and other types of media during the debate (Mehra, 2010).  

 

The United States Children’s Internet Protection Act was passed in 2000 with the intent 

that due to the technological advancement in communication technologies and internet 

new law is to be enacted to protect the children from indecent material and from 

accessing pornographic sites on internet. It was to bound colleges and schools to filter 

the internet content before access of children. However, it was legal to remove the 

filtration on the request of adult patron. Similarly, in 2002 Dot Kids Act was passed for 

the protection of children from viewing online material which is inappropriate. Fair and 

Accurate Credit Transactions Act-2003 was signed by President Bush, which was 

meant for protection from identity theft. This act defined the terms with changing pace 

of internet. Family Entertainment and Copyright Act-2005 declared illegal to use or try 

to use of any motion picture. Such offenders will be punished in prison up to three-year 

alongwith fine. In case the criminal commit crime for the second time he/ she will be 

punished up to six-year alongwith fine. To cope with internet gambling, Unlawful 

Internet Gambling Enforcement Act-2006 was passed (Fidelie, 2009). 

 

In 2006, Adam Walsh Child Protection and Safety Act was enacted with the aim to 

tackle with the cases regarding distribution of date rape drug to anyone, by person who 

is not authorized dealer or purchaser, with reasonable or knowing to believe that the 

drug will use in committing of criminal sexual conduct; will be imprisoned or fined up 

to twenty-years or both. Similarly, under the law penalties for sexual abuse will be life 

imprisonment while penalties for offense of sex with children will be imprisonment up 

to thirty-years or for life (Pearson, 2014).  

 

Child Protection Act-2012 declared that visual depiction related with the crime 

involved a preteenager or minor would be liable to imprisonment for up to twenty-year 

alongwith fine. More important, National Cyber-security Protection Act-2014 allowed 

to create National Cyber-security & Communications Integration Center houses. 

Through this act, center under federal agency was created to deal with cyber-security 
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risks, analyses, incidents and warnings for nonfederal and federal entities. Besides this, 

act allowed to deter with cybercrimes and the states of US were also allowed to legislate 

regarding issues of cybercrimes. Cyber-security Enhancement Act-2014 provided for 

research and development to strengthen cyber-security. Most significantly, in order to 

minimize the surveillance practices in US, as the issues raised by civil society for past 

many years, FREEDOM Act-2015 was passed. This act imposed certain limitations on 

American Intelligence Agencies to collect bulk of communication record of the 

citizens. Cyber-security Information Sharing Act (CISA) has been passed by US Senate 

on October 27, 2015 to improve cyber-security, deal with cyber threats, and to regulate 

internet traffic. Email Privacy Act-2016 enacted which restricted the government to 

seek a warrant before assessing private communications or emails (Cope, 2016). 

‘…With the penetration of internet, not only developed but also developing countries 

are facing many problems connected with cyberspace, which required to mediate the 

traffic of internet. United States have taken these steps with the need of time. When we 

talk about Pakistan, they took initiative in this regard in 2002…’ (W. Akbar Sheikh, 

Interview, February 9, 2018). 

 
The Electronic Transactions Ordinance 2002 (ETO) was the first IT related relevant 

legislation created by lawmakers of Pakistan. Its main purpose was to deal with 

protection for e-commerce locally and globally, and to deal with cybercrimes. ETO 

(2002) criminalizes unauthorized and unlawful access to information instead of data 

protection directly. The main objective behind this ordinance was to identify and 

facilitate documents, information, electronic transactions, communications, and 

records. The ordinance has to deal with misuse of electronic transactions, for instance 

online purchasing products, and bank payments. This ordinance was lacking the criteria 

that how misuse case would be identified. However, through this ordinance authenticity 

of online transactions were recognized. ETO’s section 36 states that (Privacy 

International, 2018):  

“Anyone who with the intend to gain or attempt to gain unauthorized access to 

any system of information with or without the purpose to get the knowledge or 

information contained therein… under this ordinance shall be guilty of offence 

and punishable for up to seven years and fine up to one million rupees, or both”. 
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With the introduction of ETO-2002, Pakistan has been included in the list of those 

countries that have regularized the electronic information or communication. This 

ordinance provided the legal spectrum for cybercrimes, but it had many loopholes such 

as failure to criminalize many cybercrimes as compared to other advanced countries. It 

required quick update and amendments. ETO’s section 36 dealt with privacy violations 

with punishment in prison not more than seven years. Similarly, ordinance provided 

that damage to information system penalizes for up to seven years imprisonment. It is 

pertinent to mention here that before ETO, general telephone and telegraph act was 

enforced to handle the issues related with cybercrimes. Soon after promulgation of 

ordinance, new types of crime related to internet emerged which were not the part of 

ETO, thus this ordinance became less effective (Khadam, August 19, 2016). 

 

Pakistan’s Ministry of Information Technology in 2004 presented Electronic Crime Act 

(ECA)-2004. This act was based on Electronic Transaction Ordinance-2002 with some 

improvements. ECA-2004 defined many new terms such as Electron Fraud, Criminal 

Access, System or Data Damage, and Cyber Terrorism. Basically, one of the main 

objectives behind this act was to provide a legal cover to anti-cybercrime efforts. In 

2007, Prevention of Electronic Crimes Ordinance (PECO 2007) was introduced to deter 

the cybercrimes in Pakistan (Daily Dawn, October 30, 2009). 

 

Electronic Crime Ordinance (ECO)-2007 was passed by the government of Pakistan 

with some updates. ECO-2007 regulated the internet and the major changes which were 

introduced in punishment mechanism, such as penalty of death sentence introduced in 

case of severe cybercrime or cyber terrorism. This ordinance also introduced the new 

cybercrimes such as Cyber Stalking related to the harassment of any person by mean of 

computer, email, or any other means of communication via internet. Moreover, cyber-

terrorism and spamming were also defined broadly. Through this ordinance, Internet 

Service Providers (ISP) were provided to keep traffic data for at least ninety-days. 

National Response Centre for Cybercrimes (NR3C)-2007 was established by 

government of Pakistan in order to cope with computer-related crimes. The Centre was 

also meant to gather intelligence for these cases. In the fields of Digital Forensics, 

Information Systems Security Audits, and Penetration Testing, this Centre provided 
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highly technical expertise to the government. The Centre was authorized to receive 

direct complaint regarding incidents of cybercrimes and to assist with governmental 

agencies in connection with these cases (Shahid, January 11, 2008). 

 

It is also pertinent to mention here that the PECO-2007 was meant to introduce 

legislation related to cyber laws in Pakistan. This law addressed the punishments for 

data damage, electronic fraud and electronic forgery, cyber stalking, spamming, and 

spoofing. This ordinance had to face a huge criticism from most of the sectors of society 

as it was to curb dissent and was politically motivated. It was presidential ordinance 

issued by General Musharraf, the dictator, but with the efforts of critics and members 

of civil society it was declared void in November 2009. Government used this 

ordinance to stifle dissent voices on internet in the name of security. Law enforcement 

agencies in case of real online crimes claims that they are helpless because of absence 

of legislation (Zafar & Ahmad, 2011). As reported in Daily Dawn, ‘…Death sentence 

for life threats via emails is too much harsh. Ordinance is clear violation of basic human 

rights. It will destroy IT industry. Ordinance can be misused to seek vengeance, 

blackmail, and throw people in prisons …’ (Daily Dawn, October 30, 2009). 

 

The President of Pakistan gave assent to the legislation of Prevention of Electronic 

Crimes Act (PECA)-2016 on 18 August 2016. The act has provided with the provision 

that allowed censorship, surveillance, and to penalize online speech. Wide authority has 

been given to law enforcement agencies to tackle the cybercrimes. This act also 

introduced the variety of offenses such as unauthorized transmission, interference, 

access, or copying of data or information system. Harsh penalties have been determined 

under this act, in case of crime includes data or information system linked to critical 

infrastructure. Under the act, if a crime is linked to critical infrastructure it would be 

deemed as cyber-terrorism. For such an offense punishment of imprisonment for 

fourteen-years or fine of five-million rupees, or both has been determined. Hate speech, 

terrorism-related crimes, and funding or recruitment or planning for terrorism by mean 

of information device or system are punishable. Section 19 of the act deals with crimes 

such as modesty of a minor, or natural person, prohibits superimposing of photograph 

of natural person face over sexually explicit video or image (LOS, 2016). 
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PECA-2016 introduced and defined crimes such as producing, possessing, distributing, 

or procuring online child pornography. Besides the definition and determination of 

cybercrimes, law enforcement agencies have been provided with much powers. During 

the process of legislation of PECA-2016, national and international organizations of 

human rights severely criticized many provisions. The United Nations Special 

Rapporteur on Freedom of Expression showed their concerned and advised to undertake 

thorough and rigorous reconsideration of the Bill and ensure compliance with standards 

determined by international human rights law. PECA-2016 has been severely criticized 

by the national international human rights organizations on the grounds that it is too 

much harsh and source of restriction of freedom of expression and access to information 

(Privacy International, 2017). 

 

More recently, Pakistani Senate introduced “Prevention of Electronic Crimes 

(Amendment) Bill-2018. The bill has been referred to Standing Committee of Senate 

related to Information Technology on 19th September 2018. Senator Shibli Faraz, 

Leader of the House preferred an application for withdrawal of the bill. This bill is 

related to blasphemy law. It is also worth mentioning here that Senator Rehman Malik 

criticized that blasphemy law does not cover under the orbit of cybercrime laws 

(Yusafzai October 13, 2018). 

 

Due to the penetration of internet at gross root level in Pakistan, cyberspace is 

considered to be the more sensitive area. The ratio of cybercrimes in Pakistan is also on 

increase day by day. Law is the only way to control crime whether it relates to real life 

or on internet. But it has also been noticed that laws are often violated by government 

and governmental agencies as an excuse of security, which ultimately makes people 

against the law. The issue of cybercrimes and cyber laws are remained a dilemma in 

Pakistan because of hidden motives and misuse of cyber laws by the state actors. The 

real redressal of the grievances of the aggrieved parties remained unresolved in Pakistan 

(Akram el al., 2011).  
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2.9 Comparison of US-Pak Cyber Laws 

 

Policies and laws related with cybersecurity have direct effect on human rights, 

especially the right to freedom of expression, right to privacy, and right to access and 

flow to information. The policymakers have introduced many policies for the protection 

of ICTs systems and internet against malicious actors. But, most of the time these 

policies are criticized by the national and international civil society members due to ill-

defined, overly broad, and no or lack of system of checks and balances or other 

mechanism for democratic accountability. This situation can stifle innovation and can 

lead to human rights abuses. For instance, cybercrime laws are also used to monitor 

communication, censor dissidents, and criminalize online users for addressing the 

views (Global Report, 2018). 

 

Public-transit provider BART (Bay Area Rapid Transit), in San Francisco in 2011, on 

its platforms interrupted wireless service in order to disrupt protests against the killing 

of innocent Charles Hill, the homeless man, by the police (Bell, August 12, 2011). The 

Federal Communication Commission (FCC) in December 2014 declared that it is not 

justifiable and is illegal, even for local and state law-enforcement agencies, stuck the 

cellular networks without the permission of federal authority.  

Internet penetration in United States, as per report of International Telecommunication 

Union (ITU), reached seventy-six percent in 2016 (FOTN, 2017). In US people face 

restriction imposed by the government with regard to access online content. In 

emergency situations, law enforcement agencies exercise the power to block the 

wireless signal to inhabit internet connectivity. The federal government of US, in 

particular events, has secret protocol for jamming of internet connectivity. Local and 

state law enforcement agencies also have mechanism to shut down wireless internet 

(Freedom House, 2018). If we look to the Pakistan, state actors are more inclined 

towards internet regulations and restriction of social media in order to curb free speech 

online in the name of security narrative. Surveillance and interference with internet 

have been on increase in Pakistan. There are many examples of intrude on 

telecommunication and internet services. In a protest by religious hardliners in Pakistan, 

news outlets and social media sites were blocked for security purposes. Similarly, in 
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North-Western areas of Pakistan mobile network shutdowns for many days. 

Government of Pakistan has suspended cell-phone services on many occasions such as 

on eve of religious or national holidays on the narrative that terrorist may use wireless 

network to commit violence. These so-called security steps of government are against 

the basic rights of the people. Besides, millions of losses for telecommunication 

companies during shutdowns (DRF, 2015). 

As reported in reputed newspaper of Pakistan, The Nation, ‘…Due to the operation, on 

Faizabad (Islamabad) participants of sit-in, led by Frontier Constabulary and police, the 

government of Pakistan imposed ban on networks of social media in order to deprive 

the users to access the right to information…’. Civil society representatives, digital and 

internet rights activists condemned the complete blanket ban on social media sites. 

Founder of Digital Rights Foundation, Nighat Dad, told the “The Nation” ‘…Nation-

wide blockage of TV Channels and social media sites was against the principles free 

expression. It is justified that government has to ensure the security of citizens, but there 

must requires a balance between security and censorship…’ (Warraich, November 26, 

2017). 

Twitter, Google, Yahoo, and Facebook, the major internet companies, disclose the 

requests received from US government for removal of content from their sites. It has 

been reported by Twitter that it has received 96-US law enforcement agencies requests 

for withhold or removal of content in the year 2015, but didn’t comply (Twitter, 2015). 

Google received 286 requests for removal of content from government of United States 

for removal of content from their site and complied eighty-six percent requests (Google, 

2015). Yahoo received three requests in the same year and complied one (Yahoo, 2015). 

In August 2016, request by private companies for content removal came into the scene 

when Facebook accepted the request of Baltimore police to block Instagram and 

Facebook accounts of twenty-three years old women Korryn Gaines. Gaines violated 

the traffic rules; therefore, Baltimore police raided her home with arrest warrants. She 

resisted police attempt to arrest by showing shotgun and at that moment she used her 

Facebook account for live broadcast. She was shot and killed by the police while her 5-

years son injured (Woods, August 3, 2016). Subsequently, Facebook restricted her two 

videos but restored her account. Critics were of the view that videos could provide more 
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knowledge about the killing circumstances of her death (Fenton, August 3, 2016). In 

2015, cellphone video revealed that the US law enforcement agencies had shot African 

American citizens. It drew the attention of media to the fact that if the video had not 

been filmed, the case may never have been reported at all. The individual was constantly 

harassed by the police who have filmed the incident (Uberti, April 9, 2015).  

The role of judiciary of Pakistan have remained disappointed in connection with 

defense of free expression in general, and freedom of internet in particular. Many 

petitions against ban of websites on the grounds of national interest, religious morality, 

and other constitutional loopholes are pending in different high courts of Pakistan. The 

third and the most dangerous justification to filter the internet by the government of 

Pakistan is the eradication of anti-government content. The internet material which is 

unfavorable for Pakistani government, all powerful security agencies including 

intelligence agencies and armed forces has already shutdown. The disseminated 

information of Sindhi and Baloch dissidents is systematically censored. Many Baloch 

forums, websites, online newspapers including Baloch Hal, Crisis Balochistan, Baloch 

Johd, Baloch Warna and other have been censored in all over Pakistan (Zafar & Ahmad, 

2011). 

In United States, self-censorship reports among everyday internet users, lawyers, and 

journalists persist. One of the significant reasons is the extreme surveillance of online 

activities and communication by the US government, for the past few years. Although 

the constitution of United States protects the press freedom, but many cases has been 

reported in which US government has taken actions against journalists and 

whistleblowers. It has been announced in 2013 by the then Attorney General that Glenn 

Greenwald, the first journalist who published documents leaked by Edward Snowden, 

would not be prosecuted by the government and any other journalist who is engaged in 

activities of true journalism (Horowitz, November 15, 2013). But, prosecutions and 

investigations of many other journalists and whistleblowers continued. Most 

significantly, the investigation by a grand jury into whistleblower Wikileaks website 

was ongoing in 2015. It has also been reported that Google was served with warrants 

in order to access Google email accounts of three journalists in 2012. Furthermore, 
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communication of many other media personnel has also been collected for the pursuit 

of investigations of other whistleblower (Cumming-Bruce, January 26, 2015). 

The government of Pakistan, in the light of National Action Plan (NAP) and in terrorism 

and security narrative imposes strict censorship over the internet. The internet freedom, 

as a result, is on decline and according to annual reports of Freedom House, Pakistan’s 

rank in term of “Freedom on Net” is shrinking. Furthermore, censorship and filtering 

of internet content by the regulators of government (i.e. PTA) is normally take place in 

Pakistan. Through a stringent bureaucratic process, PTA employs severe control over 

the mobile service providers and the internet. Besides this, in Pakistan more than sixty 

percent broadband service is under the control of Pakistan Telecommunication 

Company Limited (PTCL) (DRF, 2015).  

A survey was conducted by “PEN America” in 2015 from the writers and journalists 

on the issue of freedom of expression. Survey report indicated that due to the revelation 

of National Security Agency (NSA) surveillance, self-censorship among writers, 

bloggers and journalists have been increased. Report revealed that forty-two percent 

respondents have been avoiding or altering activities on social media. Thirty-four 

percent reported that they have been intentionally avoiding speaking or writing on 

certain topics. While thirty-one percent deliberately avoiding particular topic in email 

and phone conversations. Similarly, in 2014, lawyers and journalists were surveyed by 

the American Civil Liberties Union and Human Rights Watch regarding the impacts of 

the revelation on the ability of confidential communication with their clients and 

sources. It has been reported by the journalists that government officials were reluctant 

to accept interviews due to the fear of intelligence agencies that have the ability to 

access their communication and due to concerns about anonymity (PEN, 2015).  

Most significant example of exploitation in this regard is Pakistani PECA (2016) when 

little boy was arrested in 2016 for liking the blasphemous content on Facebook. He is 

facing sentence for ten-year imprisonment. On social media platform, it was the first 

recorded case of blasphemy in Pakistan, which was dealt with punishment. In another 

case, a thirty-year man in Pakistan was awarded with death sentence, due to the anti-

religious comments on Facebook (LOS, 2016).  
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In United States, due to the extensive government surveillance ordinary citizens have 

changed their behavior. Mass surveillance, according to the 2016 report published by 

Journalism and Mass Communication Quarterly, has chilling effect on the willingness 

of individual to online publicly express minority opinions (Stoycheff, 2016). Pew 

Research Center study in March 2015 indicates the post-Snowden privacy strategies of 

American citizens and reported that thirty percent of individual surveyed has changed 

their behavior regarding selection of application they use. They prefer communication 

in person rather over the phone or online (Rainieand & Madden, 2015). 

Intelligence agencies and government of Pakistan have always threatened the privacy, 

freedom of expression, and access to information. Various provision of the constitution 

is unclear and open to interpretation. Unfortunately, the government restrict the 

information flow by using discriminatory interpretations. More than 63% of population 

of Pakistan is under twenty-five year age. That is the reason that majority of Pakistani 

citizens use modern communication technologies and internet-based technologies. 

Since 2005, internet is strictly under the surveillance of government citing reasons such 

as, religion, national security, morality, and terrorism etc. Both in Pakistan, internet 

usage as well as attempts of government to regulate and control the internet are on rise. 

There have been massive violations on the basic rights of the people under the guise of 

religious sentiments, national security, morality and terrorism. Government of Pakistan 

through PTA has banned the usage of particular words in SMS and alongwith the lines 

of Great Firewall in China set-up an Internet Filtering System in order to employ “kill 

switch”22 on digital communication in Gilgit-Baltistan and Baluchistan is the example 

of violation of communication right of the people (Zafar & Ahmad, 2011). 

In United States, individuals who broadcast live videos or upload images of police 

activities are periodically detained, which is a clear violation and threat to First 

Amendment (Eltman, 2015). Baltimore police, in April 2015, arrested Kevin Moore on 

the grounds that he filmed the arrest of Freddie Gray23 and uploaded the video on 

YouTube. Freddie Gray died due to severe torture in police custody. This event caused 

                                                           
22 A mechanism in computer system that abruptly disable a function or program in emergency. 
23 Freddie Carlos Gray, on April 12, 2015, a twenty-five years black man, was arrested on the allegations 

of possessing illegal knife. Later he died due to injuries sustained in police custody. 
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widespread protests against the misconduct of Baltimore police (Stewart, May 1, 2015). 

Most of the time, police arrested people on unrelated charges such as openly filming 

police activities, which is the protected rights of the citizen. After the killing of Eric 

Garner24 and Michael Brown25, many journalists were arrested or intimidated by the 

police while trying to capture police activities with camera during post killing protests 

in 2014 and 2015. Twenty-one journalists were arrested during protests in Ferguson, 

including reporter of Washington Post and Huffington Post. While covering police 

activity on Vine, Twitter, and Instagram, Antonio French (a city alderman in St. Louis) 

was detained by the police. Similarly, journalists and individuals were harassed or 

detained briefly by the police in July 2016, who uploaded online the fatal shooting by 

police footage of the Philando Castile26 in St. Anthony, Minnesota and Alton Sterling27 

in Baton Rouge, Louisiana (PEN, 2016). Nheru Gowan Littleton of Detroit was served 

with the charges of felony terrorist because he posted text on Facebook and praised the 

shootings of the police officers in Dallas and also commented that “Kill all white cops” 

(The Guardian, October 5, 2016). In Pakistan 81 journalist and media personnel killed 

since 1992 (RSF, 2014), while 157 cases of attacks recorded during the year 2017 

(Freedom House, 2018). 

Certain provisions of Pakistan’s PECA (2016) are controversial such as “spoofing”, 

because it can be applied to target online satirical content. The provisions of spoofing 

specify that with dishonest purpose send any information or establish a website with a 

fake source, while visitor or recipient believes it to be an authentic source, it will be 

spoofing. The defaulter would face three years in prison or fine of 500000 rupees, or 

both. Free speech and human rights activists fear that many provisions of the act are 

vague and are subject to criticism as it leads to curb the right to freedom of expression 

and unfair prosecution (Reuters, August 12, 2016). Founder of DRF, Nighat Daad, said 

that, ‘…Very broad language has been used in the PECA, which can be ensnared the 

                                                           
24 Eric Garner died in New York Police custody on July 17, 2014. Police officer compressed his neck for 

15 to 19 seconds. He was suspicious of selling cigarettes without tax stamp. 
25 Michael Brown, on August 9, 2014, an eighteen years African American was shot dead by police in 

city of Ferguson, while he surrendered himself. 
26 Philando Castile, on July 6, 2016, a thirty-two years black American was killed while he was driving 

car with his girlfriend and her four years daughter. 
27 Alton Sterling, on July 5, 2016, a thirty-seven years black man was killed by police during custody 

while controlling Sterling’s arms. 
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ignorant and innocent Pakistani people who are unaware of the consequences of what 

the PECA entails…’ (LOS, 2016). 

According to Anti-Defamation League report, journalists, bloggers and civil society 

members face threats and increased level of harassment online in United States. 

Especially, during the year from mid-2015 to mid-2016 eight-hundred journalists 

threatened online (FOTN, 2017). American journalists and bloggers are often 

threatened for writing on political topics. The phone numbers, home addresses, and 

other personal bio data of the media personnel were uploaded online, therefore they 

receive dangerous threats to them and their family members (ADL, 2016; Spike & 

Vernon, 2017). 

Under Article 19 of the Pakistan’s constitution, the right to freedom of expression and 

opinion is guaranteed, subject to certain limitations such as defense or security of 

Pakistan, in the interest of Islamic glory, friendly relations with other countries, 

morality or decency, public order, or in contempt of court, or incitement to a crime. 

Vague and subjective terminology in this article makes is open and arbitrary to 

interpretation. Besides this, the limitations mentioned above does not fall under the 

criteria given in ICCPR. PECA-2016 provides wide-range guidelines to the state to 

criminalize religious and political dissent, which curtail the right to freedom of 

expression online. Section 10 of PECA deals with cyber-terrorism, Section 20 tackle 

the crimes against self-respect of a natural person, while Section 37 of the PECA 

pertains to “unlawful” content online. These guidelines give unnecessary power to 

governmental law enforcement agencies and administrative authorities to restrict the 

online content and to initiate legal action against the individuals. PECA-2016 has not 

contained any procedure for safeguard regarding the surveillance activities done by 

intelligence agencies and it also does not contain the grounds on which intelligence 

agencies use its powers (Baloch, 2017). 

The US Patriot Act was enacted after the terrorist attacks of 9/11. This act gave much 

powers to the government and governmental agencies to expand the surveillance. In 

order to tackle with terrorism and terrorist investigations, the secret agencies have given 

the wide range access to monitor private business record Under Section 215 (New York 
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Times, October 7, 2009). Under Patriot Act, the activities of government surveillance 

including phone records of the masses were leaked by former NSA contractor Edward 

Snowden, in 2013 (Greenwald, June 5, 2013). In the like manner, the government of 

Pakistan by following the footsteps of the US, periodically imposed restrictions on 

social media. Interior Minister Chaudhry Nisar, in May 2017, announced that the anti-

military material on social media will not be tolerated. Several social media activists 

and bloggers have been summoned by the Federal Investigation Agency (FIA) and 

questioned them. Under PECA-2016, some of them were charged under defamation 

clause (Privacy International, 2017). 

The United States has just passed the Fight Online Sex Trafficking Act (FOSTA)-2018. 

This bill allowed the States to force internet platforms to censor user’s data and states 

are allowed to silence online speech. FOSTA undermines the vital laws that protect 

freedom of expression online. The bill has also expanded the powers of government to 

target internet platforms where the content of sex trafficking appears. The wording of 

bill is too much broad, that it can be used against the owners of internet platforms that 

have not the knowledge of their sites are being used for trafficking (EFF, March 21, 

2018). 

The US Congress, over the years, has enacted many cyber laws bills. One of the most 

important is the Cybersecurity Information Sharing Act (CISA)-2015 and the Cyber 

Intelligence Sharing and Protection Act (CISPA). Both the Acts have been severely 

criticized by the privacy advocates on the grounds that these acts authorized the sharing 

of user information between the US government and private companies. Another 

struggle for preservation of greater security and the human rights was the debate for use 

of encryption28. The law enforcement agencies, such as FBI, called for “backdoors” in 

order to avoid encryption. Many cyber experts criticized and published (Abelson et al., 

2015) report and argued against regulation of encryption on the basis that it can harm 

innovations and make information vulnerable to others (PEN, 2016). The PECA-2016 

of Pakistan also contains many sections regarding privacy of data. PECA has given 

broad authority to the government entities and law enforcement agencies to access 

                                                           
28 A process of encoding an information or a message in such manner that access is denied to 

unauthorized parties in order to avoid interference. 
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private data of the masses and also to curb and limit the people to access government 

data. The Sections 3, 4, 5, 6, 7, and 8 unpermitted and declare it an offence for anyone 

to get unauthorized access to data or data system or transmission of critical data or 

copying the data, punishable up to three months to seven years imprisonment or fine up 

to 50000 to ten-million rupees (Privacy International, 2018). 

The United States law enforcement agencies, in addition to monitor private 

communication, also use social media platforms, and public websites to monitor 

suspected criminal activities in different groups. The New York Police Department 

(NYPD) has Cyber Intelligence Unit which monitors websites, blogs, and online 

platforms of Muslim students’ groups. NYPD issues series of secret reports on “Muslim 

Student Association” describing religious instructions, group activities, and prayers 

frequency of groups (Associated Press, May 5, 2015). Similarly, social media is 

constantly monitored by the federal intelligence agencies, as a part of terrorist 

investigations (Sullivan, December 8, 2014). Furthermore, it has been observed that 

monitoring of social media sites, websites, blogs, and even journalistic writings is not 

limited to the investigative targets, but it also encompasses the online activities of 

common innocent citizens and chill online speeches (Horwitz, January 14, 2015). 

Pakistan also criminalizes online speech under Anti-Terrorism Act of 1997. There are 

also documentary proofs that the government of Pakistan tried terrorism case under 

section 11-W of Anti-Terrorism Act for posting material on social media sites. Saqlain 

Haider and Rizwan Haider, belongs to Shia community, are awarded with 13-years 

sentence in prison by the Anti-Terrorism Court (ATC) on the allegation that they have 

shared ‘objectionable’ material on social media site. It has also been noted that the 

recent decade, Pakistan has started a planned shutdown against bloggers, journalists, 

political worker, and social media activists. The abduction of 4-bloggers, Asim Saeed, 

Salman Haider, Waqas Goraya, and Ahmad Raza Naseer are the recent examples in this 

regard. These bloggers, after their release, were linked with religiously sensitive and 

controversial content by mean of online smear campaign on social media. Forced 

disappearances cases are increasing day by day and are not reported. Missing persons 

have not been returned. The record of Pakistan is evident that the journalists, activists, 

bloggers, and members of civil society who criticizes the governmental policies and 
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rising religious radicalization is discouraging by curbing the digital rights of the people. 

Constant surveillance and routinely intimidation and censoring are contributing to the 

discouragement for debates, freedom of expression, access to information, right to 

privacy, peaceful protests, and exercise of civil liberties. In 2017, a list of two-hundred 

social media activists had been prepared by the FIA who were criticizing army of 

Pakistan. They were summoned, and their digital gadgets were sent for forensic 

analyses. The whole story developed a sense of fear in the minds of scholars that PECA 

is being used to silence the political and military opposition (Baloch, 2017). 

The United States Freedom Act passed in 2015 is considered as most important reform 

regarding surveillance practices in the past decades. Inspite of these reforms, still many 

provisions of the act are problematic and debatable, for instance, Section 702 provides 

for incidental collection gathering of metadata29 and communication of US citizens. 

NSA clarified in April 2017 that it would amend the Section 702 that allows collection 

of incidental communication of US citizens. Despite all this, US intelligence and law 

enforcement agencies can monitor records of communications and contents of 

communications, or metadata in the name of security and investigations (FOTN, 2017). 

In Pakistan, interception in phone calls are unlawful, as per report, Pakistani 

intelligence agency (ISI) tapped allegedly 6522 phone calls and 6819 in the month of 

February and March respectively, in April 2015 (Daily Dawn, July 22. 2015). 

 

 

  

                                                           
29 Metadata is that data which provides information about other data. 



106 
 

2.10 Conceptual/ Theoretical Framework 

 

This research relies on the theoretical contributions of “Critical School of Thought”. 

They argue that a vibrant media is a requisite for making democracy successful 

(Hebermas, 1962). It is the media that enables the generation of public opinion, which 

bring the state in touch with the needs of society (Castells, 1997). The role of media 

and state, both is very important for generation of objective public opinion. Media 

enables the flow of information while Civil Society mediates between state and 

individual. Therefore, state appointed and created authorities to regulate it affairs (like 

PEMRA in Pakistan) (Khan, 2014). 

In the beginning new media stabilized its place in the arena of globe with vigorous 

velocity and speed without any rein. There was no check and balance system and it was 

considered that it would be beneficial for democracy and generating public opinion and 

also would make the ruler responsible to citizen instantly. With the passage of time, it 

created manifold problem for government as well as for society and they considered 

that there was no way to bridle it (Mir, 2015). 

The increasing use of social media compelled the governments to balance the traffic of 

internet by system of check and balance. Therefore, some laws have been introduced to 

streamline, to enact, and to ban the activities of social media by developed, developing 

and socialist states, respectively. The laws were introduced for mediation and balancing 

but surprisingly with laps of time they touch the boundaries of neo-censorship and 

researchers considers it interference in the affairs of individual in terms of freedom of 

speech and expression (Bennett & Naim, 2015). 

According to the Frankfurt School of thought, civil society plays a pivotal role between 

state (on the one hand) and citizens (on the other hand) to facilitate a democratic system. 

Civil society got an effective tool in the shape of newspaper to perform this task since 

the advent of journalism in 18th century. This instrument facilitated the birth of public 

opinion which brought state into contact with the public. Access to information and 

freedom of speech were the conditions for the generation of public opinion. Newspaper 
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owing to technological advancements and corporate interests transformed into media 

industry.  

Realizing its political potentials and some of the social hazards, the state felt the need 

for monitoring and at later stage controlling the media. It was realized that on the 

patronage of market or any other actor’s influence the unbuttered media could influence 

public opinion on socio-political issues. Therefore, the need for censorship was justified 

by many regimes and materialized in the shape of media laws. The need for mediation 

coupled with political motivates turned media laws into censorship regimes. Media 

policies of Soviet Union, China, Pakistan under General Zia and many Arab states made 

headlines in the last quarter of 20th century, because of their censorship features. A ray 

of hope for the generation of genuine public opinion appeared with advent of 

information and communication technologies, particularly social media. Modern 

communication technologies possess revolutionary features like compactness, speed, 

affordability and user friendliness that facilitated newer public sphere and enabled the 

growth of objective public opinion.  

Like its predecessor (conventional media), new media also posed some risks e.g. fake 

IDs, financial thefts, hacking of official websites, and crimes related to terrorism, etc. 

A major issue involved was the anonymity of the users available in a virtual space. In 

a matter of less than one-decade varieties of cybercrimes emerged which invited the 

state for mediation to protect the citizens from different crimes. This also offered the 

state an opportunity to reinvent the censorship regimes on the fresh lines. Having found 

the opportunity, the government agencies and the people at the helm of affairs exploited 

this opportunity to maximize their powers and knock out their opponents. The state that 

has been struggling against the processes of globalization capitalized on this 

opportunity as a last chance for reconsolidating its power. Consequently, the centuries 

old issue of the distribution of power has to be resettled in the new space i.e. globality. 

It is here we see that state, governmental bodies/agencies and power brokers facilitating 

the new censorship regimes.  

In the current research, the researcher has generated a theory, as presented in the above 

conceptual framework, by applying Grounded Theory method. The researcher has also 
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tested the theory by developing the following research model. It is also pertinent to 

mention here that for testing of theory, the researcher has taken the main variables/ 

concepts around which the whole research revolves i.e. Mediation, Censorship and 

Cyber Laws. 
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CHAPTER 3 RESEARCH METHODOLOGY 

3.1 Introduction 

 

In this chapter, researcher has discussed methodology and design for current study. It 

also details the entire process which elucidates by the philosophy and the reasoning that 

notifies the choice of research methodology as well as philosophy.  

 

Research is defined as the systematic process of gathering data in order to answer a 

question or solve a problem (Strauss & Cobin, 1998). Research, in order to achieve task 

and objectives, requires accurate methods. Three philosophical approaches give 

foundations to the research of political science: post-positivism, positivism, and 

pragmatism. Post-positivism is concerned with qualitative methods while positivist 

research relates with quantitative methods. The pragmatism addresses the mixed 

methodology.  

 

This study aims on the qualitative-dominated mixed surveys. Mixed methodology has 

been adopted because it best suits to the research problem under consideration 

(Benbasat, 1984; Creswell, 2014). It is assumed in most of the qualitative research that 

life is naturally qualitative because it requires meaningful and precise qualitative data 

(Neuman, 2012). The major focus of this study is collection and analysis of qualitative 

data. Quantitative analysis provided support to predominated qualitative analysis.   

3.2 Philosophy/ Research Paradigm  

 

The origin of term “paradigm” in Greek word paradeigma which means pattern. It was 

first time used by Thomas Kuhn in 1962 to denote a conceptual framework. Kuhn gives 

the meaning to paradigm as, “a combination of substantive variables, concepts, and 

problems concerned with corresponding methodological tools and approaches”. The 

term paradigm refers to a set of beliefs, research culture, assumptions and values that a 

group of research scholars have in common regarding conduct of research (Kuhn, 

1977).   
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The important thing to be considered in research process is research philosophy. It 

depends upon how the researcher view the development of knowledge (Saunders, 

Lewis & Thornhill, 2003). Conventionally, two opposite research philosophies 

dominate with different names most commonly known as, positivism and post-

positivism (Smith, 1998; Collis & Hussey, 2003). The combination of both the 

conventional philosophies allows a new tradition in the shape of pragmatism (Creswell, 

2014). 

 

Figure 3.1 Overall Research design  

 

3.2.1 Pragmatism 
 

According to pragmatist philosophy, social reality is constituted historically and it is 

produced and reproduced by the individuals (Myers, 2009). The basic aim of pragmatist 

is to focus on constraints and conflicts in contemporary society. It also seeks to bring 

about political, social, and cultural change that would abolish the roots of domination 

and alienation. This philosophy seeks to analyze the ‘hidden text’ and quest for the 

‘truth’ and to understand within the limits of social context (Reeves & Hedberg, 2003). 

Pragmatism utilizes conventional positivist and post-positivist research methods. 

Hence, it is not concerned with methodological differences rather it is commitment to 

dialectical analysis by utilizing the methods of both the traditional philosophies 

(Gephart, 1999).  

 

The origin of grounded theory has its basis within pragmatist philosophy (Charmaz, 

2003a; Clarke, 2003; Bryant, 2009). The pragmatist philosophy influences of George 
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Herbert Mead and John Dewey on grounded theory can be observed in the idea that 

knowledge is a product of, and is produced by, and the interplay of interaction (Dewey, 

1929; Corbin & Strauss, 2014). Moreover, subjective meaning ascribed to present and 

past experiences influence how the subjective self produces further action and further 

meaning is given within social context (Meade, 1934). How meaning is produced, and 

how interaction, self and the action, are interpreted in social life, became most 

significant feature of qualitative research methods (Musolf, 2003; Strübing, 2007; 

Chamberlain-Salaun et al., 2013). The meaning given to social actions and processes 

rises from individual interpretation (Blumer, 1969). Grounded theory has ability to 

provide insight that how people situate themselves within social worlds, and how 

meaning is coalesced and navigated within social settings (Charmaz, 2006). 

 

Within the social science research, there are many issues that require to choose best fit 

paradigm in order to address the problem. Most of the researcher selects either positivist 

or post-positivist paradigm. Regardless of the tendency to address these two 

philosophies, there is a recommendation that pragmatist philosophy should be regarded 

as complimentary (Easterby-Smith et al. 2002; Bryman, 1988). Many scholars suggest 

that often people operate not within the pure forms, and particularly scholars in social 

sciences mix various philosophies. There exists significant research work (Watson, 

1997; Wilmott, 1990; Bryman, 1988) which accepts that scholars may not be obliged 

or limited to apply online one philosophical paradigm, it is the fact that more benefits 

can accrue by combining both the philosophical domains. Furthermore, combination of 

both the approaches in single research is widely accepted and applied (Bryman, 1988; 

Creswell, 2014). In mixed method research, quantitative and qualitative methods are 

combined that give triangulation both from different methods and different sources to 

elaborate on results (Beck, 2005; Goodyear et al., 2005; Creswell, 2014). Therefore, 

mixed methods have been adopted in this research study. 
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Figure 3.2 Detail of Mixed Method Strategy  

 
  

As explained in Figure 3.2, the current study has been divided into two stages: (Stage 

1) qualitative study and the (Stage 2) quantitative study. Both the stages have different 

data collection and data analysis methods. Qualitative approach employs Grounded 

Theory Method, while quantitative approach applies field survey in order to achieve the 

overall research objectives which are in accordance with exploratory research design 

of pragmatist paradigm (Watson, 1997; Creswell. 2014). 

3.3 Methodology 

3.3.1 Research Approach 

 

The current research study, as explained in Section 3.2.1, adopts “Mixed Methods”. 

Approach mean to access problem situation. It is a plan of action that provides direction 

to do research efficiently and systematically (Watson, 1997; Maxcy, 2003). Mainly, 

there are three approaches (Creswell, 2014): i) Qualitative Research Approach, ii) 

Quantitative Research Approach, and iii) Mixed Method Research Approach. The 

current study falls into third research approach. The researcher has applied qualitative 

approach for generation of theory, and used quantitative research approach for theory 

testing.  

 

Many research scholars recommended for combining of research approaches in order 

to improve quality of research study (Kaplan & Duchon, 1988). In the current study, 
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researcher has tried to avoid what we may characterize as methodological monism for 

understanding of research problem.  

3.3.2 Research Strategies 

 

This section of research design is concerned with selection of an appropriate research 

strategy. Robson (1993) put forward four main research strategies: Experiments, Case 

Study, Survey and Grounded Theory (Robson, 1993).  

 

Grounded theory is that methodology through which theory is developed which is 

grounded in data (Gill & Johnson, 1991; Denzin & Lincoln, 1994). Researcher begins 

with an area of study and the relevant themes emerge within the studied area. So, the 

research based on Grounded Theory does not begin with a theory and then prove it 

(Strauss & Corbin, 1990). In the current study, researcher outlined Grounded Theory 

and Survey as research strategy. Grounded theory method has been utilized for step one 

– the preliminary study and theory generation. Survey method applied for step two – to 

test the theory in current environment.   

 

a. Grounded Theory 

 

Grounded theory method, simply it is “discovery of theory from data” (Glaser and 

Strauss, 1967). Grounded theory method begins by focusing on area of study, as the 

researcher focused on censorship on media and freedom of expression in this case, and 

collecting of data from variety of different methods such as interviews and 

observations, (for example researcher collected facts from archival data i.e. news 

monitoring alongwith interviews). The data collection and data analysis 

simultaneously. For data analysis three steps i.e. open coding, axial coding, and 

selective coding is paramount. Theory is then generated from data analysis by utilizing 

“Interpretivist procedure”, and then written up and presented (Blaikie, 1993; Haig, 

1995; McNabb, 2005). 

Grounded theory is a systematic method that aims to generate new theory in order to 

explain a social phenomenon (Strauss and Corbin, 1990: 1998). It is a qualitative 

method widely used within social sciences research and has been applied across many 
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disciplines, such as education, sociology, psychology, and political science (Strauss & 

Corbin, 1994; Creswell, 2014). So, by following the grounded theory method, 

researcher has selected an area of study and collected facts by news monitoring and 

interviews and was further analyzed as per given steps of grounded theory method. It 

is also pertinent to mention here that the emerged themes from Grounded Theory 

method have supported by the literature review. 

 

b. Survey 

 

According to many researchers and scholars, survey is the best tool for gathering of 

primary data from the respondents of study through questionnaire. Questionnaire as 

data collection tool is widely used in social science research for recording of 

perceptions and attitude of the people (Babbie, 1993:256-257). Survey allows useful 

data, from vast population, which makes researcher able to measure behavior and 

attitudes (Yin, 1994:6). So, it is considered to be the useful approach to assessing all 

types of data (Sekaran, 1999:257). 

Survey is the traditional approach and questionnaire practice is much effective tool for 

collection of primary data from large population. Therefore, researcher adopted the 

survey strategy for gathering of primary data by constructing a structured questionnaire. 

Questionnaire distributed among the 240 professors, lawyers, and media personnel 

from big cities of Pakistan i.e. Peshawar, Kohat, Bannu, and D.I.Khan, with 60% return 

rate (145), while 128 questionnaires were sent via email to professors, lawyers, and 

media personnel in United States with 32% return rate (41). The questionnaire is 

composed of five demographic and two independent variables, one dependent variable 

and one mediating variable. 7-point scale has utilized in which 7 represents a “strongly 

agree” and 1 for “strongly disagree”. SPSS 19 is used for generating data base and 

statistical analysis.  

3.4 Data Collection Method 
 

Data is defined as unorganized facts and figures, meaning that facts without any 

organizing, processing and analysis (Mohajan, 2016). There are two different models 
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for data collection and data analysis. The first model states that data gathering and data 

analysis happens simultaneously, while second states that data gathered and then 

analyzed (Robson, 1993; Osorio, 2014). Both the approaches (qualitative approach and 

quantitative approach) are shown in Figure 3.2. 

3.4.1 Qualitative Data Collection 

 

Generally, qualitative research is to be considered as that type of research in which the 

produced findings has not been arrived at by means of quantification or other statistical 

procedures (Strauss & Corbin, 1998). Qualitative research often deals with issues 

related to human beings (such as in current study, right to privacy, freedom of 

expression, access to information, and censorship of media). Usually, these studies 

reflect on the life of people, groups, organizations, and societies (Miles & Huberman, 

1994). Qualitative data is best fit for interpretation of wide-range research issues. It is 

suitable for exploring and understanding of views, people’s experiences, and 

perspectives about specific and broad research questions (Braun et al., 2017). For the 

current study, researcher adopted several data collection techniques. These includes:  

a. Archival Study (News Monitoring) 

 

The social world is increasingly dominated by media. Almost every person every day 

in the world have interactions with media of various types. We see magazines and 

newspapers around us, and even if we don’t have ourselves, we may read them over the 

shoulder of people next to us in the van. In the modern age, we may read newspaper on 

Facebook on our phones, we blog, we tweet, we snapchat and we upload pictures 

(McKewon, 2012; Noble, 2014). Researchers of social sciences use media as a data 

gathering tool for all kinds of issues and questions (Machin & van Leeuwen, 2007; 

Macharia; O’Connor & Ndanga, 2010). Newspaper a significant tool of print media 

used to highlight issues prevailed in a society and to make differences in the world 

(Budd, 2002). For instance, censorship of media has widely been discussed into the 

news media. Newspapers is an important source of diverse information.  

Due to the penetration of digital technologies and development in broadcast newspapers 

are easily accessible. Now, newspapers are available online (Curran & Seaton, 2009). 
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Newspapers offer variety of significant facts as well as features and editorial stories 

related to day to day affairs. Researchers of social sciences collects the facts and 

develop relationship between different important elements. In this way researchers 

draw different patterns and interpretations in their area of interest (Henrich & Holmes, 

2013). 

In social sciences, newspapers are the tool of data collection for scientific research. It 

is used as a primary or additional source of data collection, depends upon nature of the 

research topic (Walravens, 2011). Thus, the researcher started his research with 

gathering of news facts reported in daily newspapers, related to area of the study. 

Researcher remained limited to English newspaper i.e. Daily Dawn, and The News, 

The Nation, New York Times and Washington Post as well. Categorization and analysis 

process started with collection of the data. 

b. Interviews 

 

Interviews are conducted in qualitative research strategies with well-versed persons 

related to the areas of study. They are knowledgeable or expert in their field and 

considered well-versed about the issue under consideration (Fontana & Frey, 1994; 

Eysenck, 1998; Wengraf, 2001; McNabb, 2005:137).  

For the current study, twenty interviews were conducted with knowledgeable, well-

versed and reputed individuals, who were considered well-informed about the research 

problem (from mediation to neo-censorship: comparative analysis of cyber laws of 

Pakistan and United States) and the issues related to the research topic. The 

interviewees comprised of professors, civil society members, media personnel and 

lawyers. Interviews were transcribed, as per instructions of Grounded theory method. 

Analysis of acquired data through interviews was the requirement of Grounded theory 

method. The themes emerged out of interview were identified. Transcripts of interview 

data was coded into separate tables for further analysis and comparisons. Same set of 

questions were asked from all the respondents in same order, with little room for 

variation in responses. (Profile of interviewee is attached at Appendix 2). 
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c. Literature Review 

 

Grounded Theory is a flexible qualitative method that is characterized by its interactive, 

inductive, and systematic way of data gathering and analyzing. Many scholars 

interpreted the term “systematic” and argued that systematic way of data collection and 

data analysis in Grounded Theory method is not limited, but it provides the integrative, 

reflexive, and dynamic literature review process (Charmaz, 2014: Hussein et al., 2017). 

Therefore, keeping in view the dynamic approaches and considering the alignment with 

approach of Charmaz to Grounded Theory method, literature review is considered as 

the ongoing practice in the research procedure “without letting it stifle creativity” 

(Charmaz, 2014, p. 308). Hence, review of literature in Grounded Theory method is the 

integrated and iterative part and approach.  

The aim of literature review is to collect information on area of study in order to gain 

knowledge about subject issue. Importantly, it is more significant for identifying the 

gaps in existing knowledge (Robson, 1993; Silverman, 2000; Silverman, 2006). 

Literature review is the selection of relevant documents on the topic which consists of 

ideas, information, data, and evidence from a specific viewpoint to fulfill certain 

objectives and to learn how topic is to be investigated, or to know about the nature of 

the topic (Wolocott, 1990; Hart, 1998 p. 13).   

 

Literature review is the foundation for research inquiry and academic tradition as well. 

Robson argues that literature survey provides a “background resource” to the researcher 

rather than the starting point for research designs (Robson, 1993 p.23). On the other 

hand, Strauss and Corbin argues that literature review is used for many purposes in 

qualitative research, more importantly for identifying the relationships for comparison 

to the actual data collected, to point out the questions that comes on the seen during 

data collection and data analysis, in order to explain the findings, and provide detail of 

the issue (Strauss & Corbin, 1990 p.50-53). For current study, the researcher conducted 

literature review on the emerged themes drawn from news monitoring and interviews.  
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3.4.2 Quantitative Data Collection 
 

In social sciences, in order to explain the topic, and to bring together the facts and 

figures in best manner, data is required to be gathered from all possible sources. 

Collection of topic-related data from all possible sources is known as ‘triangulation’ 

(Yin, 1994). Researcher, in the current study, conducted field survey by distributing 

structured questionnaire to collect data, in order to test the theory.  

a. Tool for Data Collection 

 

Survey strategy applied in this research by constructing a structured questionnaire 

among (240 Pakistan + 128 United States) Professors, Lawyers, and Media Personnel, 

with 60% return rate (145) from Pakistan and 32% return rate (41) from United States. 

The instrument composed of five demographics (Gender, Qualification, Experience, 

Profession, and Age) and two independents (Mediation, and Censorship), one 

dependent (Cyber Laws) and one mediating variable (Mediation). Questionnaire 

developed on the scale of 7-point. 7 for strongly agree and 1 for strongly disagree. 

Statistical analysis manipulated with the help of SPSS-19. 

b. Population & Sample 

Population is comprised of those elements on which researchers are interested to 

generalize their results, obtained from the sample study (Boyd, 1977). So, findings of 

the research are generalized on the population (Levin, 1984). Population is composed 

of relevant stakeholders, related to the study, such as doctors, teachers, employees of a 

firm or government institution, professors, lawyers, journalists, etc. (Weiers, 1984). 

 

In academic research, it is not possible to collect primary data from whole the 

population. Usually, a small portion of population is taken as a sample in order to collect 

data. Sampling techniques is not only used in academic researcher, but it is also used in 

daily life. For example, a hot coffee cup is tasted by taking a sip. Someone buys 100 

wheat bags by checking a small number of wheat grains in his hands (Boyd et al., 1977). 

Sampling is considered to be the best technique in order to understand the significant 

features of each elements of the population (Sekaran, 1999:268). 
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The senior lawyers, academia (of mass communication and law departments) and media 

personnel of four cities of Khyber Pakhunkhwa (Peshawar, Kohat, Bannu and DIKhan) 

constitutes the target population. All these members [approximately N = 720] are 

considered as target population for current study. A sample of 240 was taken for 

Pakistan. 145 questionnaires were recollected back after distribution process, so the 

60% was the response rate from Pakistan. Similarly, 128 questionnaires were sent via 

email in United States, return rate remained 32%. The sample size was selected by the 

researcher by using the (Yamane, 1967: 886) formula, from a finite population of 

Pakistan: 

 

3.5 Data Analysis 

 

Data is to be called as ‘unorganized’ facts and figures, while information is defined as 

‘organized’ facts and figures. So, process of the converting data into information is 

called ‘analyses. Foundation of every research is data. Data is useless and meaningless 

without proper processing and analyzing. Data may be qualitative or quantitative and 

can be collected in various ways such as, questionnaires, interviews, archival studies, 

documents, or observation and so on (Kothari, 1986). Data is processed, interpreted and 

analyzed by the scholars and researchers before it takes on any rational sense (McNabb, 

2005 p.433). In this study, there is two types of data, i.e. qualitative and quantitative. 

Different techniques for different data has been used by the researcher for data analysis. 

3.5.1 Qualitative Data Analysis 

 

Qualitative results are interpreted and analyzed in two stages i) Data management, ii) 

Data analysis. In step 1, The collection process starts with the research sample 

determination. In stage 2, The process of interpretation is undertaken and involves data 

reduction, data presented and findings from the research (Miles & Huberman, 1998). 

For the present study, the data analysis approach is based on Grounded Theory Method 
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as described by Glaser and Strauss (1967), Creswell (2014), McNabb (2005), Lapan, 

(2011), and Neuman (2014). 

In social sciences, Grounded theory is widely used method of research and has been 

employed in the discipline of political science (Strauss & Corbin, 1994). It is also 

pertinent to state here that Grounded theory is more flexible and does not come up with 

hard and fast rules regulations for coding and establishing categories (Creswell, 2014). 

Current study employs the grounded theory method of data collection and data analysis, 

open coding (substantive coding), categorization of key concepts (axial coding), and 

selective or theoretical coding.  

a. Open Coding 

 

Clustering is the key activity in all qualitative data analysis. It includes putting elements 

or things that are similar to each other into classes or groupings. Open coding is the 

start of data analysis process. Through this process, meaningful attributes are 

discovered that are existed in the data. The coding process initiated at the start of 

analysis is called open or substantive coding. The main object of substantive coding is 

to identify or derive the indicators or attributes or themes from the raw data. Further, 

this process leads the researcher towards meaningful categories that provide help in 

data analysis and more data collection (Straus & Corbin, 1990; Creswell, 2014). 

Once facts are collected, as in current study through archival studies (news monitoring) 

and interviews as well, the research scholar initiate substantive coding by concentrating 

to discover themes or patterns. Coding of data is involved analysis of data line-by-line 

and sorting the data into categories and concepts. All transcripts, field notes, and other 

relevant material coded. Coding refines as the data collection proceeds (Strauss and 

Corbin, 1997; Creswell, 2014). Glaser and Strauss also refer to memoing the data, it 

means theorizing write-up of themes or ideas and their relationships, emerge while 

coding (Fischer, 1997).  

The current research employs the Grounded theory techniques for data analysis, open 

or substantive coding, axial coding, theoretical or selective coding. By applying 

Grounded theory method, the process initiated, for current study, with the focusing on 
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the area of study i.e. censorship of media. The researcher collected the relevant facts 

about the (loosely defined) topic from archival studies (news monitoring) and 

interviews, and found that censorship on media is affecting the basic rights of the 

people. Similar facts were grouped together and different categories were created. 

These categories included, hacking, internet frauds, internet thefts, viruses, internet 

gambling, PEMRA, PECA, US Patriot Act, ban on media channels, spying, public 

opinion, civil society, privacy, freedom of expression etc. It was further noticed that 

there is a lack of balance between censorship and security. Cyber laws were introduced 

to control cybercrimes, as mediation was the need of the time. But these laws were 

misused by the authorities and ultimately confronted with basic human rights. Thus, it 

was selected as it emerged from further analysis of relevant data as most interesting and 

potential one to be further probed. After the interpretation of initial data collected from 

news monitoring and interviews, the researcher initiated to compare new data across 

the earlier one, hence next step initiated.  

b. Axial Coding 
 

Axial coding allows further categorization and further comparing of earlier coded data. 

Axial coding allows the researcher to structure and order the data into to further 

categorization. As suggested by Strauss and Corbin (1990) and Creswell (2014), 

researcher uses memos and codes to relate the categories with each other. The 

researcher constantly observes the categories that may be the core phenomena, 

strategies and consequences, causal conditions, and connect these categories according 

to their relationship (Strauss & Corbin, 1990). 

More inclusive categories emerge as an outcome of axial coding. The entire process 

leads the researcher to identify possible patterns and themes originate across the 

categories as described by McNabb (2005:391). The researcher in the current study 

discovered the major themes and attributes and their relationship. Axial coding allows 

to merge different categories in to broader categories that have been significant in 

nature. The number of categories decreased to fewer as a result of axial coding. 

Different labels have been given to large overarching categories. For example 

categories of hacking, internet frauds, and viruses, etc. were labelled under 

Cybercrimes. Internet spying, bans on media, internet restrictions, surveillance, 
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targeting of opposite dissident voices etc. were labelled under censorship. Similarly, 

PEMRA, PECA, US Patriot Act etc. were grouped under media laws. Likewise, 

privacy, freedom of expression, right to information, civil society, and public opinion 

were grouped under democracy. This process have also been supplemented by data 

collected through interviews. 

c. Selective Coding 

 

Researcher establish codes and categories for the identification of minor and major 

themes and patterns within the data, establish meaningful ideas, make and edit critical 

interpretations, and most significant generate theories from that categories (Strauss & 

Corbin, 1990). Textual codes have been given to the major and minor concepts, themes, 

and pattern in the data. Then with the guidance of his supervisor, researcher draw 

important and meaningful ideas, critical memos and notes have been made and remade 

in order to finalize the variables. The researcher presented a story concerning the core 

process and explained the theory. Basically, this is the final step in which researcher 

generate his theory. 

3.5.2 Quantitative Data Analysis 

 

Analysis of data is the process of converting raw material into useable form. The raw 

or unorganized facts and figures has no meaning and useless with proper processing 

and handling of data into information. This process is comprised of coding, tabulating 

the facts into or frequencies or tables, categorizing and editing data. In quantitative data 

analysis data is graphically or statistically summarized and presented (Weiers, 1984). 

In social sciences, the most commonly statistical tools used at broad level are 

descriptive and inferential tools (Levin, 1984). 

Measurement of data is concerned with assigning of numbers in order to quantify 

phenomena. The most important two evaluating measurements in research are: i) 

Reliability, and ii) Validity (Brink 1993). Researchers requires to consider the 

reliability and validity of their data for a good data. In the current research study, 

researcher has tried his best to create reliable and valid questionnaire in order to increase 

accuracy.  
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a. Reliability Statistics 

 

Reliability of data is most of the essential requirement of gathered data. It deals with 

dependability, consistency, and replicability of the results of any research. Reliability 

of data is most important concept as it is used to reduce errors during analysis of 

responses to questionnaires (Neuman, 2014). Reliability indicates the stable and 

consistent instrument (Creswell, 2014). Coefficients of reliability range from 0 to 1. 

Higher the coefficients mean higher the level of reliability (Traub & Rowley, 1991). 

Reliable data are genuine, dependable, sure, trustworthy, authentic, unfailing, and 

reputable (Mohajan, 2017). 

Reliability is the strength of data collected through questionnaire. It yields consistency 

of results over repeated testing periods. It means that data collection procedure can be 

repeated with the same results each time. So, it is concerned with stability, consistency, 

and repeatability of accurate data (Seltiz et al. 1976). So, for the purpose of reliability 

researcher has applied  

Cronbach’s Alpha Test Table  

 Variable N of Items Cronbach's Alpha 

1 Mediation 12 0.745 

2 Censorship 12 0.835 

3 Cyber Laws 9 0.724 

 Questionnaire  33 0.875 

 

The outcome of Alpha test is the reliability of the questionnaire. The questionnaire 

contained twelve questions representing independent variable “Medication” with 0.745 

reliability statistics, while “Censorship” as predictor consisted of twelve questions with 

reliability of 0.835 and Criterion variable Cyber Laws comprised of nine questions with 

0.724. The whole questionnaire was comprised of thirty-three questions without the 

counting of demographics. The reliability statistics is 0.875 which is above the 

minimum required value of 0.70.   
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Reliability of the instrument is not concerned with validity. For instance, for specific 

ability there can be many reliability tests, but all those tests are not sufficient for 

predictions. In research, reliability is mandatory, but not adequate for all the research 

items. A test is reliable if it is valid too. It is also pertinent to mention here that it is 

possible that a test is reliable even not valid, but it is not possible logically that a test is 

unreliable and is valid (Cortina, 1993).  

 

b. Validity Statistics 

 

As explained above, reliability is concerned with the consistency of results, but validity 

is related with the truthfulness and accuracy of results (Le Comple & Goetz 1982). 

Validity is a most vital for measurement of instrument. It relates with appropriateness 

and methodological soundness of the instruments (Hashim et al. 2007). It denotes that 

how healthy data collected (Graziano & Raulin 2006; Mohajan, 2017c). According to 

the Robson, “Validity is to measure to measure what is to measure” (Robson, 2011).  

As per Burns (1999), “Validity is concerned with the acceptability and quality of the 

research instrument” (Burns, 1999). As per Bond (2003), “Validity is related with the 

development of measures and concerned with genuine scientific measurement, which 

is mandatory for valid results from assessment” (Bond, 2003). 

After confirmation of reliability of the questionnaire, the research applied the validity 

test for each item of the questionnaire by mean of factor analysis. The variable-wise 

results of each question are given below and are self-explanatory: - 
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V1. Mediation 

KMO and Bartlett's Test  Component Matrixa 

Kaiser-Meyer-Olkin Measure of Sampling 

Adequacy. 

.746 Item  Component 

Bartlett's Test of 

Sphericity 

Approx. Chi-Square 1.671E3 Q7 .906 

Df 66 Q8 .308 

Sig. .000 Q9 .714 

   Q10 .215 

   Q11 .874 

   Q12 .791 

   Q13 .770 

   Q14 .426 

 Required  Computed  Q15 .878 

KMO 0.6 0.746 Q16 .372 

Bartlett-test 0.05 0.000 Q17 -.027 

Factor Loading 0.4  Q18 .310 

 

 

V2. Censorship 

KMO and Bartlett's Test Component Matrixa 

Kaiser-Meyer-Olkin Measure of 

Sampling Adequacy. 

.775 Item Component 

Bartlett's Test of 

Sphericity 

Approx. Chi-Square 2.501E3 Q19 .667 

Df 66 Q20 .800 

Sig. .000 Q21 .705 

   Q22 .753 

   Q23 -.409 

   Q24 .683 

   Q25 .707 

   Q26 .731 

 Required  Computed  Q27 .717 

KMO 0.6 0.775 Q28 .766 

Bartlett-test 0.05 0.000 Q29 .557 

Factor Loading 0.4  Q30 .723 
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V3. Cyber Laws 

KMO and Bartlett's Test Component Matrixa 

Kaiser-Meyer-Olkin Measure of 

Sampling Adequacy. 

.714 item Component 

Bartlett's Test of 

Sphericity 

Approx. Chi-Square 988.718 Q31 -.392 

Df 36 Q32 .387 

Sig. .000 Q33 -.384 

   Q34 .299 

   Q35 .840 

 Required  Computed  Q36 .757 

KMO 0.6 0.701 Q37 .806 

Bartlett-test 0.05 0.000 Q38 .674 

Factor Loading 0.4  Q39 .886 

 

For collection of quantitative data, questionnaire as a tool has been used for this study. 

The data collected through questionnaire has been further processed by Statistical 

Package for Social Science (SPSS) that are categories into two groups, i.e. Descriptive 

and Inferential Statistics or results. 

c. Descriptive Tools 

 

As explained earlier, analysis is the process of converting raw or unorganized facts and 

figures into the information. Basically, it is a process of organizing the collected facts 

and figures in such a way that it provides answers to the questions. Descriptive tools 

are concerned with arranging the data in to tables and frequencies (Goode & Hatt, 

1952:343). Descriptive tools offer the information regarding working concepts and are 

denoted in the form of charts, graphs, tables. These statistics informs about the 

percentage, averages, and frequencies about the variables. Descriptive tools are useful 

for basic understanding about the variables (Levin, 1984).  

For this particular study, the researcher has characterized the data about respondents 

into diverse tables. Researcher has applied cross-tabulation for demographic variables 

such as gender with profession, and qualification with experience etc. Similarly, the 

table of descriptive statistics provides the information about research variable regarding 

means, standard deviations, and minimum and maximum frequencies of the responses 

of the respondents.  
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d. Testing of Hypotheses (Inferential Tools) 

In order to maintain focus in the research, hypotheses are generated from theoretical 

framework and are tested with the help of statistical tools and is called inferential 

analysis or testing of hypotheses (Sekaran, 1999:28; Goode & Hatt, 1952:57-58). 

Hypotheses determines the relationship between working concepts of a study. It tells 

about the strength and weaknesses between the two concepts. One of the major 

purposes in positivist research, in social science, is to determine the relationship 

between different variables of the study. The most common tools for inferential 

analyses that are applied in the current study are given below:  

1. Correlation: To inspect the “Association” between Criterion and independent 

variables. 

2. Regression: To calculate “Case-n-Effect” between variables. 

3. Mediation: To examine the effects of Mediating variable by applying Baron and 

Kenny (1986) model with advance technique of Sobel Calculator.  

4. Test of Significance:  To explore the “Group-Mean-Differences” among 

demographics. 

Figure 1 Baron and Kenny (1986) Mediation-Model 
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Chapter 4 FINDINGS OF THE STUDY 
 

4.1 Qualitative Findings 

 

Privacy is an essential feature for human dignity and to maintain individuality. In the 

modern democratic era, value of individual is articulated and determined by the value 

of privacy. It is argued that, “If our actions are catalogued and watched by others, we 

may not be able to be ourselves”. Liberty of individuals and ultimately democracy 

depends upon the degree of privacy granted to the people. Even other rights such as 

freedom of expression, freedom of association, freedom of thoughts and beliefs are 

subject to right to privacy. Privacy as a right underpins other human rights and in one 

sense all rights are the features and aspects of privacy. Privacy is a need and is deep-

rooted into the minds of the individuals. One of the interviewee said that: - 

“…Privacy is a social value and important democratic right of 

an individual without any discrimination. Privacy is directly 

related to human behavior. For example, if an individual know 

that his/ her actions are constantly being observed or criticized, 

his/ her behavior will change, ultimately…” (A. Ahmad Shah, 

Interview, December 17, 2017). 

Right to privacy has not been observed in Pakistan and daily lives of the people are 

open to unpreventable and unwarranted intrusion. One of the newspapers reported that: 

- 

“Intelligence agencies of Pakistan snoop through phones and 

emails data of the people and now they have the power to spy 

and track individual’s private data which was to be considered 

as safe from intrusion, previously”. (Shahid, November 15, 

2014). 
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A Fair Trail Act-2012 Pakistan allows the law enforcement agencies to listen and record 

the communication of the citizens of Pakistan, which is a violation of right to privacy 

of the people. 

“Pakistan acquired FinFisher software technology from 

Germany for surveillance purposes. The specialty of this 

technology is that the Fin Spy enters a computer system and 

operate the transactions in background, resides in it and collects 

files for software operators such as for governmental agencies” 

(Shahid, November 15, 2014). 

Although, U.S. Freedom Act 2015 is considered as most important reform regarding 

surveillance practices, despite this U.S. intelligence agencies can monitor the records 

of communications, or metadata in the name of security and investigations. 

Governments are not willing, in the new world, to renounce the control and wants to 

maintain the old world in which respect for law and borders, authority, life rooted in 

one place, and stability. When we talk about freedom of expression, desecrations are 

often inflicted by the state authorities. Governments employ variety of trials including 

blocking and filtering online material, targeting dissident voices, and even detaching 

access to digital technologies altogether. The dissidents, journalists, media personnel, 

and common citizen who express their opinions online endure these risks in many areas 

around the globe. 

It is argued that the main driving force behind freedom of expression is to develop 

democratic norms and to encourage democratic culture in which participation of masses 

is meaningful and to make them as individuals. It has been found that governments 

prosecuted or detained people due to their digital activities and the independent news 

websites were pressurized more than ever before.  

According to 2018 ranking by world independent institution regarding Internet 

Freedom, Pakistan is ranked at 139 out of 180, whereas U.S. is on 45. In 2017 U.S. 

ranked at 43, 2016 it was 41, whereas in 2013 it was 32 out of 180. 
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Pakistan is placed in top four states, including Brazil, Mexico, and Syria where writers 

have been killed for writing on sensitive topic online. One of the interviewee said that:- 

“.. Freedom of press in Pakistan is deteriorated…” (I. Khattak, 

Interview to VOA, May 3, 2018). “…News channels and 

newspaper in Pakistan are adopting self-censorship. This 

situation is like a plague for free expression and privation of 

citizens from their right to information…” (M. Hassan, 

Interview to VOA, May 3, 2018). 

Journalists and bloggers in U.S. are facing increased level of threats and harassment 

online due to their writing about political topics. Media personnel are being doxed and 

receives violent threat not only to them but also their family members, making them to 

think before expressing views about sensitive issues. Wireless internet connectivity is 

often interrupted by U.S. agencies, in name of security narratives. The U.S. agencies 

has secret protocol and sophisticated tools to block the internet services. 

The United Nations Committee on Human Rights have highlighted many concerns over 

the challenges faced by the Pakistani citizens regarding freedom of expression and 

access to information online. Committee criticized broad authority of PTA which have 

been extended through PECA. The PECA allows the government to restrict information 

flow and issue instructions to ISPs without judicial oversight. Committee also showed 

concerns over the strict code of conduct of PEMRA.  

Interference with private emails and accounts and increasing internet surveillance is a 

question mark on the government of Pakistan in the sense it is curbing the right to 

privacy and freedom of expression of the citizens, journalists and civil society 

representatives. Toby Mendel, U.N. Executive Director of Center for Law and 

Democracy stated in his interview that: - 

“If we are talking about the United States, laws affecting the 

digital space are generally quite limited and tightly drafted. 

There may be some examples where they go too far, but not 

many. The Pakistani laws, on the other hand, and especially 
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PECA, are very problematical and definitely inhibit the work of 

journalists and bloggers” (T. Mendel, Interview, May 01, 

2018). 

Censorship on media is a worldwide phenomenon that has spread information outlets 

for states. One of the major arguments of government to impose censorship is to 

maintain orderly state, but the main objective is to keep the people unaware of the 

information that can be harmful for governmental authorities. One of the interviewee 

said that: - 

“…Pakistan wants to follow its ally China in developing severe 

censorship on print, electronic and social media. Through 

internet the real information is reached to the individuals and 

the people can express their view freely…” (F. Aziz, Interview 

to Internet Freedom Group, September 18, 2013). 

Constant monitoring of online communication by United States government agencies 

is the key source of self-censorship by bloggers, lawyers, writers, social media 

advocates and regular Internet users. Individuals who post and publish live footage or 

security photos are routinely arrested. 

Constant surveillance and routinely intimidation and censoring are contributing to the 

discouragement for debates, freedom of expression, access to information, right to 

privacy, peaceful protests, and exercise of civil liberties in Pakistan. A list of 200 social 

media activists had been prepared by the FIA who were criticizing army of Pakistan. 

They were summoned, and their digital gadgets were sent for forensic analyses. The 

whole story developed a sense of fear in the minds of scholars that PECA is being used 

to silence the political and military opposition. One of the interviewee said that: - 

“..The provisions of PECA 2016 impede the work of civil society 

and bloggers, as well as journalists…” (S. Mir, Interview, 

March 25, 2018). 

Technology is able to provide people with more opportunities to enjoy human rights. 

In this context, its position in freedom of speech is very significant because the 
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technology enables the person to receive and send information and to share his / her 

thoughts across borders not only in writing but also orally. On the other hand, the 

freedom provided through technologies have confronted the individuals with new risks 

to human rights. The rights of individuals are in transition towards digital sphere all 

over the world and the policies of governments are more visible to restrict freedom of 

expression online.  

Cybersecurity policy and laws have a direct impact on human rights, especially the right 

to freedom of speech, privacy and access to and flow of information. The policymakers 

have adopted a variety of measures to defend information and communication 

technologies and Internet infrastructure from malicious actors. However, most of the 

time, the leaders of national and international civil society condemn these policies for 

their ill-definition, overly broadness and lack of a system of checks and balances or 

other framework for democratic accountability. This situation will hamper progress and 

lead to abuses of human rights. Cybercrime rules, for example, are also used to monitor 

correspondence, censor critics, and criminalize internet users for addressing the views. 

One school of thought is of the view that technology should not be regulated because it 

is the violation of international standard of human rights and ultimately provide 

opportunity to the government surveillance of online activities of the masses. Cyber 

laws misused by the governments which encompass the legal and political issues related 

to the internet-based technologies, such as right to privacy, right to access information, 

right to freedom of expression, and right to intellectual property. 
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4.2 Quantitative (Empirical) Findings 

a. Descriptive Results 
 

Gender/Profession Cross-tabulation 

Gender * Profession Cross-tabulation 

  Profession 

Total   Lawyers Professors Journalists 

Gender Male 30 27 38 95 

Female 12 25 13 50 

Total 42 52 51 145 

 
 

Qualification/Experience Cross-tabulation 

Qualification * Experience Cross-tabulation 

  Experience 

Total 

  Below 8 

Years 

Between 8 to 

16 Years 

Above 16 

Years 

Qualification MA/ LLB 24 59 19 102 

MPhil/ 

LLM 
13 18 2 33 

PhD 4 0 6 10 

Total 41 77 27 145 

 

Descriptive Statistics 

Descriptive Statistics 

 

N Minimum Maximum Mean 

Std. 

Deviation 

Mediation 145 5.08 6.58 5.7810 .35259 

Censorship 145 3.75 6.42 5.5724 .58641 

Cyber Laws 145 4.22 6.67 5.7326 .58962 

Valid N (listwise) 145     
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b. Testing of Hypotheses 
 

4.2.1. Correlations- Pakistan 

 

Hypothesis # 1 Predictors (Mediation and Censorship) are Significantly 

Associated with Criterion-variable. 

Table of Correlation 

 Mediation Censorship 

Mediation Pearson Correlation 1  

Sig. (2-tailed)   

N 145  

Censorship Pearson Correlation .480** 1 

Sig. (2-tailed) .000  

N 145 145 

Cyber Laws Pearson Correlation .480** .712** 

Sig. (2-tailed) .000 .000 

N 145 145 
**. Correlation is significant at the 0.01 level (2-tailed). 

ANALYSIS 

1. Mediation is positively and significantly associated with Cyber Laws 

2. Censorship is positively and significantly associated with Cyber Laws 
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4.2.2 Regression analysis-Pakistan 

 

Hypothesis # 2 Independents (Mediation and Censorship) Significantly Explain 

the Variation in Cyber Laws 
 

Model Summary 

Model R R Square Adjusted R 

Square 

Std. Error of the 

Estimate 

1 .729a .532 .525 .40637 
 

Table of ANOVA 

Model Sum of 

Squares 

Df Mean 

Square 

F Sig. 

1 Regression 26.613 2 13.306 80.579 .000b 

Residual 23.449 142 .165   

Total 50.062 144    

 

Table of Coefficients 

Model Unstandardized 

Coefficients 

Standardized 

Coefficients 

t Sig. 

B Std. Error Beta 

1 (Constant) .493 .560  .880 .380 

Censorship .629 .066 .626 9.560 .000 

Mediation .300 .109 .179 2.738 .007 

a. Predictors: (Constant), Mediation, Censorship 

b. Dependent Variable: Cyber Laws 

 

Analysis 

53% variation in Cyber Laws is due to the significant role of Censorship and 

Mediation. 
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4.2.3 Mediation analysis Pakistan [Censorship-Mediation-Cyber Laws] 

Figure 4.1 Mediation Model (Mediator = Mediation) 

Mediation is assumed as the main cause of Cyber Laws 

while Mediation is tested as Mediator. The question was 

‘Whether Mediation or Censorship are performing 

significant role in bringing variation in the Cyber Laws in 

the workplace?’ 
 

 

Hypothesis # 3 Mediation mediates between Censorship and Cyber Laws 
 

Table of Overall results of Mediation 

D.V I.V R R2 F B S. 

Error 

p-

value 

Mediation CONSTANT       

 Censorship 0.480 0.230 42.818 0.289 0.044 0.000 

Cyber Laws CONSTANT       

 Mediation 0.480 0.230 42.773 0.812 0.123 0.000 

Cyber Laws CONSTANT       

 Censorship 0.712 0.507 146.983 0.716 0.059 0.000 

Cyber Laws CONSTANT       

 Censorship 0.712 0.525 146.983 0.629 0.066 0.000 

 Mediation 0.729 0.532 80.579 0.300 0.109 0.007 

 

Analysis  

As per the requirement of Baron and Kenny (1986) model (See Figure 1), the p- values 

of ‘a’ (B = 0.289, p- value 0.000), ‘b’ (B = 0.812, p- value 0.000, and ‘c’ (B = 0.716, 

p- value 0.000) are significant, while ‘c-hat’ (B = 0.300, p- value 0.007) is also found 

significant. Due to the role of Mediator, the value of R2 (in stepwise regression) jumped 

from 50% to 52% (0.507 to 0.525). In the like manner, Beta weight of ‘c’ dropped from 

0.716 to 0.629 and has been replaced by huge Beta weight of Mediator ‘b’, which is 

0.300 and c-hat has not gone insignificant. So, Partial mediation is confirmed. It is also 

pertinent to mention here that Sobel Calculator has been applied to further clarify the 

mediation, the results were found significant. Hypothesis- 3 is substantiated. 
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4.2.4 Demographic Impacts- Pakistan 

 

a. Impacts of Gender 

 

Group Statistics 

 Gender N Mean Std. 

Deviation 

Std. Error 

Mean 

Mediation Male 95 5.8079 .34296 .03519 

Female 50 5.7300 .36830 .05209 

Censorship Male 95 5.6026 .58263 .05978 

Female 50 5.5150 .59516 .08417 

Cyber Laws Male 95 5.8421 .55166 .05660 

Female 50 5.5244 .60860 .08607 

 
Hypothesis # 4 Males scoring higher than females 
 

Table of Independent Samples Test (t-test) 

 F Sig. T df Sig. (2-

tailed) 

Mediation EVA .759 .385 1.267 143 .207 

EVNA   1.239 93.753 .218 

Censorship EVA .049 .826 .855 143 .394 

EVNA   .849 97.911 .398 

Cyber 

Laws 

EVA 2.798 .097 3.180 143 .002 

EVNA   3.084 91.612 .003 
EVA: Equal variances assumed 

EVNA: Equal variances not assumed 

  

The group statistics table indicates that male is scoring higher than females on all the 

research variables. However, this is true only on one variable: Cyber Laws where the 

p-value is less than critical value of 0.05. Thus, the hypothesis is partially accepted 

true. 
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b. Impacts of Profession 

 

Descriptive Statistics Table 

 N Mean Std. 

Deviation 

Std. 

Error 

Min Max 

Mediation Lawyers 42 5.7996 .42334 .06532 5.17 6.58 

Professors 52 5.6827 .35008 .04855 5.08 6.50 

Journalists 51 5.8660 .26145 .03661 5.33 6.42 

Total 145 5.7810 .35259 .02928 5.08 6.58 

Censorship Lawyers 42 5.2976 .71049 .10963 3.75 6.17 

Professors 52 5.4968 .59887 .08305 4.42 6.42 

Journalists 51 5.8758 .21754 .03046 5.50 6.42 

Total 145 5.5724 .58641 .04870 3.75 6.42 

Cyber 

Laws 

Lawyers 42 5.4868 .63519 .09801 4.22 6.33 

Professors 52 5.5855 .66124 .09170 4.33 6.67 

Journalists 51 6.0850 .15649 .02191 5.78 6.33 

Total 145 5.7326 .58962 .04897 4.22 6.67 

 
Hypothesis # 5 Journalists are scoring higher than other two groups 
 

Table of ANOVA Test 

 Sum of 

Squares 

df Mean 

Square 

F Sig. 

Mediation Between Groups .886 2 .443 3.695 .027 

Within Groups 17.016 142 .120   

Total 17.902 144    

Censorship Between Groups 8.164 2 4.082 14.016 .000 

Within Groups 41.354 142 .291   

Total 49.517 144    

Cyber Laws Between Groups 9.996 2 4.998 17.714 .000 

Within Groups 40.066 142 .282   

Total 50.062 144    

 

The descriptive table indicates that journalists are scoring higher as compared to 

Lawyers and Professors on all the variables, this is true because p-value of all the 

research variables is less than the critical value of 0.05. Thus, the hypothesis is 

accepted. 
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c. Impacts of Qualification 

 

Descriptive Statistics Table 

 N Mean Std. 

Deviation 

Std. 

Error 

Min Max 

Mediation MA/ LLB 102 5.7100 .34959 .03461 5.08 6.58 

MPhil/ 

LLM 

33 5.9520 .33139 .05769 5.50 6.50 

PhD 10 5.9417 .18447 .05833 5.67 6.17 

Total 145 5.7810 .35259 .02928 5.08 6.58 

Censorship MA/ LLB 102 5.4771 .61340 .06074 3.75 6.42 

MPhil/ 

LLM 

33 5.7197 .45730 .07961 4.67 6.17 

PhD 10 6.0583 .30187 .09546 5.75 6.42 

Total 145 5.5724 .58641 .04870 3.75 6.42 

Cyber 

Laws 

MA/ LLB 102 5.6492 .63275 .06265 4.22 6.33 

MPhil/ 

LLM 

33 5.7946 .36654 .06381 5.22 6.33 

PhD 10 6.3778 .19030 .06018 6.11 6.67 

Total 145 5.7326 .58962 .04897 4.22 6.67 

 
Hypothesis # 6 PhD are scoring higher on two research variables. 

Table of ANOVA Test 

 Sum of 

Squares 

Df Mean 

Square 

F Sig. 

Mediation Between 

Groups 

1.738 2 .869 7.634 .001 

Within Groups 16.164 142 .114   

Total 17.902 144    

Censorship Between 

Groups 

4.003 2 2.002 6.245 .003 

Within Groups 45.514 142 .321   

Total 49.517 144    

Cyber 

Laws 

Between 

Groups 

4.998 2 2.499 7.875 .001 

Within Groups 45.063 142 .317   

Total 50.062 144    

 

The descriptive table indicates that PhD are scoring higher than other two groups on all 

the research variables except on censorship. Anova table shows that the result of all the 
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research variables are significant and p-values are not greater than the critical value of 

0.05. Thus, the hypothesis is partially accepted. 

d. Impacts of Experience  

 

Descriptive Statistics Table 

 N Mean Std. 

Deviation 

Std. 

Error 

Min Max 

Mediation Below 8 

Years 

41 5.7073 .35752 .05584 5.08 6.50 

8 to 16 

Years 

77 5.7630 .33744 .03845 5.17 6.50 

Above 16 

Years 

27 5.9444 .34899 .06716 5.17 6.58 

Total 145 5.7810 .35259 .02928 5.08 6.58 

Censorship Below 8 

Years 

41 5.5203 .63513 .09919 4.00 6.42 

8 to 16 

Years 

77 5.5325 .60216 .06862 3.75 6.42 

Above 16 

Years 

27 5.7654 .41988 .08081 3.83 6.17 

Total 145 5.5724 .58641 .04870 3.75 6.42 

Cyber 

Laws 

Below 8 

Years 

41 5.6098 .62218 .09717 4.33 6.22 

8 to 16 

Years 

77 5.7201 .58145 .06626 4.22 6.33 

Above 16 

Years 

27 5.9547 .51590 .09929 4.22 6.67 

Total 145 5.7326 .58962 .04897 4.22 6.67 

 

Hypothesis # 7 Most experienced are scoring higher than others. 
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Table of ANOVA Test 

 Sum of 

Squares 

df Mean 

Square 

F Sig. 

Mediation Between Groups .969 2 .484 4.062 .019 

Within Groups 16.933 142 .119   

Total 17.902 144    

Censorship Between Groups 1.240 2 .620 1.824 .165 

Within Groups 48.277 142 .340   

Total 49.517 144    

Cyber Laws Between Groups 1.963 2 .982 2.898 .058 

Within Groups 48.099 142 .339   

Total 50.062 144    

 

The descriptive table indicates that most experienced are scoring higher than other two 

groups on all the research variables. Anova test results shows that results are significant 

only for one variable i.e. “Mediation”. Thus, the hypothesis is partially accepted. 
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4.2.5 CORRELATIONS- USA 

 

Hypothesis # 8 Independent variables (Mediation and Censorship) are 

Significantly Associated with Criterion-variable. 

Table of Correlation 

 Mediation Censorship 

Censorship Pearson Correlation .211 1 

Sig. (2-tailed) .185  

N 41 41 

Cyber Laws Pearson Correlation .425** -.062 

Sig. (2-tailed) .006 .699 

N 41 41 
**. Correlation is significant at the 0.01 level (2-tailed). 

ANALYSIS 

1. Mediation is positively and significantly associated with Cyber Laws 

2. Censorship is negatively and insignificantly associated with Cyber Laws 
 

 

4.2.6 REGRESSION ANALYSIS-USA 

 

Hypothesis # 9 Predictors (Mediation and Censorship) Significantly Explain the 

Variation in Cyber Laws 
 

Model Summary 

Model R R Square Adjusted R 

Square 

Std. Error of the 

Estimate 

1 .452a .205 .163 .26437 

 

Table of ANOVA 

Model Sum of 

Squares 

df Mean 

Square 

F Sig. 

1 Regression .683 2 .341 4.885 .013b 

Residual 2.656 38 .070   

Total 3.339 40    
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Table of Coefficients 

Model Unstandardized 

Coefficients 

Standardized 

Coefficients 

t Sig. 

B Std. Error Beta 

1 (Constant) 4.993 1.111  4.493 .000 

Censorship -.219 .203 -.159 -1.075 .289 

Mediation .317 .102 .458 3.096 .004 
a. Dependent Variable: Cyber Laws 

b. Predictors: (Constant), Mediation, Censorship 

 

Analysis 

20% variation in Cyber Laws is due to the role of Censorship and Mediation, but 

results are significant for Mediation only. 
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4.2.7 Demographic Impacts- US 
 

a. Impacts of Gender 
 

Group Statistics 

 Gender N Mean Std. 

Deviation 

Std. Error 

Mean 

Mediation Male 32 5.0677 .46636 .08244 

Female 9 5.1019 .16551 .05517 

Censorship Male 32 5.4427 .19218 .03397 

Female 9 5.2130 .17732 .05911 

Cyber Laws Male 32 5.4201 .28744 .05081 

Female 9 5.4321 .31153 .10384 

 

Hypothesis # 10 Female scoring higher than males on two groups 
 

Table of Independent Samples Test (t-test) 

 F Sig. t Df Sig. (2-

tailed) 

Mediation EVA 7.836 .00

8 

-.214 39 .832 

EVNA   -.344 36.566 .733 

Censorship EVA .011 .91

6 

3.218 39 .003 

EVNA   3.370 13.771 .005 

Cyber 

Laws 

EVA .021 .88

6 

-.108 39 .914 

EVNA   -.103 12.111 .919 

 

The group statistics table indicates that females are scoring higher than females on two 

research variables. However, this is true only on one variable: Censorship where the p-

value is less than critical value of 0.05. Thus, the hypothesis is partially accepted true. 
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b. Impacts of Experience 
 

Descriptive Statistics Table 

 N Mean Std. 

Deviation 

Std. 

Error 

Min Max 

Mediation Below 8  18 4.9491 .29447 .06941 4.25 5.33 

8 to 16  17 5.2500 .43201 .10478 4.50 5.92 

Above 

16  

6 4.9583 .56948 .23249 4.25 5.58 

Total 41 5.0752 .41742 .06519 4.25 5.92 

Censorship Below 8  18 5.3565 .22104 .05210 5.00 5.75 

8 to 16  17 5.4951 .16528 .04009 5.08 5.83 

Above 

16  

6 5.2083 .13693 .05590 5.00 5.33 

Total 41 5.3923 .21019 .03283 5.00 5.83 

Cyber 

Laws 

Below 8  18 5.3457 .33635 .07928 4.89 6.00 

8 to 16  17 5.4837 .22202 .05385 5.22 5.78 

Above 

16  

6 5.4815 .29537 .12058 5.11 5.78 

Total 41 5.4228 .28891 .04512 4.89 6.00 

 

Hypothesis # 11 Respondents having 8-16 years experienced are scoring higher 

than other groups. 
 

Table of ANOVA Test 

 Sum of 

Squares 

df Mean 

Square 

F Sig. 

Mediation Between Groups .888 2 .444 2.773 .075 

Within Groups 6.082 38 .160   

Total 6.970 40    

Censorship Between Groups .406 2 .203 5.663 .007 

Within Groups 1.361 38 .036   

Total 1.767 40    

Cyber Laws Between Groups .191 2 .095 1.151 .327 

Within Groups 3.148 38 .083   

Total 3.339 40    

The descriptive table indicates that respondents having in between 8 to 16-years’ 

experience are scoring higher than other two groups on all the research variables. Anova 

test results shows that results are significant only for one variable i.e. “Censorship” 

where the p-value is less than critical value of 0.05. Thus, the hypothesis is partially 

accepted. 
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CHAPTER 5 DISCUSSIONS 
 

The discussion is based on the principle of triangulation to cover all aspects of the 

subject to reach a logical conclusion for better results and understanding. The 

discussion is formulated with the help of in-depth interviews, structured questionnaire 

to hold field survey and from newspapers, archival material, libraries and online 

available sources. 

 

Media is one of the important tools of public opinion in democratic societies. With the 

advent of internet and social media the responsibility of media is two-fold. The global 

advancement of information and communication technologies (ICTs) made the access 

to information and communication easier than ever before. A large number of web 

communities have been formed both at local as well as global level. It enabled people 

to communicate and share information and common interests. It seems, on the surface, 

that we are evident of new-age phenomena, which could settle the age-old problems of 

democratic deficit. Access to information in new digital age is very easy and accessible 

to all irrespective of race, creed, colour, and language. The advent of internet spread 

the wave of happiness among the staunch supporter of democracy that it would help to 

make public opinion representing all the segment of society (Splichal, 2009). 

 

Autonomy is enhanced in private space. If one feels that he/she is not complete 

autonomous in their actions and thought, this situation is more crucial factor for them. 

Therefore, privacy is considered as the prime factor in social life of individuals. It 

protects the people from subjectivity and is an indispensable characteristic of a 

democratic regime where individuals preserve their identity while performing their 

civic duty (Cohen 2016). 

 

In modern democratic age, privacy is indeed essential feature for human dignity and to 

maintain individuality. Value of individual is determined by the value of privacy. Other 

democratic freedoms such as freedom of speech, right to know, freedom of thought and 

belief are subject to privacy. So, we can say that if privacy of individual is protected, 

then individual’s integrity is guaranteed and privacy, in true democratic system, is a 

fundamental right that protects the dignity of a person (Hosein, 2006). Privacy is a need 
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and is deep-rooted into the minds of the individuals. Privacy is essential for personal 

dignity and integrity of the human beings (Mendel et al., 2012).  

I tend to think that privacy as a basic human right, as explained by Warren and Brandeis 

(1890) and universally accepted norm of democracy, is essential to modern and creative 

future of Pakistan. But, right to privacy has not been observed in Pakistan and daily 

lives of the people are opened to unpreventable and unwarranted intrusion. Not from 

today, the invasion of privacy is penetrated from the beginning (Azad, January 9, 2014). 

The Pakistan adopted the Prevention of Electronic Crimes Act (PECA) in 2016. During 

the legislation procedure, international and national organizations of human rights 

disapproved the various provisions of the bill. The Special Rapporteur of United 

Nations on free expression also showed its concerns and suggested that Pakistani 

government ensure a thorough and rigorous reconsideration of the bill according to the 

norms and standards of international human rights (Privacy International, 2017). 

‘…Government must not use to discourage Internet freedom in Pakistan…’ (A. Khan, 

Interview, August 12, 2018).  

 

The empirical results of correlation analysis (Pakistan) show that is positive and 

significant association between Mediation and Cyber Laws, and Censorship and Cyber 

Laws. But, correlation results for United States show that there is negative and 

insignificant association between Censorship and Cyber Laws. ‘…United States, laws 

affecting the digital space are generally quite limited and tightly drafted…’ (T. Mendel, 

Interview, May 01, 2018). 

 

Freedom of expression is considered as a fundamental human right of the citizen to take 

part in distribution and production of knowledge (Balkin, 2004). According to Emerson 

(1970), it is a network and a system in which individuals interact with each other, 

supporting, disagreeing, agreeing, and opposing. William Dutton argues that the main 

driving force behind freedom of expression is to develop democratic norms and to 

encourage a democratic culture in which participation of the masses is meaningful and 

to make them as individuals. He further argues that democratic culture is democratic 

not only for economic, political or cultural elites, but also for everyone and everyone 

has the equal chance to take part in the development of societal norms and ideas. The 
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United States First Amendment and press freedom is linked together, but free 

expression is not an exclusive value of United States. Although, it has been recognized 

by UDHR and endorsed by international organizations as fundamental human right 

(Dutton et al., 2010). 

 

Many intellectuals and scholars asserted that freedom of expression, especially in 

digital age, must be unrestricted in order to aid in the development of a democratic 

society (Dyson et al., 1994; Balkin, 2004; Beyer, 2014). Beyer (2014) argues that the 

real essence of free expression is to provide an accurate public views and information 

without the fear of punishment or censorship (Beyer, 2014). However, it is also 

acknowledged that for democratic regimes the penetration of internet has brighten many 

challenges in the explanation and interpretation of freedom of expression. The 

governments have been forced by the many elements such as hate speech, sexually 

explicit contents, and anti-governmental rhetoric to circumvent the freedom of 

expression and to implement measures of regulatory (Akdeniz, 2010). A 

comprehensive study has been conducted by the Freedom House, the independent 

watchdog organization, and found that freedom on internet in all over the world is on 

decline and thirty-six out of sixty-five states are going through negative trajectories. It 

has also been found that surveyed countries adopted laws that legalized the repression. 

The governments and governmental agencies prosecuted or detained people due to their 

digital activities and the independent news websites were pressurized more than ever 

before (Freedom House, 2014). 

 

Reporter San Frontier, a supporter of freedom of press, issued a list of states that are 

not welcoming to internet freedom. They categorized the states into two broader groups 

and classified as “countries under surveillance” and “internet enemies” (RSF, 2010). 

“Countries under surveillance” denotes the countries that have not drastic control over 

internet but they are considers as destructive to free expression such as France, and 

Australia. While title “internet enemies” signals those countries that have strict control 

of government over the internet such as China. According to 2018 ranking of RSF 

regarding Internet Freedom, Pakistan is at 139 rank out of 180, whereas United States 

is placed at 45. It is further mention here that in 2017 US rank was 43, 2016 it was 41, 
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whereas in 2013 it was 32 out of 180 (RSF, 2018). As per report of Voice of America 

– Pakistan is ranked among the top four nations, alongside Brazil, Mexico, and Syria, 

where authors have been killed for writing online critical topics. (Gul, 2017). 

‘…Censorship of media through media laws is against the basic international norms of 

democratic regimes…’ (S. Baloch, Interview, May 22, 2018). 

 

More than 157 cases of violations and attacks against journalists and bloggers has 

recorded in Pakistan over a period of one year during mid-2017 to mid-2018. It becomes 

average fifteen cases in a month (Freedom Network, 2018). ‘…Terrorism in Pakistan 

is on decline, but despite this journalism and journalist in Pakistan remained vulnerable. 

Freedom of press in Pakistan is deteriorated…” (I. Khattak, Interview to VOA, May 3, 

2018). In Pakistan media has always faced censorship from state actors…’ (M. Hassan, 

Interview to VOA, May 3, 2018). The government of Pakistan numerous times blocked 

the signal of private news channels. ‘…Blocking of Geo TV channel and no coverage 

to PTM says a lot itself. Freedom of expression in Pakistan is constant under 

pressure…’ (R. Bakhsh Rasees, Interview to VOA, May 03, 2018). 

 

According to Anti-Defamation League Report 2016, journalists and bloggers in United 

States are facing increased level of threats and harassment online. They are harassed 

due to their writing about political topics. Media personnel are being doxed and receives 

violent threat not only to them but also their family members, making them to think 

before expressing views about sensitive and controversial issues (ADL, 2016; Spike & 

Vernon, 2017). 

 

In the modern world, internet connectivity has provided the opportunity to pass 

information within and beyond the boundaries in no time. That is way, people more 

rely on internet for wide range of information. In the past, access to factual news was 

not an easy task, the press in all the world was under drastic reins of censorship in 

eighteenth century. The censorship was gradually abated due to the democratic and 

liberal policies and public demand in nineteenth and twentieth century. However, 

censorship is still openly or subtly used by the government and governmental agencies 

as instrument to silence opposing groups. In order to tackle with information coup, 

independent reporters, tech-savvy journalists and blogger channel information through 
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news websites, blogs and other social media. Most of the governments are using internet 

surveillance through stringent apparatus that subtly filters information and block 

websites so that selective information is allowed to be penetrated the firewall. The 

governments also target journalists, common citizens, and bloggers accessing banned 

sites to create ubiquitous environment of persecution, harassment, and fear. The media 

role is crucial in modern age and it is not only confined to bring information and selling 

meaningless sensation that would harm citizens, races, sects, and religions (Abbasi et 

al., 2015). 

It has been noticed that most of new democracies, struggling democracies or non-

democracies are serious threat to freedom of expression. Almost half of the world 

people lack independent press (Siraj, 2009; Newth, 2010). It has also been noticed that 

for 2500 years censorship has not been changed and even mature democracies harass 

critics and writers. For instance, Stephen Walt and John Mearsheimer, professors of 

American universities were severely assaulted and faced repercussions for giving their 

views on nationally important issue (Abbasi et al., 2015). Nevertheless, when media 

personnel access the internet domains, censorship followed by the means of instruments 

like blocking, filtering, redirecting, and hacking. Governments employ sophisticated 

modern technologies which provides them ability to handle and monitor online 

material, violate citizens’ privacy and redirect the information flow. Activities of not 

only the media personnel but also the common citizens are also constant observations; 

unruly bloggers and media personnel are flagged, which is followed their beating, 

detention, and harassment (Freedom House, 2014). 

 

The PECA allows the government to restrict information flow and issue instructions to 

ISPs even without judicial oversight. Committee also put forward the concerns over the 

strict code of conduct of PEMRA, its code of conduct restricts criticism against military 

forces alongwith against the morality, and cultural values. It has also been noted by 

committee that in past four years more than twenty bans on media channels (Brandao, 

2017). The government of Pakistan put a complete ban on social media websites during 

the operation on Faizabad, Islamabad sit-in participants, conducted by Frontier 

Constabulary and police. This deprived the citizen to access their right to information. 

All the segment of society including representatives of civil society, digital rights 
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activists and media personnel condemned the blanket ban on social media. All this, is 

neither in accordance with international standard of human rights nor with the 

principles of flow of information, and free expression. ‘…The government of Pakistan 

justified all above in order to ensure security of the people. However, there is dire need 

to keep balance between security and censorship…’ (I. Khan, Interview, May 2, 2018). 

“…State agencies through media laws curtail the public opinion. Media laws should be 

confined in true spirits, and not for suppressing the public opinion…” (P. Amjad Ali 

Shah, Interview, July 6, 2018). ‘…These PECA-2016 cannot be dubbed as unbiased 

and appropriate. Still input of experts, civil society and general public is imperative. 

Instead of closed-door huddles, there is need to hold open hearing to make laws 

acceptable, appropriate and unbiased…’ (A. Khan, Interview, August 12, 2018). 

 
Cause and effect results (Pakistan) are evident that 53% variation in Cyber Laws is due 

to the role of Mediation and Censorship collectively. When we talk about Regression 

results of United States, it shows that 20% variation in Cyber Laws is due to the both, 

but results are insignificant for Censorship. Similarly, Censorship was assumed as the 

main factor of Cyber Laws while Mediation was tested as Mediator. The question was 

“Whether Mediation or Censorship are performing significant role in bringing variation 

in the Cyber Laws? In Stepwise Multiple Regressions, R2 jumps from 50% to 52% 

(0.507 to 0.525) due to Mediator. Beta-weight of ‘c’ drops from .716 to .629 while this 

is replaced by a huge Beta-weight of Mediator ‘b’, which is .300 however, since ‘ć’ is 

not gone ‘insignificant’ therefore partial mediation is confirmed.  

In United States people face certain restrictions imposed by the state actors in term of 

use of internet and to access content online. Wireless internet connectivity is often 

interrupted by the law enforcement agencies of the United States, in the name of 

security narratives. The federal government of US, for crackdown of wireless internet 

connectivity, has a secret protocol which are often employed in particular events. 

Similarly, the local and states agencies have also sophisticated tools to block the 

internet services (Freedom House, 2018). If we look to the Pakistan, the government 

actors are depending on internet regulators show its intent to limit free expression online 

in the name of security. Interference with private emails and accounts and increasing 

internet surveillance is a question mark on the government of Pakistan in the sense it is 
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to curb the right to privacy and right to freedom of expression of the citizens, journalists 

and civil society representatives. There are many examples for security concerns 

telecommunication services and the internet has been continuously intruded in Pakistan. 

Mobile networks and internet signals are blocked almost on all the important religious 

events and during protests for “security purposes” (DRF, 2015).  

The United Nations has recognized right to privacy as the enabler of freedom of 

expression, but it has been seen that there are severe intimidations to the public 

confidence in privacy and journalistic source protection. Moreover, it has been noticed 

that a significant rise in filtering and blocking of online material and increasing trend 

of wide-range crackdown of entire access to national internet, mobile networks, and 

other social media sites. Not only the political and social scholars, but also the world 

organizations condemning such practices, for instance the United Nations Human 

Rights Council declared disproportionate restriction on right to access information and 

right to freedom of expression threat to democratic norms and these restrictions put 

huge impact on political and social values (Heslop, May 3, 2017).  

Surveys regarding media freedom was conducted in 131 countries by the Gallup, which 

reveals that freedom of media is on decline in many countries around the world. Media 

freedom, at the same time, valued and recognized by the people around globe. It has 

also been reported Gallup that in past four years more than 530 media personnel and 

blogger were killed all over the world (Global Report, 2018). In an interview with 

Shahzad Ahmad, the founder of Bytes for All, said that, ‘… Secular, progressive and 

liberal voices are being increasingly targeted, which campaigns for internet 

freedoms. Anything can be banned without debate. Liberal voices are increasingly 

silenced while militants speak freely.…’ (S. Ahmad, Interview to Reuters, September 

18, 2013). 

A Fair Trail Act-2012 was passed by the Senate of Pakistan in February 2013, which 

allows the law enforcement agencies to monitor private communication after seeking 

judicial warrant. This Act has given the powers to intelligence agencies to listen the 

communication and conversations of the citizens of Pakistan, which is a violation of 

right to privacy of the people (Khan, November 02, 2013). It has been reported in Daily 
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Dawn that, ‘…More and more countries are introducing monitoring practices and 

online censorship and using sophisticated technologies for targeting the users. These 

steps of the countries are showing that internet freedom all over the world in on 

decline…’ (Daily Dawn, December 5, 2014). ‘…Pakistan is no exception. Pakistan 

does not want to lag behind as far as seeking full control over the Internet…’ (I. Khattak, 

Interview, July 3, 2018). 

Removal of content from social media sites came to spotlight in United States. The 

matters concerning public importance and government negligence are often removed 

from the social media sites, for instance, Instagram and Facebook blocked the accounts 

of twenty-three years Korryn Gaines and later removed her killing footage, on the 

request of the US government. Infact, she was shot dead by the American police on the 

allegations of traffic violations, she was using her live Facebook broadcast. Her five-

year son injured in this incident (Woods, August 3, 2016; Fenton, August 3, 2016). 

Similarly, in another case American law enforcement agencies killed an American 

citizen and fortunately incident’s video was recorded in smartphone, otherwise case 

might be underreported. However, individual who make the film was routinely harassed 

by the law enforcement agencies of United States (Uberti, April 9, 2015). ‘…Restriction 

on media curtail the digital rights and social liberties of the people…’ (A. Tehseen, 

Interview, January 23, 2018). 

Constant surveillance of online communication by the government and governmental 

agencies of the United Stated is the major source of self-censorship among bloggers, 

lawyers, journalists, social media activists, and everyday internet users (Horowitz, 

November 15, 2013). People who shares and uploads broadcast live videos or image of 

police activity are periodically detained, which is posing an attack to First Amendment 

protections (Eltman, 2015). For example, Kevin Moore was arrested by the law 

enforcement agencies because he took footage of arrest of the Freddie Gray and posted 

on YouTube (Stewart, May 1, 2015). Most of the significant example of exploitation of 

PECA-2016 in this regard is the arrest of teenage boy in Pakistan who liked the post on 

Facebook that contain blasphemous material. He is facing imprisonment for ten-years. 

Another example in this respect from Pakistan is the arrest of thirty-year man who has 

been awarded death penalty for making anti-religion comments on social media. All 
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these shows that the laws are misused to violate the right to privacy and directly limits 

the freedom of expression. ‘…I believe the current law is prone top misuse and needs 

to be re-examined…’ (M. Zarrar Khuhro, Interview, August 28, 2018). 

The government of Pakistan in order to criminalize online speech applying Anti-

Terrorism Act-1997. There are many examples in this regard that government has 

applied section 11-W of terrorism act for posting “objectionable” content on social 

media. For instance, two persons namely Saqlain Haider and Rizwan Haider are facing 

13-years of sentence in prison for posting objectionable material on social media. 

During the past year, a planned shutdown against bloggers, social media activists, and 

media personnel has been witnessed. A rampant culture of impunity is manifested by 

the high handedness on movements of human rights. As reported in Daily Dawn that, 

‘…Four human rights activists gone missing, namely Asim Saeed, Waqas Goraya, 

Salman Haider and Ahmed Raza…’ (Daily Dawn, January 08, 2017). These bloggers 

after their release were linked with controversial and sensitive religious content through 

as social media campaign (Baloch, 2017). 

Forced disappearances cases are increasing day by day and are not reported. Missing 

persons have not been returned. The record of Pakistan is evident that the journalists, 

activists, bloggers, and members of civil society who criticizes the governmental 

policies and rising religious radicalization is discouraging by curbing the digital rights 

of the people. Constant surveillance and routinely intimidation and censoring are 

contributing to the discouragement for debates, freedom of expression, access to 

information, right to privacy, peaceful protests, and exercise of civil liberties. In 2017, 

a list of two-hundred social media activists had been prepared by the FIA who were 

criticizing army of Pakistan. They were summoned, and their digital gadgets were sent 

for forensic analyses. The whole story developed a sense of fear in the minds of scholars 

that PECA is being used to silence the political and military opposition (Baloch, 2017). 

‘…The provisions of PECA 2016 impede the work of civil society and bloggers, as well 

as journalists…’ (S. Mir, Interview, March 25, 2018).  

The United States Freedom Act passed in 2015 is considered as most important reform 

regarding surveillance practices in the past decades. Inspite of these reforms, still many 
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provisions of the act are problematic and debatable, for instance, Section 702 provides 

for incidental collection gathering of metadata and communication of US citizens. NSA 

clarified in April 2017 that it would amend the Section 702 that allows collection of 

incidental communication of US citizens. Despite all this, US intelligence and law 

enforcement agencies can monitor records of communications and contents of 

communications, or metadata in the name of security and investigations (FOTN, 2017). 

In Pakistan, interception in phone calls are unlawful, as per report, Pakistani 

intelligence agency (ISI) tapped allegedly 6522 phone calls and 6819 in the month of 

February and March respectively, in April 2015 (Daily Dawn, July 22. 2015). 

To test demographic impacts on research variables, test of significance has applied. It 

has been examined (for Pakistan) that there is variation of opinion in the responses of 

respondents of different professions. “Gender”, “Qualification”, and “Experience” as 

demographic variable have partial impact on all research variables. On the other hand, 

test of significance (for US) shows that “Gender” and “Experience” have partial impact 

on research variables.  

 

In the light of above discussion, it is rational to say that in order to enable us to pursue 

this emancipatory promise of democracy, three unavoidable elements must be evident: 

an equality of access to information, freedom of expression, and the social virtues that 

is required to respect the others’ arguments. “…There should be moderate media related 

laws and proper system of check and balance, but these laws should not be obstacle in 

the way of true opinion making…” (K. Aziz, Interview, February 24, 2018). “…Laws 

are the necessary part of democratic society to tackle with crime, but basic human rights 

of the individuals should not be violated in the name of laws…” (I. Murad, Interview, 

January 24, 2018). 
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CHAPTER 6 CONCLUSION AND RECOMMENDATIONS 

6.1 Conclusions 
 

Mediation towards Media Censorship  

The emerging role of civil society in the consolidation of democracy and its social 

mediatory role in the sphere of media in general and social media in particular are also 

vital in digital age. The civil society is migrating towards “neo-civil-society” with the 

participation and constructive role of “netizens”.  The role of “mediation” is different 

in developed societies like United States and in developing society like Pakistan. In 

Pakistan, the structure of standard democracy has not evolved yet and, therefore, 

“mediation” does not play its conceived role and it turned into “censorship” which 

affects the human rights and democracy. The misuse of cyber laws playing a role of 

censorship for traditional as well as new media, and in new digital age the researcher 

terms it as “neo-censorship”, which is badly affecting the formation of true public 

opinion and consolidation of crumbled democracy in Pakistan. 

Even today in new world, governments are trying to sustain the norms of old world to 

control and preserve the respect for boundaries, law and authority. They are not willing 

to relinquish their dominance over old concept of life to be rooted in one area. 

Internationally accepted norms and standards of human rights are often violated by the 

governments and governmental agencies either by taking the cover of laws or by 

misusing the laws. Violations related to media utilize different methods to target 

dissidents’ voices, to filter or block contents and some time to the extent to disconnect 

access to the technological hubs. Media persons, bloggers and other users, who 

disseminate their views online confront with the same risk all over the globe. 

 

Censorship of Media 

For the last 2500 years the censorship has not been changed and is continued, even in 

advanced democracies, to harass critics and writers. Censorship of media is an 

international phenomenon that predict information channel since long. The primary 

objective of censorship is to keep masses ignorant and to block that very information 
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which may endanger the authority of governments. The connectivity of internet in 

present era has the potential to send information within no time beyond borders, 

therefore, the media journalists use internet for verity of information.  The severe 

internet surveillance from governmental authorities is tantamount to governmental 

survival; therefore, the governments allow to website to provide only that information 

which they deem harmless for their existence. The authorities chase and search for those 

individuals, members of civil society, journalists and bloggers who have their access to 

banned websites and to design a ubiquitous environment of harassment, fear, and 

bullying.  

  

The Civil Society and media personnel in Pakistan working under pressure. They are 

facing various types of threats. So, far as the online freedom of privacy and speech of 

the users is concerned, Pakistan is one among the worst countries of the world. In the 

name of war on terror, the state is imposing severe and rigorous surveillance to monitor 

the activities of all users, including media workers and activists. The email and cellular 

phones of private nature are monitored by security agencies under law to collect facts 

regarding terrorist activities, which undermine the privacy of individuals. Shortly, new 

technologies in the name of media or cyber laws are used to threaten media personnel, 

bloggers, and other common citizens. 

 

Cyber Laws affects the Right to Privacy  

 

Privacy, for a while, is associated with anonymity, the desire to stay unnoticed and not 

to be identified in public sphere. Personal and private information is always sensitive 

and special for the individual concerned. The scale to which personal information is 

open to the elements depends upon how it would be received at other place and time. 

Security is narrower than privacy and comprise of the notion of proper utilization and 

fortification of information. Intelligence agencies have not only the capacity to nose 

around the email and data of phones but also have the capability to access and track out 

the spy and user. In past, these were considered to be secured from intrusion as the 

domain of speakers and their digital rights. Fair Trial Act 2012 has allowed security 

agencies of the Pakistan to obtain permission in the form of judicial warrant to keep an 
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eye on private and personal communications. It confers on the right to listen to the 

communication and conversation of the citizens of Pakistan, which is a gross violation 

of right of privacy. Besides, Prevention of Electronic Crimes Act (PECA) authorized 

Federal Investigation Agency (FIA) to initiate punitive step against those users who use 

social media for criticizing army. The missing persons do not come back and their cases 

are not registered. 

 

PECA-2016, empowers the Pakistan Telecommunications Authority (PTA) to block or 

remove any online information without its legal determination by judiciary. Therefore, 

PTA or on its behalf an authorized officer can instruct the service provider to block or 

remove any intelligence if it is contrary to the glory of Islam, defense, security and 

integrity of Pakistan or against morality, decency, public order, contempt of court or 

against friendly relations with other states and if to instigate on any offence. It 

empowers the governments to confine any information online, dislike by it, in the name 

of above restrictions. Beside this, PEMRA, a strict code of conduct, rules out to criticize 

military and makes illegal anti-state and anti-national attitude also. It prohibits any post 

against morality, good manners and cultural values. In this context, government is 

criticized to block the signals of most popular and viewed channel of Geo network. 

The US Patriot Act was enacted after the terrorist attacks of 9/11. This act gave much 

powers to the government and governmental agencies to expand the surveillance. In 

order to tackle with terrorism and terrorist investigations, the secret agencies have given 

the wide range access to monitor private business record Under Section 215. US 

intelligence and law enforcement agencies can monitor records of communications and 

contents of communications, or metadata in the name of security and investigations. 

 

Cyber laws affects the Freedom of expression  

 

Democratic governments, today, face few challenges regarding freedom of expression. 

One of the major challenges is how to balance between the assurance of freedom of 

expression amid peace and security, ensuring law & order with the state that owns 

diversity in terms of faiths, beliefs and views. 
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To mediate the traffic of internet is a positive step in the sense that it makes possible to 

control the cybercrimes such as cyber theft, hacking, cyber frauds and other viruses, but 

censorship of media in the name of cyber laws intrude on the privacy of general people 

and limit free expression. This situation leads to a tendency toward distrust in society. 

Internet freedom around the world is declining. For example, Australia, Russia, 

Venezuela, China, and India, are some of the countries that have legalized electronic 

surveillance. Among the top countries where internet is most restricted and censored 

are Burma, North Korea, Tunisia, Saudi Arabia, Cuba, Syria, Iran, China, 

Turkmenistan, and Vietnam. Out of 180 countries in the annual World Press Freedom 

Index, Pakistan ranks at 139 which is alarming. Freedom of expression in Pakistan 

is constant under threat from state and non-state actors. Worst is the situation of media 

freedom in Pakistan. The most frequent targets are members of civil society, bloggers 

and journalists covering corruption, politics and crime, as well as individuals who share 

their views regarding religion against the views of the majority. 

 

On the other hand, in United States it is expected and normally thought that freedom of 

press would rank top in the world, but themes drawn in qualitative analysis speaks the 

different story. Freedom of expression in the US is also declining. According to 2018 

ranking of RSF regarding Internet Freedom, United States is placed at 45. It is further 

mention here that in 2017 US rank was 43, 2016 it was 41, whereas in 2013 it was 32 

out of 180. Journalists and bloggers in United States are facing high level of threats and 

harassment online. Therefore, self-censorship among bloggers, civil society members, 

lawyers, journalists, social media activists, and internet users persists because of 

government surveillance of online activities as well as communication.  

 

Cyber laws affects Right of Access to Information 

The qualitative results reveal that, people in U.S. face restrict in accessing the online 

contents. Intelligence agencies by using secret protocol blocks the connectivity of 

wireless internet especially on particular events. Governmental agencies employ 

different tools to block internet services. Pakistani authorities, on the other hand, also 

depending on internet regulators to curb free expression online in the name of security. 
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People of Pakistan are also facing increased level of interference and surveillance 

regarding their online communication and access to information.  

 

Quantitative/ empirical outcomes 

 

The results extracted from quantitative analysis are evident that in Pakistan there is a 

strong association between the cyber laws and mediation [r- value 0.480], and cyber 

laws and censorship [r- values 0.712]. It reveals that in Pakistan, the cyber laws are 

used for the protection of authorities, and government agencies. Therefore, it affects the 

fundamental norms of democracy and creates hindrance for basic human rights of the 

citizens. While, in the democratic culture of United States, the results are different in 

the sense that there has been found no association between cyber laws and censorship 

[r- value -0.062]. It means that in US the role of mediation is more prominent then 

censorship. 

The cause and effect results of Pakistan show that 53% variation in Cyber Laws is due 

the combine role of mediation and censorship, while results are also significant for the 

both. It means that mediation as well as censorship both playing equal role in Pakistan. 

On the other hand, 20% variation in cyber laws of the U.S. is due to combine role of 

mediation and censorship, but results are only significant for mediation. 

 

To cut short, the United States, laws affecting the media and digital space are generally 

quite limited and tightly drafted, as compared to Pakistan’s laws. But results are evident 

that in both the countries violation of human rights have been recorded. So, this state 

of affairs is damaging the right to privacy, freedom of expression and access to 

information, and ultimately emerging the concept of “neo-censorship”. 
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6.2 Recommendations 

 

1. Mediation should be strictly limited to mediate not to dictate. 

2. Freedom of expression, right to privacy and access to information should not be 

exploited in the name of security. 

3. In digital democracy the basic tool for the formulation of digital public opinion 

should not be under observation by the authorities. 

4. Censorship has negative implications, therefore, should be avoided. 

5. The definition of cybercrimes should be formulated agreeably. 

6. The implementation of cyber laws should be limited to cybercrimes only. 

7. The wrong implementation and misuse of the cyber laws against any innocent 

netizen should be compensated with rigorous punishment to the implementer. 

8. The right to privacy hampered by misuse of cyber laws is against the basic 

principles of democracy and human rights. 

9. The underdeveloped countries, like Pakistan, with religious background should 

formulate their cyber laws according to the ground realities of their culture and 

beliefs. 

10. Good governance is undermined due to the wrong implementation and misuse 

of cyber laws for personal interest of the authorities.  
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Appendix 1 Questionnaire 
 

 

Dear Respondent! 

This questionnaire is purely for academic purposes (PhD) therefore your 

cooperation will be highly appreciated in terms of helping me to get fair data on the 

topic. 

Thanks 

Zafar Abbas 

(PhD Scholar in Political Science) 

 

Respondent’s Profile 

 

1. Gender  a. Male  b. Female  

2. Country  a. Pakistan  b. United States of America 

3. Age   ……………….…………….  

4. Profession   …………………………….. 

5. Qualification …….………….…………… 

6. Experience a. Below 8 years  b. 8 to 16 years  c. Above 

16 years 

 

→ Note: How far do you agree or disagree with the following statements using the 

below-given 7-Point Scale of preferences 

Strongly 

Disagree 

Disagree Mildly 

Disagee 

Neutral Mildly 

Agree 

Agree Strongly 

Agree 

1 2 3 4 5 6 7 

 

Mediation 

7 
Like any social place, internet requires to be 

controlled by someone. 
1 2 3 4 5 6 7 

8 
Cybercrime poses grave threat to internet 

users; therefore, mediation is necessary. 
1 2 3 4 5 6 7 

9 
People use fake identities which must be 

stopped through mediation. 
1 2 3 4 5 6 7 

10 
Existing cyber laws need revisiting and 

flexibility. 
1 2 3 4 5 6 7 
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11 
Cyber laws should be based upon public 

opinion. 
1 2 3 4 5 6 7 

12 
Surveys should be conducted before finalizing 

the cyber laws. 
1 2 3 4 5 6 7 

13 
Public opinion should be collected through 

different media to formulate the cyber laws. 
1 2 3 4 5 6 7 

14 
Cyber laws should be openly discussed on the 

media to collect the public opinion. 
1 2 3 4 5 6 7 

15 
Cyber laws should always be under constant 

review. 
1 2 3 4 5 6 7 

16 

Cyber laws are not for the governing bodies 

rather for public; therefore, public opinion 

must be respected. 

1 2 3 4 5 6 7 

17 Controlling internet will affect public freedom. 1 2 3 4 5 6 7 

18 
Mediation in controlling internet/ social media 

can affect freedom of expression. 
1 2 3 4 5 6 7 

Censorship 

19 Censorship is sometimes indispensable. 1 2 3 4 5 6 7 

20 Censorship helps dictators. 1 2 3 4 5 6 7 

21 Censorship is curtailing the social liberties. 1 2 3 4 5 6 7 

22 
Censorship used for religious purposes is 

justifiable. 
1 2 3 4 5 6 7 

23 
Censorship used for political purposes is 

justifiable. 
1 2 3 4 5 6 7 

24 

Freedom of expression, access to information 

and public opinion is nowadays frequently 

restricted by the governments. 

1 2 3 4 5 6 7 

25 

Autocratic governments openly or subtly 

employ censorship as a tool to silence 

government opposition. 

1 2 3 4 5 6 7 

26 
Internet Censorship is used to hinder one’s 

ideas or opinions. 
1 2 3 4 5 6 7 

27 
Digital rights are systematically violated by 

the governments in the name of censorship. 
1 2 3 4 5 6 7 
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28 

Digital Censorship is used to officially control 

and suppress any expression that can 

potentially threaten the interests of the 

governments. 

1 2 3 4 5 6 7 

29 
United States, Pakistan and many other states 

condemned the publishing of Wikileaks. 
1 2 3 4 5 6 7 

30 

In this new world, governments are not ready 

to relinquish the control and are trying to 

preserve the old world in which authority, 

control over freedom of expression and public 

opinion is dominated. 

1 2 3 4 5 6 7 

 

Cyber Laws 

31 Laws are essential to regulate any system. 1 2 3 4 5 6 7 

32 

Laws that are against the fundamental rights are 

not acceptable under international and 

constitutional law. 

1 2 3 4 5 6 7 

33 
The current cyber laws of our country are 

appropriate. 
1 2 3 4 5 6 7 

34 

Unnecessary items such as freedom of 

expression, access to information and public 

opinion are included in the cyber laws. 

1 2 3 4 5 6 7 

35 
There seems to be a political and dictatorial 

orientation in the cyber laws. 
1 2 3 4 5 6 7 

36 

Cyber laws encompass many political & legal 

issues related to the Internet and other 

communication technology, including 

intellectual property, privacy, freedom of 

expression, access to information & public 

opinion. 

1 2 3 4 5 6 7 

37 

In digital age cyber laws are threat to freedom 

of expression, access to information and public 

opinion. 

1 2 3 4 5 6 7 

38 

Journalists and other individuals who share 

their opinions online continue to face many 

risks in the name of cyber laws. 

1 2 3 4 5 6 7 
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39 

Cyber laws have been used to monitor public 

morals, to control public awareness, and to 

silence opposition. 

1 2 3 4 5 6 7 

 

Any other Comments: 

_____________________________________________________________________

_____________________________________________________________________

____________ 

 

Thanks, 
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Appendix 2 Interviewee Profile  

 

Akbar, (February 09, 2018) Dr. Wasim Akbar, Professor (HOD) Department 

of Mass Communication, Gomal University 

D.I.Khan. 

Akhtar, (August 07, 2018)  Saeed Ahmad Akhtar, writer, intellectual, social 

     activist and member of civil society. 

Aziz, (February 24, 2018) Khawar Aziz, Program Manager, Radio 

Pakistan, Islamabad. 

Baloch, (May 22, 2018)  Sohail Baloch, Senior Lawyer, District Bar 

D.I.Khan. 

Hassan, (August 3, 2018) Najamul Hassan, Station Director, Radio 

Pakistan Dera Ismail Khan. 

 

Khan, (August 12, 2018) Azam Khan, Correspondent, a reputed Journalist 

and writer. Geo News. 

Khan, (May 2, 2018) Ihsan Ullah Khan, Senior Lawyer, District Bar 

D.I.Khan. 

Khattak, (July 3, 2018)  Iqbal Khattak, Executive Director, Freedom 

 Network. 

Khuhro, (August 28, 2018) Muhammad Zarrar Khuhro, Program Host, 

Dawn News. 

Mendel, (May 01, 2018) Toby Mendel, Executive Director, Center for 

Law & Democracy. 

Mir, (March 25, 2018) Shabbir Mir, Editor, Daily Sada-e-Gilgat.  

Murad, (January 24, 2018) Irshad Murad, Senior Deputy Controller, Radio 

Pakistan, Islamabad. 

Ramzan, (February 2, 2018) Muhammad Ramzan, Journalist, Columnist and 

Blogger, D.I.Khan. 

Raza, (April 17, 2018) Tayyab Raza, Correspondent GTV Network 

Islamabad. 
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Rehman, (February 8, 2018) Shafqat Rehman, Senior Advocate District Bar 

Dera Ismail Khan. 

Robina, (November 13, 2017) Miss Robina, Lecturer in Political Science, 

Government Girls College No.2 D.I.Khan. 

Shah, (December 17, 2017) Altaf Ahmad Shah, Program Manager, Radio 

Pakistan, Islamabad. 

Shah, (July 6, 2018) Pir Amjad Ali Shah, Senior Lawyer, District Bar 

D.I.Khan. 

Shah, (May 19, 2018) Abid Shah, Associate Professor of Law, Higher 

Education Department. 

Tehseen, (January 23, 2018). Abid Tehseen, Senior Producer, Radio Pakistan, 

Islamabad. 
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Appendix 3 PECA-2016 
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Appendix 4 United States CISA-2015  
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