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EFFICIENT PSEUDONYM BASED SECURE FRAMEWORK FOR 

INTELLIGENT TRANSPORT SYSTEM 

By: Qazi Ejaz Ali 

Ph.D. (CS) 

ABSTRACT 

Intelligent transport system (ITS), owing to its potential to enhance road safety, comfort, security, 

and traffic efficiency have attracted attention from automotive industries and academia in recent 

years. The underlying technology i.e., vehicular ad-hoc networks (VANETs) provide a means for 

vehicles to intelligently exchange messages regarding road and traffic conditions to enhance safety. 

Wireless communication in ITS leads to many security and privacy challenges. Security and 

privacy of ITS are important issues that demand incorporation of confidentiality, privacy, 

authentication, integrity, non-repudiation, and restrictive obscurity. In order to ensure the privacy 

of vehicles during communication, it is required that the real identity of vehicles should not be 

revealed. There must be robust and efficient security and privacy mechanisms for the establishment 

of a reliable and trustworthy network.  In this thesis, an efficient pseudonym based secure 

framework is proposed for preserving the real identities of vehicles. The proposed distributed 

architecture allows vehicles to generate pseudonyms in a very private and secure way. In the 

absence of a distributed architecture, the privacy cannot be preserved by storing information 

regarding vehicles in a single location. The proposed framework only allows vehicles with valid 

pseudonyms to communicate in ITS. Pseudonyms are assigned to vehicles in a secure manner. The 

pseudonym mappings of vehicles are stored at different locations to avoid any chance of vehicle 

pseudonyms certificates linkability.  In addition, the most recent communication pseudonyms of a 

malicious vehicle are revoked and are stored in the Certificate Revocation List (CRL) that results 

in small size of the CRL. Therefore, the CRL size does not increase exponentially. The distributed 
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proposed framework guarantees, the vehicles privacy preservation in the real identities mapping 

and revocation phase from the certificate authorities. The empirical results prove that the proposed 

framework is robust and efficient with low computational cost, overhead ratio, average latency, 

and an increased delivery ratio. 
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1. INTRODUCTION 

Intelligent Transport System (ITS), is an emerging type of Information and Communication 

Technology (ICT) application, which provides Inter Vehicular Communication (IVC). The IVC 

enabled vehicles, provide updated information regarding traffic conditions. The updated 

information can minimize road accidents, congestions, and improve traffic efficiency. ITS also 

plays an important role in the economy of a person or country by reducing fuel consumption and 

efficient management of work time [1][2]. ITS with the arrangement of wireless communication 

is a new growing area of research to reduce road accidents, congestions, and improve traffic 

efficiency [3]. Increase in population and lack of seriousness in driving results in traffic 

congestions, road accidents, and unnecessary delays in traveling [4]. Figure 1.1, shows one of the 

scenarios of un-seriousness in driving. 

 

Figure 1.1. Scenario without intelligent transport system 

For the betterment of society, technology should be used in transport systems, to reduce 

congestions, accidents, and unnecessary delays in traveling. ITS is an emerging area that embeds 

intelligence in vehicles making transportation efficient, comfortable, and safe. In the absence of 
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intelligence, there may be the issues of traffic jams, accidents, and congestions. Incorporating 

intelligence in transport system results in safe and efficient driving. In case of an accident on the 

road, broadcasting relevant messages enable Intelligent Transport System-Stations (ITS-Ss) e.g., 

vehicles to diverge among lanes. Such information dissemination avoids congestions and pile up 

accidents. Therefore, in order to provide best services to humanity, ITS is introduced [5]. Figure 

1.2, shows ITS environment. 

 

Figure 1.2. Intelligent transport system scenario 

Generally, ITS applications are classified into Advanced Driver Assistance Systems 

(ADAS), Advanced Traveler Information Systems (ATIS), and Advanced Traffic Management 

Systems (ATMS) [6][7]. ADAS, ATIS, and ATMS facilitate vehicles to communicate with each 

other, in order to provide road safety, traffic efficiency, and comfort. ADAS applications include 

cooperative collision warnings, slow vehicle indications, lane change messages, speed control, 

reverse parking assistance, and intersection collision warnings. Similarly, ATIS applications 

include public transport information, trip reservation, route planning, internet booking, local 

electronic commerce, and trip matching services. While, ATMS applications include, dynamic 

route information, dynamic lane assignment, hazardous location, deterioration detection, and 
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incident detection. ITS communication architecture, as shown in Figure 1.3 consists of ITS-Ss 

such as vehicles, Road Side Units (RSUs), and servers. The vehicles are equipped with On Board 

Units (OBUs) that enable them to communicate with other ITS-Ss (vehicles or RSUs). ITS 

supports Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) communication, known as 

V2X communication [8][9]. 

 

Figure 1.3. Intelligent transport system dissemination formation 

Each ITS-S (vehicle) broadcasts position messages known as Cooperative Awareness 

Messages (CAMs) in Europe [10] or Basic Safety Messages (BSMs) in the United States [11]. 

CAMs are broadcasted among vehicles and RSUs, to achieve road safety and traffic efficiency. 

The use of CAMs include emergency vehicle warnings, traffic turn collision warnings, slow 

vehicle indications, lane change messages, emergency brakes, traffic condition warning messages, 
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on the road or roadside stationary vehicles (accident or vehicle problem), road work messages, 

hazardous locations, wind, and visibility warnings. ITS applications are mainly divided into road 

safety, traffic efficiency, and infotainment applications [12]. Infotainment or miscellaneous 

applications include advertised services such as public transport information, point of interest 

advertisements/notifications, parking facilities, media downloading, local electronic commerce, 

fleet management, financial services, real time traffic conditions, and insurance. 

According to European Telecommunication Standards Institute (ETSI) [13] ITS-S 

architecture as shown in Figure 1.4, consists of facilities layer, networking and transport layer, and 

access layer. ITS-S facilities layer resemble application, presentation, and session layers of OSI 

model. Similarly, ITS-S networking and transport layer shows a resemblance of transport and 

network layers of the OSI model. ITS-S access layer provides the capabilities of data link and 

physical layers of the OSI model with improvement to ITS. 

 

Figure 1.4. ITS-S architecture with 802.11P/WAVE and IEEE 1609.x 
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To enable V2V and V2I wireless communication, Dedicated Short Range Communication 

(DSRC) is used [14]–[16]. DSRC provides communication range from 100 to 1000 meters, with 

the data communication rate of around 27 Mbps [17]. DSRC is known as Wireless Access in 

Vehicular Environment (WAVE), also called IEEE 802.11P [18]–[20]. DSRC requires low latency 

and high data rate to support short distance communication [21]. In ITS, DSRC is based on the 

access layer as discussed in IEEE 802.11P standard. Spectrum allocation for DSRC is from 5.85 

GHz to 5.925 GHz as specified by United States (US) Federal Communication Commission (FCC) 

and European Electronic Communications Committee (ECC). Institute of Electrical and 

Electronics Engineers (IEEE) and ETSI segmented DSRC band into seven different channels each 

of 10 MHz. Among the seven channels, there is one control channel and six are service channels. 

The service channels are used for data transmission, while the control channel is used for 

controlling/setting the services and applications strived on service channels. 

In order to provide the services for resource management, security, networking, 

multichannel operations, single channel operations, and the use of wireless medium in ITS.  IEEE 

advised the standard for WAVE. WAVE IEEE standard adds the functionalities of IEEE 802.11P 

and IEEE 1609.x protocol stack [22]–[26]. As shown in Figure 1.4, IEEE 1609.1, IEEE 1609.2, 

IEEE 1609.3, and IEEE 1609.4 (1609.x) define the architecture, transmission framework, 

management, security, and access in ITS. In Europe, IEEE WAVE is called ITS-G5. IEEE 1609.1 

defines beacon format and storage of beacons by facilities layer. IEEE 1609.2 standard defines 

secure beacons format for DSRC. IEEE 1609.2 determines techniques to secure messages. It 

specifies the processes of how ITS-Ss (vehicles) performed security assistance, like, 

confidentiality, authentication, integrity, access control, and non-repudiation. IEEE 1609.3 

specifies WAVE Short Message (WSM) and its related protocol WAVE Short Message Protocol 



6 
 

(WSMP) to ensure the services of the networking and transport layer related to safety applications. 

It also specifies WAVE Service Advertisement (WSA) message. WSA message is used in a given 

area to advertise the accessibility of DSRC services like a WSA can be broadcasted by an ITS-S 

(RSU) to advertise the presence of media downloading services. IEEE 1609.4 standard discusses 

the management and usage of DSRC channels. 

ITS can be differentiated from Mobile Ad hoc Network (MANET) [27] in terms of its 

unique characteristics. The unique characteristics are: a) dynamic topology, b) high speed, c) 

vehicles mobility are restricted to fixed roads/maps, d) sparse and dense scenarios, e) vehicle 

privacy, and f) unlimited storage and power. In ITS, the main challenges are due to the following 

reasons: 

 Dynamic speed and topology: As the nature of ITS is ad hoc. There is no fixed topology. 

The speed of vehicles is changing, with respect to time. The beacon generation and 

verification should be done in minimum time, otherwise, there may be congestions and 

accidents [28]. 

 Sparse and dense scenarios: In the sparse scenario, inter-vehicle distance is large. While in 

the dense scenario, the number of vehicles are more with reduced distances. Therefore, 

verification of more beacons in the dense scenario is difficult as compared to the sparse 

scenario. There should be smart security and privacy approaches that work efficiently in 

both sparse and dense scenarios [29]. 

 Bandwidth limitation: The problem of bandwidth limitation arises if there are more 

vehicles (dense scenarios) [30]. This problem may cause communication interference, 

delay, and affects the delivery ratio. Well-established security approaches are needed, in 

order to address these issues. 
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 Decentralization: Due to the ad hoc nature of ITS, there is no fixed central system that 

ensures trustworthy communication of vehicles. As different vehicles are joining and 

leaving the ITS [5]. There is a need to focus on the designing of trustworthy security 

approaches to work reliably under decentralized scenarios. 

 Malicious attackers/opponents: Due to the wireless and ad hoc nature of ITS, attackers try 

to inject bogus beacons or alter the attacked beacons [31]. The attacker tries to misguide 

honest vehicles for their personal interest. 

One of the building blocks of ITS is Vehicular Ad hoc Networks (VANETs) [32]. In   

VANETs, like other wireless networks, there exist attacks that jeopardize a vehicle’s privacy. False 

information can be used by an attacker to collect users’ private data and their locations [33]. To 

protect legitimate users’ in VANETs from attackers, privacy and security techniques must be in 

place. The IEEE 1609.2 standard addresses security issues in VANETs [34]. According to this 

standard, a Certificate Authority (CA) issues digital certificates to each vehicle in ITS. In case of 

a malicious behavior, the vehicle’s certificates may be revoked. In ITS, both location and identity 

privacy is needed to avoid unethical usage by malicious ITS-Ss. The authors [35] demonstrated 

privacy in degree levels that is different for every application. Applications that use CAMs for 

communication need conditional anonymity. In the case of a malicious activity, the malicious 

vehicle should be revoked. Applications that use infotainment services require privacy from low 

to high degree. For instance, if an ITS user is getting public transport information, it requires low 

privacy. 

Vehicles broadcast beacons (also known as safety messages) periodically, in order to 

inform other vehicles about its current speed, direction, and position. Unfortunately, eavesdroppers 

may use the status information of the vehicles for user tracking [36]. To provide secure and private 
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communication in ITS, the typical security properties must be preserved, i.e., privacy, 

authentication, integrity, and non-repudiation [37][38]. 

In order to protect the real identity of a vehicle, pseudonyms are used [37] [39]. Changing 

user pseudonyms at regular intervals is important to avoid linkability [40]. The pseudonym based 

techniques, discussed in [41][42] used cryptography to protect the identity of a user. However, the 

techniques produce high computational and communication costs. Onion routing, multi-hop 

anonymization techniques are not feasible solutions for ITS [43]. As its computational and 

communication overheads are high. The self-generation pseudonyms are not encouraged in ITS 

due to Sybil attacks [44]. 

Schaub et al. [45] proposed that pseudonym resolution information should be incorporated 

in the pseudonym certificate instead of the pseudonym issuing authorities. However, the 

pseudonym to real identity mapping should not be directly incorporated into the pseudonym 

certificate, because it can be used to jeopardize the privacy of source vehicles. 

Wang et al. [46] proposed that there should be two servers one for pseudonym and the 

second for reputation. However, this work produces a delay in the communication, due to extra 

overhead on the reputation server, in order to compute and check the reputation of vehicles each 

time. The authors [47] presented the idea of primary and secondary pseudonyms. The primary 

pseudonym is provided by the CA and is a single point of attack. Similarly, the secondary 

pseudonyms are generated through RSUs and are used for V2X communication. However, RSUs 

are located in an open infrastructure and are prone to side channel attacks [48]. 

The malicious vehicle should be banned from the ITS network by invalidating its 

certificates [49]. Schaub et al. [44] discussed that there should be minimum exposure of 

information of a vehicle to other ITS-Ss (vehicles or server). ITS communication [49] should be 
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conditionally anonymous, in case of malicious activities, the malicious vehicle should be revoked. 

To provide effective anonymity, two or more beacons related to the same vehicle should 

not be linked. If unauthorized vehicles are not revoked from ITS communication, then according 

to [50], syntactic linking and semantic linking attacks are possible. In a syntactic linking attack, if 

in a given time period (e.g., t1 to t2) only one vehicle changes its pseudonym among more than two 

vehicles, the attacker can easily link two pseudonyms. Similarly, in a semantic linking attack, the 

adversary can link different pseudonyms from beacons by predicting the next pseudonym change 

position of the vehicle. 

In ITS, a lot of research work is done to consider security and privacy issues. Andrea et al. 

[51] discussed the security susceptibility and threats in ITS. There are security and privacy-related 

challenges from the perspective of applications, network and technologies. Niu et al. [52] 

discussed only the issues of integrity and access control but do not elaborated on the various 

security and privacy mechanisms. Qu et al. [53] present a survey on the security and privacy issues 

of ITS but lacks proper analysis of the security and privacy approaches. Similarly, Lin et al. [31] 

present a survey and discuss security and privacy approaches but lacks proper analysis for different 

types of attacks on ITS communication layers, scalability, and computational cost. Engoulou et al. 

[54] specified security and privacy requirements in ITS but do not properly analyze the security 

and privacy techniques for ITS suitability. 

Petit et al. [32] provided an excellent survey on pseudonyms schemes in ITS, but consider 

only limited types of attacks. There is a lack of the individual technique proper analysis in each 

group. Similarly, a survey presented in [55] is an excellent survey on pseudonym changing 

mechanisms to protect location privacy but lacks analysis of each technique in every privacy 

category of ITS with respect to latency, computational cost, communication overhead, and 
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different types of attacks as discussed in Chapter 2 of this Thesis. 

A number of research have been conducted for the security and privacy challenges in ITS. 

However, still there is a need to present an efficient framework for ITS security and privacy. In 

this thesis, security and privacy challenges in ITS, analysis of security and privacy approaches in 

terms of different types of attacks on ITS communication layers, scalability, computational cost, 

communication overhead, and latency are presented. In addition, this thesis presents an efficient 

and secure framework for ITS. 

In ITS every ITS-S (vehicle) generate beacons/messages regarding its current position, 

heading, speed, road condition etc. However, there are malicious vehicles and their aim is to 

damage the network. Malicious vehicles can misguide honest vehicles. Checking the reliability of 

beacons is a challenge in ITS. There should be trustworthy techniques to verify the originality of 

beacons. Reliable security frameworks should be designed and developed to achieve the ITS 

objectives. If there is no proper security and privacy approaches, attackers may misguide or track 

vehicles to get malicious benefits. 

Therefore, in order to consider the aforementioned issues in ITS, there is a need to develop 

privacy and security technique that not only preserves the real identity during the communication 

but also authorizes only the legitimate vehicles to participate in communication.  

1.1.  RESEARCH PROBLEM 

ITS is deployed in open areas, due to its ad hoc nature, intermittent connectivity, dynamic 

topology, high speed, medium speed, slow speed, dense, and sparse scenarios, ITS is vulnerable 

to security and privacy attacks. The authentication and integrity of messages must be verified. The 

important issue in ITS is the privacy of an ITS-S (vehicle). The second important issue is to provide 

private communication among vehicles, authorities, and service providers. Protection of ITS-Ss 
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(vehicles and service providers) from security attacks i.e., passive and active attacks. Untrue 

contents from ITS-Ss head straight to accidents, kidnapping, and cost of family lives/living. V2X 

communication security and real identity of vehicle user protection is a key issue in ITS. In ITS, 

every vehicle has to rely on each other during communication but at the same time, there is a need 

to protect the privacy of a vehicle. A vehicle must be authenticated in such a way that the actual 

identity of the vehicle is not revealed. Authentication and secure communication in ITS, are not 

only a challenge but also require a robust mechanism to protect privacy and provide conditional 

resolution of pseudonyms to revoke malicious vehicles. There should be trustworthy technique to 

verify the originality of beacons. Reliable security and privacy framework should be designed and 

developed to achieve the ITS objectives. 

1.2. PROPOSED SOLUTION 

In order to consider the aforementioned issues in ITS, there is a need to develop privacy 

and security technique that not only preserves the real identity during the communication but also 

authorizes only the legitimate vehicles to participate in communication. In this research/thesis, a 

secure and efficient framework is proposed that provide pseudonym based secure communication 

and preserves the real identities of vehicles. In the proposed approach, there will be less overhead 

in computational of pseudonymous and secure communication. In the proposed framework, the 

size of Certificate Revocation List (CRL) is kept small that results in less storage requirements in 

the vehicle OBU. The CRL size is minimized as only recent revoked communication pseudonyms 

of a malicious vehicle are kept. The proposed approach will provide un-linkability of pseudonyms 

by a malicious vehicle as there is no single point of security risk. The proposed approach provides 

strong authentication, secure communication, and revocation of malicious vehicles efficiently to 

provide good privacy preservation against malicious vehicles and colluding attacks. 
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1.3. MOTIVATION 

ITS is generally deployed to achieve road safety, traffic efficiency, and provide 

infotainment services. VANETs is one of the building block of ITS. VANETs use the ITS 

architecture to provide reliable and timely information regarding road conditions. ITS uses IEEE 

802.11P standard for V2V and V2I communication. Vehicles broadcast position messages to 

inform other ITS-Ss (vehicles) about the traffic conditions. However, if a malicious vehicle 

broadcasts inaccurate information, the honest ITS vehicles will be effected. Similarly, if there is 

no privacy in the communication, an opponent can easily derive the map of the vehicle. Therefore, 

an adversary can become aware of the rout information that can be exploited. Malicious vehicles 

broadcast fraudulent beacons and misguide honest ITS users for their personnel interest. Therefore, 

privacy preserving techniques are needed, to ensure that private information of ITS user cannot be 

leaked to an adversary. The malicious vehicle should be banned from ITS network through 

invalidating its certificates. If malicious vehicles are not revoked from the ITS network, honest 

vehicles are misguided. Therefore, reliable and trustworthy techniques are required to achieve the 

desired goals of ITS.  

1.4. AIMS AND OBJECTIVES 

The aims and objectives of the design research approach are as follows: 

1. To involve more than one authority for distributed trust management; 

2. To preserve the privacy of an ITS-S (vehicle), which prevents vehicles from malicious 

activities; 

3. To reveal the real identity of a vehicle, only in case of a malicious activity; 

4. To provide confidentiality, authentication, integrity, and non-repudiation features; 
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5. To add a revocation mechanism, which will restrict a pseudonym and vehicle from taking 

part in the ITS network. 

1.5. CONTRIBUTIONS 

The contributions of this thesis are as follows: 

 The ITS security and privacy challenges are reviewed and presented. 

 Different types of security and privacy attacks in ITS are analyzed and discussed. 

 Privacy schemes in ITS are examined and categorized based on scalability, latency, 

computational cost, communication overhead, security, and privacy attacks. 

 A discussion towards the integration of ITS in the cloud is presented. 

 A novel framework is proposed to involve multiple authorities for pseudonyms formation. 

 The single authoritative behavior of the certificate authority is eliminated through 

distributed trust management methodology. 

 The linkability of pseudonyms mapping at a single authority level is eliminated. 

 A novel conditional revocation scheme is proposed in which upon malicious/awful activity 

only, a malicious vehicle is revoked through distributed mapping. 

 The proposed framework is implemented using different security techniques. 

 To examine the usefulness, appropriateness, and robustness of the proposed framework, it 

is analyzed through pervasive simulations and security analysis. 

1.6. THESIS STRUCTURE 

Chapter 1. Introduction: This chapter provides the basic introduction of ITS, research 

problem, proposed solution, motivation, aims and objectives, and contributions of the design 

research.  
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Chapter 2. Literature review: This chapter provides detail analysis of the background 

literature, their categorization, and different types of security and privacy attacks.  

Chapter 3. SPATA: Strong Pseudonym Based AuthenTicAtion in ITS: This chapter 

provides proposed SPATA framework, its design objectives, revocation in SPATA, and its 

performance analysis. 

Chapter 4. ASPA: Advanced Strong Pseudonym Based Authentication in ITS: This 

chapter provides proposed ASPA framework, assumptions, its design objectives, privacy metrics, 

ASPA protocol, attack model, revocation in ASPA, and its performance analysis. 

Chapter 5. Conclusion and future work: This chapter provides conclusion of the thesis 

and future work.  

1.7. SUMMARY 

ITS is generally deployed to improve road safety, traffic efficiency, reduce congestions, 

and minimize the possibility of road accidents. In ITS, vehicles broadcasts position messages know 

as CAMs or BSMs. Privacy and security is a key issue in ITS. Due to its ad hoc nature, 

authentication and reliability of beacons are important, to prevent malicious activities. This chapter 

provides basic detail of ITS, security and privacy importance in ITS, research problem, proposed 

solution, motivation, aims and objectives of the design research, and at the end thesis structure.  
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2. LITERATURE REVIEW  

Due to the ad hoc nature of ITS, there is a problem of end to end connectivity. Therefore, 

authentication and integrity of messages must be verified [56]. Onion based routing scheme is not 

encouraged in ITS due to real time constraints. In order to provide anonymity and secure 

communication between V2V and V2I, there is a need to develop effective security and privacy 

mechanism that addresses the issues of security and privacy efficiently. In ITS, security and 

privacy are the most ambitious problem and privacy should be examined along with security [53]. 

Every member of ITS should be authenticated. Similarly, every beacon should be verified to reduce 

the risk of security and privacy attacks in ITS. ITS-S (vehicle) privacy ensures the protection of 

ITS-S (vehicle) user location and real identity. Security and privacy needs are satisfied through 

fictitious identities [32].  

 ITS nature is wireless, high speed mobility, dynamic topology, sparse, dense scenarios, and 

are susceptible to attacks, when segregating with other ICT based networks. In ITS, vehicles 

broadcast messages to inform other vehicles about the traffic situation. However, if malicious ITS-

S (vehicle) broadcast bogus messages or adversary alter the original messages of a legitimate ITS 

user. The aim of ITS cannot be achieved and honest ITS users can be misguided. An adversary can 

misguide or eavesdrop honest ITS user’s data for his/her personal interest. Therefore, there should 

be proper mechanisms to ensure the authenticity and integrity of messages [57]. If an ITS-S 

(vehicle) is found guilty, it should be revoked from ITS.  

There should be proper security and privacy approaches for registration and revocation of 

vehicles. Blossl et al. [58] discussed the issue of scrambler attack on location privacy of 

vehicles/drivers. Usage of predictable scrambler cannot protect location privacy of vehicle. The 

scrambler (change signals) component of all IEEE 802.11P and Wi-Fi radio transceivers not 
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guarantee the performance at the lower physical layer and need to improve the performance of 

wireless communication. There is the need to incorporate strong cryptographic techniques. 

 

Figure 2.1. ITS security and privacy issues 

 

Eckhoff et al. [59] proposed a scheme to protect user privacy, in which a user, as well as 

authority, cannot track a vehicle. However, the mechanism is not at par with ITS system because 

there is no consideration for revocation and accountability of malicious vehicles. Security and 

privacy issues in ITS, as shown in Figure 2.1 [8] are: 

 Confidentiality: This feature ensures that only authorized ITS users to have access to the 

data. The data cannot be snooped or hindered by unauthorized users. Confidentiality is an 



17 
 

important service in ITS, during the pseudonyms registration and obtaining phases. 

Therefore, it is important to ensure confidentiality of ITS. Therefore, advanced 

cryptographic techniques should be considered [60]. 

 Integrity: Integrity can assure the exact delivery of messages. In ITS, integrity is important, 

because wrong or tampered messages can misguide honest ITS users. Integrity avoids 

expected or unexpected intervention during the communication. In order to achieve fair 

integrity in ITS, strong security mechanisms should be designed [61]. 

 Availability: This feature in ITS guarantee that the servers and data are always available to 

authorize ITS users. In ITS, services are needed in real time manner. Therefore, availability 

feature should be considered. Maheswari et al. [62] discussed that denial of service attack 

is the most dangerous threat for the availability of services in ITS. In order to ensure 

availability, enhance security approaches should be considered in ITS. 

 Identification: This feature can ensure that unauthorized vehicles cannot be linked in ITS. 

Identification of each vehicle is difficult. Therefore, there is a need to design and develop 

effective mechanisms for the identification of vehicles [63]. 

 Authentication: Authentication can ensure that the messages received are legitimate. 

However, authentication can be carried out in ITS without revealing the real identity of 

vehicle. Efficient approaches are needed to deal with this feature [63]. 

 Non-Repudiation: This feature ensures that the communicating entities cannot deny the 

previous communication. In order to avoid malicious threats in ITS, non-repudiation 

feature must be considered. 

 Privacy: Privacy feature in ITS can guarantee that only the authorized servers can control 

the anonymity. Confidentiality aim is to encrypt the data, while privacy ensures that the 
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real identity information cannot be revealed from messages/data [64][67]. In ITS, privacy 

of a legitimate vehicle is the most important attribute. In order to avoid tractability of an 

honest vehicle, there is a great need for the designing and developing of security and 

privacy mechanisms. 

 Trust: Trust can guarantee the preceding security and anonymous communication features 

to be accomplished during the give and take phases among distinct entities. In ITS, the 

feature of trust can be divided between applications and entities [51]. In order to achieve 

trust in ITS, there is a need to develop trustworthy approaches. 

According to the ETSI, the communication architecture of an ITS-S consists of an access 

layer, networking and transport layer, and facilities layer [13]. In ITS, facilities layer is constituted 

via obtaining the performance of data usages in the network and transport layer. Therefore, in 

facilities layer, the security provocation can be judged to provocation in the access and networking 

and transport layers. 

2.1. ACCESS LAYER  

The main objective of the access layer in ITS is to send and receive beacons/messages. So 

the security challenges in this layer are: 

i. Node capture attack: In this type of attack, an opponent can get and hold the node 

i.e., ITS-S (vehicle or RSU) in ITS via meddling with the housewares/OBU of the 

ITS-S (vehicle) [68]. If an ITS-S (vehicle or RSU) is paced by the node capture 

attack, the key information can be exhibited to the opponent. The attacker can easily 

copy the key information of the attacked node/ITS-S. In this way, the malicious 

vehicle can easily become an authorized vehicle to connect into the ITS. The node 
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capture attack is considered as the node replication attack. In order to prevent the 

node capture attack, capable security and privacy approach are needed [69]. 

ii. Malicious code injection attacks: The malicious code injection attacks [70], can 

easily grant permission of an opponent into ITS. In order to preserve from malicious 

code injection attacks, the designing of capable code authentication approaches are 

required [70][71]. 

iii. False data injection attacks: Yang et al. [61], discussed that with node captured 

attack, the opponent can easily insert wrong information. In this way, the receiving 

vehicles are misguided. Therefore, affect the ITS network. So proper security 

schemes are needed to identify false data [72]. 

iv. Replay attacks: Replay attacks are also called freshness attacks [73][74], in this 

type of attack, an opponent can use an attached ITS-S (vehicle or RSU) to send 

messages with legal evidence. Authentication processes are commonly effected 

through replay attacks. To overcome the replay attack effect, proper time stamp 

approaches must be developed in ITS [75]. 

v. Cryptanalysis and Side channel attacks: In these type of attacks, an eavesdropper 

tries to get key information from the obtained ciphertext [76]. However, if strong 

security and privacy techniques are used, the chances of cryptanalysis attack are 

minimized. Similarly, an opponent can launch a side channel attack, the opponent 

can use some mechanisms on the devices (e.g., RSU’s) in ITS and try to get the 

cipher key information. In order to relieve the side channel attacks, effective 

security and key management approaches are required to be developed in ITS [60]. 
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vi.  Interference and eavesdropping: As the nature of ITS is wireless, if there are no 

security measures, the communication can be monitored easily by unauthorized 

parties [68][77]. To relieve ITS from eavesdropping, proper security approaches 

are needed. Noise data can be sent by the adversary to impede with the distributed 

information in wireless communication. In order to guarantee the timely and 

veracity delivery of information in ITS, effective security and privacy approaches 

are needed to avoid the interference by unauthorized users [78]. 

2.2.  NETWORKING AND TRANSPORT LAYER 

 The primary function of the networking and transport layer in ITS, is to transmit data 

between ITS-Ss. In the network and transport layer security threats target on the smashup 

of the accessibility of the network stocks. Due to the wireless nature of ITS, security threats 

in this layer are crucial. Network and transport layer attacks in ITS, are of the following: 

i.  Denial of Service (DoS) attacks: Due to DoS attacks [79], all the resources of ITS 

are exhausted with desperate flux. As a result, honest ITS-S cannot receive the 

service. In order to relieve from DoS attacks, effective ITS schemes should be 

designed to address DoS attacks [62]. 

ii.  Spoofing attacks: The main objective of spoofing attack [51][80] is to gain 

complete access to ITS. After keeping the full access to ITS, an adversary sends 

bogus beacons. To defend against spoofing attacks, effective security techniques 

are needed to focus on proper authentication [63][81]. 

iii.  Sinkhole attacks: In sinkhole attacks [82], the attacked ITS-S (vehicle or RSU), 

arrogate prodigious capabilities of keys generation and communication. This results 

by appealing other vehicles to communicate through the particular ITS-S (RSU). 
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Therefore, disrupt the ITS, to relieve the ITS from sinkhole attacks [83], proper 

security routing approaches are needed. 

iv.  Wormhole attacks: Wormhole attacks [84] are launched by two petty ITS-Ss 

(vehicles or RSU’s), in ITS to transfer beacons with secure links in order to claim 

a fake single node communication interpolate/ amid them [84]. Due to wormhole 

attacks forwarding nodes (ITS-Ss) are decreased. Now maximum messages are 

delivering through malicious ITS-Ss. As a result, honest vehicles can be misguided. 

To defend the ITS against wormhole attacks, proper authentication approaches are 

needed. 

v.  Man In the Middle Attack (MIMA): In MIMA [85], a malicious vehicle is 

controlled by an opponent is placed virtually among other ITS-Ss (vehicles and 

RSUs). Malicious ITS-S is a middle node between honest ITS-Ss, can record all 

the communication of the honest vehicles. This type of attack breaks the privacy, 

confidentiality, and integrity of vehicles by eavesdropping, modification, and full 

access to the communication between honest ITS-Ss. Therefore, secure and reliable 

communication approaches which can guarantee the authentication of un-

compromised ITS-Ss can be an effective mechanism to MIMA [60][62]. 

vi.  Sybil Attacks: In Sybil attacks [51][86], a malicious ITS-S can arrogate many 

consistent/real identities and imitate them in the ITS. Due to a Sybil vehicle, 

malicious vehicle has many real identities, fake messages transmitted by the 

malicious vehicle can easily be recognized by the honest vehicle. As a result, honest 

vehicles are misguided. In order to protect the ITS from Sybil attacks, proper 

authentication and identification secure approaches are needed to be developed in 
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ITS [63]. 

2.3.  FACILITIES LAYER 

 Users requested services are provided by facilities layer. Therefore, security threats at the 

facilities layer are a center/target on services/software’s attacks. Here, in ITS, many 

applicants inquiring in the facilities layer are discussed as follows: 

i.  Phishing attack: In phishing attacks [51][87], an opponent can get ITS user private 

data, such as identities through spoofing. In ITS, robust secure mechanisms for 

pseudonym generation, acquiring, and communication can relieve from phishing 

attacks. 

ii.  Malicious virus/worms: Another threat to ITS, is malicious worms or viruses [51] 

[81][88]. An opponent can send virus along with beacons to infect the ITS with 

malicious self-spreading interventions. As a result, an adversary can get or modify 

private data of honest ITS user. Therefore, proper authentication, integrity check 

approaches are needed to relieve these type of attacks [89]. 

iii.  Malicious script: Malicious script [51] in ITS, is inserted into application/soft 

ware’s to damage the system. As some ITS applications, like infotainment, point of 

interest notification, insurance etc. are linked with Internet. By executing the script, 

malicious scripts like the active-x script, java applets etc. the opponent can quickly 

victimize an honest vehicle. Malicious scripts obtained through Internet service, 

can stiff the outflow of private information or flush the ITS. To provide reliable 

protection for vehicles, proper mechanisms are required to validate the services 

through the Internet. 

Like security one of the key human right is privacy that needs to be preserved. United 
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Nations (UN) human rights universal assertion/statement, introduced in 1948 article 12, says that: 

“No one shall be subjected to arbitrary interference with his/her privacy, family, home or 

correspondence, nor to attacks upon his/her honor and reputation. Everyone has the right to the 

protection of the law against such interference or attacks.” [90]. Privacy of a user in ITS is a crucial 

issue [64]. The privacy issue in ITS can implicate vehicle loss, life threat, and other damages, like 

stealing at home or office. In ITS, communication authenticity is achieved through identity. 

However, if real identities are used, an adversary can track the user path (e.g., start and end location 

of driving). Therefore, an adversary can collect the daily routine information of a user/vehicle. If 

the opponent gets ITS user confidential information, the opponent can derive the time of the user. 

For example, the user at which time will be in home or office or anywhere. By keeping this 

information an opponent can charge fraud/theft or even life threatening. So privacy preserving 

techniques are needed, in order to ensure that private information of ITS user cannot be a leak to 

an adversary. In order to provide privacy for vehicle, privacy related techniques are divided into: 

privacy preservation based on anonymity [91], privacy preservation based on encryption [92], and 

privacy preservation based on perturbation [93][95]. 

Qiu et al. [96] discussed that there are many techniques to preserve privacy based 

anonymity, like T-closeness, L-diversity, and K-anonymity etc., to preserve the real identities. 

However, anonymous communication can be affected through traffic analysis [97][98][99]. 

Privacy preservation based on encryption, use encryption techniques (e.g., zero-knowledge proof, 

secret sharing, homomorphism encryption etc.) to guarantee that actual information related to 

vehicle cannot be leaked by eavesdroppers [92]. However, encryption based approaches only 

ensure confidentiality of data, not the privacy of the vehicles. Similarly, privacy preservation based 

on perturbation approaches, like information sharing, information customization etc., to dis-order 
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information and get privacy preservation [93]. However, using the perturbation techniques, 

revocation in ITS cannot be achieved efficiently with respect to time. Therefore, the application of 

privacy preservation based on perturbation cannot be considered in ITS. Thus privacy preservation 

techniques along with confidentiality in ITS, are still a great challenge. 

2.4. ECOLOGY/CATEGORIZATIONS OF SECURITY AND PRIVACY 

MECHANISMS IN ITS 

In ITS, privacy mechanisms involve proper verification, registration, and communication. 

In order to provide a trustworthy system, there must be effective authentication of vehicles and 

messages. Therefore, through effective security and privacy schemes, an adversary can easily be 

identified. Once an adversary (malicious ITS-S) is identified. It must be revoked and proper 

accountability can be performed. The effective revocation and accountability approaches can save 

the ITS from maximum damages and gain trust in return from ITS users. In order to establish a 

complete trustworthy system for transportation, confidentiality, integrity, authentication, and non-

repudiation properties must be considered. In view of the aforementioned features, several 

researchers tried their best efforts in designing of security schemes for ITS. In this thesis, security 

and privacy schemes in ITS as shown in Figure 2.2 [8] are mainly categorized into i) Group/Ring 

Signature Based (GSB or RSB) schemes, ii) Pseudonym Based (PB) schemes, and iii) Hybrid 

schemes. In order to critically analyze the security and privacy schemes in ITS, the following 

parameters are considered: i) scalability, ii) security/privacy, iii) computational cost, iv) latency, 

and v) communication overhead. The parameters values are obtained from the literature as 

discussed in the next sections of this thesis, while the criteria for low, medium, and high depends 

on the below considerations. 
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Scalability of a security and privacy approach depends on computational costs, communication 

overheads, and average latency. If computational costs, communication overheads, and average 

latency are low the scalability is high, if the computational costs, communication overheads, and 

average latency are medium scalability is medium, and if computational costs, communication 

overheads, and average latency are high scalability is low.  The computational time in range of 1 

– 5 ms, 5.1 – 10 ms, and above 10 ms corresponds to low, medium, and high computational costs, 

respectively. Similarly, communication overheads of low, medium, and high correspond to 1 – 200 

bytes, 201 – 400 bytes, and above 401 bytes, respectively. Similarly, the average latency/latency ≤ 

1, 1.1 – 1.5 ms, and above 1.5 ms correspond to low, medium, and high, respectively. 

 

Figure 2.2. ITS security and privacy schemes categorization 

 

 

2.4.1. Group/Ring Signature Based Privacy Schemes 

In GSB/RSB approaches [103][104][110], vehicles are grouped and authenticity is 

achieved through the public key certificate. In GSB/RSB approaches, the real identity of a vehicle 

is hidden from other members of the group through group keys. In these schemes, an individual 

key of the group/ring is used to sign the message for the group. However, these schemes are not 
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scalable, because group size is limited. The work proposed in [110] allows RSUs to sign and verify 

messages. However, in order to avoid side channel attacks [47], RSU participation in pseudonym 

generation is not encouraged. Zhang et al. [103] proposed an approach where the RSUs can be 

used as a group manager for group management. However, RSUs may be compromised due to its 

nature of deployment. Revocable ring signature approach is presented by Liu et al. [111] for 

VANETs security. This scheme provides strong privacy, but it is limited to a particular ring/group 

and is not scalable. Xiong et al. [112] proposed that privacy of vehicles can be secured 

conditionally using revocable ring signature, as the CRL needs to be timely distributed among all 

ITS-Ss. This methodology leads to an increase in overhead, as the CRL size grows exponentially.  

Another GSB approach is proposed by Guo et al. [100] that suggested the use of group 

signature to provide un-linkability of messages generated by the same user. Only the group 

manager can reveal the privacy because the group manager has all the ITS users’ information and 

is a single point of security risk. Zhu el al. [101] proposed that the privacy of an ITS user can be 

achieved through group signature. The asymmetric cryptography can be used in group signature. 

The group members have his/her private key and the group asymmetric key. The private key is 

used to produce signatures and send with messages. While the group asymmetric key is used to 

verify the signatures with messages. The real identity of an ITS user can be exposed only to the 

group manager. Lin et al. [104], advised a technique based on the group signature and identity 

based signature. The technique combined short group signature and identity based signature to 

provide anonymity. The main disadvantage of this technique is RSU participation in signature 

generation and verification, as there are side channel attacks. A modified form of short group 

signature, which uses batch verification, proposed in [102]. However, the approach produces high 

computational and communication overheads. A decentralized approach of group signature is 
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proposed by Zhang et al. [103], in which RSU acts as a manager of the small group. However, it 

is prone to side channel attacks. 

In order to minimize the computational time in verification of group signatures through 

RSU’s, Zhang et al. [106] presented a technique, which uses pseudonyms to achieve anonymity of 

ITS user. However, RSU’s is located in the open area and can easily be targeted by the adversaries. 

Similarly, the scheme suggested by Zhang et al. [106] is prone to DoS attack, because bogus 

messages can easily be injected. Huang et al. [105] discussed a technique of group verification by 

using Elliptic Curve Cryptography (ECC) to minimize signature verification and communication 

overheads. However, the technique is prone to DoS attack. Similarly, the mechanism presented in 

[107] improve the shortcomings of anonymity through pseudonyms. However, it is prone to Sybil 

and replay attacks. Hao et al. [108] suggested Cooperative Message Authentication Protocol 

(CMAP) by using a short group signature approach. CMAP reduced computational and 

transmission costs, but the property of non-repudiation is not achieved. In addition, a group of 

vehicles can only verify the authenticity of the messages, while other vehicles just accept the 

messages on behalf of the verifier group. However, if any member of the verifier group is 

impersonated the overall security of ITS is put on risk. To reduce the computational and 

communication overheads in GSB schemes, Lin et al. [109] presented an approach based on group 

authentication. The technique presented in [109] reduced computational and transmission costs, 

but prone to DoS attack and also not scalable. 

In summary, some group signature schemes incur high computational overhead and 

medium security, while in some schemes computational overhead is low but security is also low. 

The performance, security and privacy analysis of GSB/RSB approaches are shown in Tables 2.1, 

2.2, and 2.3, respectively.  
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Table 2.1. GSB/RSB schemes performance 

Research 

Papers 
Scalability Security/Privacy 

Computational 

Cost 

Communication 

Overhead 
Latency 

[100] Low Low High High High 

[101] Low Low Medium Medium Medium 

[102] Low Medium High High Medium 

[103] Low Medium Medium Medium Medium 

[104] Low Low Medium Medium Low 

[105] Medium Low Medium Medium Medium 

[106] Low Low Low Low Low 

[107] Low Low Low Medium Medium 

[108] Medium Low Medium Low Medium 

[109] Low Low Low Low Medium  

Table 2.2. Attacks on GSB/RSB schemes 

Research 

Papers 

Node 

Capture 

Malicious 

Code 

Injection 

False Data 

Injection 
Replay 

Side-

channel 
Eavesdropping 

[100] No No Yes Yes No Yes 

[101] No No Yes No No Yes 

[102] No Yes Yes Yes No Yes 

[103] No Yes Yes Yes Yes Yes 

[104] No No Yes No Yes Yes 

[105] No No Yes Yes No Yes 

[106] No Yes Yes No Yes Yes 

[107] No Yes Yes Yes No Yes 

[108] No Yes Yes Yes No Yes 

[109] No No No No No No 

Table 2.3. Attacks on GSB/RSB schemes 

Research 

Papers 
DoS Spoofing Sinkhole Wormhole MIMA Sybil Phishing 

Malicious 

Virus 

Malicious 

Script 

[100] No Yes Yes Yes Yes Yes Yes Yes Yes 

[101] No Yes No Yes Yes Yes Yes Yes Yes 

[102] Yes Yes Yes Yes Yes Yes Yes Yes Yes 

[103] Yes Yes Yes Yes Yes Yes Yes Yes Yes 

[104] Yes Yes Yes Yes Yes Yes Yes Yes Yes 

[105] Yes Yes No No Yes Yes Yes Yes Yes 

[106] Yes Yes Yes Yes Yes Yes Yes Yes Yes 

[107] No Yes Yes Yes Yes Yes Yes Yes Yes 

[108] Yes Yes Yes Yes Yes Yes Yes Yes Yes 

[109] Yes No Yes Yes Yes Yes Yes Yes Yes 
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2.4.2. Pseudonym Based Privacy Schemes 

In pseudonym based approaches, fictitious names are assigned to provide anonymity to 

ITS-Ss (vehicles). Pseudonym based schemes are further categorized into asymmetric 

cryptographic based schemes and symmetric cryptographic based schemes. To provide a 

trustworthy and reliable relationship between the vehicles and ITS servers, there should be proper 

verification and integrity checks for ITS communication. There are various cryptographic 

protocols, which can be used in ITS, to achieve reliable verification and integrity of ITS 

communication. In summary, asymmetric/public key cryptographic techniques and 

symmetric/secret key cryptographic techniques can be used. 

 Public key cryptographic techniques: In public key cryptographic techniques [113] 

as shown in Figure 2.3 two keys are used namely public key and private key. Public 

key is used for encryption. It is publicly known in the system. While private key is 

used for decryption, it is only known to the receiver/authorized party of the 

messages. A certificate authority (CA) generates the key pairs in ITS. CA provides 

the public key certificates to ITS-Ss (vehicles) for reliable communication. CA can 

generate certificate revocation list (CRL), if any vehicle is violating the rules of CA 

(e.g., certificate expires, the participation of vehicle in malicious activities, keys 

compromised etc.). The CRL contains information of revoked certificates 

[106][114]. However, standalone usages of public key techniques produce 

substantial overheads in terms of a large number of certificates and CRLs’. 

 Secret key cryptographic techniques: Secret key cryptography uses a single key for 

both encryption and decryption [4] as shown in Figure 2.4. The key is shared 

between the two communicating nodes (ITS-Ss). However, secret key techniques 
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alone can provide confidentiality of data. There are no proper guidelines for privacy 

and revocation of malicious users’ in ITS. 

 

Figure 2.3. Asymmetric cryptographic approach 

 

             
Figure 2.4. Symmetric cryptographic approach 
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2.4.2.1 Public key/Asymmetric based pseudonym schemes 

In asymmetric based schemes, Public Key Infrastructure (PKI) is used. Most 

pseudonym based approaches use public key cryptography. The private key is used for 

message signing while the corresponding public key is used for signature verification. CA 

provides pseudonyms along with certificates and the relationship between the real identity 

and pseudonym is known to the CA. In [37], the author proposed a generation of bulk 

pseudonyms and its distribution. The source of the message selects any random pseudonym 

issued by the CA. The message is then signed with the corresponding private key. The 

message destination verifies the pseudonym through the corresponding public key 

certificate. Only the CA can map the actual identity, if a malicious behavior is detected. In 

this scheme, CA may be a single point of attack having mapping information of all ITS-Ss 

(vehicles). 

Raya et al. [115] proposed the idea of Tamper Proof Device (TPD) or Hardware 

Security Module (HSM) in the vehicle OBU. Due to the bulk of pseudonym certificates, 

the storage and communication overheads increases. The CRL size also grows 

exponentially to revoke more than a thousand pseudonyms. Similarly, another issue is that 

the CA should know the vehicle coordinates. The CA can send revocation messages directly 

to vehicles. In this case, the privacy of a vehicle is also affected. 

Identity based verification techniques are introduced in [106][116], in order to 

secure vehicular communication. These schemes use TPD for generation of pseudonym 

based identity certificates. These approaches are not efficient when compared with 

conventional cryptography and are prone to DoS attacks. A conditional privacy preserving 

protocol is proposed by Lu et al. [117]. This approach demonstrates the idea of short time 
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pseudonym keys that are acquired by the vehicle OBU from RSU. However, RSUs are 

located in open infrastructure and can easily be targeted. 

The work proposed in [118] suggests anonymous credentials and Camenisch-

Lysyanskaya (CL) signature for beacons authentication. This approach is not efficient due 

to computational overhead. The work proposed in [119] suggests that for collision 

avoidance in V2V and V2I there must be linkability between real identity and pseudonym. 

However, direct linkability between the real identity and pseudonym can jeopardize the 

privacy of vehicles. 

The authors [120] proposed the idea of an intrusion detection system, to prevent 

ITS from external attacks. However, there is a lack of malicious vehicles revocation and 

identification, as there exists internal attacks in ITS. The protocol proposed in [121] is 

useful for non-safety applications, because it contains the original identities. 

Kamat et al. [122] proposed the approach of a Trusted Authority (TA) that can issue 

pseudonym certificates to vehicles. TA is the only assigned entity for certificate generation, 

CRL generation, and is only a single point of attack. CRL is stored by base stations, located 

in non-secure infrastructure that can be easily compromised. 

To avoid the problem of long storage requirements, in order to store PKI certificates 

in the vehicle OBU. A scheme presented in [123] suggests a certificate-less public key 

cryptography (CL-PKC). In the CL-PKC scheme, the key generation center (KGC) helps 

in generating the private key. However, the scheme incurs high computational cost with 

low privacy. As the KGC is the only assigned entity that helps in the generation of the 

private key and is exposed to colluding attack. Similarly, another certificate less scheme 

presented in [124] to reduce the computational cost, but lacks malicious vehicle revocation. 
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Tso et al. [125] presented a certificate-less security model with low computational 

cost in signature generation. However, the scheme is exposed to active and passive attacks. 

In addition, there is no proper mechanism for revocation of malicious vehicles. Similarly, 

Horng et al. [126] presented a good certificate less approach for V2I communication. 

However, the scheme [126] considers only V2I communication and lacks support for 

malicious vehicle revocation. In addition, RSU can take part in the signature verification 

process and is prone to side channel attacks, due to its nature of deployment. 

Another public key based pseudonym scheme proposed by Raya et al. [37], in 

which several unidentified asymmetric keys’ are utilized, so that the safety messages 

sending vehicle cannot be tracked. However, the limitations of this approach are, large 

storage is required to store enormous asymmetric keys and computational cost in terms of 

CRL entries checking. A technique called Expedite Message Authentication Protocol 

(EMAP) [127], uses hash function along with PKI to reduce the time checking process in 

CRL. However, the communication overhead is high, as hash codes are also exchanged 

along with CRLs’. In addition, large storage is required to store hash codes of CRLs’. 

The schemes presented in [128][129] uses Elliptic Curve Cryptography (ECC) to 

reduce communication and computational overheads. In these techniques third party helps 

in the generation of key pairs. However, the privacy of source (sending safety messages 

vehicle) is low. ECC [130] is based on the algorithmic artifact of oval arcs closed specific 

plots. ECC is basically a type of asymmetric encryption. However, only the signature with 

the message’s not ensuring the authenticity of messages. The messages are appended with 

digital certificates. ECC computational and transmission costs are affected by a number of 

vehicles. Similarly, speed affects delay in ECC [130]. Computational cost, transmission 
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cost, and packet delivery ratio in dense and sparse scenarios are affected in ECC [130]. 

ECC schemes work well in sparse scenarios [131], but in dense scenarios the efficiency of 

ECC is affected. ECC based schemes [131] alone do not provide the feature of non-

repudiation and is prone to DoS attack. Authentication is the most important approach to 

broadcast safety messages in ITS and guarantee security. However, in order to achieve 

efficiency, an augmented authentication mechanism is still a big test [132]. 

Smith et al. [132] proposed a security scheme based on PKI. The scheme uses 

Markle Tree (MT) and Elliptic Curve Digital Signature Algorithm (ECDSA), but incur 

huge computational delay i.e., 80 to 100 milliseconds. Construction of MT is a time 

consuming activity. The scheme [132] considered no privacy for vehicles. There is a 

transmission overhead by sending the Markle verification direction. However, only 

ECDSA based authentication schemes are open to DoS attack [132]. Similarly, the 

technique presented in [171] is prone to side channel attacks. 

In summary the performance, security and privacy analysis of asymmetric 

encryption based pseudonym approaches are shown in Tables 2.4, 2.5, and 2.6, 

respectively. 

Table 2.4. Asymmetric based encryption schemes performance 

Research 

Papers 
Scalability Security/Privacy 

Computational 

Cost 

Communication 

Overhead 
Latency 

[37] High Low High High High 

[127] High Low Low High High 

[128] High Low Medium Medium Medium 

[129] High Low Medium Medium Medium 

[130] High Medium High High High 

[131] High Medium High High High 

[132] High Medium High High High 
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Table 2.5. Attacks on asymmetric based encryption schemes 

Research 

Papers 

Node 

Capture 

Malicious 

Code 

Injection 

False Data 

Injection 
Replay 

Side-

channel 
Eavesdropping 

[37] No No Yes Yes Yes Yes 

[127] No No Yes Yes Yes Yes 

[128] No No Yes Yes Yes Yes 

[129] No No Yes Yes Yes Yes 

[130] No No No No Yes Yes 

[131] No No No No Yes Yes 

[132] No No No Yes Yes No 

 

Table 2.6. Attacks on asymmetric based encryption schemes 

Research 

Papers 
DoS Spoofing Sinkhole Wormhole MIMA Sybil Phishing 

Malicious 

Virus 

Malicious 

Script 

[37] Yes Yes Yes Yes Yes Yes Yes Yes Yes 

[127] Yes Yes Yes Yes Yes Yes Yes Yes Yes 

[128] Yes Yes Yes Yes Yes Yes Yes Yes Yes 

[129] Yes Yes Yes Yes Yes Yes Yes Yes Yes 

[130] Yes Yes Yes Yes Yes No Yes Yes Yes 

[131] Yes Yes Yes Yes Yes No Yes Yes Yes 

[132] Yes No Yes Yes Yes No Yes Yes Yes 

 

 

2.4.2.2. Symmetric cryptographic based pseudonym schemes 

Symmetric cryptographic based pseudonym schemes are also called symmetric encryption 

and decryption. The same key is used for both processes as shown in Figure 2.4. Symmetric 

encryption is efficient in terms of computational cost than asymmetric encryption. However, 

symmetric cryptographic based schemes alone do not provide non-repudiation property. 

Schaub et al. [45] presented a symmetric cryptographic based scheme that does not depend 

on identity mapping to be performed by any party and the identity mapping information is directly 

incorporated in pseudonyms. The pseudonyms can be resolved only when multiple parties 

cooperate. This scheme suggests that fictitious perseverance is performed by decrypting the V-
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token. In this scheme, the CA and Pseudonym Provider (PP) can encrypt pseudonym linking 

information. However, the incorporation of pseudonyms resolution information directly in 

pseudonyms certificates can jeopardize the privacy of vehicles. Furthermore, there exist replay, 

Sybil, and side channel attacks. 

The scheme proposed in [133] uses secret key cryptography. The scheme computes hashes 

(message digest) and sends along with safety messages for integrity. At the receiving end hashes 

are calculated and then compare with the received hashes to ensure integrity. However, the 

approach is prone to DoS, Sybil, and side channel attacks. 

Similarly, the approach presented in [134] minimizes computational cost in signature 

verification, but not properly addresses the revocation process of malicious vehicles. Carianha et 

al. [36] discussed the strategy to improve the privacy of vehicle location in mix-zones called 

Anonymizing Area using Cryptographic Mix-Zone (CMAX) protocol. The assigned private key 

by RSU is used to encode the status information (heading, position and velocity). As per CMAX 

protocol, the RSU assigns private key only to authorize vehicle that enters the Mix-Zone. The 

private key is then used to encrypt the messages/beacons. The sender private key will be used in a 

mix-zone to encrypt the status information. The RSU decrypt the messages using the private key 

of the receiving vehicle and forward them to other vehicles that are close to the source vehicle 

proximity also called neighbor vehicles. However, the approach is prone to replay and side channel 

attacks. 

In [135] the researchers tried to protect the privacy of vehicles by using three entities in the 

model i.e., Key Management Center (KMC), RSU and vehicle. The KMC is responsible for the 

registration of vehicles, road side units and traceability of vehicles. KMC knows all the 

information of vehicles i.e., vehicle owner, date of registration, engine number etc. RSU will be 
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responsible for the forwarding of messages and key updating distribution within the transmission 

range of 1 to 3 kilometers. While the vehicle is incorporated with an OBU and Tamper Proof 

Device (TPD). TPD is designed to keep cryptographic stuff and to process the operations related 

to cryptography. While the OBU is used for communication of messages. For preserving the 

privacy and incidental derivative, self-generated pseudonyms are used. However, KMC is a single 

threat model, having all the information. The scheme is prone to false data injection, malicious 

code injection, side channel, and Sybil attacks. 

The secret key pseudonym based scheme presented by Chim et al. [136] uses RSU for 

integrity check, but is prone to side channel attacks. Similarly, the approaches presented in [137] 

[138] employed symmetric encryption along with message digest to address the DoS attack, but 

computational overhead is high and also there exist impersonation and Sybil attacks. Jahanian et 

al. [139] presented a Time Efficient Stream Authentication (TESLA) based scheme. The TESLA 

is a secret key cryptographic based approach, in which a message authentication code is calculated 

through the secret shared key. The message authentication code is then affixed with the safety 

message. The message authentication code is verified through the secret shared key and is prone 

to replay and side channel attacks. 

An advanced version of TESLA, to avoid the problem of storage stationed DoS attack, 

TESLA++ is presented by Studer et al. [140]. TESLA++ is a symmetric cryptographic based 

scheme, in which the source reveals the secret key subsequently after some wait. However, 

TESLA++ do not furnish the property of non-repudiation. 

TESLA++ is the combination of TESLA and ECDSA. TESLA++ is an advanced variant 

of TESLA, but TESLA++ incur substantial computational overheads by calculating Message 

Authentication Codes (MACs) of messages, in addition to performing the activities of TESLA and 
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ECDSA. In ITS, a vehicle has to generate and verify a large number of messages within a second 

to properly achieve the benefits of ITS. However, by using TESLA++ the generation and 

verification of beacons status at a vehicle are affected. 

Another TESLA based approach presented in [141] for security check in ad hoc networks. 

However, TESLA is prone to DoS attack [141]. In TESLA, the delay keys concept provides an 

opportunity for the adversary to attack. TESLA is also prone to pollution attack [142][143]. In 

pollution attack, the attackers can deluge the receiving node storage with enormous bogus 

messages with wrong keys and strip to pollution attack state. However, TESLA is also prone to 

storage stationed DoS attack [144]. 

In summary the performance, security, and privacy analysis of symmetric encryption based 

pseudonym approaches are shown in Tables 2.7, 2.8, and 2.9, respectively. 

Table 2.7. Symmetric based encryption schemes performance 

Research 

Papers 
Scalability Security/Privacy 

Computational 

Cost 

Communication 

Overhead 
Latency 

[45] High Low Medium Medium Medium 

[133] High Low Medium Medium Medium 

[36] High Low Low Medium Medium 

[134] High Low Low Medium Medium 

[135] High Low Low Low Medium 

[136] High Low Low Low Low 

[137] High Low High Medium High 

[138] High Low High Medium High 

[139] High Low High High High 

[140] High Low Low High High 
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Table 2.8. Attacks on symmetric based encryption schemes 

Research 

Papers 

Node 

Capture 

Malicious 

Code 

Injection 

False Data 

Injection 
Replay 

Side-

channel 
Eavesdropping 

[45] No No Yes Yes Yes No 

[133] No Yes Yes Yes Yes Yes 

[36] No No No Yes Yes No 

[134] No No Yes Yes Yes No 

[135] No Yes Yes Yes Yes Yes 

[136] No No Yes Yes Yes No 

[137] No Yes Yes No Yes Yes 

[138] No Yes Yes Yes Yes Yes 

[139] No No Yes Yes Yes No 

[140] No No Yes Yes No No 

 

Table 2.9. Attacks on symmetric based encryption schemes 

Research 

Papers 
DoS Spoofing Sinkhole Wormhole  MIMA Sybil Phishing 

Malicious 

Virus 

Malicious 

Script 

[45] Yes No Yes Yes No Yes Yes No No 

[133] Yes Yes Yes Yes Yes Yes Yes Yes Yes 

[36] Yes No No No Yes Yes No No No 

[134] Yes No Yes Yes Yes Yes Yes Yes Yes 

[135] Yes Yes Yes Yes Yes Yes Yes Yes Yes 

[136] Yes No No Yes Yes No Yes Yes Yes 

[137] Yes Yes Yes Yes Yes No No Yes Yes 

[138] No Yes Yes Yes Yes No No No No 

[139] Yes Yes No No Yes No No  Yes Yes 

[140] Yes Yes No No Yes No No No No 

 

2.4.3. Hybrid Privacy Schemes  

Hybrid privacy schemes are the combination of GSB and pseudonym based schemes to 

provide a reliable framework for ITS. Calandriello et al. [145], presented a hybrid security 

technique by combining standard pseudonym and group signature based approach to induce self-

pseudonyms. The technique presented in [145], minimize the computational overhead but 

introduces the problem of maintaining a huge CRL and timely sharing of CRL to vehicles. In 

addition, own generated pseudonym introduces the problem of Sybil attacks. Another hybrid 
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security approach, Authentication with Multiple Levels of Anonymity (AMLA) discussed by 

Bharadiya et al. [146]. The AMLA reduces computational and transmission costs but prone to 

identity leak, replay, and DoS attacks. Hence, the security of AMLA is low and not provides strong 

anonymity. 

Similarly, Rajput et al. [147] used a hybrid approach of group signature scheme and 

pseudonym based scheme. In this approach, there is an extra overhead of each time a message is 

checked whether it is from a revoked vehicle or not. Moreover, a common key pair is assigned to 

each member of the group, which may be compromised. RSUs take part in the generation of 

pseudonyms for communication and are a single point of attack. 

Wagan et al. [148] presented a hybrid approach, in which a group captain is selected on the 

basis of the same direction traveling. However, how to select a group captain, not addressed 

properly. Similarly, there are chances of malicious activities as no proper revocation mechanism 

for malicious vehicles are discussed. The approach [148] is time consuming because of the 

processes of computing keys, random numbers, and hashes are performed at the same time besides 

verification of hashes. The scheme is also not scalable and provides low privacy. 

Khodaei et al. [149] presented a hybrid scheme called RHyTHM. The scheme [149] 

suggested that the group manager allows a vehicle to sign a safety beacon in lieu of the class. If a 

vehicle runs out of pseudonyms, the vehicle executes a RHyTHM protocol, in which RHyTHM 

flag is sent in the message to the class. The outdated vehicle then uses self-generated pseudonyms 

for communication. However, there is the possibility of malicious attacks, in the case of self-

generated pseudonyms. The computational overhead is about 287 milliseconds, which is high in 

case of ITS. Similarly, the average latency and communication overhead are also high. In order to 

ensure that only trustworthy vehicles are tabbed for the relay is still a great challenge. 
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Hu et al. [150] proposed a hybrid approach called Privacy preserving Trust based Relay 

Scheme (PTRS). The scheme suggested that there should be a trust/reputation value that ensures 

the trustworthiness of a relayed node. Trusted Authority (TA), is the sole entity of all information 

on vehicles and is a single point of attack. TA decides the trust level. However, the scheme is prone 

to replay attack. Furthermore, the computational and communication overheads are high. The 

vehicle can choose another vehicle for a relay that is to transmit messages. However, due to 

misreporting/obfuscation, a malicious vehicle can be selected as a relay. 

In order to sum up the hybrid privacy approaches performance, Tables 2.10, 2.11, and 2.12, 

respectively show the performance, security, and privacy analysis. 

Table 2.10. Hybrid security and privacy schemes performance 

Research 

Papers 
Scalability Security/Privacy 

Computational 

Cost 

Communication 

Overhead 
Latency 

[145] Medium Low Medium High High 

[146] Medium Low Medium Medium Medium 

[148] Low Low High High High 

[149] Low Low High High High 

[150] Low Low High High High 

 

Table 2.11. Attacks on hybrid security and privacy schemes 

Research 

Papers 

Node 

Capture 

Malicious Code 

Injection 

False Data 

Injection 
Replay 

Side-

Channel 
Eavesdropping 

[145] No No No Yes Yes Yes 

[146] Yes Yes Yes Yes No Yes 

[148] No No Yes Yes No Yes 

[149] Yes Yes Yes Yes No No 

[150] Yes No Yes Yes No Yes 
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Table 2.12. Attacks On hybrid security and privacy schemes 

Research 

Papers 
DoS Spoofing Sinkhole Wormhole MIMA Sybil Phishing 

Malicious 

Virus 

Malicious 

Script 

[145] Yes Yes Yes Yes Yes Yes Yes Yes Yes 

[146] Yes Yes No No Yes No Yes Yes Yes 

[148] Yes Yes Yes Yes No Yes Yes Yes Yes 

[149] Yes No No No No Yes Yes Yes Yes 

[150] No Yes No No No Yes Yes No No 

 

In related work, it has been discussed that trust is not distributed with adequate privacy 

control. Similarly, there are issues of scalability, computational cost, latency, storage, and 

communication overheads. In the next chapters of this thesis, the proposed framework, which is a 

novel framework for a distributed pseudonym generation protocol. This is coupled with privacy 

preserving resolution and revocation mechanism. In the proposed framework, the accountability 

of malicious vehicles is also considered and thus can be revoked with privacy. Hence privacy of 

vehicles is maintained efficiently. 

 

2.5.   SUMMARY  

ITS ensures road safety, traffic efficiency, comfort, and provides economical features. ITS 

provides these applications through broadcasting beacons (safety messages). Due to the wireless 

nature of ITS, there are various types of security and privacy attacks. To make ITS safe from 

security and privacy attacks, security and privacy techniques must be imposed. The perfect security 

and privacy techniques for ITS are still a big challenge for the researchers. In this chapter, different 

types of security and privacy attacks, their possible solutions to efficiently address the security and 

privacy issues in ITS are discussed. The categorization of ITS security and privacy schemes with 

respect to scalability, security and privacy, computational cost, communication overhead, and 

latency are presented. Some schemes provide good security and privacy but not scalable and incur 
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high computational and communication costs. While other approaches have low computational 

and communication costs but provide low security and privacy. Still, there is a need to design well 

security and privacy approaches.  
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3. STRONG PSEUDONYM BASED AUTHENTICATION 

In this chapter, the proposed Strong Pseudonym based AuthenTicAtion (SPATA) 

framework, inferences, design objectives, security primitives, privacy metrics, SPATA 

proposed protocol, threat model, proposed revocation protocol, performance analysis, 

and security analysis are presented. 

3.1. SPATA FRAMEWORK 

Private communication in ITS requires hiding the real identity of ITS-Ss 

(vehicles). In the SPATA framework, it is not possible for a single entity to reveal the 

true identity of a vehicle. At the same time, the malicious vehicles should be held 

accountable for their misbehavior. The SPATA framework is based on pseudonym 

identities and certificates in a distributed manner to avoid linkability. The SPATA 

framework is composed of the following entities as shown in Figure 3.3: 

 Vehicular Manufacturing Company (VMC): The VMC assigns an initial 

pseudonym to the vehicle through a secure channel. The VMC is introduced in 

the proposed framework to avoid the concept of the single authoritative role of 

the CA. In the proposed framework the CA has no information regarding the real 

identity of the vehicle. In SPATA, the vehicle interacts with the VMC once or in 

case of ownership changes. 

 Certification Authority (CA): The CA provides Long Term Certificates (LTC) 

to vehicles, which are successfully verified by the VMC. This has to be done 

through a secure channel. The lifetime of an LTC is one year or it can be set by 

the CA in the timestamp field. In a normal situation, the vehicle interacts for the 

LTC with the CA once per year or as set by the CA in the timestamp field. 
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 Long Term Certification Authority (LTCA): The LTCA provides a 

Pseudonym Certificate (PC) to the vehicle after a reliable verification process, 

through a secure channel. The lifetime of PC in normal situation is six months or 

as set by the LTCA in the time stamp field but should be less than the lifetime of 

the LTC. The vehicle contacts the LTCA for the PC every six months or as 

specified by the LTCA in the timestamp field. 

 Pseudonym Provider (PP): The PP or cascaded PPs provide Short time 

Communication Pseudonyms (SPCs) to the vehicle after a reliable verification 

process, using a trustworthy channel. To acquire SPCs for communication, the 

vehicle frequently interacts with PP. 

 Source vehicle: The originator of beacon/safety message (Vi), signs the beacon 

with its private key and transmits it. The sign beacon consists of the 

corresponding public key and SPC. 

 Receiving vehicle: The recipient vehicle (Vj) authenticates the beacon, the 

signature is verified through the corresponding public key and the SPC. In case 

of a bogus message, the Vi is reported to PP and Law Enforcement Organization 

(LEO) for revocation and accountability. If a signature from a beacon is not 

verified, the recipient vehicle simply discards the beacon. 

The validity of SPCs do not depend on the type of vehicle. For all types of vehicles, 

the validity of SPCs range from 20 milliseconds to 60 milliseconds. If a vehicle is found 

malicious, SPCs cannot be issued and the vehicle can no longer participate in the 

communication. Furthermore, PP revokes all the issued SPCs of that particular vehicle. 

Only in the case of a malicious activity, the real identity can be revealed by the LEO of 
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that particular country. If ownership of a vehicle changes, all the certificates need to be 

revoked. This revocation leads to unavailability of pseudonyms communication prior 

and afterwards. The new owner of the vehicle needs to repeat the steps from VMC to PP 

as shown in Figure 3.3. 

3.2. INFERENCES 

It is assumed that VMC discloses the real identity of the vehicle to the LEO, only 

on the basis of malicious activities. All the service providing authorities should have 

secure and reliable communication. In case if any PP is compromised, it will be isolated. 

A vehicle requests pseudonyms from VMC, CA, LTCA, and PP through RSU or directly 

using 3G/4G/5G communication. In the proposed framework, RSU acts as a router 

between V2X communications. The RSU does not take part in the generation or 

verification of long or short time pseudonym certificates, in order to avoid the side 

channel attacks. 

There will be several PPs to provide un-linkability by the attacker. As different 

pseudonyms are provided by different pseudonym providers. All the parties’ clocks in 

the SPATA framework are synchronized to meet the essence of the ITS, as there are 

timestamps in the pseudonymous communication. 

3.3. DESIGN OBJECTIVES 

The proposed SPATA framework design objectives are as following: 

 Confidentiality and authentication: All the communication should be 

encrypted. Authentication and authorization of a legitimate vehicle will be 
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performed without revealing its true identity. The source vehicle and its beacon 

will be authenticated without revealing its true identity to the receiving vehicle. 

 Integrity of messages: In case of alteration in beacons, the signature will not be 

verified. Unverified beacons will be rejected and discarded. 

 Non-repudiation: Once a message is verified, it confirms the claim of the source 

vehicle. A source vehicle then cannot deny the communication. 

 Revocation: Once, a pseudonym or vehicle is revoked, it should not take part in 

the ITS network. 

 Restrictive obscurity: The proposed framework is rendering restrictive 

obscurity. A vehicle that follows SPATA rules will have its privacy preserved. 

The true identity of a vehicle can be revealed, only in case of malicious behavior. 

3.4. SECURITY PRIMITIVES 

SPATA uses a combination of asymmetric and symmetric cryptographic schemes. 

Symmetric Key Cryptography (SKC) operations are faster than Asymmetric Key 

Cryptography (AKC) [151]. However, alone SKC does not provide the feature of non-

repudiation [8]. Therefore, both techniques are combined to enhance security and 

privacy performance. For asymmetric cryptography, Rivest, Shamir, and Adelman 

(RSA) scheme is used. While for the symmetric key system, Advanced Encryption 

Standard (AES) technique is used. The vehicle OBU generates a key pair of public and 

private keys. The private key is used for signature generation, while the public key is 

sent along with the beacon for verification of the signature at the receiving end. The key 

pairs are generated according to the following rules: 
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 Two random prime numbers are generated that is a and b, n is computed, where 

n is the product of a and b. 

n = (a)(b) (1) 

 Public key (pb) is calculated such that Greatest Common Divisor (GCD) between 

pb and totient function (ϕ(n)) is 1. 

GCD (pb, ϕ(n)) = 1 (2) 

where, 

ϕ(n) = (a − 1)(b − 1) (3) 

 Private key (pr) is calculated such that: 

(pb)(pr) ≡ 1 mod (ϕ(n)) (4) 

Where the property of congruence is satisfied through the following equation: 

((pb)(pr)) − 1) mod ϕ(n) = 0 (5) 

Public key is {pb} and private key is {pr}.  

For AES, 128 bits (16 bytes) data block and 128 bits symmetric key are used. 

When the message is larger than 128 bits, the Cipher Block Chaining (CBC) method is 

used [152]. Therefore, the message block is divided into smaller blocks of 128 bits. If a 

data block size is less than 128 bits, padding is used, so that the size of the data block 

becomes 128 bits. A random number (N), which is exclusive OR (XOR) with the first 

data block. Similarly, for the next plaintext block, the previous ciphertext block acts as 

a random number. The SPATA, CBC operation is shown in Figure 3.1. After ITS-S 

(server/vehicle) receives the secure message, it will be verified. The proposed SPATA 

methodology is presented in Figure 3.2. 
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Figure 3.1. SPATA, CBC operation 

 

 
 

 

Figure 3.2. SPATA methodology 



50 
 

3.5. PRIVACY METRICS 

A good security and privacy approach should provide a high degree of 

anonymity. In order to assess the privacy level through pseudonyms, a range of metrics 

is suggested.  For evaluation of the proposed framework, the following metrics are 

considered: 

 Anonymity set size: In ITS, Anonymity Set (AS) is the set of vehicles that are 

identical with the target itself [153]. The AS size is the number of vehicles 

included in the anonymity set. The size of AS corresponds with the protection of 

privacy achieved and in this case should be larger than one. However, this metric 

expects that all vehicles are fairly being the target. Therefore, the AS metric as 

debated in [154] cannot be used to describe what and how many vehicles can be 

targeted by the adversary. Therefore, entropy is proposed instead of AS [154]. 

 Entropy of the AS size: Entropy expresses distrust in a random variable. The 

entropy concept comes from information theory that provides uncertainty of a 

random variable. In case of ITS, random variable is the number of vehicles. Let 

N be a random variable with a probability such that: 

𝑦𝑗 = 𝑝𝑟𝑜𝑏(𝑁 = 𝑗). (6) 

Where,  j defines a possible number that N can consider with probability yj > 0. 

Each j corresponds to the AS i.e., yj is the probability of the content that is linked to 

vehicles. However, using the following expression, entropy can be calculated [35] 

as:  

𝐻(𝑁) = − ∑ 𝑦𝑗𝑙𝑜𝑔2(𝑦𝑗)
|𝐴𝑆|
𝑗=1 . (7) 

In the above expression yj is the probability of a vehicle, j being the target. If the 
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probability of the target/attack vehicle is the same for all vehicles, there is a uniform 

distribution of the probabilities on the AS. The maximum value of entropy is then 

achieved by the following expression: 

∀𝑗: 𝑦𝑗 =
1

|𝐴𝑆|
 , 𝐻𝑚𝑎𝑥 = − ∑ 𝑦𝑗𝑙𝑜𝑔2(𝑦𝑗) = 𝑙𝑜𝑔2|𝐴𝑆|.

|𝐴𝑆|
𝑗=1  (8) 

For example, if there are 25 vehicles and it is assumed that all vehicles have the 

same probability to attack then yj=1/25, so (yj=0.04), and the entropy is 4.64. A 

large value of entropy shows higher AS size, as the number of vehicles increases 

the entropy will increase. 

 Anonymity level: It is supposed that if the attacker has no past information of the 

vehicles anonymity set. The attacked information can be measured through the 

following difference: (Hmax − H(N)).  Where, H(N) is the effective anonymity set 

size and Hmax is the maximum entropy. Diaz [35] suggested d as the level of 

anonymity which is a normalized quantity in the range of [0,1] and the anonymity 

level is then measured by the following expression: 

𝑑 = 1 −
𝐻𝑚𝑎𝑥−𝐻(𝑁)

𝐻𝑚𝑎𝑥
 =

𝐻(𝑁)

𝐻𝑚𝑎𝑥
 .  (9)  

In the proposed framework of SPATA, it is tried to maintain a high degree of 

anonymity, through a distributed framework. 

3.6. SPATA PROPOSED PROTOCOL 

ITS-S (vehicle) is pre-loaded with a secret key issued by the VMC, further, it 

requests an LTC from CA. The CA checks the identity of the vehicle in CRL, if it is not 

found then Algorithm 3.1 is executed. The working of the proposed SPATA framework 
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is shown in Figure 3.3, while the notations used in the proposed protocol are shown in 

Table 3.1. 

Figure 3.3. SPATA framework. 

The SPATA protocol shows that: 

 Step 1: The vehicle requests the VMC for initial pseudonym using a secure 

channel. 

 Step 2: The VMC issues an initial pseudonym to the vehicle through a secure 

channel. 

 Step 3: The vehicle requests CA for LTC, using a secure channel. 

 Step 4: The CA verifies the vehicle from the VMC, using a secure channel. 

 Step 5: The VMC verifies or declines the vehicle. 
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 Step 6: The CA issues LTC to the vehicle, after a successful verification from 

the VMC. If CA finds a vehicle that is malicious, it will be reported to LEO for 

further accountability. 

 Step 7: The CA informs the LTCA about the LTC of the vehicle through a secure 

channel. 

 Step 8: The vehicle requests LTCA for PC, through a secure channel. The LTCA 

verifies the vehicle credentials through matching tokens as forwarded by the CA 

and also provided by the vehicle. 

 Step 9: The LTCA issues a long term certificate as PC to the vehicle, through a 

secure channel. 

 Step 10: The LTCA informs PP or cascaded PPs about the PC of the vehicle, 

through a secure channel. 

 Step 11: The vehicle requests PP for SPCs, on the basis of the PC through a 

secure channel. 

 Step 12: The PP after verification issues SPCs to the vehicle for communication 

among V2X, through a secure channel. 

The pseudo code of a vehicle registration in the SPATA framework is shown in 

Algorithm 3.2. Once the vehicle obtains SPCs from PP or cascaded PPs. The vehicle can 

communicate with other ITS-Ss (vehicles) and RSUs through SPCs as shown in Figure 

3.4. In case of bogus beacons from the source vehicle (Vi), Vi can be reported to LEO for 

revocation. The vehicle revocation process is presented in Section 3.8. 
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Algorithm 3.1. SPATA protocol 

1: V → VMC: KVVMC[IDVMC  || N || IDV ] 

2: VMC→ V: KVVMC[P1 || IDVMC || IDCA || N || KV ] 

3: V→ CA: PkCA[P1 || IDVMC || KV ] 

4: CA→VMC: PkVMC[P1 || IDVMC || KV ] 

5: VMC → CA: PkCA[ok or decline] if ok then 

6: CA→V: KV [Sk1 || P2 || TS1 || LT1 || IDLTCA || TokenLTCA] 

7: CA→LTCA: PkLTCA[P2 || SK1 || TS1 || LT1 || IDLTCA] or TokenLTCA 

8: V→LTCA: Sk1[P2 || IDLTCA || TokenLTCA] where,     

      TokenLTCA: KLTCA[P2 || IDLTCA || TS1 || LT1] 

9: LTCA→V: Sk1[P3 || Sk2 || LT2 || TS2 || TokenPP || IDPP] 

10: LTCA→PP: PkPP[P3 || Sk2 || IDPP || TS2 || LT2] / TokenPP 

11: V→PP: Sk2[P3 || IDPP || TokenPP] where, TokenPP: KPP[P3 || IDPP || TS2 || LT2] 

12: PP→V: Sk2[P4 || P5 || P6 || P7 || TS3 || LT3] 

 

 

Table 3.1.  Notations used in SPATA 

Notations Description 

V ITS-S (vehicle) 

Sk Session key 

KVVMC Secret key shared by V and VMC 

P1 Pseudonym 1 

P2 Pseudonym 2 

P3 Pseudonym 3 

PkLTCA Public key of LTCA 

Sk1 Session key for V and LTCA 

Sk2 Session key for V and PP 

KV Secret session key for CA and V 

PkVMC Public Key of VMC 

PkCA Public Key of CA 

PkPP Public Key of PP 

LT Life Time of pseudonym 

TS Time Stamp 

|| Concatenation 

N Nonce a random number 

Token Only for the authorized vehicle / server 

KLTCA Secret key shared by CA and LTCA 

KPP Secret key shared by LTCA and PP 

KVi Secret key of Vi 

PkVi Public key of Vi 

/ Or 
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Figure 3.4. SPATA communication scenario. 

 

Algorithm 3.2. Pseudo code of SPATA vehicle registration 

1: if V requests CA 

2:    V is cross checked with VMC 

3:    V is authorized by VMC 

4: end if 

5: if V is authenticated 

6:    CA issues LTC to V 

7:    V requests LTCA for PC 

8: end if 

9: if V is authenticated 

10:   LTCA issues PC 

11:   V requests PP for SPCs 

12: end if 

13: if V is authenticated 

14:   PP issues SPCs for communication 

15: end if 

 

 

3.7. THREAT MODEL 

Different types of attacks are considered in the threat model. The insider or 

internal attacker cannot obtain the real identity of a vehicle from the CA, LTCA or PP. 



56 
 

This is because the initial pseudonym is provided by VMC through a secure channel. 

Similarly, the VMC cannot obtain the real identity of a vehicle during communication, 

as CA, LTCA, and PP provide communication pseudonyms. The external attacker role 

is limited in the SPATA framework, as all the communication is pseudonymized and 

encrypted. Similarly, the role of passive and active attackers are limited in the SPATA 

framework, because all communication is encrypted, and in case of injecting bogus 

beacons or alteration in the beacons, the signature cannot be verified. 

Theorem: The SPATA framework is semantically secured against passive and active attacks. 

Proof: Let an attacker get a secure message during the communication between a vehicle 

and a server. The attacker has to try 2n (where n is the key size). As the key size in the 

proposed framework of SPATA is 128 bits, so the attacker needs to try 2128 (3.4×1038) 

keys to find the actual key. In the worst case scenario, if an attacker has a very powerful 

computer, which can calculate 106 decryptions per microsecond, the total time needed is 

5.4×1018 years that is impractical for an attacker in ITS. Without the key, it is impossible 

for an attacker to know the communication. Besides, the key, the nonce (N) is also used 

in the proposed framework that further enhances the security of messages. Therefore, an 

attacker has to know both the key and the nonce that is impossible in the proposed 

framework, due to the strong SKC, AKC techniques, and the distributed mechanism. 

Similarly, if an attacker gets a secure message and tries to alter the beacon contents or 

insert a bogus beacon, the signature cannot be verified, and unverified messages are 

simply discarded. To launch an active attack, the attacker needs to generate the key pairs 

in a real time. However, without prior knowledge of a and b as discussed in Section 3.4, 

it is impossible to generate the key pairs, which eliminates the concept of active attacks. 
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The proposed framework of SPATA uses strong security and privacy measures between 

the vehicles and service providers, which provide a high degree of anonymity. 

To evaluate the proposed theorem, entropy is used. Entropy shows the amount 

of secure information in a message to be sent across the network and is expressed in 

terms of a discrete set of probabilities pi, such that: 

𝐻(𝑋) = − ∑ 𝑝(𝑥𝑖) log2 𝑝(𝑥𝑖)
|𝑋|
𝑖=1 , (10) 

and, 

𝐻𝑚𝑎𝑥 = log2 |𝑁| .             (11) 

In Equation (10) X shows the amount of information to be secured. While in 

Equation (11) N represents the number of vehicles. Further to evaluate the probabilities, 

the Shannon entropy equation provides a way to estimate the average minimum number 

of bits needed to encode a string of symbols, based on the frequency of the symbols. The 

average minimum number of bits per symbol is numBits=[H(X)]. Where, H(X) shows 

the secure information. 

A large value of entropy shows that the information being transmitted is highly secure. 

Therefore, it is impractical for an attacker to launch passive or active attacks. In order to 

provide a higher degree of security and privacy, information theory suggests that for the 

neighboring vehicles, the local neighborhood probabilities are as follows: 

Ω(𝑥, 𝑦) = {(𝑥 + 1, 𝑦), (𝑥 − 1, 𝑦), (𝑥, 𝑦 + 1), (𝑥, (𝑦 − 1)}. (12) 

Where, x and y are the coordinates of the communicating vehicles. The probabilities 

related to the total weights of the private keys of the vehicles are as follows:      

𝑍(𝑥, 𝑦) = ∑ 𝐻(𝑋) ∗ 𝑊((𝑥, 𝑦), (𝑖, 𝑗))(𝑖,𝑗)𝜀Ω(𝑥,𝑦) . (13) 

The normal values of the key security at an iteration t + 1 is given by the weighted  
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average of its neighboring normal values at previous iteration t:     

 

𝑛𝑡+1(𝑥, 𝑦) =
𝜇𝑡+1(𝑥,𝑦)

|𝜇𝑡+1(𝑥,𝑦)|2
 , (14) 

where, 

𝜇𝑡+1(𝑥, 𝑦) = ∑ 𝑛𝑡(𝑖, 𝑗)
𝑊((𝑥, 𝑦), (𝑖, 𝑗))

𝑍(𝑥, 𝑦)
 .     (15)

(𝑖,𝑗)𝜀Ω(x,y)

 

 

The security primitives used in the proposed framework of SPATA guarantee a higher 

degree of anonymity i.e.:  

𝑑 =
𝐻(𝑋)

𝐻𝑚𝑎𝑥
. (16) 

Where, H(X) is the amount of information being secured and Hmax is the maximum 

entropy. Therefore, d shows the degree of secured information in the communication 

system. Hence, honest vehicles can communicate freely with a higher degree of security 

and privacy that guarantee full trust on the SPATA framework. 

3.8. REVOCATION IN SPATA 

The SPATA revocation and resolution process of a malicious vehicle is shown in 

Figure 3.5. It has the following steps: 

 Step 1: The affected vehicle Vj (receiving vehicle of spurious beacons) informs 

PP to revoke the SPCs of the malicious vehicle (Vi). The PP revokes the SPCs of 

Vi through broadcasting. Revoked SPCs then cannot be verified and therefore, 

other honest vehicles cannot be attacked. 
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 Step 2: The affected vehicle informs LEO for the revocation of the malicious 

vehicle (Vi) from ITS network and accountability. 

 Step 3: LEO asks CA for revocation of Vi and real identity mapping. 

 Step 4: CA informs PP not to issue more SPCs. The CA also directs PP or 

cascaded PP to send the pseudonym information of Vi to LTCA. 

 Step 5: CA revokes LTC. The CA informs LTCA to revoke the PC of Vi and 

reports back after PP replies. 

 Step 6: PP sends the pseudonym information to LTCA. 

 Step 7: LTCA sends the pseudonym information to CA after revoking the PC of 

Vi. 

 Step 8: CA forwards the pseudonym information of Vi to LEO. 

 Step 9: LEO sends the information to VMC for the real identity mapping. 

In this way, the real identity of Vi can be revealed. The LEO can take action as per 

the laws of that particular country. The protocol steps are subsequently elaborated in 

Algorithm 3.3. 
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Figure 3.5. SPATA revocation and resolution process of malicious vehicle. 

 

Algorithm 3.3. SPATA revocation and resolution protocol 

1: Vj → PP: [(beacon message)KVi || PkVi  || Pseudonym] 

2: Vj → LEO: [(beacon message)KVi || PkVi  || Pseudonym] 

3: LEO → CA: [(beacon message)KVi  || PkVi  || Pseudonym] 

4: CA→PP: PkPP[(beacon message)KVi  || PkVi || Pseudonym] 

5: CA→LTCA: PkLTCA[(beacon message)KVi  || PkVi || Pseudonym] 

6: PP→LTCA: PkLTCA[P3] 

7: LTCA→CA: PkCA[P2] 

8: CA→LEO: [P1] 

9: LEO→VMC: [P1] 

 

 

The beacons consist of pseudonyms and are stored for a short period of time. The 

beacon contents are verified quickly through the public key and pseudonyms. The 

beacons are signed by the private key of the vehicle (Vi). The corresponding public key 

of Vi is attached with the beacon. In the SPATA framework, the vehicle cannot deny 

communication as it is signed through the vehicle’s private key. The pseudonyms as 
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provided by PP are attached with beacon messages to ensure integrity and non-

repudiation. The pseudo code of the SPATA revocation and identity mapping process is 

shown in Algorithm 3.4. 

In SPATA, the CRL size does not grow exponentially as only recent 

communication pseudonyms of the malicious vehicle are revoked and broadcasted. 

Therefore, revoked pseudonyms cannot be verified. As shown in Algorithm 3.3 the 

message consists of pseudonym that prevents a vehicle to accept a message from a 

malicious/revoked vehicle. 

Algorithm 3.4. Pseudo code of SPATA revocation and identity mapping 

1: if Vj reports to LEO 

2:   if Vj reports to PP 

3:       PP revokes the valid SPCs of Vi 

4:       LEO requests CA for mapping the factual identity of Vi 

5:       CA revokes LTC and LTCA revokes PC 

6:       PP sends the available information of Vi to LTCA 

7:       LTCA sends the available information to CA 

8:       CA reports back to LEO regarding Vi 

9:       LEO requests VMC to reveal the original identity of Vi 

10:   end if 

11: end if 

 

3.9. PERFORMANCE ANALYSIS 

The SPATA framework has been evaluated using Opportunistic Network 

Environment (ONE) simulator [155][156]. The system used for evaluation of the SPATA 

framework is a core i7 laptop with 8 GB RAM. The experiments were executed 200 

times. The speed of vehicles was kept variable to accurately evaluate the behavior of 

SPATA framework. The real map of Helsinki city was used with random way point 

model. The simulation parameters that were used during the experiments are shown in 

Table 3.2. 
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Table 3.2. Parameter guidelines for the SPATA modeling 

Parameter name Description 

Duration 3600 seconds 

Interface type Simple broadcast interface 

IEEE 802.11P 

Transmit speed 10 Mbps 

Number of PP 1 

Number of vehicles 5 – 100 

Slow speed range 10 km/h to 50 km/h 

Medium speed range 51 km/h to 80 km/h 

High speed range 81 km/h to 120 km/h 

Mobility model Map based mobility 

Routing protocol Epidemic (EP) 

Routing protocol Spray and Wait (SW) 

Map of city Helsinki 

Transmit range 1000 meters 

Area 10 km2 

 

Epidemic (EP) and Spray and Wait (SW) [157] as underlying routing protocols 

have been used in the simulations. The primary goal of EP and SW routing is to render 

beacons with high probability even in the intermittent communication channel. The EP 

routing incurs high overhead due to its flooding nature. In SPATA, the vehicle 

periodically sends beacon messages to other vehicles. The SW routing nature is not an 

inundation. There is a number associated with the new beacon showing the limit of 

admissible copies. The two routing protocols are considered during simulations to 

perfectly analyze the behavior of the SPATA framework. All the results are validated, 

because of ONE simulations. The following network performance parameters are 

considered for analyzing the performance of the SPATA framework: 
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 Average latency = Average (Message delivered time – Message created time) 

 Overhead ratio = (Relayed messages – Delivered messages) / Delivered 

messages 

 Delivery ratio = Delivered messages / Relayed messages 

3.9.1. Average latency 

It is required to show the effect of the SPATA framework on average latency in 

sparse and dense scenarios with different speeds. The results obtained during the 

simulations are shown in Figure 3.6. The results show that there is no significant 

difference between SPATA and without SPATA scenarios. Similar trends are noticed in 

sparse and dense scenarios with both forms of beacons. The reason for the increase in 

the average latency in Figure 3.6 (a), is due to slow speed vehicles are moving slowly 

and become congested. Therefore, the number of beacons received are more and more 

bandwidth is occupied. The average latency is less than 1 milliseconds in both cases of 

encrypted (with SPATA) and unencrypted (without SPATA) beacons. The average 

latency is 0.9 milliseconds only in that scenario where the number of vehicles is less (up 

to 30 vehicles).  

In summary, deployment of SPATA in a sparse network leads to an increase in 

latency while in the dense network the latency is either stable or decreasing. Moreover, 

the extra layer of security and privacy does not hinder communication. 
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(a)  

 

 

  

 

 
(b)  
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(c) 

  

3.9.2. Overhead ratio 

The results shown in Figure 3.7 depict similar trends in case of with and without 

SPATA implementation. The results carried both encrypted and plain text form of 

beacons for sparse and dense network scenarios. It is observed that overhead 

ratio/communication overhead is high only in those scenarios where vehicles received 

more beacons. The reason is a minimum gap among vehicles and sense more collision. 

The maximum overhead is less than 2% in all type of scenarios between with and without 

SPATA, which is negligible as a tradeoff with privacy and security. 

 

 

 

FIGURE 3.6. Average latency. (a) Slow speed. (b) Medium speed. (c) High speed. 
 



66 
 

(a) 

(b) 
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(c) 

FIGURE 3.7. Overhead ratio. (a) Slow speed. (b) Medium speed. (c) High speed. 

 

3.9.3. Delivery ratio 

The delivery ratio is another parameter to show the suitability of SPATA. The 

results retrieved during simulations as shown in Figure 3.8 reflects no decrease in the 

delivery ratio with the deployment of SPATA. The delivery ratio is increasing in sparse  

as well as in dense scenarios. However, in the case of slow speed vehicles, the delivery 

ratio is decreasing after the number of vehicles reach 85. This is because slow speed 

vehicles become closer and receive more beacons. More beacons require more 

bandwidth and start to drop beacons. While in Figure 3.8 (b) and Figure 3.8 (c) the 

delivery ratio is increasing or stable with increasing number of vehicles. The reason is 

that distances among vehicles are increasing and occupy less bandwidth. Therefore, the 

cryptographic primitives used in the SPATA framework do not affect the messages 
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delivery ratio.  

(a) 

(b) 
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                  (c) 

FIGURE 3.8. Delivery ratio. (a) Slow speed. (b) Medium speed. (c) High speed. 

 

3.9.4. Computational cost analysis 

The computational cost of SPATA along with variations has been evaluated as shown in 

Table 3.3. The total time taken in the generation of the beacon, including signature is 3.70 

milliseconds. The beacon verification time is 0.58 milliseconds. The vehicle can easily and 

efficiently generate and verify a large number of beacons simultaneously. The average values for 

vehicle LTC and PC registration are 4 milliseconds respectively. While for SPCs the average time 

taken is 5 milliseconds. The time required to generate and verify beacon message is less than 5 

milliseconds. Therefore, the lightweight implementation framework of SPATA allows certificate 

authorities and service providers to process a large number of requests efficiently. The revocation 

time of a malicious vehcile depends on the repsonse time of the authorities, but should be 

minimum.   
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Table 3.3. SPATA computational cost in milliseconds 

SPATA Average computa- Standard dev- 

 tional time (ms) iation (ms) 

Message 

encryption 

0.18 0.03 

Signature 

generation 

3.52 0.13 

Message 

decryption 

0.21 0.03 

Signature 

verification 

0.37 0.13 

 

3.9.5. Message sizes analysis 

The security primitives used in pseudonym generation and revocation with their 

field sizes are listed in Table 3.4. The message sizes in the SPATA framework between 

vehicle and authorities during the registration phase are: In step 1, the total size of the 

message is 112 bytes. In step 2, the message size is 144 bytes. In step 3, the total size of 

the message is 80 bytes. In step 4, the message size is 80 bytes. In step 5, the total size 

of the message is 2 bytes. In step 6, the message size is 180 bytes. In step 7, the message 

size is 90 bytes. In step 8, the message size is 154 bytes. In step 9, the message size is 

180 bytes. In step 10, the total size of the message is 90 bytes. In step 11, the message 

size is 154 bytes. In step 12, the message size can be up to 74 bytes per second, as 

communication pseudonyms are changing frequently. 

The message sizes in the SPATA framework between vehicle and authorities for 

revocation and real identity mapping are: In step 1, the total message size is 100 bytes. 

In step 2, the message size is 100 bytes. Step 3, the message size is 100 bytes. In step 4, 

the message size is 100 bytes. Step 5, the message size is 100 bytes. Step 6, the total 
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message size is 16 bytes. Step 7, the message size is 16 bytes. Step 8 and step 9 the total 

message sizes are 16 bytes respectively. 

Table 3.4. Individual field size of SPATA protocol 

Field name Size in bytes 

IDVMC 48 

N 16 

IDV 48 

P1 16 

KV 16 

Sk1 16 

TS1 5 

LT1 5 

IDLTCA 48 

IDPP 48 

Beacon message 34 

Signature 34 

PkV i 16 

Pseudonym 16 

 

From the results, it can be concluded that there are no substantial differences in 

scenarios with SPATA and without SPATA. This shows the literal setup and ideal point 

of the SPATA performance. In order to further check the adaptability of SPATA, it is 

implemented in sparse and dense scenarios.  The SPATA framework is also checked 

using slow, medium, and high speed scenarios. In all scenarios, no significant change 

are found among with or without SPATA. SPATA is a lightweight approach and does not 

require to maintain a long pool of pseudonymous chatty communication. 

3.9.6. Comparison with existing schemes 

In this subsection, a comparison of SPATA with existing GSB/RSB and PB 

schemes is presented. In SPATA, there is no need to maintain a long pool of on-board 

pseudonyms and large size of CRL. Once a malicious vehicle is revoked, it cannot take 
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part in communication. There is no need for large storage in the OBU of the vehicle. 

There are multiple authorities and even CA, LTCA, and PP have no information about 

the real identity of the vehicle. In SPATA, if any of the CA, LTCA or PP servers are 

compromised, the real identity of the vehicle cannot be revealed due to distributed 

mapping. A comparison of SPATA with existing schemes is presented in Tables 3.5 and 

3.6, respectively. The computational and communication overheads of SPATA are 

negligible, making it scalable. On the basis of results, it can be concluded that the SPATA 

framework is an efficient, distributed, secure, and robust framework. 

Table 3.5. SPATA comparison with existing ITS privacy schemes 

Parameters GSB/ 

RSB 

PB SPATA 

Scalability Low High High 

Computational cost Medium High Low 

Privacy Low Medium High 

Average latency High High Low 

Overhead ratio High High Low 

Delivery ratio Medium Low High 

 

Table 3.6. The comparison on computational cost, communication overhead, storage 

requirements, group management, and security attacks in ITS 

Research Computational Communication Storage Group Replay Sybil Side channel 

papers cost overhead requirements management Attack attack attack 

[37] High High High No Yes Yes No 

[45] High High High No No Yes No 

[103] Medium High Medium Yes Yes No Yes 

[110] Medium Medium Medium Yes Yes No Yes 

[115] High High High No Yes Yes No 

[117] Low High High No No Yes Yes 

[122] High High High No Yes Yes Yes 

[135] High Medium High No Yes Yes No 

[145] High High High No Yes Yes Yes 

[147] High High High No Yes Yes Yes 

SPATA Low Low Low No No No No 
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3.10. SECURITY ANALYSIS 

This section analyzes security and privacy services in the SPATA framework. 

Further, various threat scenarios are discussed. 

3.10.1. Security and privacy services 

The proposed SPATA framework is trustworthy and lightweight with conditional 

anonymity. There is no single authority that can reveal the real identity of the vehicle. 

The SPATA framework offers the following security and privacy services: 

 Confidentiality: Vehicle acquires its pseudonyms in a secure manner. Thus only 

the service providers have access to the respective mapping data but not full 

mapping. Here, a combination of symmetric and asymmetric encryption is used 

for robustness and security. 

 Anonymity: Vehicle uses restrictive obscurity through pseudonymized identity 

for communication, after registration with VMC. This pseudonymized identity 

provides anonymous communication among ITS-Ss (vehicles) and service 

providers. The real identity of the vehicle is preserved in a controlled way. 

 Integrity: The communication is controlled and monitored by trusted authorities 

that are VMC, CA, LTCA, and PP. In case of any alteration in beacons, the 

signature cannot be verified. 

 Authentication: Vehicle achieves anonymous authentication by verifying the 

beacons without revealing source vehicle real identity. 

 Non-repudiation: The communication consists of messages along with signature 

and pseudonyms. If a vehicle is found malicious, the vehicle cannot deny the 
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communication. As the beacons consist of pseudonyms provided by the 

authorities. 

3.10.2. Threat scenarios 

In order to achieve maximum conditional anonymity and privacy, the following 

different types of threat scenarios are considered in the SPATA framework: 

 All the communication between vehicles and the authorities are encrypted. 

Therefore, it is impossible for an adversary to eavesdrop on the communication. 

 It is impossible for an attacker to get SPCs’ without PC. Similarly, it is 

impossible for an adversary, to obtain the PC without LTC. It is also impractical 

for an adversary to obtain the LTC without the authorization of VMC. 

 If the PP is compromised the attacker cannot obtain any useful information 

regarding the real identity of the vehicle. The PP contains only the PC 

information that is pseudonymized and encrypted. 

 If the LTCA is compromised the attacker cannot obtain any useful information 

regarding the real identity of the vehicle. The LTCA contains the LTC 

information that is pseudonymized and encrypted. 

 Similarly, the CA database contains encrypted and pseudonymized information. 

In case, if the CA database is compromised, no useful information can be leaked. 

 Once a vehicle is registered in the SPATA framework, the attacker cannot get 

any useful information regarding the real identity of a vehicle, in case if the VMC 

database is compromised. The vehicle is using pseudonymized communication 

among V2X and all the information in the VMC is encrypted. 
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 In case, if an attacker tries to modify a beacon or inject bogus beacon. The 

signature cannot be verified. 

3.11. Summary 

Privacy and security are always a deep concern in ITS, because of its loosely 

coupled network topology. In the proposed framework, the pseudonym generation 

involves multiple certificate authorities to avoid linkability between the real identity and 

pseudonym. In the revocation phase, privacy of a vehicle is preserved even from the 

service providers and certificate authorities. The results show a stable decrease in the 

average latency, overhead ratio, and increase in the delivery ratio for various scenarios 

and speeds. The computational cost of all cryptographic primitives implemented in the 

SPATA framework are negligible and do not hinder the communication efficiency. 
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4. ADVANCED STRONG PSEUDONYM BASED AUTHENTICATION 

In this chapter,  in order to further reduce the computational costs and analyse the suitability 

of the SPATA framework an efficient pseudonym based secure framework, Advanced Strong 

Pseudonym based Authentication (ASPA) in ITS, assumptions, design objectives, security 

primitives, privacy metrics, ASPA  protocol, Attack model, ASPA malicious vehicle revocation, 

performance analysis, and security and privacy analysis are presented. 

4.1.  ASPA FRAMEWORK 

Secure communication in ITS requires the protection of actual identities of vehicles. In the 

ASPA framework, the real identities of vehicles cannot be revealed by a single authority. In 

addition, in the case of an awful behavior, malicious vehicles should be revoked and accountability 

should be performed. In order to avoid linkability, the ASPA framework is implemented in a 

distributed manner to use fictitious identities and certificates. The ASPA framework consists of: 

 Vehicular Manufacturing Company (VMC):  An initial pseudonym is provided 

by the VMC to the vehicle in a secure link. In order to limit the single authoritative 

behavior of CA, the ASPA framework considers the manufacturing industry. In the 

ASPA framework, the real identity of a vehicle is hidden from the CA. In the 

proposed framework the vehicle interaction is considered only once with the VMC 

or if ownership of the vehicle is changed. 

 Certification Authority (CA):  After successful verification of the vehicle from 

the VMC, the CA issues Long Term Certificate (LTC) to the vehicle in a secure 

channel. The expiration time of a vehicle LTC in a normal situation is one year or 

the CA can set it in the field of the timestamp. Therefore, the vehicle can interact 

with the CA for the LTC after every year or as given in the timestamp field.  
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 Long Term Certification Authority (LTCA): After a trustworthy authentication 

process, the LTCA issues a Pseudonym Certificate (PC) in a secure channel to the 

vehicle. The expiration time of a vehicle PC in a normal situation is six months or 

the LTCA can set it in the field of timestamp but must be less than the LTC lifetime. 

Therefore, the vehicle can interact with LTCA for the PC after every six months or 

as given in the timestamp field. 

 Pseudonym Provider (PP): The Short term Communication Pseudonyms (SPCs) 

are provided by the PP or cascaded PPs in a secure channel to the vehicle. This is 

done after a trustworthy authentication process. In order to get SPCs for V2V 

communication, the interaction of the vehicle with PP is frequent. 

 Source vehicle: The safety messages/beacons originator (Vi), uses its private key 

to sign the safety messages and disseminate them. The SPC and the corresponding 

public key are appended with the sign beacons. 

 Receiving vehicle: The receiving vehicle (Vj ) verifies the beacons/safety messages 

through the SPC. The verification of the signature is performed through the 

corresponding public key. In case of spurious beacons, the Vi is reported for 

revocation from ITS to PP, CA, and Law Enforcement Organization (LEO). The Vj 

discards a beacon, if a beacon signature is not verified. 

In the proposed framework of ASPA, the SPCs validity is between 10 to 50 milliseconds. 

The SPCs validity lifetime is kept small to ensure un-linkability of communication pseudonyms. 

In case, if a vehicle is detected awful, no more SPCs can be issued to the vehicle. Furthermore, all 

the previously issued SPCs should be isolated from ITS network. The LEO can reveal the real 

identity of a vehicle only after detection of an awful activity. In case, if the vehicle ownership 
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changes, all the issued certificates should be revoked. This revocation should provide 

inaccessibility of the previous private communication and real identity protection. The new owner 

requires the repetition of steps from VMC to PP as discussed in Section 4.6. 

4.2.  ASSUMPTIONS 

It is assumed that the real identity of a vehicle is disclosed by the VMC to LEO 

once a vehicle is found malicious. All the aforementioned entities should have secure and 

trustworthy communication. A PP will be detached, if it is compromised. In the ASPA 

framework for V2X communications, RSUs act as routers. RSUs do not actively participate 

in the generation of communication pseudonyms. This is because of side channel attacks. 

A vehicle can request for pseudonyms from the authorities directly using 4G/5G/Internet 

or through RSUs. In order to provide un-linkability of SPCs by the attacker, there will be 

a number of PPs. All the functional entities in the proposed ASPA framework, clocks are 

synchronized. This synchronization is required because of timestamps in the secure 

communication. 

4.3.  DESIGN OBJECTIVES 

The design objectives of the proposed ASPA framework are as follows: 

 Reduced computational cost: The computational cost of the proposed framework will be 

reduced, to efficiently work in more complex scenarios. Therefore, the ASPA becomes 

more robust and scalable. 

 Confidentiality and authentication: The communication between vehicles and all the 

service providers will be encrypted. Similarly, without disclosure of the true identity of a 

legitimate vehicle, it will be verified and authorized. The receiving vehicle will 

authenticate a source vehicle and its beacons without disclosure of its valid identity. 
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 Integrity of communication: If beacons are altered, the beacons signature will not be 

verified. Therefore, unproven beacons will be shredded and discarded. 

 Non-repudiation: If a signature is verified, this will show the authenticity of source 

vehicle beacon. In this case, the communication cannot be refused. 

 Revocation: If a vehicle or a pseudonym is revoked, again it will not be used in the ITS. 

 Restrictive obscurity: Restrictive obscurity is rendering in the ASPA framework. The 

privacy of a vehicle will be preserved if it follows the ASPA rules. Only in case of an awful 

activity, the real identity of a vehicle will be revealed/disclosed. 

4.4.  SECURITY PRIMITIVES 

ASPA implements a sequence of secret and public key cryptographic strategies. 

Secret Key Cryptography (SKC) processes are more efficient than Public or Asymmetric 

Key Cryptography (AKC) processes. However, the non-repudiation service cannot be 

provided only through SKC [8]. Therefore, to address security and privacy features 

efficiently, the SKC and AKC strategies are merged. In ASPA framework, for SKC, 

Advanced Encryption Standard (AES) is implemented and for AKC, two schemes are 

implemented. One of the AKC schemes is Rivest, Shamir, and Adleman (RSA), while the 

other scheme is the Digital Signature Algorithm (DSA). 

A key pair of private and public keys are generated through the vehicle OBU. The 

signature is generated through the private key, the corresponding public key is transmitted 

along with beacons to verify the authenticity of beacons at the receiving vehicle. The 

following two methods are considered to generate the key pairs, which are as follows: 
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4.4.1. Method 1: 

 The generation of two random prime numbers is performed. For instance, a and b 

are generated, n is calculated, such that: 

𝑛 = (𝑎)(𝑏).                                      (1) 

 The computation of public key (pb) is performed through Equation (2). Where, 

Greatest Common Divisor (GCD) between pb and totient function (𝜑(𝑛)) is 1. 

 

       𝐺𝐶𝐷(𝑝𝑏, 𝜑(𝑛)) = 1.                  (2) 

  where,  

𝜑(𝑛) = (𝑎 − 1)(𝑏 − 1).                  (3) 

 

 The computation of private key (pr) is performed through Equation (4). 

 

(𝑝𝑏)(𝑝𝑟) ≡ 1𝑚𝑜𝑑(𝜑(𝑛)).                (4) 

 

Where, the congruence property is satisfied by using Equation (5). 

 

((𝑝𝑏)(𝑝𝑟)) − 1)𝑚𝑜𝑑𝜑(𝑛) = 0.        (5) 

 

Therefore, private key is {pr} and public key is {pb}. 
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4.4.2. Method 2: 

 Generate a prime number a. 

 Generate a number b such that: 

𝐺𝐶𝐷(𝑏, 𝑎) = 1.                                     (6) 

 Calculate c, such that: 

𝑐 = 𝑑
𝜑(𝑛)

𝑏   ,                                             (7) 

  where, 

𝜑(𝑛) = 𝑎 − 1,                                       (8) 

  such that: 

𝑑 < 𝜑(𝑛).                                              (9) 

  Similarly,  

𝑑
𝜑(𝑛)

𝑏 (𝑚𝑜𝑑(𝑎)) > 1.                             (10) 

 Generate a private key such that: 

𝑝𝑟 < 𝑏.                                                   (11) 

 Calculate public key such that: 

𝑝𝑏 = 𝑐𝑝𝑟(𝑚𝑜𝑑(𝑎)).                              (12) 

Therefore, private key is {pr} and public key is {pb}. 

In the proposed ASPA framework, AES uses 128 bits (16 bytes) data block and secret key 

size is 128 bits (16 bytes). In case, if the safety message size is more than 16 bytes, the Cipher 

Feedback Mode (CFM) scheme is implemented [158]. In case of smaller size of a data block from 

16 bytes, padding is considered to make the size of data block compatible with the key size. For 

the first block of data, a random number known as a nonce (N) is exclusive OR (XOR) after 

encryption process. Similarly, the previous block of ciphertext acts as a random number for the 
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next block of plain text. Figure 4.1, shows the ASPA, CFM process. The message will be 

authenticated, after an ITS-S (vehicle or server) gets the secured message. The proposed ASPA 

methodology is shown in Figure 4.2. 

 

Figure 4.1. ASPA, CFM operation 

 

Figure 4.2. ASPA methodology 
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4.5. PRIVACY METRICS 

A trustworthy privacy scheme should guarantee a high level of obscurity. A range of 

metrics are discussed, to assess the level of privacy through pseudonyms. The metrics that will 

be used for evaluation are as following: 

 Anonymity set size: The size of Anonymity Set (AS) is the number of the vehicles 

that are included in the AS [153]. In security and privacy schemes, the AS size 

should be larger than one. However, the AS metric assumes the entire range of 

vehicles is adequately being the victim. Therefore, as discussed in [154], the AS 

metric cannot be examined to express that the attacker, targeted how many vehicles 

in the network. Therefore, preferably of AS, entropy is suggested [154]. 

 Entropy of the AS size: Information theory provides the concept of entropy. 

Entropy describes anxiety in a random variable. The number of vehicles are shown 

by a random variable. For instance, the probability of a random variable N is as 

follows: 

𝑦𝑗 = 𝑝𝑟𝑜𝑏(𝑁 = 𝑗).                                            (13) 

Where, j in Equation (13) shows a possible range of vehicles, which can be viewed 

by N, with probability yj>0. The probability yj shows the contents of the messages 

that can be associated with the vehicles. Therefore, the entropy can be measured 

through Equation (14). 

                                            𝐻(𝑁) = − ∑ 𝑦𝑗𝑙𝑜𝑔2(𝑦𝑗)
|𝐴𝑆|
𝑗=1 .              (14) 

In Equation (14), yj shows a vehicle probability, while j represents the attacked vehicles. If 

all vehicles have the same attack probability, the AS has a uniform distribution of 

probabilities. The entropy maximum value can be achieved by Equation (15). 
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∀𝑗: 𝑦𝑗 =
1

|𝐴𝑆|
  , 𝐻𝑚𝑎𝑥 = − ∑ 𝑦𝑗𝑙𝑜𝑔2(𝑦𝑗) = 𝑙𝑜𝑔2|𝐴𝑆|.

|𝐴𝑆|
𝑗=1    (15) 

   For instance, in an ITS, if the number of the vehicles is 25 and it is inferenced that there 

is an equal probability for all vehicles to be attacked, then yj=1/25, yj=0.04 and 4.64 is the 

entropy. A greater AS size is achieved through a high value of entropy. In ITS, as the 

vehicles are increasing, there will be an increase in the entropy. 

 Anonymity level: If there is no past information of vehicles AS with an attacker, the 

following difference can be used to describe the attacked data: (𝐻𝑚𝑎𝑥 − 𝐻(𝑁)). Where 

H(N) is the sufficient AS size and the ultimate entropy is Hmax. The degree of entropy i.e., 

d is suggested by Diaz [35] that is a normalized amount in [0, 1] range. Therefore, Equation 

(16) is used to calculate the degree of anonymity. 

𝑑 = 1 −
𝐻𝑚𝑎𝑥−𝐻(𝑁)

𝐻𝑚𝑎𝑥
 =

𝐻(𝑁)

𝐻𝑚𝑎𝑥
 .            (16) 

The proposed ASPA framework tries to address a high level of anonymity through a robust 

and distributed mechanism. 

4.6. ASPA PROPOSED PROTOCOL 

The VMC pre-loads an ITS-S (vehicle) with a secret key. The vehicle requests through the 

secret key from the VMC for an initial pseudonym. Furthermore, the vehicle requests for LTC 

from CA. The credentials of the vehicle are checked by the CA in CRL. If the vehicle does not 

exist in the CRL, Algorithm 4.1 is executed. The notations used in the ASPA protocol are given in 

Table 4.1, while Figure 4.3 shows the working process of ASPA framework. 

 

Algorithm 4.1. ASPA protocol 

1: 𝑉 → 𝑉𝑀𝐶: 𝐾𝑉𝑉𝑀𝐶[𝐼𝐷𝑉𝑀𝐶||𝑁||𝐼𝐷𝑉] 

2: 𝑉𝑀𝐶 → 𝑉: 𝐾𝑉𝑉𝑀𝐶[𝑃1||𝐼𝐷𝑉𝑀𝐶||𝐼𝐷𝐶𝐴||𝑁||𝐾𝑉] 

3: 𝑉 → 𝐶𝐴: 𝑃𝑘𝐶𝐴[𝑃1||𝐼𝐷𝑉𝑀𝐶||𝐾𝑉] 

4: 𝐶𝐴 → 𝑉𝑀𝐶: 𝑃𝑘𝑉𝑀𝐶[𝑃1||𝐼𝐷𝑉𝑀𝐶||𝐾𝑉] 
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5: 𝑉𝑀𝐶 → 𝐶𝐴: 𝑃𝑘𝐶𝐴[𝑂𝑘 𝑜𝑟 𝑑𝑒𝑐𝑙𝑖𝑛𝑒] 𝑖𝑓 𝑜𝑘 𝑡ℎ𝑒𝑛 

6: 𝐶𝐴 → 𝑉: 𝐾𝑉[𝑆𝑘1||𝑃2||𝑇𝑆1||𝐿𝑇1||𝐼𝐷𝐿𝑇𝐶𝐴||𝑇𝑜𝑘𝑒𝑛𝐿𝑇𝐶𝐴] 

7: 𝐶𝐴 → 𝐿𝑇𝐶𝐴: 𝑃𝑘𝐿𝑇𝐶𝐴[𝑃2||𝑆𝐾1||𝑇𝑆1||𝐿𝑇1||𝐼𝐷𝐿𝑇𝐶𝐴] 𝑜𝑟 𝑇𝑜𝑘𝑒𝑛𝐿𝑇𝐶𝐴 

8: 𝑉 → 𝐿𝑇𝐶𝐴: 𝑆𝑘1[𝑃2||𝐼𝐷𝐿𝑇𝐶𝐴||𝑇𝑜𝑘𝑒𝑛𝐿𝑇𝐶𝐴] 𝑊ℎ𝑒𝑟𝑒,

𝑇𝑜𝑘𝑒𝑛𝐿𝑇𝐶𝐴: 𝐾𝐿𝑇𝐶𝐴[𝑃2||𝐼𝐷𝐿𝑇𝐶𝐴||𝑇𝑆1||𝐿𝑇1] 

9: 𝐿𝑇𝐶𝐴 → 𝑉: 𝑆𝑘1[𝑃3||𝑆𝑘2||𝐿𝑇2||𝑇𝑆2||𝑇𝑜𝑘𝑒𝑛𝑃𝑃||𝐼𝐷𝑃𝑃] 

10: 𝐿𝑇𝐶𝐴 → 𝑃𝑃: 𝑃𝑘𝑃𝑃[𝑃3||𝑆𝑘2||𝐼𝐷𝑃𝑃||𝑇𝑆2||𝐿𝑇2] 𝑜𝑟 𝑇𝑜𝑘𝑒𝑛𝑃𝑃 

11: 𝑉 → 𝑃𝑃: 𝑆𝑘2[𝑃3||𝐼𝐷𝑃𝑃||𝑇𝑜𝑘𝑒𝑛𝑃𝑃] 𝑊ℎ𝑒𝑟𝑒, 𝑇𝑜𝑘𝑒𝑛𝑃𝑃: 𝐾𝑃𝑃[𝑃3||𝐼𝐷𝑃𝑃||𝑇𝑆2||𝐿𝑇2] 

12: 𝑃𝑃 → 𝑉: 𝑆𝑘2[𝑃4||𝑃5||𝑃6||𝑃7||𝑇𝑆3||𝐿𝑇3] 

 

The proposed ASPA protocol elaborates that: 

 Step 1: The request of the vehicle from the VMC is performed through KVVMC for an initial 

pseudonym. 

 Step 2: The vehicle gets an initial pseudonym through KVVMC from the VMC. 

 Step 3: It shows the request of the vehicle for the LTC from the CA through PkCA. 

 Step 4: The authentication of the vehicle is performed by the CA from the VMC through 

PkVMC. 

 Step 5: The vehicle is verified or declined by the VMC through PkCA. 

 Step 6: After the vehicle is successfully verified from the VMC, the CA issues LTC to the 

vehicle through KV. If the vehicle is found malicious, the CA reports it to LEO for 

accountability. 

 Step 7: The LTCA is informed by the CA through PkLTCA about the LTC. 

 Step 8: It shows the request of the vehicle for PC from the LTCA through Sk1. The LTCA 

checks both the tokens that are forwarded by the vehicle and the CA. If the tokens are 

verified, then Step 9 is executed. 

 Step 9: The vehicle gets a PC from the LTCA through Sk1. 
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 Step 10: PP or cascaded PPs are informed by the LTCA regarding the PC of the vehicle in 

a secure link. 

 Step 11: It shows the request of the vehicle for SPCs from PP through Sk2. This request is 

based on the PC that is issued by the LTCA. 

 Step 12: The PP verifies the request of the vehicle and issues SPCs through Sk2 for V2X 

communication. 

 

Figure 4.3. ASPA framework 

The vehicle registration process pseudo code is discussed in Algorithm 4.2. Once PP or 

cascaded PPs issue, SPCs to the vehicle, the vehicle communicates through SPCs with other 

vehicles and RSUs as shown in Figure 4.4. If a bogus beacon is received from a Vi, Vj reports LEO 

regarding Vi revocation. The revocation process of a malicious vehicle is discussed in Section 4.8. 
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Algorithm 4.2.  Pseudo code of ASPA vehicle registration 

1: if 𝑉 requests CA 

2:   𝑉 is cross checked with VMC 

3:   𝑉 is authorized by VMC 

4: end if 
5: if 𝑉 is authenticated 

6:   CA issues LTC to 𝑉 

7:   𝑉 requests LTCA for PC 

8: end if 
9: if 𝑉 is authenticated 

10:   LTCA issues PC 

11:   𝑉 requests PP for SPCs 

12: end if 
13: if 𝑉 is atuhenticated  
14:   PP issues SPCs for communiation  
15: end if 
 

Table 4.1. ASPA notations 

Notations Description 

V ITS-S (vehicle) 

PP Short Time Pseudonym Provider for 

vehicular communication 

Sk Session key 

KVVMC Secret key shared by V and VMC 

Vi Source vehicle 

Vj Receiving/affected vehicle 

P1 Pseudonym 1 

P2 Pseudonym 2 

P3 Pseudonym 3 

PkLTCA Public key of LTCA 

Sk1 Session key for V and LTCA 

Sk2 Session key for V and PP 

Kv Secret session key for CA and V 

PkVMC Public key of VMC 

PkCA Public key of CA 

PkPP Public key of PP 

LT Life Time of pseudonym 

TS Time Stamp 

|| Concatenation  

N Nonce a random number 

Token Only for the authorized vehicle/server 

KLTCA Secret key shared by CA and LTCA 

KPP Secret key shared by LTCA and PP 

KVi Secret key of Vi 

PkVi Public key of Vi 
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Ms Milliseconds 

KB Kilobytes 

MB Megabytes 

RA RSA and AES 

DA DSA and AES 

RD RSA and DSA 

/  Or 

 

 

Figure 4.4. ASPA communication scenario 

4.7. ATTACK MODEL 

In the attack model of ASPA framework, different threats are considered. In the proposed 

framework, VMC issues initial pseudonym to the vehicle in an encrypted channel. Therefore, the 

internal or insider attacker at CA, LTCA or PP cannot obtain the real identity of a vehicle. Similarly, 

after obtaining LTC, PC, and SPCs, the VMC is unaware of the valid identity of a vehicle during 

V2X communication. Furthermore, an external attacker cannot obtain any private information, 

because of encrypted and pseudonymized communication. All the communication in the proposed 

framework is encrypted and integrity protected, therefore, active and passive attacks are limited. 

Similarly, if the beacon contents are altered or a bogus message is inserted, the beacon signature 
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cannot be authenticated. 

Theorem A: The proposed framework is semantically protected against active and passive threats. 

Proof: Let during the communication, an attacker gets an encrypted and pseudonymized 

message. In order to find the valid key, the attacker has to go through 2128(3.4x1038) keys. Where, 

the key size in the proposed framework is 128 bits. If there is a very powerful system with an 

attacker in the worst case that can compute 106 decoding per microsecond. The total required time 

is (5.4x1018) years, which is impractical in ITS. It is extremely difficult for an attacker to eavesdrop 

the communication without the key. Further to enhance the proposed framework security, the 

nonce (N) is also used. Therefore, without the key and the nonce, it is impossible for an attacker 

to eavesdrop the communication. The proposed framework implements a distributed mechanism 

with strong security and privacy strategies. 

Similarly, if an attacker tries to insert a bogus message or alter the contents of the message, 

the message signature cannot be authenticated and un-authenticated beacons are simply discarded. 

For an attacker that wants to launch active attacks, he/she needs in real time, the generation of key 

pairs. However, for keys generation, the attacker should have prior knowledge of the parameters 

as elaborated in Section 4.4. Therefore, it is impractical to generate the keys that eliminate the 

active attacks concept. The ASPA implements strong privacy and security strategies among the 

vehicles and service providers that guarantee a high level of privacy. 

Entropy is used to evaluate theorem A. Entropy elaborates the security of messages in a network. 

The discrete set of probabilities that can be expressed in case of ITS [35][154] is given below: 

𝐻(𝑋) = − ∑ 𝑝(𝑥𝑖) log2 𝑝(𝑥𝑖)
|𝑋|
𝑖=1 = log2|𝑋|  if  ∀𝑖∶ 𝑝(𝑥𝑖) =

1

|𝑋|
 ,        (17) 

and, 

𝐻𝑚𝑎𝑥 = log2 |𝑁| .                                                                                (18) 
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The Shannon entropy further provides a technique to evaluate the probabilities, which 

measures the average minimum number of bits required to encrypt a text of symbols, based on its 

frequency in the text and is given by: numBits=[H(X)]. Where, H(X) represents the protected 

information. Highly secure communicated information can be represented through a high value of 

entropy. The high value of entropy ensures that passive and active attacks are impossible. 

In ITS, information theory provides that for neighboring vehicles, the probabilities are as 

following: 

Ω(𝑥, 𝑦) = {(𝑥 + 1, 𝑦), (𝑥 − 1, 𝑦), (𝑥, 𝑦 + 1), (𝑥, (𝑦 − 1)}.   (19) 

In Equation (19), the coordinates of the vehicle are represented by x and y. The vehicle private key 

total weights corresponding probabilities are as following: 

𝑍(𝑥, 𝑦) = ∑ 𝐻(𝑋) ∗ 𝑊((𝑥, 𝑦), (𝑖, 𝑗))(𝑖,𝑗)𝜀Ω(𝑥,𝑦) .                                (20) 

The key security, normal values at an iteration t + 1 is represented by its neighboring normal values 

average weights at a previous iteration t and is given in Equation (21). 

𝑛𝑡+1(𝑥, 𝑦) =
𝜇𝑡+1(𝑥,𝑦)

|𝜇𝑡+1(𝑥,𝑦)|2    ,                                                              (21) 

where, 

𝜇𝑡+1(𝑥, 𝑦) = ∑ 𝑛𝑡(𝑖, 𝑗)
𝑊((𝑥, 𝑦), (𝑖, 𝑗))

𝑍(𝑥, 𝑦)
 .                              (22)

(𝑖,𝑗)𝜀Ω(x,y)

 

 

The proposed framework security primitives guarantee a higher level of privacy i.e.: 

𝑑 =
𝐻(𝑋)

𝐻𝑚𝑎𝑥
    ,                                                                                   (23) 

where H(X) shows the amount of secured information, Hmax represents the maximum entropy, and 

d represents the level of security and privacy. For instance, if there are 50 vehicles and it is 

inferenced that there is an equal probability for all vehicles to be targeted, then 𝑝(𝑥𝑖) =
1

50
 ,



91 
 

𝑝(𝑥𝑖) = 0.02, and the entropy is 5.64. Similarly, 𝐻𝑚𝑎𝑥 = 𝐿𝑜𝑔2|𝑁| = 5.64, and 𝑑 = 1. As 

discussed in Section 4.5, d is a normalized quantity in the range of [0, 1]. ASPA framework 

guarantees a higher level of security and privacy for varying number of vehicles.  

4.8. REVOCATION IN ASPA 

A malicious vehicle revocation and resolution process of the proposed ASPA framework is 

shown in Figure 4.5. Its steps are as follows:  

 Step 1: The receiving vehicle of a bogus beacon (Vj) that is affected, updates PP regarding 

the Vi (malicious vehicle). The SPCs are revoked and are broadcasted by the PP. The 

revoked broadcasted SPCs of Vi  cannot be authenticated. Therefore, honest vehicles cannot 

be misguided. 

 Step 2: The Vj updates CA for the revocation of Vi. 

 Step 3: The Vj updates LEO regarding Vi revocation from ITS and its accountability. 

 Step 4: PP or cascaded PPs are informed by CA regarding not issue more SPCs and are 

directed to send the Vi pseudonymous information to LTCA. 

 Step 5: CA is asked by LEO regarding Vi revocation from ITS and its real identity mapping. 

 Step 6: The LTC is revoked by the CA after the LTCA replies. The LTCA is asked to 

revoke PC after PP replies and reports back regarding the pseudonym of Vi. 

 Step 7: LTCA receives the pseudonym information of Vi from PP. 

 Step 8: After receiving the PC of Vi, LTCA reports back to CA regarding Vi  pseudonym. 

 Step 9: LEO receives the pseudonym information from CA. 

 Step 10: LEO forwards the pseudonym information of Vi to VMC for the mapping of its 

real identity. 

In this mechanism, the Vi real identity can be disclosed. According to the laws of a particular 



92 
 

country, the LEO takes action. The revocation and resolution protocol steps are presented in 

Algorithm 4.3. 

 

Figure 4.5. ASPA revocation and resolution process of malicious vehicle 

Algorithm 4.3.  ASPA revocation and resolution protocol 

1: 𝑉𝑗 → 𝑃𝑃: [(𝐵𝑒𝑎𝑐𝑜𝑛 𝑚𝑒𝑠𝑠𝑎𝑔𝑒)𝐾𝑉𝑖||𝑃𝑘𝑉𝑖||𝑆𝑃𝐶] 

2: 𝑉𝑗 → 𝐶𝐴: [(𝐵𝑒𝑎𝑐𝑜𝑛 𝑚𝑒𝑠𝑠𝑎𝑔𝑒)𝐾𝑉𝑖||𝑃𝑘𝑉𝑖||𝑆𝑃𝐶||𝑉𝑗𝐿𝑇𝐶𝑝𝑠𝑒𝑢𝑑𝑜𝑛𝑦𝑚] 

3: 𝑉𝑗 → 𝐿𝐸𝑂: [(𝐵𝑒𝑎𝑐𝑜𝑛 𝑚𝑒𝑠𝑠𝑎𝑔𝑒)𝐾𝑉𝑖||𝑃𝑘𝑉𝑖||𝑆𝑃𝐶||𝑉𝑗𝐿𝑇𝐶𝑝𝑠𝑒𝑢𝑑𝑜𝑛𝑦𝑚] 

4: 𝐶𝐴 → 𝑃𝑃: 𝑃𝑘𝑃𝑃[(𝐵𝑒𝑎𝑐𝑜𝑛 𝑚𝑒𝑠𝑠𝑎𝑔𝑒)𝐾𝑉𝑖||𝑃𝑘𝑉𝑖||𝑆𝑃𝐶] 

5: 𝐿𝐸𝑂 → 𝐶𝐴: [(𝐵𝑒𝑎𝑐𝑜𝑛 𝑚𝑒𝑠𝑠𝑎𝑔𝑒)𝐾𝑉𝑖||𝑃𝑘𝑉𝑖||𝑆𝑃𝐶||𝑉𝑗𝐿𝑇𝐶𝑝𝑠𝑒𝑢𝑑𝑜𝑛𝑦𝑚] 

6: 𝐶𝐴 → 𝐿𝑇𝐶𝐴: 𝑃𝑘𝐿𝑇𝐶𝐴[(𝐵𝑒𝑎𝑐𝑜𝑛 𝑚𝑒𝑠𝑠𝑎𝑔𝑒)𝐾𝑉𝑖||𝑃𝑘𝑉𝑖||𝑆𝑃𝐶] 

7: 𝑃𝑃 → 𝐿𝑇𝐶𝐴: 𝑃𝑘𝐿𝑇𝐶𝐴[𝑃3] 
8: 𝐿𝑇𝐶𝐴 → 𝐶𝐴: 𝑃𝑘𝐶𝐴[𝑃2] 
9: 𝐶𝐴 → 𝐿𝐸𝑂: [𝑃1] 
10: 𝐿𝐸𝑂 → 𝑉𝑀𝐶: [𝑃1] 

 

The beacons along with pseudonyms are kept in the vehicle OBU for a short time period. The 

beacons are authenticated quickly through pseudonyms and the public key. The vehicle (Vi) signs 

the beacon through its private key, while the corresponding public key is linked with beacons, 
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therefore, the communication cannot be refused. The signature verification process and the 

pseudonyms with beacons ensure the services of integrity and non-repudiation. Algorithm 4.4 

shows the pseudo code of a malicious vehicle revocation and resolution process. In the proposed 

frame work of ASPA, the exponential growth of CRL is controlled through revocation of the most 

recent communication pseudonyms. Therefore, the revoked pseudonyms cannot be authenticated. 

Furthermore, a distributed/targeted attack cannot be carried out on a vehicle, as beacon consists of 

public key for the signature verification along with SPC. All the communication pseudonyms are 

provided through secure channels as discussed in Section 4.6. Once a malicious vehicle or 

pseudonym is revoked, it cannot take part in the ITS. However, if Vj does issue a false positive 

claim, the LEO has its LTC pseudonym information. The LEO can take action against Vj because 

in this case, Vj is acting as a malicious vehicle. Therefore, LEO presents the LTC of Vj to CA and 

gets the pseudonym information of Vj. The LEO enquires from VMC for the real identity of Vj. 

The CA revokes LTC of Vj, LTCA revokes the PC of Vj, and PP is not required to issue more SPCs. 

In this way Vj can be revoked from the ITS network. According to the laws of a particular country, 

the LEO takes action.  

Algorithm 4.4. Pseudo code of ASPA revocation and identity mapping 

1: if 𝑉𝑗  reports to LEO 

2:  if 𝑉𝑗 reports to CA 

3:   if 𝑉𝑗 reports to PP 

4:        PP revokes the valid SPCs of 𝑉𝑖 

5:         LEO requests CA for mapping the factual identity of 𝑉𝑖 

6:        CA revokes LTC and LTCA revokes PC 

7:        PP sends the available information of 𝑉𝑖 to LTCA 

8:        LTCA sends the available information to CA 

9:        CA reports back to LEO regarding 𝑉𝑖 

10:     LEO requests VMC to reveal the original identity of 𝑉𝑖 

11:    end if 
12:  end if 
13: end if 
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4.9. PERFORMANCE ANALYSIS 

The proposed framework of ASPA is evaluated through Opportunistic Network Environment 

(ONE) simulator [155][156]. A core i7 laptop with 8GB RAM is used for the evaluation of the 

proposed framework. The experiments are performed 200 times. In order to perfectly evaluate the 

proposed framework, different speeds and network scenarios are considered. The parameters, 

which are considered in the simulations, are listed in Table 4.2. All the results are validated through 

ONE simulations. In order to analyze the performance of ASPA, the network parameters that are 

given below are analyzed. 

 Average latency = Average (Message delivered time – Message created time) 

 Overhead ratio = (Relayed messages – Delivered messages) / Delivered messages 

 Delivery ratio = Delivered messages / Relayed messages 

Table 4.2. ASPA design parameters 

Parameter name Description 

Duration 3600 seconds 

Interface type Simple broadcast interface  

IEEE 802.11P 

Transmit speed 10 Mbps 

Number of PP 1  

Number of vehicles 5 – 100 

Slow speed range 10 km/h to 50 km/h 

Medium speed range 51 km/h to 80 km/h 

High speed range 81 km/h to 120 km/h 

Mobility model Map based mobility 

Routing protocol Spray and Wait (SW) 

Map of city Helsinki 

Transmit range 1000 meters 

Area 10 km2 
 

4.9.1. Average latency 

The effect of average latency in different scenarios of sparse and dense networks with 

variable speeds of the proposed ASPA framework is shown in Figure 4.6. The results elaborate that 

without ASPA, ASPA with RA, ASPA with DA, and ASPA with RD network scenarios have no 
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significant differences. In all forms of beacons, the same trend is observed. However, in Figure 4.6 

(a), the average latency increases. The reason for this increase is that vehicles with slow speed are 

advancing slowly and get congested. Therefore, more beacons have received that results to utilize 

more bandwidth. In all type of scenarios, less than one millisecond’s average latency is observed. 

Only in a sparse scenario of ASPA with RD, 1.1 milliseconds average latency is observed. 

Furthermore, in Figure 4.6 (b) reduction in average latency is not smooth. The reason for this 

staircase is that vehicles with medium speeds are moving in the range of 51 – 80 km/h. Therefore, 

the distances among the vehicles are varying. Sometimes, due to less and more distances more or 

less beacons are received. In case of more beacons, more bandwidth is utilized. Similarly, in case 

of less beacons, less bandwidth is utilized.  

In summary, implementation of the proposed framework in sparse network scenarios points 

to an increase in the average latency. While in dense network scenarios the average latency is either 

stable or reducing. The security and privacy layer does not affect communication. 

(a) 
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(b) 

(c) 

Figure 4.6. Average latency. (a) Slow speed. (b) Medium speed. (c) High speed. 
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4.9.2. Overhead ratio 

It is important to show the effect of overhead ratio/communication overhead with and 

without ASPA. The results retrieved during the simulations as shown in Figure 4.7 provide similar 

trends in all type of scenarios with and without ASPA. The results carried both secured and plain 

text form of beacons for sparse and dense network scenarios. A high overhead ratio is observed, 

when vehicles received more beacons. This is due to minimum distances among vehicles and more 

collisions. In all experiments, less than 2% communication overhead between ASPA and without 

ASPA is observed, which is negligible when considering security and privacy features. 

 

(a) 
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 (b) 

 

(c) 

Figure 4.7. Overhead ratio. (a) Slow speed. (b) Medium speed. (c) High speed. 
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4.9.3. Delivery ratio  

The delivery ratio is an important parameter that shows the appropriateness of the proposed 

ASPA framework. The results shown in Figure 4.8 follow no change in the status of delivery ratio 

with the implementation of ASPA. In medium and high speed scenarios, Figure 4.8 (b) and 4.8 (c), 

the delivery ratio either increases or remains stable. This is due to less bandwidth being occupied 

to accommodate moderate number of beacons, when there is an increase in the vehicles distances. 

While in Figure 4.8 (a), the delivery ratio reduces after the number of vehicles goes beyond 75. 

The reason for this decrease is that the vehicles with slow speeds get closer and acquire more 

beacons. More bandwidth is required for more beacons and beacons are dropped. Therefore, the 

implementation of the security and privacy primitives in ASPA does not disturb the beacons 

delivery ratio. 

(a) 
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(b) 

(c) 

Figure 4.8. Delivery ratio. (a) Slow speed. (b) Medium speed. (c) High speed. 
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4.9.4. Computational cost analysis 

The ASPA computational cost along with standard  deviation is evaluated and presented in 

Tables 4.3, 4.4, and 4.5, respectively. The average beacon generation time is less than 4 

milliseconds. Similarly, the beacon authentication time is less than one millisecond. Therefore, in 

the proposed framework of ASPA, vehicles efficiently generate and authenticate a large number of 

messages. In case of acquiring LTC and PC, a vehicle average time requirement is less than 4 

milliseconds, respectively. Similarly, in the case of SPCs, the average time required is less than 5 

milliseconds. Therefore, the efficient deployment of ASPA endorses service providers to efficiently 

process a large number of requests, simultaneously. The revocation time of a malicious vehcile 

depends on the response time of the authorities, but should be minimum.  

 

Table 4.3. Computational cost of ASPA with RA 

ASPA Average computational  

time (ms) 

Standard 

deviation (ms) 

Message encryption 0.18 0.03 

Signature generation 3.52 0.13 

Message decryption 0.21 0.03 

Signature verification 0.37 0.13 

 

Table 4.4. Computational cost of ASPA with DA 

ASPA Average computational  

time (ms) 

Standard 

deviation (ms) 

Message encryption 0.18 0.03 

Signature generation 1.01 0.30 

Message decryption 0.21 0.03 

Signature verification 0.05 0.02 

 

 

Table 4.5. Computational cost of ASPA with RD 

ASPA Average computational  

time (ms) 

Standard 

deviation (ms) 

Message encryption 3.32 0.28 

Signature generation 0.37 0.21 

Message decryption 0.44 0.14 

Signature verification 0.03 0.01 
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4.9.5. Analysis of messages sizes 

This subsection provides an analysis of the variously used security primitives in the process 

of pseudonyms generation and vehicle revocation. Table 4.6 shows the field sizes of the security 

primitives that are used in the proposed framework.  

During the registration phase of the ASPA framework, the sizes of messages between an 

ITS-S (vehicle) and the service providers are shown in Table 4.7. Similarly, during a malicious 

vehicle revocation and real identity tracing, the message sizes between the vehicle and the 

authorities are shown in Table 4.8. 

The results show that in all type of scenarios with security and privacy, there is no 

significant difference when compared with the scenarios of without security and privacy 

deployment. To further evaluate the behavior of ASPA suitability, the ASPA is implemented with 

different speeds in sparse and dense scenarios. No generous difference without security and 

privacy primitives and with ASPA is observed. This shows the real performance of the ASPA 

framework. 

Table 4.6. ASPA individual field sizes 

Field name Size in bytes 

IDVMC 48 

N 16 

IDV 48 

P1 16 

KV 16 

Sk1 16 

TS1 5 

LT1 5 

IDLTCA 48 

IDPP 48 

Beacon message 34 

Signature 34 

PkVi 16 

Pseudonym 16 
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Table 4.7. ASPA registration process  

messages sizes 

Steps Size in bytes 

Step 1 112 

Step 2 144 

Step 3 80 

Step 4 80 

Step 5 2 

Step 6 180 

Step 7 90 

Step 8 154 

Step 9 180 

Step 10 90 

Step 11 154 

Step 12 74 

 

 

 

 

 

Table 4.8. ASPA revocation and resolution  

   process messages sizes 

Steps Size in bytes 

Step 1 100 

Step 2 116 

Step 3 116 

Step 4 100 

Step 5 116 

Step 6 100 

Step 7 16 

Step 8 16 

Step 9 16 

Step 10 16 

 

4.9.6. Comparison with existing schemes 

This subsection compares ASPA with the current PB and RSB/GSB approaches. In ASPA, 

the need for long communication pseudonyms pool and CRL large size is eliminated. A malicious 

vehicle, once revoked cannot be registered in the proposed framework. In addition, there is no 

need to keep a long pool of pseudonymous communication. In ASPA, it is ensured that if any of 

the servers are compromised, no useful information can be leaked.  The criteria for high, medium, 
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and low categorization is presented in Table 4.9, while ASPA is compared with existing security 

and privacy approaches in Table 4.10. 

 The low computational costs and communication overheads of ASPA prove that it is an 

efficient and scalable framework. Furthermore, the security and privacy analysis is discussed in 

Section 4.10.  

 

Table 4.9. Criteria for high, medium, and low categorization 

Parameters High Medium Low 

Computational cost > 10 ms 5.1 – 10 ms ≤ 5 ms 

Communication 

overhead 

      > 400 bytes 201 – 400 bytes ≤ 200 bytes 

Storage 

requirements 

> 1 MB 501 – 1024 KB ≤ 500 KB 

 

 

Table 4.10. ASPA comparison with ITS existing security and privacy schemes 

Research 

Paper 

Computational 

cost 

Communication 

overhead 

Storage 

requirements 

Group 

management 

Replay 

attack 

Sybil 

attack 

Side 

channel 

attack 

[37] High High High No Yes Yes No 

[45] High High High No No Yes No 

[103] Medium High Medium Yes Yes No Yes 

[135] Low Low Medium No Yes Yes Yes 

[147] High High High No Yes Yes Yes 

[150] High High Medium Yes Yes Yes No 

[159] High High High No Yes Yes Yes 

[160] Medium High High No No Yes Yes 

[161] Low Medium Low Yes Yes Yes Yes 

[162] Low Medium Low No Yes Yes Yes 

[163] Medium Medium Medium Yes No Yes No 

[164] High High High Yes Yes Yes No 

[171] High Low Medium Yes Yes No Yes 

ASPA Low Low Low No No No No 
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4.10. SECURITY AND PRIVACY ANALYSIS 

This section reviews the ASPA framework security and privacy services. Furthermore, 

different attack scenarios are examined.  

4.10.1. Security and privacy services 

ASPA is a lightweight and trustworthy framework with restrictive obscurity. Due to the 

distributed mechanism, no single authority can know the vehicles real identities. The following 

security and privacy services are offered by the ASPA framework. 

 Confidentiality and privacy: The communication pseudonyms are acquired by vehicle 

through a secure channel. Therefore, the pseudonyms to pseudonym and pseudonym to 

real identity mapping are provided by the service authorities in a distributed and 

controlled way. No service authority can have access to the full mappings. Here, a hybrid 

approach of SKC and AKC are implemented for performance and security. 

 Anonymity: Controlled anonymity is used by vehicle through fictitious identities among 

vehicles and service providers. Vehicles real identities are preserved in a controlled 

manner. 

 Integrity: Trusted authorities, which are VMC, CA, LTCA, and PP control and monitor 

communication among vehicles. If any message/beacon is altered, the communication and 

signature cannot be confirmed. 

 Authentication: Anonymous authentication is achieved by verifying beacons, without 

revealing the real identity of source vehicles. 

 Non-repudiation: The trustworthy communication includes messages, signatures, and 

pseudonyms. The communication cannot be refused, once a vehicle is found awful. As 

the trusted authorities provided pseudonyms that are used in communication. 
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4.10.2. Attack scenarios 

Privacy and security in the ASPA framework is evaluated using the following attack 

scenarios: 

 Vehicles and authorities use encrypted communication. Therefore, the communication 

cannot be eavesdropped by attackers. 

 It is impractical for an adversary to obtain SPCs, without PC. Similarly, an attacker cannot 

obtain PC without LTC. It is also impossible for an attacker to get LTC without the 

endorsement of VMC. 

 In case, if a PP is attacked, no valuable information regarding the vehicles real identities 

can be leaked. As the PP maintains encrypted and pseudonymized information. 

 In case, if LTCA is attacked, no valuable information regarding the vehicles real identities 

can be leaked. As the LTCA maintains encrypted and pseudonymized information. 

 Similarly, in case, if CA is attacked, no useful information regarding the vehicles real 

identities can be leaked. The CA contains pseudonymized and encrypted information. 

 In ASPA, once a vehicle gets SPCs and if there is a successful attack on the VMC 

database. The attacker cannot collect any effective information about the vehicle real 

identity. As the vehicle is utilizing fictitious identities in the communication and the VMC 

database contains encrypted information. 

 Similarly, if an adversary attempts to inject a fake beacon or alter a beacon, the beacon 

signature cannot be authenticated. 

The ASPA and SPATA frameworks provide maximum privacy and restrictive anonymity 

because it is capable of handling all the above attacks. ASPA and SPATA both are secure 

frameworks. However, ASPA with DA is more efficient and scalable in terms of reduced 
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computational costs and revocation methodology. 

4.11. SUMMARY  

In ITS, due to intermittent connectivity and dynamic topology, security and privacy is a 

serious concern. In ASPA, multiple authorities are involved in pseudonyms generation to stay off 

articulation between pseudonyms and real identity mapping in an illegal way. Even in a malicious 

vehicle revocation phase, the real identity is preserved from the certificate authorities. ASPA can 

work efficiently in more complex scenarios and eliminate the concept of colluding attacks. The 

results present a stable increase in the delivery ratio. Similarly, in the results, overhead ratio and 

average latency are decreasing. ASPA with DA is one of the best approaches in terms of reduced 

computational overheads.  
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5. CONCLUSION  

In this thesis, security and privacy issues in VANETs based ITS, are discussed. Privacy and 

security are always a deep concern in ITS, because of its loosely coupled network topology. Due 

to regular sensitive updates as beacons sent by vehicular nodes, security and privacy become key 

to its successful adoption. Although the subjects of security and privacy complement each other, 

the proposed structured approach to the discussion ensured that security and privacy are addressed 

both as separate but very key entities in the subject of ITS. ITS privacy as a subject has always 

been jumbled up with security discussions and addressed as a minor part of a whole, but here, it is 

made as a focal point. To make ITS safe from security and privacy attacks, security and privacy 

techniques must be imposed. The perfect security and privacy techniques for ITS are still a big 

challenge for researchers. In this thesis, different types of security and privacy attacks and their 

possible solutions to efficiently address the security and privacy issues in ITS are discussed. The 

categorization and comparison of different ITS security and privacy schemes with respect to 

scalability, security and privacy, computational cost, communication overhead, and latency are 

presented. Some schemes provide good security and privacy but are not scalable and incur high 

computational and communication costs. While other approaches have low computational and 

communication costs but provide low security and privacy.  

In the proposed frameworks, multiple authorities are involved in pseudonyms generation 

to stay off articulation between pseudonyms and real identity mapping in an illegal way. Even in 

a malicious vehicle revocation phase, the real identity is preserved from the certificate authorities. 

The proposed frameworks can work efficiently in more complex scenarios and eliminate the 

concept of colluding attacks. The results present a stable increase in the delivery ratio. Similarly, 

in the results, overhead ratio and average latency are decreasing. The computational cost of all 
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cryptographic primitives implemented in the proposed framework are negligible and do not hinder 

the communication efficiency. ASPA with DA is one of the best approaches in terms of reduced 

computational overheads.  

5.1. FUTURE WORK 

ITS can be integrated with the cloud to form the Internet of Intelligent Transport System-

Stations (ITS-Ss) [165]. Using the Internet of Things (IoT) technology in ITS forms Internet of 

ITS-Ss (IoITS-Ss) to achieve the applications of IoT in ITS. ITS is differentiated from the early 

internet as it has the characteristics of high speed, sparse, and dense scenarios, point of interest 

spots, dynamic topology, security, location, and identity privacy. As ITS-Ss (vehicles) on the 

internet of ITS-Ss are vulnerable to different types of security and privacy attacks from the 

perspective of global, local, passive, active attacks in the access layer, networking and transport 

layer, and facilities layer as discussed in Chapter 2, Sections 2.1, 2.2, and 2.3 respectively. The 

aim of IoITS-Ss is to gain infotainment services or other services through the internet. Infotainment 

services include media downloading, electronic commerce, insurance, real time traffic analysis, 

parking guidance, and other point of interest services. As shown in Figure 5.1, the dissemination 

architecture of ITS, the Internet/cloud services are accessed through 3G/4G/5G technology. The 

main aim of IoITS-Ss is to provide convenience for ITS users. After connection of ITS with cloud 

provides more enhanced features like online traffic guidance [166]. 
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Figure 5.1. Intelligent transport system dissemination formation in cloud 

ITS can be seen as a type of IoT. IoITS-Ss work well if the distances among ITS-Ss 

(vehicles) are large. As DSRC provides communication range up to 1000 meters, in the scenarios 

where the number of ITS-Ss (vehicles) are less, the internet services is a great deal for ITS, to 

provide the typical applications of ITS that is road safety, traffic efficiency, and comfort. In IoITS-

Ss security and privacy is a great challenge, because of transportation crashes by untrue contents 

from IoITS-Ss heads straight to accidents, kidnapping, and cost of family living. Further, people 

want to keep their driving private. However, IoITS-Ss cloud takes ITS-Ss information and thus 

vehicles privacy can be leaked. If vehicles use the cloud more and more, the security and privacy 

are at a great risk. 

In IoITS-Ss a part of information can be live and a part of information can be private to 

protect the privacy of vehicles. Cloud security and privacy in IoITS-Ss ensure vehicles security 
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and privacy. According to [167]–[170], the following types of security and privacy attacks in 

IoITS-Ss i.e., snooping, status spoofing, information altering, DoS, repudiation, obstruct, 

intervention etc. as discussed in Chapter 2, Sections 2.1, 2.2, and 2.3 respectively, which demise 

the performance, strength, vigor, privacy, and security. Scalable and trustworthy security and 

privacy techniques should be design to address the issues of different types of attacks as discussed 

in the Chapter 2 of this thesis.  

The proposed work is limited to a specific geographic location spanning an area of 10 km2, 

which considers only CAMs or BSMs. Currently RSU does not take part in the generation and 

verification of pseudonyms and signatures due to side channel attacks. In future, the proposed 

framework will be implemented with multiple PPs and its integration with the cloud environment 

to form IoITS-Ss. 
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